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ABSTRACT 

 

Airliners spend over 9% of their total revenue in Maintenance, Repair, and Overhaul 

(MRO) and working to bring down the cost and time involved. The prime focus is on 

unexpected downtime and extended maintenance leading to delays in the flights, which 

also reduces the trustworthiness of the airliners among the customers. One of the effective 

solutions to address this issue is Condition based Maintenance (CBM), in which the 

aircraft systems are monitored frequently, and maintenance plans are customized to suit 

the health of these systems. Integrated Vehicle Health Management (IVHM) is a 

capability enabling CBM by assessing the current condition of the aircraft at component/  

Line Replaceable Unit/ system levels and providing diagnosis and remaining useful life 

calculations required for CBM. However, there is a lack of focus on vehicle level health 

monitoring in IVHM, which is vital to identify fault propagation between the systems, 

owing to their part in the complicated troubleshooting process resulting in prolonged 

maintenance. This research addresses this issue by proposing a Framework for Aerospace 

Vehicle Reasoning, shortly called FAVER. FAVER is developed to enable isolation and 

root cause identification of faults propagating between multiple systems at the aircraft 

level. This is done by involving Digital Twins (DTs) of aircraft systems in order to 

emulate interactions between these systems and Reasoning to assess health information 

to isolate cascading faults. FAVER currently uses four aircraft systems: i) the Electrical 

Power System, ii) the Fuel System, iii) the Engine, and iv) the Environmental Control 

System, to demonstrate its ability to provide high level reasoning, which can be used for 

troubleshooting in practice. FAVER is also demonstrated for its ability to expand, update, 

and scale for accommodating new aircraft systems into the framework along with its 

flexibility. FAVER’s reasoning ability is also evaluated by testing various use cases.  

 

Keywords:  

Condition Based Maintenance; Vehicle health monitoring; Diagnosis; Reasoning; 

Aircraft systems; Fault propagation; Aircraft accidents   
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1 Introduction 

A well-defined maintenance program is essential for warranting the safety and reliability 

of an aircraft, along with increasing its availability and reducing unexpected downtime. 

According to an Oliver Wyman report [1], in 2018, the maintenance costs incurred by the 

network and value airlines in the United States accounts for 8.95% as shown in Figure 

1-1. Globally, International Air Transport Association (IATA) [2] reports that 

Maintenance, Repair, and Overhaul (MRO) contributed to 9% of total operational costs 

for the airliners in 2018. The airliners are looking for methods to reduce these MRO 

related costs, and the prime emphasis is on unexpected downtime and extended 

maintenance leading to delays in the flights. For example, Southwest Airlines had to 

cancel several flights in 2019 due to unscheduled maintenance issues, costing the airlines 

millions a week [3]. This also reduces the trustworthiness of the airliners among the 

customers. 

Figure 1-1 Cost breakdown for the United States airlines in 2018  (adapted from [1]) 

In order to save time and cost involved in MRO and to prevent unexpected downtime, 

maintenance programs for aircraft have evolved from scheduled maintenance and 

preventive maintenance to predictive maintenance and Condition Based Maintenance 

(CBM). The principal focus of CBM is to monitor the condition of the target systems, 

which could be either components or Line Replaceable Units (LRUs) in an aircraft system 

or the system itself, and provide maintenance on the need basis to avoid any unexpected 
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downtime. CBM is a real-time product performance measure, and it involves monitoring 

the current condition of the system to provide customized maintenance plans.  

1.1 Motivation behind this research 

Despite the dedicated maintenance practices of CBM to ensure safety, reliability, and 

availability of the aircraft, there are several cases of unexpected downtime due to 

complicated scenarios like fault propagation. In general, the cases of cascading faults are 

taken care of during troubleshooting activities in maintenance. However, in cases such as 

these accidents [4–8], where the faults propagate between the interacting aircraft systems, 

troubleshooting will not be straight forward, resulting in extended downtime. This 

problem forms the foundation of this research project.  

1.1.1 Aircraft systems interactions 

An aircraft is a complex machine comprising multi-physical systems, as listed by the 

Federal Aviation Administration (FAA) [9]. These systems interact with each other at 

different capacities for the safe and efficient operation of the aircraft. Some of the 

mainstream interactions between the aircraft systems include, but are not limited to the 

following types: i) mechanical and electrical interactions, ii) interactions enabled by mass 

transfer such as fuel and air, and iii) interactions due to data transfer such as sensor data 

and electronic commands [10]. These interactions between the systems can be seen in any 

typical aircraft; some of them are shown in Figure 1-2.  

i) The main function of the Fuel System (FS) is to provide fuel to the engine and 

the Auxiliary Power Unit (APU). 

ii) The engine produces thrust demanded for the flight and also produces shaft 

speed required to drive the generators in the Electrical Power System (EPS), 

among other critical functions. 

iii) The APU also provides the mechanical power to drive the generators in the 

EPS. 

iv) The engine and the APU provide compressed bleed air to the Environmental 

Control System (ECS), which is then conditioned for pressurization in the 

aircraft cabin. 

v) The EPS provides AC and DC power required by all the other systems.  
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vi) Aircraft electronics or avionics provides for Human-Machine Interface and 

Machine-Machine Interface for input and output, monitoring, and transferring 

of electronic data such as sensor data and control system commands.  

Figure 1-2 System level interactions in an aircraft 

While most of the systems have interactions with few others, aircraft systems like the 

EPS and avionics span across the aircraft. All these systems are dependent on each other 

for achieving their functionality fully, as well as for the overall functioning of the aircraft. 

With the increasing trend of more-electric and all-electric aircraft, the modern aircraft is 

more integrated, making the interactions between these systems much more complex 

[10].  

1.1.2 Failure propagation across systems 

Aircraft systems are complex by themselves; they are designed and assessed to contain 

failures within the system in general to avoid fault propagation from one system to 

another during the interaction between these systems. However, with the advent of 

advanced technologies for high-speed data transfer, big data analysis, and the move 

towards lightweight and more electric concepts, the integration of major aircraft systems 

has become inevitable with increased interrelationship and interdependence between the 

systems. This has led to rigorous safety assessments during the design and development 

stages, followed by sophisticated maintenance programs during the operations stage, to 

reduce the probability of potential failures and their propagated effects. 
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1.1.3 Example of Safety assurance during Design & Development 

SAE ARP4761 explains an approach to a complete system safety analysis required for 

aircraft to comply with safety requirements. This includes Common Cause Analysis, 

which is used to determine the potential common cause failure conditions through three 

elements, namely, Particular Risk Analysis, Zonal Safety Analysis, and Common Mode 

Analysis [11].  

 

Figure 1-3 Failure Propagation Visualization for Rotor Burst Case [11] 

 

For example, Fritz (2009) [11] uses System dependency analysis as a tool to perform 

the rotor burst analysis for the main engine for a redundant flight controls function (fly-

by-wire pitch control) of a generic regional jet airliner. The failure propagation of a rotor 

burst scenario is seen in Figure 1-3, where the red/dark colored items indicate the 

propagation of lost/failed functions. For this analysis, the incident is assumed to start from 

Left Hand engine failure, which results in the loss of power in hydraulic and electric 

power in associated systems. As a result, in the electrical system, the engine driven 

generator is not powered.  In the hydraulic system, the loss of hydraulic power leads to 
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the loss of power to an engine driven pump. Hence the electric motor pump is not able to 

provide the power demanded by the flight controls, finally affecting the Left Hand 

Elevator Surface (Figure 1-3). Wiring installation in the rotor burst zone is also 

considered for safety analysis. Rotor burst cases are developed from potential disc 

trajectories, and cases relevant to the failures assumed are simulated with their failure 

modes. Sensitivity analysis was carried out to capture the minimum acceptable control 

criterion and general requirements, using which the model was iterated during the 

optimization process to capture the functional margins of the considered systems [11].  

Such rigorous safety analyses are essential for certification of the aircraft systems 

before they are used in operation. These design stage analyses are complemented by 

maintenance programs to ensure the safety, reliability, and availability metrics of the 

aircraft systems.  

1.1.4 IVHM for Condition Based Maintenance 

Integrated Vehicle Health Management (IVHM) systems use sophisticated technologies 

to acquire health data from the targeted systems, process the information to assess the 

current health and carry out diagnosis and prognosis, and provide inputs required by CBM 

for creating the maintenance plans [12]. IVHM can be integrated with the target system 

from its design stage itself; however, it is predominantly used as a product at the 

maintenance stage [13]. In recent years, health monitoring systems are used in many 

aircrafts, and they have reportedly contributed to huge cost savings in MRO [2]. This is 

possible due to accurate diagnosis and isolation of faults which help in the troubleshooting 

process and the improved calculation of remaining useful life of the systems, based on 

which maintenance activities are carried out. Even the faults propagating to nearby 

components or LRUs are caught during maintenance through troubleshooting with the 

help of built-in tests and through expert systems reference models used in IVHM systems. 

1.1.4.1 Need for IVHM systems at the aircraft level 

The current focus of IVHM systems involves automating the diagnostic procedures 

at the levels of LRUs, and for subsystems in the various aircraft systems (the engine, the 

ECS, etc.). Failure propagation among surrounding areas is considered in distributed 

diagnosis and is demonstrated in HVAC systems [14] and power distribution systems 

[15]. However, there are only a few studies in the IVHM systems that consider the 
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diagnosis of multiple systems at the aircraft level. Examples include a vehicle health 

monitoring system architecture patented by Honeywell [16], demonstration of the effect 

of a fault in a fuel-cooled oil cooler on other independent systems by Airbus Space and 

Defence [17], Vehicle Integrated Prognostic Reasoner [18], and Vehicle Level Reasoning 

System [19].  These show that the area of vehicle level health monitoring is still not 

sufficiently explored. 

In order to trace the root cause of a cascaded fault, reasoning through the health 

information of multiple systems is a necessity, which has not been widely implemented. 

To fill this gap, this research considers developing a diagnostic reasoning framework at 

the vehicle level that can consider the health information from all levels, i.e., component, 

subsystem, and system (as seen in Figure 1-4), process the data at each level and give 

decisions based on all the inputs.  

 

Figure 1-4 Health Information flow in a reasoning framework at vehicle level [20] 

Developing a comprehensive diagnostic reasoner at the vehicle level for an aircraft 

within the PhD timeframe is difficult, if not impossible. Hence, rather than developing a 

system, this research sets up a framework that can be considered as an approach for the 

diagnosis of interaction faults at the aircraft level. The proposed framework (and hence 

the title of this thesis) is called A Framework for Aerospace Vehicle Reasoning, 

abbreviated as FAVER. The framework uses two different concepts, viz, i) a set of Digital 

Twins (DTs) representing the aircraft systems used to emulate the interactions with each 
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other, and ii) a reasoning mechanism to process information from multiple aircraft 

systems and isolate the root cause of cascaded faults.  

This research project is funded by The Boeing company, which focuses on developing 

advanced IVHM systems like Aircraft Diagnostics and Maintenance Systems (ADMS) 

and integrated onboard and ground-based health reasoning systems to help predictive 

maintenance and CBM programs. This research aims to provide a simplified framework 

through FAVER, which could be used to develop IVHM systems at the aircraft level. 

FAVER could provide high level reasoning for troubleshooting cascading faults across 

systems and isolating their root causes, thus helping in preventing unexpected downtime 

and prolonged maintenance.    

1.2 Aim and Objectives 

Aim 

To develop a Framework for Aerospace Vehicle Reasoning (FAVER) that incorporates a 

Digital Twin (DT) to demonstrate the interaction of multiple aircraft systems and a 

reasoning mechanism to investigate the scenarios of fault propagation between them.  

Objectives 

To achieve the aim of this research, a series of objectives are set out to be met. These 

objectives include finding existing gaps in the literature, the conceptualization of use 

cases, and setting up the framework for demonstration of use cases. 

Objective 1:  

A literature review to find the existing work and gaps in the following areas: 

a. Examples for fault propagation across aircraft systems 

b. Health monitoring techniques developed at systems and vehicle level 

c. Reasoning systems developed in academia and industries 

d. Digital Twin (DT) applications in the field of IVHM 

Objective 2: 

To choose multiple interacting aircraft systems from a legacy aircraft, define boundary 

conditions with sufficient complexity.  

Objective 3: 
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To produce simulations of the chosen aircraft system DTs and to develop diagnostics for 

these systems to isolate a certain number of fault modes. 

Objective 4: 

To develop a reasoning module at the vehicle level that i) contains the knowledge of both 

the system level diagnostics and the relationship between the systems, ii) has a knowledge 

system that is easily scalable and updatable, and iii) possesses reasoning methodologies 

and algorithms to isolate single and interacting faults at the vehicle level  

Objective 5: 

To demonstrate the ability of the FAVER that combines the power of reasoning with the 

capabilities of a Digital Twin (DT) to deduce and isolate the system interaction faults and 

their root causes in the following cases: 

a. isolate faults that affect both local systems as well as have macro effects on 

the interacting systems, 

b. find ambiguity among the faults and resolve, and 

c. expand the framework to accommodate systems that are previously unknown 

1.3 Methodology 

The overall methodology is framed to set the context of the research, to define the aim 

and objectives, and to achieve these objectives within the prescribed duration. The 

research objectives are planned to be achieved in five phases, as shown in Figure 1-5.  

1.3.1 Phase 1: Literature review 

This phase is to set up the context of this research and is in line with Objective 1. Hence, 

this phase focused on carrying out literature reviews in various topics to identify the 

research gaps. As seen in Figure 1-5, the topics included aircraft accidents due to 

cascading faults, a survey on health monitoring systems, detailed reviews on reasoning 

techniques, and Digital Twin (DT) applications. As a result of literature reviews from 

phase 1, the following ‘research gaps’ were identified. 

Research Gap 1: There are multiple occasions where aircraft accidents have been caused 

due to fault propagation between aircraft systems. This finding is significant, as it formed 

the backbone of the problem statement for this research.  
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Research Gap 2: Health monitoring systems are well-established at components/ LRUs 

and subsystems level, and they are now increasingly used at the systems level. However, 

there is not much research done with the ‘vehicle level’ as the key focus. 

Research Gap 3: Most DT applications in the industry contribute to aircraft systems 

health management; they are not widely used for emulating interactions between aircraft 

systems, and they are not applied in vehicle level health monitoring. 

Outcome of Phase 1: This phase helped in defining the aim of this research. As the 

outcome of this phase of research, one journal paper, and one conference paper were 

produced. 

i. Ezhilarasu, C. M., Skaf, Z., & Jennions, I. K. (2019). The application of reasoning 

to aerospace Integrated Vehicle Health Management (IVHM): Challenges and 

opportunities.  

Progress in Aerospace Sciences, 105(January), 60–73. 

https://doi.org/10.1016/j.paerosci.2019.01.001  

ii. Ezhilarasu, C.M., Skaf, Z, Jennions, I.K., 2019, Understanding the Role of a 

Digital Twin in Integrated Vehicle Health Management (IVHM), IEEE SMC 

2019, Bari, Italy, Oct 6-9, 2019 DOI: 10.1109/SMC.2019.8914244 

 

https://doi.org/10.1016/j.paerosci.2019.01.001
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Figure 1-5 Methodology flow diagram 
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Apart from the above-mentioned topics, frequent literature reviews were conducted 

throughout the research duration in order to implement the best-known methods at every 

stage. The other research gaps found during this exercise are presented in their respective 

phases of the methodology. 

1.3.2 Phase 2: Use case conceptualization 

This phase focused on conceptualizing the framework, which involved choosing the 

systems for demonstrations, developing use cases, and defining the boundaries (as seen 

in Figure 1-5). This phase is significant as it is in line with Objective 2 and helped define 

the rest of the objectives of this research, to achieve the aim of demonstrating isolation 

of cascading faults and their root causes at the vehicle level within the limited duration.  

Outcome of Phase 2: A thought experiment was conducted during this phase, which 

helped in framing the assumptions to be held for developing FAVER at the initial stage. 

These assumptions were made to help kickstart the demonstration of the framework in a 

reasonable time period, and they are (will be) removed or conservatively updated as the 

research progresses.  As a result of this phase, four interacting aircraft systems were 

chosen for the demonstration of FAVER. These systems are  

i) The Electrical Power System (EPS) 

ii) The Fuel System (FS) 

iii) The Engine 

iv) The Environmental Control System (ECS) 

These four systems were chosen carefully based on the availability of resources for their 

respective DTs. The use cases were developed based on the possible interactions between 

these systems as well as the faults which can be simulated for propagation between them. 

As the outcome of this phase of research, one extended abstract and one conference paper 

were produced. 

i. Ezhilarasu, C. M. (2018). An Integrated Reasoning Framework for Vehicle Level 

Diagnosis of Aircraft Subsystem Faults. Annual Conference of Prognostics and 

Health Management Society.  

Retrieved from https://www.phmpapers.org/index.php/phmconf/article/view/707  

https://www.phmpapers.org/index.php/phmconf/article/view/707
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ii. Ezhilarasu, C. M., Skaf, Z., & Jennions, I. K. (2019). Progress towards a 

Framework for Aerospace Vehicle Reasoning (FAVER). Proceedings of the 

Annual Conference of the PHM Society, 11(1), 1–9. 

Retrieved from  https://doi.org/https://doi.org/10.36001/phmconf.2019.v11i1.887 

1.3.3 Phase 3: Framework for Aerospace Vehicle Reasoning (FAVER) 

This phase involved developing the building blocks of FAVER in order to meet 

Objectives 3 and 4. The key outcome of this phase is the architecture of FAVER. Here, 

FAVER is treated as a platform for setting it up for demonstration. A System-of-systems 

methodology is followed to capture the requirements for developing the architecture of 

FAVER, and a ‘V’ diagram is developed to systemically build the modules required for 

FAVER. Accordingly, as observed from Figure 1-5. the Digital Twins (DTs) of the 

chosen aircraft systems are aggregated by developing a simulation model from scratch, 

using the open source as well as copyrighted simulation models, and running an 

experimental rig to include hardware-in-the-loop. This is followed by building stand-

alone diagnostics for each of these systems. In parallel, the blocks required for the 

reasoning system are developed, including the vehicle level knowledge and reasoning 

algorithms. While developing the DTs and the system level diagnostics for the aircraft 

systems, the following research gaps were found and addressed. 

Research Gap 4: Most diagnostics developed for the aircraft Electrical Power Systems 

(EPS) focused on its components and LRUs like wires, relays, generators, and induction 

motors. Researches were also conducted to analyze the performance of aircraft systems 

linked to the EPS, such as the fuel pump and the engine. However, there is a lack of 

research work focusing on the isolation of faults in the EPS that could have cascading 

effects on the connected aircraft systems.   

Research Gap 5:  Across the literature, diagnostics developed for aircraft systems follow 

different sets of instructions. For a vehicle level reasoner such as FAVER, building a 

system level diagnostic for each system using different steps as found in the researches, 

is time-consuming. Even the established methodologies in the literature are experimented 

exclusively on only one of the aircraft systems. There is no standardized methodology 

that is demonstrated with multiple aircraft systems.   

https://doi.org/https:/doi.org/10.36001/phmconf.2019.v11i1.887
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 Outcome of Phase 3: As a result of phase 3, the architecture of FAVER is defined, and 

its building blocks are constructed. The DTs for all four aircraft systems are set up, along 

with their diagnostics. The reasoning system is also implemented as a part of FAVER’s 

architecture, including vehicle level knowledge and reasoning algorithms.  

Research gap 4 is addressed by developing an EPS DT along with its interaction 

network extending to the components and LRUs from other aircraft systems like the 

engine, the FS, and the ECS. Faults are injected to observe both micro effects (i.e., within 

the systems) and macro effects on the interaction network. An Adaptive Neuro-Fuzzy 

Inference System (ANFIS), combined with causal reasoning, was implemented for the 

diagnosis of faults in the EPS, including the isolation of faults that could affect the 

connected systems. 

Research gap 5 is addressed in this research by adopting the Open Standard 

Architecture for Condition Based Maintenance (OSA-CBM) standard as the methodology 

for developing system level diagnostics. For demonstration purposes, three aircraft 

systems, viz., the engine, the Fuel System (FS), and the Environmental Control System 

(ECS) are used for developing diagnostics using the OSA-CBM methodology. 

As a result of this phase, the paper on the EPS simulation and diagnostics is published 

in a  journal, the paper on OSA-CBM methodology for system diagnostics is under review 

with a journal, and the paper on architecture of FAVER is under revision for another 

journal. 

i. Ezhilarasu CM., Jennions IK. A System-Level Failure Propagation Detectability 

Using ANFIS for an Aircraft Electrical Power System. Applied Sciences. 2020; 

10(8): 2854. Available at: https://doi.org/10.3390/app10082854 

ii. A Generalized Methodology for Diagnosis of Multiple Aircraft Systems – In 

revision, with IEEE Access 

iii. Developing the architecture of FAVER (a Framework for Aerospace VEhicle 

Reasoning) using System-of-Systems methodology – In revision, with IJPHM 

1.3.4 Phase 4: Implementation and Testing 

This phase covers objective 5, where the blocks built for FAVER are put together for 

demonstration. A couple of accident scenarios are adapted for developing use cases for 

https://doi.org/10.3390/app10082854
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interaction faults involving multiple aircraft systems. The developed reasoning technique 

for FAVER is tested through several complicated scenarios to test its ability to isolate 

cascading faults, solving ambiguities, and identifying the root causes. In this phase, 

FAVER is also tested for its ability to accommodate new (or previously unknown) 

systems and update its existing knowledge in the framework. Phases 3 and 4 are repeated 

to create and add new aircraft systems to the framework. 

1.3.5 Phase 5: Evaluation and Conclusion 

In this phase of research, FAVER is evaluated for its proof of concept, along with a 

comparison study for its reasoning abilities. Research areas to be focused in the future, as 

an extension of the current research is also explored in this phase. 

1.4 Structure of the thesis 

This thesis is written in a ‘Paper-based’ format, consisting of nine chapters. Except for 

chapter 8 (and the introduction and conclusion chapters), all the other chapters are peer-

reviewed. Chapters 2, 3, 4, 6, and 7 are reformatted versions of published papers (both 

journal and conference papers) with only a few changes to the main text, to reflect the 

updated journey of this research. Chapters 5 and 8 are papers currently formatted for 

submission to a journal. All these chapters are outcomes of different phases of research 

methodology, as mentioned in section 1.3, and are arranged cohesively to align with the 

research objectives, as listed in Table 1-1.  

Table 1-1 List of thesis chapters aligned with research objectives 

Chapter 
Outcomes of Research 

methodology phase 

Objectives 

achieved 

Publication status 

Chapter 2 
Phase 1 Objective 1 Published in journal 

Chapter 3 
Phase 1 Objective 1 Presented in conference 

Chapter 4 
Phase 2 Objective 2 Presented in conference 

Chapter 5 
Phase 3 Objective 4 In preparation for submission 

Chapter 6 
Phase 3 Objective 3 Published in journal 

Chapter 7 
Phase 3 Objective 3 Published in journal 
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Chapter 8 
Phase 4, Phase 5 Objective 5 In preparation for submission 

The following subsections provide a concise review of the content and outcomes of each 

chapter in this thesis. 

1.4.1 Chapter 2: The Application of Reasoning to Aerospace Integrated 

Vehicle Health Management (IVHM): Challenges and Opportunities 

This chapter is an outcome of Phase 1, and it aligns with Objective 1. It reviews various 

reasoning methods applied in the field of aerospace for IVHM, as well as explores its 

relationship with respect to their timeline in the field of artificial intelligence. This chapter 

presents the basics of reasoning, drawing examples from different fields ranging from the 

gaming industry to healthcare and education. It discusses, in detail, the different reasoning 

techniques, methodologies, and systems, along with their pros and cons. It also reviews 

different algorithms used by reasoning for the purpose of diagnosis and prognosis, which 

are the cornerstones of IVHM. This chapter also presents various reasoners developed in 

aerospace IVHM by the industry as well as academia.  

Outcomes of this chapter:  

i) This chapter identifies a significant gap in the current IVHM systems: the lack 

of research and application of IVHM systems at the vehicle level (Research 

gap 2 from section 1.3). This, in turn, serves as the underlying problem 

statement on which this research is built.  

ii) A generalized reasoning system derived in this chapter by comparing different 

reasoning systems is used to develop the reasoning architecture in FAVER at 

the vehicle level. 

iii) The reasoning techniques surveyed are applied in the system level diagnostics 

as well as in the vehicle level reasoning algorithm. 

This chapter is a reformatted version of the following publication: 

Ezhilarasu, C. M., Skaf, Z., & Jennions, I. K. (2019). The application of reasoning to 

aerospace Integrated Vehicle Health Management (IVHM): Challenges and 

opportunities. Progress in Aerospace Sciences, 105(January), 60–73. 

https://doi.org/10.1016/j.paerosci.2019.01.001  

https://doi.org/10.1016/j.paerosci.2019.01.001
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1.4.2 Chapter 3: Understanding the role of a Digital Twin in Integrated 

Vehicle Health Management (IVHM) 

This chapter is also an outcome of Phase 1, aligning with Objective 1. This chapter studies 

the structure of a Digital Twin (DT), aggregates its various forms along the life cycle of 

a product, and discusses the building blocks and enabling technologies of a DT. This 

chapter reviews the applications of a DT in various industries and academia and focuses 

especially, in the field of IVHM.  

Outcome of this chapter:  

This chapter derives the role of a DT in an OSA-CBM influenced IVHM system, which 

is adapted in this research for the DT layer in FAVER. 

This chapter is a reformatted version of the following conference paper: 

Ezhilarasu, C.M., Skaf, Z, Jennions, I.K., 2019, Understanding the Role of a Digital Twin 

in Integrated Vehicle Health Management (IVHM), IEEE SMC 2019, Bari, Italy, Oct 6-

9, 2019 DOI: 10.1109/SMC.2019.8914244 

1.4.3 Chapter 4: Progress towards a Framework for Aerospace Vehicle 

Reasoning (FAVER) 

This chapter is a result of Phase 2, which focuses on the use case conceptualization for 

the framework. The framework FAVER is proposed in this chapter, along with the 

supporting background details. This chapter presents the preliminary objectives of the 

framework and the methodology to be followed to demonstrate FAVER. This is followed 

by developing example use cases and deriving assumptions through a thought experiment. 

Challenges in implementing FAVER is also discussed in this chapter and a suitable 

solution, provided. 

Outcomes of this chapter:  

The following are the outcomes of this chapter. 

i) The backstory of FAVER along with preliminary objectives 

ii) Methodology to be followed for implementing and demonstrating FAVER 

iii) Possible combinations of use cases 

iv) Assumptions arrived at with the help of a thought experiment 
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This chapter is a reformatted version of the following conference paper: 

Ezhilarasu, C. M., Skaf, Z., & Jennions, I. K. (2019). Progress towards a Framework for 

Aerospace Vehicle Reasoning (FAVER). Proceedings of the Annual Conference of the 

PHM Society, 11(1), 1–9. Retrieved from  

https://doi.org/https://doi.org/10.36001/phmconf.2019.v11i1.887 

Note: 

The objectives and methodology of FAVER described in this chapter are only 

preliminary. They are later finetuned as the research progressed. Some of the assumptions 

made in this chapter were updated too. Chapter 4 has not been edited from its published 

version in order to cover the exact path followed in this research. The difference between 

the concepts provided in chapter 4 and the rest of this research are listed below, with the 

justifications on why these concepts were not used. 

i) FAVER should identify the faults that were previously unknown: In the 

preliminary phase of the conceptualization of FAVER, it was decided that 

FAVER should be able to identify the faults that are not known to its reasoning 

knowledge. This point is discussed in chapter 4 in detail. In order to demonstrate 

this, the EPS DT was assumed to be not instrumented for diagnostics. This 

assumption, however, was found to be a contradiction, as FAVER’s vehicle level 

reasoning is built upon system level diagnostics. Further, in practice, any aircraft 

system with sensor data would have some sort of diagnostics in place. Hence, 

assuming that the EPS will not be instrumented for diagnostics at first, only to be 

built at the later stage when FAVER throws an error for not having enough 

information about the EPS, proved to be a futile exercise. Therefore, the 

assumption made in this chapter that the EPS will not be instrumented for 

diagnostics was removed for the next chapter of this thesis. Also, instead of 

focusing on making FAVER identify a fault that was previously unknown, the 

research progressed in making FAVER expandable to accommodate an aircraft 

system that was previously unknown to the framework, thus making FAVER 

expandable and scalable. 

ii) Case Based Reasoning (CBR) system for FAVER’s vehicle level reasoning: In 

chapter 4, the vehicle level knowledge of FAVER was assumed to be made of a 

CBR system and hence details were given on how the symptom vectors (a set of 

https://doi.org/https:/doi.org/10.36001/phmconf.2019.v11i1.887
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parameters representing the health of an aircraft system) will be populated to 

create the database, against which the input symptom vector will be compared. 

This method was dropped at the later stage in favour of an expert system at the 

vehicle level. This is because a CBR system is only as good as its data repository, 

and for this research, creating such a repository meant access requirements to 

several datasets, along with the time involved in data processing and other 

supporting efforts. On the other hand, the novel expert system developed for 

FAVER has the advantage of being easily manageable and scalable. This expert 

system can be straightforwardly updated with additional knowledge, without 

much changes to the existing structure. Hence, from chapter 5 onwards, the 

vehicle level knowledge of FAVER represents the expert system rather than a 

CBR system. 

1.4.4 Chapter 5: Developing the architecture of FAVER (a Framework for 

Aerospace Vehicle Reasoning) using a System-of-Systems 

methodology 

This chapter is a result of Phase 3, aligning with Objective 4. In this chapter, the 

architecture of FAVER is developed using a System-of-Systems methodology; the 

different requirements are captured using the Holistic Requirements model, and a tailored 

‘V’ process model is developed for this methodology. This chapter also discusses how 

the challenges like scalability are handled, with the help of modularity as well as a novel 

representation of the expert system’s knowledge, as against the traditional relationship 

matrix. This chapter presents the activities followed by FAVER’s architecture and 

demonstrates its function with use case scenarios. The use cases demonstration includes 

results from simulation models and diagnostic results which are described in Chapters 6 

and 7.  

Outcomes of this chapter:  

The following are the outcomes of this chapter. 

i) Definition and implementation of the building blocks of FAVER 

ii) Expert system with fault attributes database for reasoning’s knowledge 

iii) Description of activities between the modules of FAVER 
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iv) Demonstration of isolation of cascading faults and their root causes with the 

EPS and the FS, solving ambiguity in the process 

This chapter is a reformatted version of the following paper, which is in preparation for 

journal submission. 

1.4.5 Chapter 6: A System-Level Failure Propagation Detectability Using 

ANFIS for an Aircraft Electrical Power System 

This chapter aligns with Objective 3, and it is an outcome of Phase 3. It demonstrates the 

development of Electrical Power System (EPS) Digital Twin (DT) focusing mainly on its 

connections with other aircraft systems in its interaction network, like the engine, the Fuel 

System (FS), and the Environmental Control System (ECS), through LRUs like valves 

and pumps. This is followed by simulations of both healthy and faulty scenarios using the 

developed DT. An ANFIS monitor is developed to detect the presence of any fault 

(continuous or intermittent). The results of ANFIS is processed in two approaches, and 

causal reasoning is combined with the approach that provides better classification results. 

Later, the ANFIS monitor is tested for its ability to detect faults and isolate their root 

causes. This EPS DT is used for simulating fault scenarios that affect the systems in its 

interaction network, and the results from the ANFIS monitor are used for vehicle level 

reasoning in FAVER. 

Outcomes of this chapter:  

The following are the outcomes of this chapter. 

v) The EPS DT with connections established with the engine, the FS, and the 

ECS 

vi) System level diagnostics using ANFIS and causal reasoning 

This chapter is a reformatted version of the following journal paper: 

Ezhilarasu CM., Jennions IK. A System-Level Failure Propagation Detectability Using 

ANFIS for an Aircraft Electrical Power System. Applied Sciences. 2020; 10(8): 2854. 

Available at: https://doi.org/10.3390/app10082854 

https://doi.org/10.3390/app10082854
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1.4.6 Chapter 7: A Generalized Methodology for the Diagnosis of Aircraft 

Systems 

Similar to chapter 6, this chapter is also an outcome of Phase 3, aligning with Objective 

3. This chapter demonstrates the development of diagnosis for three aircraft systems: the 

engine, the ECS, and the FS, through a streamlined methodology based upon OSA-CBM. 

This paper applies mRMR (minimum redundancy maximum relevance) algorithm for the 

feature selection process, and the resulting symptom vectors are used in the diagnostic 

functions for fault isolation. The diagnostic results from each system are used for vehicle 

level reasoning in FAVER. 

Outcomes of this chapter:  

The following are the outcomes of this chapter. 

i) The engine DT with connections to the FS, the EPS, and the ECS 

ii) The ECS DT with connections to the engine and the EPS 

iii) The FS DT with connections to the engine and the EPS 

iv) System level diagnostics for all three aircraft systems, with higher accuracy 

of classification. 

This chapter is a reformatted version of the following journal paper: 

C. M. Ezhilarasu, Z. Skaf and I. K. Jennions, "A Generalised Methodology for the 

Diagnosis of Aircraft Systems," in IEEE Access, vol. 9, pp. 11437-11454, 2021, doi: 

10.1109/ACCESS.2021.3050877. 

1.4.7 Chapter 8: A Framework for Aerospace Vehicle Reasoning (FAVER) 

This chapter pulls all the previous chapters together, for implementing the framework in 

full scale. This is an outcome of Phase 4 and Phase 5 and aligns with Objective 5. This 

chapter demonstrates FAVER’s important properties, such as flexibility and scalability. 

A couple of aircraft accident scenarios are adapted for the demonstration of isolating 

cascading faults and their root causes. Several other complicated use cases are also 

demonstrated to showcase FAVER’s ability to resolve ambiguities. Also, in this chapter, 

FAVER is evaluated for its reasoning ability as well as its proof of concept. 

Outcomes of this chapter:  
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The following are the outcomes of this chapter. 

i) Flexibility and scalability demonstrations of FAVER, including the expansion 

of knowledge. 

ii) Demonstration of FAVER’s ability to isolate interacting faults, their root 

causes, and possible cascading effects 

iii) Demonstration of FAVER’s ability to resolve ambiguous scenarios 

iv) Evaluation of FAVER 

This chapter is in preparation for submission to a journal. 

1.4.8 Chapter 9: Summary & Future works 

This chapter summarizes the thesis, highlights the overall contributions of this research, 

and discusses the future direction of FAVER. 

1.5 List of Publications 

Journal Papers: 

i. Ezhilarasu, C. M., Skaf, Z., & Jennions, I. K. (2019). The application of reasoning 

to aerospace Integrated Vehicle Health Management (IVHM): Challenges and 

opportunities.  

Progress in Aerospace Sciences, 105(January), 60–73. 

https://doi.org/10.1016/j.paerosci.2019.01.001  

ii. Ezhilarasu CM., Jennions IK. A System-Level Failure Propagation Detectability 

Using ANFIS for an Aircraft Electrical Power System. Applied Sciences. 2020; 

10(8): 2854. Available at: https://doi.org/10.3390/app10082854 

iii. C. M. Ezhilarasu, Z. Skaf and I. K. Jennions, "A Generalised Methodology for the 

Diagnosis of Aircraft Systems," in IEEE Access, vol. 9, pp. 11437-11454, 2021, 

doi: 10.1109/ACCESS.2021.3050877. 

Conference Papers: 

i. Ezhilarasu, C.M., Skaf, Z, Jennions, I.K., 2019, Understanding the Role of a 

Digital Twin in Integrated Vehicle Health Management (IVHM), IEEE SMC 

2019, Bari, Italy, Oct 6-9, 2019 DOI: 10.1109/SMC.2019.8914244 

https://doi.org/10.1016/j.paerosci.2019.01.001
https://doi.org/10.3390/app10082854


 

22 

ii. Ezhilarasu, C. M., Skaf, Z., & Jennions, I. K. (2019). Progress towards a 

Framework for Aerospace Vehicle Reasoning (FAVER). Proceedings of the 

Annual Conference of the PHM Society, 11(1), 1–9. Retrieved from  

https://doi.org/https://doi.org/10.36001/phmconf.2019.v11i1.887 

Paper in preparation: 

i. Developing the architecture of FAVER (a Framework for Aerospace Vehicle 

Reasoning) using System-of-Systems methodology 

ii. A Framework for Aerospace Vehicle Reasoning (FAVER) 
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2 The Application of Reasoning to Aerospace Integrated 

Vehicle Health Management (IVHM): Challenges and 

Opportunities 

 

This paper aims to discuss the importance and the necessity of reasoning applications in 

the field of Aerospace Integrated Vehicle Health Management (IVHM). A fully 

functional IVHM system is required to optimize Condition Based Maintenance (CBM), 

avoid unplanned maintenance activities and reduce the costs inflicted thereupon. This 

IVHM system should be able to utilize the information from multiple subsystems of the 

vehicle to assess the health of those subsystems, their effect on the other systems, and on 

the vehicle as a whole. Such a system can only be realized when the supporting 

technologies like sensor technology, control and systems engineering, communications 

technology and Artificial Intelligence (AI) are equally advanced. This paper focuses on 

the field of AI, especially reasoning technology and explores how it has helped the growth 

of IVHM in the past. The paper reviews various reasoning strategies, different reasoning 

systems, their architectures, components and finally their numerous applications. The 

paper discusses the shortcomings found in the IVHM field, particularly in the area of 

vehicle level health monitoring and how reasoning can be applied to address some of 

them. It also highlights the challenges faced when the reasoning system is developed to 

monitor the health at the vehicle level and how a few of these challenges can be mitigated. 

 

Figure 2-1 Overview of Chapter 2 

Introduction2.1

Reasoning - A literature review2.2

Applications of reasoning in aerospace IVHM2.3

Reasoning for IVHM at the vehicle level2.4

Summary and conclusions2.5
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2.1 Introduction 

A study in 2018 by International Air Transport Association (IATA)’s Maintenance Cost 

Task Force documents that the aerospace industry spent  $76 billion for Maintenance 

Repair and Overhaul (MRO) of commercial aircraft in the financial year 2017 and this is 

expected to go up to $118 billion by 2027 [1]. It is a well-known fact that the MRO costs 

make up to 9% of the overall operation costs of an airline. Owing to the increased 

autonomy and the resulting complexity in aircraft systems, industries are investing 

heavily in health management systems to improve their Condition-based Maintenance 

(CBM) programs. This would help in increasing the availability and dispatch reliability 

of the aircraft, reduce the MRO cost significantly and avoid any unplanned downtime or 

accidents. Integrated Vehicle Health Management (IVHM) is a technology that offers a 

paradigm shift in support of CBM. IVHM was initially introduced by the National 

Aeronautics Space Administration (NASA) in 1992, as a technology to collect data, 

diagnose, predict, mitigate the faults, and support the operational decisions and post-

operational maintenance activities of space vehicles [2]. Ever since, IVHM has been 

expanded to other vehicles like aircraft, ships, and automobiles. The current version of 

IVHM encompasses many roles throughout the entire lifecycle of a vehicle as a product 

and process, from the beginning idea or business proposition, going through design, 

development, testing, analysis, until the long last stage of after-sales service [3]. IVHM 

aims to ensure that the host system functions as it is intended without failure, thus 

increasing the availability of the systems and reducing the cost and time involved due to 

unplanned maintenance activities. To achieve this, IVHM aids the use of data from the 

host systems, not only for the purpose of diagnosis and prognosis that help CBM but also 

for optimizing the troubleshooting activities. IVHM makes use of emerging technologies 

in the fields of sensor technology, systems and control engineering, communications 

technology and Artificial Intelligence [2]. This paper focuses on the growth and the 

challenges in aerospace IVHM with respect to the field of AI, particularly the technology 

of reasoning.  

2.1.1 Background 

This section presents the growth of aerospace health monitoring which includes both 

spacecraft and aircraft, with respect to AI technologies. Figure 2-2 shows the timeline 
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comparison of widely used technologies in the field of AI since the 1980s versus the AI 

technologies used in aerospace IVHM in that particular timeframe. In Figure 2-2, the 

technologies in the general AI field are mentioned only for comparison purposes and are 

not discussed in this paper; further reading can be found in these references [4,5]. This 

section discusses only the technologies used in the aerospace IVHM field with respect to 

AI. 

Figure 2-2 Trend of AI technologies in Aerospace IVHM versus general AI technologies 

Spacecraft health monitoring: While the goal of IVHM with respect to the spacecraft 

health monitoring is to improve the reliability of space transportation [6], it also aims to 

play an advisory role for providing reliable contingency management [7].  The spacecraft 

health monitoring system has to ensure that the mission objectives are met with respect 

to the constraints and the spacecraft is protected from failures that could lead to the loss 

of operation [8]. To solve this issue, the spacecraft health monitoring systems have used 

a variety of AI technologies. In fact, the trend of technologies used for the Spacecraft 

health monitoring systems, show a correlation with the trends in the technologies used in 

the field of AI, wherein, those AI techniques that are introduced and matured over a few 

years are implemented in the aerospace IVHM field in the next few years. The examples 
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of this correlation can be seen in Figure 2-2. It shows that considering a timeline starting 

from the 1980s, the rule-based expert system was the widely used AI technology. During 

this time period, technologies like the expert system for scheduling, NAVEX [9], and the 

Procedural Reasoning System (PRS) for health monitoring Reaction Control System 

(RCS) [10] were developed in aerospace. Moving to the 1990s, after the ‘AI Winter’ when 

the expert system was reaching its bottom, the focus turned to developing other 

technologies like Decision Support Systems (DSS) and improving other related fields like 

machine learning. While AI techniques like neural nets and evolutionary algorithms are 

in use for a long time, the other machine learning algorithms like Random Decision 

Forests (RDF) and Support Vector Machines (SVM) were introduced only in the mid-90s 

[11,12]. Model-based reasoning was being widely used in the ‘90s in the aerospace 

industry, influenced by the General Diagnostic Engine (GDE) that was presented by de 

Kleer in 1987 [13].  In 1999, Remote Agent, developed by NASA, was the first fully 

autonomous AI system used in a spacecraft which included a model-based reasoning 

system (Livingstone) and a DSS [14]. Similarly, TEAMS is a model-based diagnostic 

tool that was used for ground-based diagnostics of power distribution systems in 

International Space Station [15]. In the 2000s, when the AI field started focusing on 

robotics, speech recognition, deep learning, and autonomous vehicles, the aerospace 

IVHM focused mainly on model-based reasoning engines. As a result, RODON, LYDIA, 

and several other reasoning engines were developed in the 2000s. The aerospace field 

also focused on sending rovers to the planet Mars, leading to launch of the Mars 

Exploration Rovers Spirit and Opportunity in 2003. These rovers had a DSS, namely, 

MAPGEN (Mixed Initiative Activity Planning Generator) that carried out automated 

constraint-based planning, scheduling and temporal reasoning for the rovers [16]. In this 

decade of 2010s, there is a further increase in the development and applications of space 

robots, especially the Mars Exploration rovers like Curiosity, and Mars Express. The 

focus in the space transportation shifted to autonomous navigation and onboard autonomy 

via the Fault Detection Isolation and Recovery systems [8], whereas the focus in AI field 

is on motion recognition, natural language processing as well as self-driving vehicles.  

Aircraft Health monitoring: In the aircraft industries, the main goal of IVHM is to 

reduce MRO costs and increase the availability of aircraft by enabling integrated health 

monitoring and supporting CBM. As for the timeline, since the operation of aircraft and 
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its maintenance go hand in hand, the evolution of aircraft design and operations naturally 

led to the periodically updated maintenance programs. Besides, the development in the 

field of aircraft maintenance is in line with the stabilized AI technologies at that period, 

similar to the spacecraft (Figure 2-2). The earlier form of troubleshooting involved testing 

the circuit for continuity in the mechanical-analog devices of aircraft systems, and in the 

1980’s the technologies moved toward digital systems leading to electronic testing of 

Built-In Test (BIT) circuits to detect the faulty Line Replaceable Units (LRU) [17]. The 

first formal standard for health monitoring, ARINC-604, ‘Guidance for Design and Use 

of Built-in Test Equipment’, was formulated in 1988 [17] and the guidelines for using 

matured AI techniques in the diagnostics systems was provided in 1995 by IEEE standard 

1232 AI-ESTATE (Artificial Intelligence- Exchange and Service Ties to All Test 

Environments) [18]. Moving to the early 90s Centralized Maintenance Computers (CMC) 

were developed for B747 aircraft to diagnose the health of multiple LRUs. These CMCs 

were initially implementing AI technologies like rule-based expert systems and then 

evolved to apply model-based failure propagation techniques in B777s in the later 90s, 

similar to the spacecraft model-based reasoning techniques as shown in Figure 2-2. The 

maintenance systems like Honeywell Prime Epic Aircraft Diagnostic Maintenance 

Systems (ADMS) developed in the early 2000s, used modular systems, data-driven 

approach for diagnosis and loadable database [17]. In this period, the maintenance 

systems used AI techniques like Case-Based Reasoning (CBR), and Web of Language 

(OWL) for troubleshooting activities with the help of historical records. Further, hybrid 

combinations of model-based and data-driven approaches were widely used in health 

management programs for F-35 Joint Strike Fighter [19]. The Maintenance System in 

B787 uses model-based diagnostic approaches with loadable databases to isolate faults 

and carry out model corrections. It uses information from various sources like control and 

design documents and FMEA as well [17]. The maintenance programs like AiRTHM by 

Airbus enable real-time monitoring by onboard maintenance systems with the help of 

web-based technologies and wireless communications [20]. Over the years, several 

standards like ARINC 624, 664, and 666 were published to help design the onboard health 

monitoring systems [17], whereas the PHM standards like OSA-CBM provided 

framework to implement a CBM system and the IEEE standards like SIMICA provide 

support for PHM systems to use historical data for diagnostics and prognostics [18].  It is 
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to be noted that the focus in the IVHM systems which were earlier at the LRU level is 

able to move towards the subsystems/ systems level owing to the advancement in the 

sensor technology, data analytics, communication protocols, and the computing power. 

In the present decade, the IVHM field is taking advantage of the cloud-based 

computing and big data analysis for improving real-time health monitoring. Moreover, 

the aerospace industries like Rolls Royce are attempting to use robotics for inspection of 

the systems and assessment for the need for maintenance [21], in order to save time that 

would be otherwise spent for repair and overhaul. 

2.1.2 Need for Vehicle Level Health Monitoring 

In the previous section, it was discussed that the focus of IVHM systems is moving from 

LRU level to the Systems level due to the advancement in the supporting technologies. 

This is because the main goal of IVHM is to ‘integrate’ information from all the systems 

of a vehicle and to make a well-informed decision on the maintenance with respect to the 

health of the systems. According to the FAA report on General Aviation Safety 2018, 2 

out of 10 leading causes of fatal accidents between 2001-2016 were due to System 

component failure [22]. In spite of the preventive and periodic maintenance, there are 

several occasions where the system still fails on its own, or due to its interaction with the 

other systems, leading to extended downtime and added maintenance cost, if not, 

accident. For example, a Boeing 777-200 ER had an engine rollback in 2008, because of 

which the aircraft touched down 300m short of the pavement path in the runway. The root 

cause, however, was found to be in the fuel oil heat exchanger, where a restriction due to 

the formation of ice has reduced the fuel flow to both the engines resulting in reduced 

pressure ratio [23].  Incidents like this emphasize the importance of having a holistic view 

of aircraft systems, instead of performing analysis only at the component and subsystem 

levels. While the state-of-the-art IVHM system ADMS in B777 can capture the cascading 

faults due to the interactions between the components, it uses an expert-derived fault 

propagation model as a systems reference model [24]. Any unexpected fault propagation 

could not be captured by this system and a complete IVHM system could not be fully 

realized. There is still a lack of health monitoring systems that could function at the 

vehicle level to detect and isolate faults that cascade between the systems before it is too 

late. In order to identify the root cause of a fault that has affected another system and 
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predict its cascading effect, the health monitoring system needs to reason through data 

from multiple systems in a vehicle, consider the causal relationships of the systems, assign 

priorities, and resolve conflicts. In short, the IVHM system requires an intelligent 

reasoning system that could analyse and make decisions regarding any system fault, its 

root cause and the effect at the vehicle level.   

With this purpose in mind, the paper explores the AI reasoning technology. This 

section gave an overview of IVHM over the years and the need for vehicle health 

monitoring and Section 2.2 aims to answer the basic questions like what reasoning is, 

where is it applied, and how does it function. Section 2.3 summarizes the applications of 

reasoning in aerospace IVHM and Section 2.4 discusses the shortcomings in IVHM, the 

ways to mitigate them with reasoning along with the challenges and opportunities. Lastly, 

Section 2.5 concludes the chapter. 

2.2 Reasoning – A Literature Review 

In general, the term ‘reasoning’ is a derivative of human reasoning, where the 

methodology for problem-solving is governed by applying logic and cognition.  The 

origin of reasoning as a study traces back to Greek Philosophy. Aristotle coined the term 

‘Syllogism’ which is the study of logic that defines the rules for reasoning to operate [25]. 

Reasoning is applied in every existing field, to tackle everyday problems. Reasoning can 

be as simple as deductions like ‘a=b, b=c and hence a=c’, or as complicated as a 

combination of multiple strategies, based on the problem to be solved. To align with the 

scope of this paper, the literature review on reasoning restricts itself to the field of 

engineering. Even a short survey on the functions of reasoning in engineering results in a 

wider range of industrial applications.  

Figure 2-3 shows a representative sample of various functions of reasoning as an AI 

technology and their applications in different sectors. The first layer from the centre 

shows the different problem fields where reasoning is applied; this includes, but not 

limited to, diagnosis, scheduling, reporting, decision support, troubleshooting, 

behavioural analysis, strategy planning, optimization and context awareness. The second 

layer shows their respective applications in the industries and the outer layer shows their 

corresponding industries. This non-exhaustive list of industries that employ reasoning 

encompasses aviation, medicine, gaming, robotics, traffic monitoring, design, simulation, 
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production, services, communication, electronics, automotive, computers, smart rooms, 

and smart buildings. The applications in the middle layer that are developed to solve the 

problems shown in the first layer from the centre in Figure 2-3, use different types of 

reasoning methods and systems to achieve their respective goals. For example, the tools 

like SpotLight Maintenance developed for troubleshooting in aircraft engines [26], the 

expert system DOCTOR developed for field service of air conditioners [27], the 

scheduling system CABIN [28], and decision support system CLAVIER developed by 

Lockheed Martin [29], use Case-Based Reasoning (CBR) systems. The CBR systems are 

also used for incident reporting for aircraft accidents [30] as well as cybersecurity threats 

[31]. Similarly, Rule-Based Reasoning (RBR) is used in the context-aware application 

for a smart room, namely, The Conference Guard [32], and in the goal-driven diagnosis 

application, TraumAID 2.0 [33]. The UM-PRS is a Procedural Reasoning System (PRS) 

that is designed for robotic reconnaissance task [34].  

 

Figure 2-3 Applications of Reasoning in Engineering 
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Apart from CBR, RBR, and PRS, there are other reasoning methods which are used 

for solving various problems in the industries shown in Figure 2-3. WEBWEAVR 

developed for design optimization is a Bayesian reasoning engine [35]. DRACO, an 

Intelligent Decision Support System (DSS) used a fuzzy reasoning, along with neural 

network models for the quality control process of automotive coating operations [36]. 

HEALTHYLIFE, used in smartphones for recognizing user behaviours, applies Answer 

set programming based Stream Reasoning along with Artificial Neural Networks [37]. A 

Model-Based Reasoning with mathematical modelling is used to represent a river 

network model for simulation of water quality control [38]. A Real-Time Strategy video 

game, StarCraft, extensively uses several reasoning methods including CBR, Neural 

Networks, and Bayesian Models for tactical decision making as well as strategic planning 

[39]. Furthermore, reasoning methods are used to infer the driver's behaviours during 

traffic in traffic monitoring systems [40].  A hybrid reasoning system with model-based 

and Tree Augmented Naïve Bayesian Network has been used to diagnose and find 

anomalies in the Open-Air Unit installed in a smart building, like a public health centre, 

in order to increase air quality and reduce Heat and Ventilation and Air Conditioning 

costs [41]. Dynamic Mental Models (DM2) used analytical model and pattern recognition 

rules and have been tested by applying hypothetical diagnostic reasoning on expert 

systems for networks maintenance at AT&T [42].  

2.2.1 Definitions 

It is to be noticed from Figure 2-3 that, in the applications presented, reasoning is implied 

both as a problem-solving strategy as a part of another system, and as a system in itself. 

This difference can be better explained with defining the terminologies ‘reasoning 

strategy’, ‘reasoning system’, ‘reasoner’ and ‘reasoning’. While the term ‘reasoning 

strategies’ refers to the approach with which the data is assessed in a certain way, a 

‘reasoning system’ refers to a software system that applies the reasoning strategies in an 

‘input-process-output’ manner to achieve the specified goal. The term ‘reasoner’ is used 

in the literature many times referring to the reasoning system [43] and sometimes to the 

algorithms that carry out reasoning [44]. To avoid confusion, in this paper, ‘reasoner’ 

refers to the reasoning system itself. Finally, the term ‘reasoning’ itself refers to the 

process of analysing the given data using reasoning strategies and other algorithms in 
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order to achieve the goal of the reasoning system or any system that the reasoning is a 

part of. The next sections further explore the commonly used reasoning strategies as well 

as the reasoning systems in the field of aerospace IVHM.  

2.2.2 Reasoning Strategies 

Several reasoning strategies are applied in the general problem-solving systems. In the 

case of health monitoring systems, reasoning helps in achieving the goals of diagnosis 

and prognosis, which is to detect and isolate the fault and to estimate the Remaining 

Useful Life (RUL) respectively. These systems can use one or a combination of the 

reasoning strategies to reason through and reach their goals. Table 2-1 presents the 

collection of different reasoning strategies commonly used in health monitoring systems. 

While there are several works related to health monitoring use these reasoning techniques, 

only one example is provided for each reasoning technique in Table 2-1 to be concise. 

Each reasoning strategy has a different way of approaching a problem depending upon 

the type of data available. For example, if the given set of data is definitive but small, 

inductive reasoning will help in projecting or predicting the generic observations, 

whereas, in the case of abundant data and a certain hypothesis, deductive reasoning will 

help in drawing the conclusions. If the given data is insufficient or incomplete, abductive 

reasoning will form and test hypothesis based on the incomplete dataset, whereas, 

analogical reasoning will draw conclusions based on similar experiences from other 

cases.  Likewise, depending on the type of data, if the data possess time information, 

temporal reasoning would be chosen for problems like timestamp comparison, whereas 

for data with statistical information, statistical reasoning can be used.  Causal reasoning 

draws conclusions based on the cause-effect relationship of the data and approximate 

reasoning is applied in the cases that require less computational time.  

Table 2-1 Reasoning Strategies 

 Strategy Features Examples 
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1 Inductive 

Reasoning or 

induction 

A bottom-up approach 

which makes a set of 

generic projections from 

observations or data.  

Inductive Monitoring System on TACSAT-3 

detects anomalies by supervised learning with the 

help of a model constructed from nominal data 

[132]. 

2 Deductive 

Reasoning or 

deduction 

A top-down approach 

wherein, a certain solution 

is found from the given 

premises by holding the 

hypothesis true.  

Livingstone is a model-based reasoner in Remote 

Agent and it uses deductive reasoning. It draws 

conclusions based on the given commands and 

comparing the corresponding observations with 

the optimal responses [14]. 

3 Abductive 

Reasoning or 

abduction 

A logical reasoning which 

constructs and tests a 

hypothesis based on the 

observations even if they 

are incomplete 

As a part of the reasoning process patented by GE, 

the Advanced Diagnostic and Prognostic Reasoner 

uses abductive reasoning to construct a minimum 

set of fault conditions to associate with ambiguity 

groups [143]. 

4 Analogical 

Reasoning 

Uses past experience to 

provide new conclusions 

by analogy 

An intelligent maintenance support system for 

aircraft is developed using Genetic Algorithm and 

Case based reasoning (CBR) which retrieves the 

similar past cases by analogy [113]. 

5 Temporal 

reasoning 

Helps to the reason of 

dynamic systems by 

considering time as an 

additional dimension 

In the integrated prognostic reasoner developed 

for bearings, temporal reasoning is used to 

integrate a priori reliability information and 

correct the disagreement of the information 

source, with respect to time. [152] 

6 Statistical 

reasoning 

Uses statistical 

information of data sets. 

Statistical Reasoning is used with fuzzy inference 

algorithm to develop a DSS [102]. 

7 Causal 

reasoning 

Uses the relationship 

between the causes and 

their effects to draw 

conclusions 

The data driven model developed to detect 

pipeline leak uses causal inference to find the 

pattern between the antecedents like flow 

difference and pressure difference to the 

consequent, leak size [69]. 

8 Approximate 

reasoning 

Speeds up the process of 

finding a solution by 

sacrificing its 

completeness 

The approximate reasoning is used with a Belief 

Rule Based methodology to reduce the complexity 

of the causal inference model for detecting 

pipeline leak [69] 
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2.2.3 Reasoning System – A generalized architecture 

A reasoning system is a piece of software that implements reasoning strategies, alongside 

other problem-solving techniques to achieve certain objectives with the help of available 

knowledge. A generalized reasoning system architecture, shown in Figure 2-4, has a basic 

set of components which can be adapted to address particular goals based on the existing 

resources. The general components of a reasoning system can be grouped under three 

modules (Figure 2-4): i) Domain Library module, ii) Problem-Solving module and iii) 

Tasks module. The Domain Library module contains domain knowledge, the database of 

the application and the working memory. The database includes the data of the measured 

inputs and outputs of the system using which the reasoning will be carried out, and the 

domain knowledge consists of knowledge about the system represented in a certain 

format. The dynamic knowledge specific to the problem is stored in the working memory. 

In the Problem-Solving module, the components include i) an inference engine (also 

referred to as reasoning engine) which performs the action of reasoning based on the 

methodology chosen and the type of available data, and ii) a reasoner maintenance system 

which communicates with the inference engine to maintain consistency of the belief or 

truth of the system. The reasoner maintenance system can be either assumption based or 

justification based [45].  

 

Figure 2-4 The architecture of a generalized reasoning system 
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The Tasks module of the reasoning system contains its objective or goal for a given 

problem. The reasoning system can deal with problem types like i) Constraint Search 

Problem (CSP), and ii) Planning and Decision Making [30]. CSP is a data-driven 

problem, where the problem is solved with an assumed set of variables and a defined set 

of constraints; variables get updated in every iteration with respect to the constraints to 

search for the solution in the solution space. Diagnosis and classification problems are of 

the CSP type, as their constraints are defined as fault symptoms, and classification group 

characteristics respectively. Planning and Decision Making is a goal driven problem, 

where the initial conditions and possible final solutions are pre-defined and the problem 

is driven in a certain path by applying rules to attain the defined goal.  

To illustrate the functioning of a reasoning system, consider a scenario of isolating a 

fault in a fuel system that operates under a constant fuel flow. In this case, the 

goal/objective of the reasoning system is to isolate the fault. The domain library will 

consist of a database of the fuel system like sensor data of the parameters that are required 

to monitor the health of the fuel system. It will have the domain knowledge consisting of 

relationships between the monitored parameters and fault signatures of various faults as 

well. In this case, once an anomaly is fed as an input, the inference engine will search the 

database with the help of fault signatures to match the input anomaly with the fault 

signature in the database. The working memory will keep track of the transition states of 

the system when the problem is being solved. The reasoner maintenance system helps in 

keeping up with the consistency of the truth or assumptions of the system, in this case, a 

constant fuel flow. Hence in the case of contradicting truths, the reasoner maintenance 

system updates the working memory. The inference engine communicates with the 

reasoner maintenance system to check the assumptions and uses different reasoning 

strategies and algorithms appropriate for this problem and to derive the required solution. 

The output can either be the ‘name of the fault’ in case of known fault of the reasoning 

system already or ‘Not found’ in the case of a new fault.  

2.2.4 Types of reasoning systems 

There are different types of reasoning systems depending upon the availability of the 

domain knowledge, data, and the chosen problem-solving methodology. The knowledge-

based systems use domain knowledge that is derived from the experts, the model-based 
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reasoning systems use domain knowledge that is derived from the governing equations 

or the behaviour of the systems and the data-driven reasoning systems are used when 

there is lack of domain knowledge and the reasoning is dependent mainly on the datasets. 

This section presents the different reasoning systems, the various types of knowledge 

representation and problem-solving methodologies they use. Several review papers 

discuss in depth about problem-solving methods used for diagnosis and prognosis [15,46–

54], only a few methods are discussed in this section.  

2.2.4.1 Knowledge-Based Systems 

The knowledge-based systems carry out reasoning based on the existing knowledge base. 

This knowledge can be anything like procedural or declarative, structured or unstructured 

and are represented in such a way that the reasoner understands. In general, the knowledge 

can be represented in the form of a concept, its intent, and the context. The Concept is the 

basic unit of knowledge, providing the abstraction of real-world things. Concepts have an 

association with other concepts which give the context of the knowledge. Concepts and 

its associations can be represented using any of the technologies like Rules, Procedures, 

Frames, Nets, Models, Ontologies and Scripts, based on the intent of knowledge, which 

is the ability or the skill required to achieve the goal [55]. Some of the knowledge-based 

systems are discussed here and Table 2-2 presents the comparison of advantage and 

disadvantages of these systems. 

Table 2-2 Advantages, Disadvantages, and applications of Knowledge-based reasoning systems 

Reasoning 

Systems 

Advantages Disadvantages Applications 

Expert 

System 

Easy to implement 

(straight forward) 

Transparent 

 

Extrapolation not possible 

The system needs to be updated frequently 

Depends on expert knowledge – brittle 

Computationally expensive 

DENDRAL [58] 

MYCIN [58] 

CLIPS [55] 

Procedural 

Reasoning 

System 

Real Time and meta 

level Reasoning 

Simple Semantics 

Indexing mechanism makes it difficult to 

delete or change rules  

Tasks have to be kept short 

RCS in NASA 

Space shuttle [10] 
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Expert System: The Expert System architecture consists of a knowledge base and an 

inference engine (Figure 2-5). Its knowledge is generally represented in terms of rules. 

Rules represent domain knowledge in an ‘if-then-else’ format and they can be written in 

different programming languages like C, LISP, and OWL. For example, in the CLIPS 

expert system used by Siemens, rules are written in OWL 2 language in the format of 

concept-ontology and instance-ontology [56]. In some cases, frames are also used to 

represent the knowledge in the expert system. Frames are used to represent stereotyped 

knowledge as a collection of attributes and their associated values. An example is the 

meteorological vehicle system, wherein the expert system for fault diagnosis is built using 

object-frame structure, with the frame being a collection of state-object, test-object, rule-

object and repair-object [57].  

 

Figure 2-5 Expert System Architecture [59] 

Can act upon partial 

plans 

Needs updating if plans are changed Robotic 

reconnaissance 

[34] 

Case 

Based 

Reasoning 

System 

Simple to use 

Problems that cannot be 

expressed 

mathematically can be 

dealt with 

Learning capacity – 

knowledge evolution 

possible 

Flexible architecture 

Depends only on historical information 

Time-consuming 

Retrieval process needs powerful algorithm 

to get exact match 

IDS [127] 

ISAC [64] 
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Expert systems employ Rule-Based Reasoning (RBR) methodology to solve its 

problem. The RBR is executed in the following two ways: i) Forward Chaining, and ii) 

Backward Chaining. Forward Chaining starts with the initial state of facts and applies the 

rules until the endpoint is reached. Backward Chaining starts from the hypothesis to prove 

and looks for rules that will allow the hypothesis to be proven. In other words, it starts 

with an effect and looks for the possible root causes that could lead to that effect. Forward 

Chaining is data driven whereas Backward Chaining is goal driven [58].  

The Expert System is one of the initial implementations of AI software, with 

DENDRAL and MYCIN being two of the earliest rule-based expert systems developed 

for analyzing chemical components and for diagnosing infectious diseases respectively 

[59]. The Expert System was popular in the 1980s and it has been implemented for several 

health monitoring and maintenance systems. However, it could not sustain the growing 

demands of the field. While the expert system required straightforward implementation, 

its knowledge base is dependent on the experts and hence, brittle and needed frequent 

maintenance. It could not provide intuitive results and incur high computational costs 

[60]. Furthermore, the expert system could not handle the dynamics and uncertainty 

involved in the aerospace models [46]. Hence, the expert system was integrated along 

with other frameworks like in Blackboard architecture in BEST (Blackboard-based 

Expert System Toolkit) [61] to enhance the performance of the application. It is used 

along with model-based methods as well. An example is the expert system patented by 

GE that applies model-based reasoning for diagnosing faults in rotary machines. In this 

system, the model is represented by partial differential equations based on their first order; 

the vibrations measured were used by the rule-based expert system to identify the root 

cause [62].  

Procedural Reasoning System (PRS): The PRS is a knowledge-based reasoning system 

which has its knowledge in the form of procedures called the Knowledge Areas. The PRS 

implements the Belief-Desire-Intention concept of modelling for real-time reasoning of 

dynamic systems [10]. It consists of the following modules (Figure 2-6): i) a goal or 

objective set, ii) a database with domain knowledge and beliefs that update themselves 

with new knowledge, iii) a knowledge area which is a library of procedures for actions 

and tests to achieve the goals, iv) an intention graph which has partially completed 
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procedures to run real-time, and v) an interpreter which communicates with all these 

modules and carries out reasoning. The interpreter receives the goal or objective for the 

system, chooses the correct procedure required from the knowledge area, places it on the 

intention graph to narrow down the set of actions, chooses the correct action based on the 

intention, and finally starts the procedure which will update the next goal [10]. Figure 2-6 

shows the general architecture of the Procedural Reasoning System [10].  

 

Figure 2-6 Procedural Reasoning System (PRS) Architecture (adapted from [10]) 

The PRS has been applied to monitor the malfunctioning of the RCS of NASA’s space 

shuttle and also to diagnose and control the overloading of telecommunication networks 

[63]. The PRS architecture is simple for execution and reduces the computational time as 

the procedures can skip the unnecessary steps for a particular problem, and narrow down 

the rules to the relevant set directly [63]. The PRS can implement real-time reasoning and 

handle dynamic systems, but it can handle only simple plans; any changes to the existing 

plans and procedures will be time-consuming and tedious.  

Case-Based Reasoning (CBR) System: The CBR has its knowledge derived from the 

historical cases. It has a simple framework consisting of four phases: i) retrieve, ii) reuse, 

iii) revise, and iv) retain (Figure 2-7). In the retrieval phase, knowledge in the database 

(case repository) in the form of previous experiences and histories (cases) related to the 

application are searched for. These old cases are then retrieved based on their index and 

interpreted for the current problem. In the reuse phase, the old cases are adapted to the 

present situation in order to find the solution. Evaluation of the new cases is carried out 



 

42 

and solutions suggested in the revise phase and the new cases are then added to the case 

repository for future learning, as a part of the retain phase [64].  

 

Figure 2-7 Case Based Reasoning Architecture (adapted from [63]) 

One of the examples of CBR application is Intelligent Systems for Aircraft Conflict 

Resolution (ISAC) [65] which was developed to help the decision-making process of 

aircraft controllers to resolve the conflicts between aircraft. CBR is one of the most 

commonly used reasoning systems as its architecture has the capability of 

accommodating any advanced algorithms, mainly text processing techniques. Moreover, 

CBR does not require prior knowledge about the system as it solely depends on past 

experience. Since the CBR involves learning as a part of its methodology enabling 

knowledge evolution, the CBR can evolve and become expert in the domain, thus having 

the potential of becoming the future expert systems [66]. This is an advantage over the 

other frameworks since the other reasoning systems require maintenance time for 

updating the knowledge base. Nonetheless, the CBR system is computationally 

demanding when compared with the PRS and simple rule-based Expert Systems. 

The knowledge from the historical records or cases can be represented in a variety of 

graphical representations. One such method, Semantic nets, are used for representing the 

relationship between the concepts that are usually described with verbal information. 

Knowledge is extracted by mining text with a defined set of rules and finding 

relationships between the phrases, and it is represented in accessible formats like tables 

or matrices. Semantic nets are used in CBR in cases like searching the maintenance repair 

records to find similar cases [67]. They can also be used for text mining the datasets to 

find anomalies [68]. Dependency Matrix or D-MAtrix [69,70] is a commonly used 
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representation in the field of diagnosis as well. It consists of dependency/ causal models 

represented in the form of a matrix using the logical relationship between the elements. 

D-matrix is used in CBR to represent the relationship between the tests and diagnosis, 

where a case is a collection of test results that are mapped to the appropriate diagnosis 

based on its results. Thus when a new case or test result is given, the similar cases are 

retrieved and the corresponding diagnosis is chosen [69].  

Apart from Semantic nets and D-Matrix, there are several other graphical methods 

that can be used for historical knowledge representation. These methods can as well be 

used to represent the knowledge of model-based systems and the a-priori knowledge of 

data-driven systems.  

2.2.4.2 Model-based Reasoning Systems 

Model-based reasoning systems are used when there is a rich domain knowledge about 

the system.  Its knowledge i.e., the concepts and their relationships to the other concepts 

are represented based on their physics-based or functional relations [71]. For example, 

NASA developed a physics-based model for diagnosis of the Liquid Hydrogen Propellant 

Loading System, as it requires a detailed model for understanding the system under 

healthy and faulty conditions, enabling quick detection and recovery, in case of failures 

[72]. On the contrast, a fuel system was represented by a functional model in MADe, in 

which, the functional flow in terms of energy, material, and signal between the 

components. This model differentiates nominal cases from faults and helps in isolating 

the identified faults [73].  

The theory of Model-Based Diagnosis was first formulated and applied in a General 

Diagnostic Engine by de Kleer [13]. This framework used the diagnostic reasoner to 

identify the behavioural discrepancy between the model and the observed value and it 

made use of the assumption-based truth maintenance system to achieve efficiency. Ever 

since a lot of methods have been developed for representing and solving the model-based 

problems efficiently. Presently, the model-based reasoning uses both qualitative and 

quantitative methods to solve its problems. The quantitative methods involve comparing 

the output predicted values generated by analytically redundant models with the measured 

sensor values from the systems to generate residuals. The error can be reduced by solving 

the algebraic or differential equations for the best set of parameters. Parity equation is a 
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residual generation method which consists of linear equations that link the different 

variables by their mathematical relationships. The deviation in the parameters can be 

found through the residuals and the faults can be flagged if the errors cross the set 

threshold [74]. These equations can also be grouped in a way that a set of parity equations 

could represent a diagnostic model and are solved in order to isolate the faults [75]. 

Developing this model is time-consuming because of the complexity involved. Kalman 

Filter is another approach for residual generation, which estimates the state of the system 

in presence of noise and is used widely in diagnostics for its ability to adaptively estimate 

the state parameters of the degradation model as the time evolves [76]. One drawback of 

this method is that it assumes the equations to be linear and noise to be of Gaussian 

distribution [77]. These drawbacks are mitigated by using derivatives of this method like 

Particle filters, Switching Kalman Filters and, Extended Kalman Filters [52,76,78].   

Among the qualitative methods, Timed Failure Propagation Graph (TFPG) [79] is 

used for the abstract representation of the system behaviour during a failure propagation. 

It is a directed graph consisting of nodes representing failure modes as well as the possible 

deviation in the system behaviour in the form of discrepancies, and edges that connect 

the failure modes to their respective discrepancies. TFPG helps in tracing the root cause 

of a propagated fault as well as the likelihood of further failure progression and it is used 

widely for representing the complex dynamic systems. TFPG is applied in an embedded 

systems environment to isolate the faults [80] and a hybrid version of TFPG is applied in 

the diagnosis of switching systems [81]. Petri-Net, a bipartite graph, is another qualitative 

model used in model-based reasoning. It is a mathematical modelling language used to 

represent the relationship between the conditions and the events in a distributed system. 

It consists of i) nodes representing events or transitions, ii) places representing conditions 

and containing tokens, and iii) arcs representing the direction of the transition from a 

place (condition). Petri-Net is used for analysing the dynamic behaviour of the system 

where the firing of a token from one place to another represents the transition taking place 

in the system. Petri-Net is used in failure analysis in many systems [82,83] and a hybrid 

version of the Petri-Net, combined with fuzzy reasoning, called Fuzzy Petri-Nets is used 

for fault diagnosis while dealing with uncertainty [84]. The other commonly used 

qualitative methods are Fault Tree Analysis and Multi-flow Models. Fault Tree Analysis 

[85,86] expresses the logical relationship between a failure and its possible causes, but it 
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can be modelled only for the expected failures. Multi-Flow Model [87] represents the 

system and its subsystems in terms of its goals and functions and networks connecting 

these functional flows.  

2.2.4.3 Data-driven reasoning systems 

Data-driven reasoning methods extract the underlying patterns in the datasets and use 

them for understanding the systems’ characteristics to reason through them. They are 

generally used in the cases which have rich datasets and have a very little or no domain 

knowledge itself. This section briefly discusses the most widely used data-driven 

methods.  

Bayesian reasoning uses the estimates based on data from statistics and deals with 

uncertainty in the system model. The cause-effect relationship between the variables have 

to be known probabilistically but the entire system model knowledge is not required [88]. 

The Bayesian Network is a probabilistic graphical model which uses a set of nodes to 

represent variables of a system and directed edges, the relationships between the 

variables. It uses Bayes’ theorem as its principle to decide the root cause based on a priori 

probability with respect to the observed value. Conditional probabilities are specified for 

every node of this network and probability estimates get updated based on every new 

observed value. The Bayesian Network was first introduced by Pearl in the 1980s [89] 

and has been widely used for a variety of intents including tacking uncertainties, within 

the broad field of diagnostics. For example, the Bayesian Network and its derivatives like 

Dynamic Bayesian Network and Tree Augmented Naïve Bayesian Network have been 

applied for fault diagnosis of a fuel system [90], auto-generation of the nets for diagnosis 

of an Electrical Power System [91], benchmarking of diagnostic systems [92], enhancing 

existing diagnostic models [93,94] and for change point detection of a valve failure in a 

fuel system in Unmanned Aerial Vehicle [95].  

Fuzzy Reasoning is a data-driven method that deals with uncertainty using Fuzzy Set 

theory and the theory of fuzzy relations. Fuzzy logic was introduced by Zadeh (1965), in 

order to describe the systems that are ‘too complex or too ill-defined’ for mathematical 

analysis [96]. Fuzzy logic is a three-step process: i) Fuzzification, ii) Evaluation, and iii) 

Defuzzification. In the first step, the inputs representing a range of variables in 

overlapping regions are fuzzified by applying membership functions. These functions 
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overlap and hence there is a possibility of variables belonging to more than one 

membership. Then, a set of ‘IF-THEN’ rules (generally known as a deductive form) are 

applied to evaluate the response to each input. These sets of consequences are then 

evaluated to give one final output using the aggregation principle. The output is then 

converted to crisp quantities in the defuzzification stage [97].  Fuzzy Reasoning has been 

used directly for fault diagnosis in various industries [98,99] or in the derived form 

combined with Petri-Nets [100], besides developing Decision Support Systems (DSS) 

[101]. Likewise, Evidential Reasoning is another data-driven method that deals with 

uncertainty and imprecise information, by handling the evidence to make an assertion. It 

uses the Dempster-Shafer theory of beliefs which replaces probability distributions with 

belief functions. This theory is very useful in modelling uncertain conditions where 

probabilities in subjective judgments can be assigned a base degree of belief. Such 

degrees of belief can be combined from multiple independent evidence as well. One of 

the major advantages of Dempster-Shafer is that it enables reasoning with partial or 

conflicting pieces of evidence [102].  The lack of knowledge on assigning belief to the 

evidence and the computational complexity has made it a ‘difficult to use’ reasoning 

method. Dempster-Shafer reasoning has been used for fault diagnosis [103,104] and for 

developing the BNs for DSS [105].  

Machine learning algorithms are the most commonly used data-driven methods in the 

current period. Albeit being in existence over several decades, they are used extensively 

in the recent times, owing to their capability to analyse the enormous data sets generated 

by the industries and are aided by the increased computing power. One of the most 

popular machine learning algorithms is Artificial Neural Networks (ANN). ANN is 

modelled after the biological neuron structure; it is used widely for pattern classification 

problems of diagnosis and prognosis because of its ability to infer functions from the 

observations. A neural network is composed of several layers (mainly the input, hidden 

and output layers) with interconnected nodes which have activation function and are 

connected to the network by the weighted edges. Back Propagation Neural Network a 

type of ANN, is a multi-layer feed forward network which learns by adjusting the weights 

and thresholds to reduce the feedback error [106]. Deep learning is a neural network with 

multiple hidden layers and is helpful in mining the information from big data sets in order 

to achieve the classification and other goals [107]. The neural networks do not require the 
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background of the data for analysis and use less operational time after training, but their 

major drawback is their need for big datasets for training the network. k-Nearest 

Neighbour is another non-parametric pattern recognition algorithm which clusters a 

sample to the k nearest subsets from the trained data set based on the majority vote from 

the k-subsets [108]. Similarly, the Support Vector Machine (SVM) is a classification 

algorithm which groups the datasets by introducing the boundaries or hyperplanes with a 

maximum distance of separation [109]. Principal Component Analysis (PCA) is a 

parametric algorithm which is used to derive the statistical model from the historical data. 

It reduces the dimensionality of the data by projecting the historical training data onto a 

lower dimensional space and uses it to study the factors that contribute to the major trends 

[48]. The Decision tree algorithm uses a divide and conquer approach on the datasets to 

classify the data space by recursive partition until there is no further splitting possible 

[109].  

The data-driven algorithms include traditional statistical models like Weibull, Normal 

distributions, Hidden Markov model and Cox Proportional Hazard models as well. 

Weibull and normal distributions are used to fit the failure data to predict the time-to-

failure [77]. Hidden Markov Model contains the transition and observation probabilities 

and is used for detection in the stochastic processes where the transition is not directly 

observed [110]. Cox Proportional Hazard model is a powerful regression model that uses 

hazard function or conditional failure rate function as a baseline to build predictive 

models for failure events based on trigger events. These trigger event can be characterized 

as anything like a failure or a particular behaviour and the model can be used to build a 

framework that connects the failure mode with its indicator [111]. 

Figure 2-8 shows the Strengths, Weaknesses, Opportunities, and Threats (SWOT 

analysis) of both model-based and data-driven methods, summarised from the reviews of 

above-mentioned techniques. Though the model-based method can be precise and could 

be extrapolated, it requires domain knowledge and can be time-consuming. Further, 

modelling errors and under-modelling are the downsides to this approach. As for the data-

driven approach, it does not require detailed domain knowledge and modelling skills, but 

it does require immense data and risk misinterpretation of results as well as imprecise 
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outputs. Thus, the choice of problem-solving methods depends on the factors like 

available knowledge, data, time, and skill. 

 

Figure 2-8 SWOT Analysis for Model based vs data driven methods 

2.2.4.4 Hybrid reasoning Systems 

These systems use a combination of reasoning techniques, applied in order to compensate 

for the disadvantages the algorithms possess. There are several studies that carried out 

reasoning by combining different methods. For example, a combination of Artificial 

Neural network and Fuzzy Inference System (ANFIS) is one of the most used hybrid 

methods in diagnosis applications [58]. Fuzzy algorithm is used with Bayesian Networks 

as well to model the gray-scale health as component degradation for a lithium-ion battery 

[112]. Another such combination is the Genetic Algorithm that is used with the CBR to 

enhance the retrieval ability of the CBR mechanism for fault diagnosis of electronic 

ballasts in aircraft [113]. Apart from the combination of multiple data-driven methods, in 

many cases, data-driven methods are combined with model-based reasoning as well. One 

example is Abductive Diagnosis through Adaptation of Past Episodes for Reuse 

(ADAPtER) [114], where a CBR system is integrated with model-based reasoning system 

in a master-slave architecture, using two knowledge bases, i) solved diagnostics problems 

in the case memory, and ii) a behavioural model in place of the domain knowledge. 

Another such combination can be found in the hybrid prognostic model, that was 
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developed using a physics-based model and similarity-based data-driven approach in 

order to carry out short-term predictions as well as RUL estimations in the cases of a 

clogged filter and fatigue crack propagation [115].  

2.3 Applications of Reasoning in Aerospace IVHM 

As the previous section discussed the different types of techniques used in the reasoning 

systems and the various problems that could be solved by reasoning, this section discusses 

how the reasoning systems are applied practically in aerospace IVHM. It is already known 

that the aim of IVHM is to collect and utilize as much useful information as possible to 

understand the behaviour of the systems, to diagnose and predict their health in order to 

aid CBM. Hence, in aerospace applications, reasoning systems are implemented majorly 

with the goal of real-time health monitoring, diagnostics, and prognostics as well as the 

troubleshooting activities. A select few examples of applications of reasoning in these 

areas are discussed below. Table 2-3 summarizes the various reasoners developed by 

different industries for health monitoring in aerospace IVHM. 

Table 2-3 Reasoning in Aerospace Health Monitoring 

Reasoner Organization Used in / Experimented on 

NASA 

SHINE JPL Deep Space Missions  [117] 

Livingstone NASA AMES Research Centre Deep Space Missions [14] 

BEAM NASA AMES Research Centre Propulsion IVHM Test Experiment 

[119] 

R2U2 Framework NASA AMES Research Centre Electric Unmanned Aerial Vehicle 

health management program [120] 

MAPR NASA AMES Research Centre, 

Ridgetop Group, Inc 

Anomaly detection and fault 

classification in the Electro Mechanical 

Actuator (EMA) [70] 

Aerospace OEMs 

AGET Pratt & Whitney Aircraft Engines [122] 

IOT based 

ontological reasoning 

Siemens Gas turbines [123] 

CONSOLIDATE Smith Industries Aerospace and 

Defense, Inc 

Aircraft engines [124] 
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By NASA: NASA is a pioneer in the field of aerospace IVHM. Over the years, it has 

developed several reasoning systems for monitoring the health of its space shuttles, 

satellites, and aircraft. Space Health Inference Engine (SHINE) is a reusable expert 

system used for real-time and non-real-time health monitoring and diagnosis. It consists 

Meta-diagnostic 

reasoner 

Airbus Centralized Maintenance Systems’ 

knowledge database [125] 

Smart TPS Boeing Navy/ Airforce aircrafts [126] 

IDS For Air Canada Generic Maintenance Management 

System [127] 

COTS Packages 

RODON Uptime Solutions AB Adapt [13] 

eXpress  DSI International Inc Multi-disciplinary applications [129] 

TEAMS Qualtech Systems INC EMA [130], Naval Shipboard Systems 

[131],  TacSat3 [132] 

MADe PHM Technology Multi-disciplinary applications [133] 

ReasonPro Impact Technologies Avionics [134] 

Health Management Programs 

Bayesian network top 

level reasoner 

Impact Technologies Avionics Vehicle Health Management 

[135]. 

Ground based 

reasoner 

Boeing Integrated Diagnostics System [136],  

Aircraft Electrical Power Systems 

Prognostics and Health Management 

(AEPHM) program [137] 

Model-based 

TRANSCEND + Data 

driven reasoning 

NASA PHM for EMA [138] 

Academia 

FACT Vanderbilt University, and 

Budapest University of Technology 

and Economics 

Fault diagnosis in aircraft fuel system 

[139] 

LYDIA  Delft University Implemented in TELEMOS,  HMS-

RSTS, and Harbor Cranes [140]. 

PHM reasoner Cranfield University, IVHM Center EPGS Failure prediction [141] 

HyDE University of California, NASA 

Ames Research center 

Propulsion system in ALDER,  

EPS in ISS [121] 
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of a blackboard structure, knowledge base, and database; it has high computational power 

and speed that is required for real-time monitoring of deep space missions like Voyager, 

Galileo, and Cassini [116]. The first fully autonomous AI system in a spacecraft, Remote 

Agent, has a planning and scheduling AI module, a multi-threaded executive module and 

its centrepiece is a model-based reasoning software, Livingstone [14]. Livingstone is 

developed to monitor the overall behaviour of a complex system. Livingstone consists of 

qualitative models for both nominal and off-nominal behaviours and is capable of 

reasoning through system-wide interactions, thus enabling the inference of the effect of 

any failure over the complex system [6]. Similarly, Beacon-based Exception Analysis for 

Multi-missions (BEAM) [117], also developed by NASA consists of several signal 

processing modules, which was integrated with  Livingstone, where it functioned as a 

virtual sensor to resolve the ambiguities for multiple fault scenarios in Propulsion IVHM 

Test Experiment [118]. In this, BEAM was used to detect and isolate a local fault, whereas 

Livingstone used the BEAM’s output as evidence to reason through the entire system, 

thus complementing each other. NASA developed the Realizable Responsive 

Unobtrusive Unit (R2U2) framework, in order to improve the diagnostic capability in an 

electric Unmanned Aerial Vehicle health management program. The R2U2 framework 

was adapted to use the prognostic information derived from a Bayesian Network to 

improve diagnostic accuracy [119]. Another reasoner, namely the Model-based Avionic 

Prognostic Reasoner (MAPR) [71] is capable of real-time monitoring, processing as well 

as reconfiguring the model based on the system’s health and it was used for anomaly 

detection and fault classification in the Electro Mechanical Actuator (EMA).  

By Aerospace OEMs: The Original Equipment Manufacturers (OEMs) of aircraft 

industry have developed their own reasoning systems and the combination of strategies 

to aid their maintenance programs. For example, Automated Ground Engines Test Set 

(AGETS) Model-Based Reasoner developed by Pratt & Whitney uses an AI tool called 

Qualitative Reasoning System to run diagnostics tests and isolate failures using a 

troubleshooting approach involving F100-P100/200 gas turbine engines [120]. Siemens 

uses the Internet of Things (IoT) architecture and ontological reasoning to carry out 

diagnosis and prognosis of turbines [121]. Smith Industries Aerospace and Defence, Inc. 

developed a diagnostic reasoning system called CONSOLIDATE, which uses an Object 

Oriented Database and hypothetical reasoning to diagnose the faults in aircraft systems 
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like engines [43]. Airbus developed a meta-diagnosis methodology to reason through and 

isolate faults in their Centralized Maintenance System’s knowledge database [122]. 

Boeing developed a Smart Test Program Set (TPS) software suite with AI Estate 

architecture that was utilized to communicate with multiple system reasoners and to 

provide suggestions for aircraft in the Navy and the Airforce. The diagnostic reasoners 

used were developed in MATLAB and were capable of using the BIT data, historical 

diagnostic and maintenance records and other related information to provide suggestions 

on entry points and call outs in the test programs to the engineers via the Smart TPS suite 

[123]. The Integrated Diagnostic System (IDS) developed as a generic maintenance 

management system for Air Canada, uses CBR to retrieve and classify the warning and 

failure messages from aircraft with case bases, as the original messages cannot be tracked 

with simple string matches. Furthermore, a case-base for diagnostics is developed which 

serves as a corporate memory that stores historical information of an aircraft fleet, thus 

helping the repair and the maintenance processes across the fleet [124].  

COTS Packages: Numerous commercial reasoning packages are used by the industries 

for both health monitoring as well as maintenance. RODON is a commercial model-based 

diagnostic reasoning system from Uptime Solutions AB. It generates hypotheses based 

on contradictions between the simulated and observed systems. A declarative equation-

based language called Rodelica is used to capture the model’s knowledge. RODON has 

been tested on the ADAPT system [125] and is capable of generating decision trees which 

can be used for troubleshooting of the system [126]. DSI International Inc. developed the 

eXpress Embedded Reasoner, which is capable of being embedded into the HM system 

to receive systems data and provide a diagnosis of the system including root cause of 

failures, instructions for repair, as well as suggestions on further tests to be carried out 

[127].  Another commercial package, Testability Maintenance and Engineering Systems 

(TEAMS) is developed by Qualtech Systems Inc. (QSI). It is a domain-neutral Decision 

Support Software Suite that has been applied for integrated diagnosis and prognosis of 

various systems like EMA [128],  Naval Shipboard Systems [129], and Tactical Satellite 

3 (TacSat 3) spacecraft [130]. Similarly, PHM Technology developed the Maintenance 

awareness Design Environment (MADe) which is an integrated model-based design, 

analysis and DSS  software suite [131]. MADe is capable of functional modelling, failure 

reporting as well as health-related analysis. ReasonPro is another COTS package, 
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developed by Impact Technologies has automated many reasoning processes, including 

the Built-In-Test (BIT) reasoning that uses system level knowledge and LRU level data. 

ReasonPro provides interactive diagnostics solutions to the maintainers, based on the 

information and codes collected from the aircraft and it further helps fault isolation 

through in ambiguity reduction and evidence-driven diagnostics [132].  

Health Management Programs: Several health management programs have 

implemented reasoning as a part of the monitoring process as well. Impact Technologies 

developed a Bayesian Network top level reasoner for Avionics Vehicle Health 

Management [133]. The Integrated Diagnostics System [134] and the Aircraft Electrical 

Power Systems Prognostics and Health Management (AEPHM) program [135], both 

developed by Boeing, use a Ground-Based Reasoner component to optimize maintenance 

of hydraulic subsystem in legacy aircraft and to improve the mission readiness of 

Electrical Power Systems in military aircraft respectively. A Prognostics Health 

Management (PHM) program for EMA uses model-based TRANSCEND approach as 

well as a data-driven reasoning for diagnosis of the faults in the EMA [136]. 

Academic Work: Some of the reasoners developed by the academia are presented here. 

Fault-Adaptive Control Technology (FACT) was developed by Vanderbilt University and 

Budapest University of Technology and Economics, with support from NASA and 

Boeing. It uses Temporal Causal Graph at a lower level and TFPG at system high level 

to describe the effect of the faults. FACT was tested on an aircraft fuel system, it was able 

to identify the fault injected, as well as reconfigure the control system to maintain 

continued operation [137]. Similarly, a modelling language, Language for sYstem 

DIAgnosis (LYDIA), developed by Delft University was implemented in TELE-

operations and Model-based Supervision of instruments for planetary exploration 

(TELEMOS), a model-based diagnostic reasoning system. It has been demonstrated on 

several other projects like Health Management System for Reusable Space Transportation 

System (HMS-RSTS), and Harbour Cranes [138]. Another model-based prognostic 

reasoner was developed in Cranfield University for an Electrical Power Generation 

System, based on power management design. In this work, a hybrid mathematical model 

was developed to study structural and parametric faults and a framework with PHM 

reasoner was developed to predict the failures accurately along with the warning of 
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secondary damages that might affect aircraft operations [139]. Furthermore, the Hybrid 

Diagnostic Engine (HyDE) reasoning system was developed by the University of 

California along with NASA Ames Research Centre. It is used for diagnosis of faults in 

several components of the propulsion system in the Autonomous Lander Demonstration 

Project (ALDER), the Electrical Power System of the International  Space Station (ISS), 

and the landing gear of an aircraft [140]. 

2.4 Reasoning for IVHM at the Vehicle level 

Opportunities: The previous section discussed how reasoning is used for health 

monitoring by different sectors within the aerospace industry. However, among the health 

monitoring systems cited, the major focus was on the component or the systems level, but 

not at the vehicle level. This is an important shortcoming, considering that one of the 

main objectives of IVHM is to assess and predict the health of the system and its effect 

at the vehicle level and avoid unexpected downtime, thereby supporting CBM. 

There are only a handful of studies that consider the notion of vehicle level as the 

primary driver. For example, Vehicle Integrated Prognostic Reasoner developed by a 

team from Honeywell, Vanderbilt University, and NASA Langley Research Centre 

integrates information from various aircraft subsystems, namely APU, Avionics, Flaps, 

and LRUs, to generate multiple evidence and simulate evidence and false alarms for other 

subsystems  [141]. Dinkar et al [142] patented a Vehicle Level Reasoner Engine that 

consists of an Advanced Diagnostic and Prognostic Reasoner, and a System Fault Model 

which has fault models from components level, group area level, and subsystems level, 

and a set of diagnostic and prognostic algorithms, in order to provide diagnostic and 

prognostic conclusions, based on the observed failure modes. An evolvable tri-reasoner 

conceptual framework [143] was developed by Boeing, along with Impact Technologies, 

NASA and Vanderbilt University which consisted of reasoners for anomaly, diagnosis, 

and prognosis that provided health information of the vehicle which was used by the 

Reasoner Integration Manager as evidence to prioritize the faults based on their 

interaction with the integrated model. Khan et al [144] developed a Vehicle Level 

Reasoning System framework, that takes the health status of several subsystems like 

engine, fuel system and electrical system into account, and weighted health indices were 

calculated based on behavioural evidence and diagnosed faults. Schoeller et al, [54] 
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proposed a reasoning structure that had hierarchical layers of reasoning where, the health 

monitoring techniques are focused on component or LRU level, sub-system level, and 

system level. Failure mechanisms of multiple sub-systems of the main system like the 

engine, actuators and drive trains of an aircraft are monitored and overall functionality of 

the vehicle (aircraft) during simultaneous degradation of all the monitored failure 

mechanisms is calculated.  Thanigaivelu et al [145] developed a methodology for the BIT 

Effectivity analysis, which is based on Failure Mode and Effect Summary, to calculate 

the probability of BIT fault detection and isolation in a control system considering its 

effect at the LRU, system and at the aircraft level.  

Most work presented shows only the effect of a single component’s or a sub-system’s 

failure at the vehicle level. The effects of these failures on the other subsystems, i.e. the 

effect due to their interactions and their root causes, at the vehicle level are not widely 

explored. Only a very few works have so far considered the effect of subsystem 

interactions. For example, Lopez et al. [146] demonstrated the effect of a fault in fuel-

cooled oil cooler on independent systems using a modular framework. However, the 

finding did not describe the effect at the vehicle level and focused mainly on the cross-

system diagnostics. Similarly, Nwadiogbu et al. [147] from Honeywell International Inc. 

patented a vehicle health monitoring system architecture in which the DSS would choose 

to ignore the fault issues reported by the Environmental Control system when there is a 

fault in the engine. The drawback of this decision is that it runs the risk of ignoring the 

faults that originate in the Environmental Control System that is independent of the faults 

in the engine. Another such example is the Vehicle Health Monitoring algorithms 

developed for diagnosing in the flight control system of the space shuttle [148]. The 

multivariate algorithm is used with the parametric models to detect the fault onset by 

combining the prediction models of three subsystems: Guidance, Navigation and Control 

System, Propulsion system and Gimbal actuation and study the effect of four faults on 

these three systems. This study suggests that a vehicle level reasoner is required to find 

the root cause of the faults by combining the symptoms from the other systems as well as 

BIT data.   

The number of examples in this section and their findings are evidence to the point 

that the area of diagnosis and prognosis of interacting faults requires considerable 
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exploration. On another note, it is worth noticing that even among these few numbers of 

works on vehicle level frameworks, reasoning seems to play a key role in assessing the 

effect of the system’s fault in the most. Hence, it is safe to assume that reasoning, both as 

a system as well as a strategy, is an inevitable requirement for any work related to vehicle 

level health management. Any research in the detection and prediction of interacting 

faults is, thus, a great opportunity to harness the full potential of reasoning. At the vehicle 

level, reasoning could be used to make inferences with the information available from 

multiple systems, ranking priorities and solving conflicts. It could make use of the 

connectivity between the components and the systems, consider the health information 

from all the levels, i.e. at the component/ subsystem/ system levels (as shown in Figure 

2-9), process the data at each stage, and give decisions on the root cause of the fault and 

their cascading effects [88].  

 

Figure 2-9 Information flow in reasoning at vehicle level 

Challenges: The implementation of reasoning at the vehicle level is a challenging task 

and would face a lot of hurdles. One of the major reservations faced by IVHM is access 

to data. In general, the systems are manufactured by different suppliers, and the OEMs 

assembles these individual systems onto a common platform. Hence, there is a problem 

of intellectual property which prevents the suppliers from sharing data to the OEMs or 

the airliners. The other challenge is that these systems have their own methods of data 

processing and monitoring which may not be compatible with other systems’ methods 

[149]. Hence, the integration of information from these systems at the vehicle level 
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requires a framework that could accommodate the processing of different types of data 

sources.  

A reasoning system for vehicle level health management would require a robust 

framework that could clearly distinguish between the different layers of the vehicle and 

accommodate different data from multiple systems. Since the database is mainly 

dependent on sensor data, suitable algorithms have to be chosen for data processing, 

feature selection and extraction [44]. Correspondingly, methods to enable sensor data 

fusion and methods to mitigate the risk of sensor failure should be chosen as well [44]. A 

database management system is required, which could maintain all the different types of 

data, link their functionalities and make them accessible [44]. In order to mitigate the 

challenge of knowledge acquisition, the systems could use modular architecture to protect 

the IP protected and the private data. For this reason, suitable communication protocol 

has to be established between the database modules that possess the system health 

information, and the reasoning system developed at the vehicle level. Apart from this, 

suitable knowledge representation and problem-solving methods have to be chosen 

depending upon the type of interaction between the systems and the data sources. For 

example, if the reasoning system is being built for a vehicle that has rich data sources, the 

CBR methodology can be chosen to make use of the existing data as historical 

information. This would be an advantage to the reasoning system, in terms of developing 

the knowledge as well, as the CBR methodology allows learning through its revise and 

retain phases. Apart from these requirements, performance metrics like efficiency, false 

negatives, and false positives need benchmarking [44]. Lastly, developing a reasoning 

system for vehicle level health monitoring will require rigorous verification and 

validation for qualifying the system. 

2.5 Summary and Conclusions 

Following contributions are made in this literature review on reasoning in aerospace 

IVHM and its potential. 

i) A timeline comparison of the AI technologies used in the aerospace IVHM versus 

the AI technologies in general (Figure 2-2). 
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ii) Applications of reasoning as an AI technology in the engineering field (Figure 

2-3) 

iii) Different reasoning strategies with examples (Table 2-1). 

iv) A generalized architecture for reasoning system (Figure 2-4) 

v) Pros, cons, and applications of different knowledge-based reasoning systems 

(Table 2-2). 

vi) A SWOT analysis for model-based and data-driven methods (Figure 2-8). 

vii) Applications of reasoning in aerospace IVHM (Table 2-3). 

viii)  Shortcomings in the existing health monitoring systems in aerospace IVHM and 

the opportunities for reasoning in vehicle level health management along with the 

potential challenges. 

A fully realized IVHM system is required to face the high demand for CBM and reduce 

the MRO costs. Nevertheless, it is a challenging task, considering that the development 

of such an IVHM system depends on equally advanced supporting fields. This chapter 

attempts to learn the importance of the AI technology reasoning and its capability to 

contribute to the shortcomings in the aerospace IVHM field. To that effect, the paper 

reviews the reasoning system’s architecture, its types, and functions along with its 

applications in various fields and explores the spaces where reasoning can further 

contribute to IVHM. It is identified from this paper that the vehicle level health 

monitoring system requires reasoning in any format: a strategy or a system. Likewise, the 

challenges involved in developing a reasoning system for vehicle level health monitoring 

is presented too and a few suggestions provided to mitigate some of them. The full 

potential of reasoning as both a strategy and a system can be harvested by combining with 

a suitable technology that has the capability of negating the challenges faced by 

reasoning. In identifying such potential technologies and making them function alongside 

reasoning lies the key to the future of fully functional IVHM systems. 
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3 Understanding the role of a Digital Twin in Integrated 

Vehicle Health Management (IVHM) 

 

Integrated Vehicle Health Management (IVHM) aims to support Condition-Based 

Maintenance (CBM) by monitoring, diagnosing, and prognosing the health of the host 

system. One of the technologies required by IVHM to carry out its objectives is the means 

to emulate the functioning of the host system, and the concept of a Digital Twin (DT) was 

introduced in aerospace IVHM to represent the functioning of such a complex system. 

This paper aims to discuss the role played by DT in the field of IVHM. A DT is the virtual 

representation of any physical product, that is used to project the functioning of the 

product at a given instance. The DT is used across the lifecycle of any product, and its 

output can be customized depending upon the area of application. The DT is currently 

popular in industry because of the technologies like sensors, cloud computing, Internet of 

Things, machine learning, and advanced software, which enabled its development. This 

paper discusses what encompasses a DT, the technologies that support the DT, its 

applications across industries, and its development in academia. This paper also talks 

about how a DT can combine with IVHM technology to assess the health of complex 

systems like an aircraft. Lastly, this paper presents various challenges faced by industry 

during the implementation of a DT and some of the possible opportunities for future 

growth. 

 

Figure 3-1 Overview of Chapter 3 

Introduction3.1

Building Blocks of a Digital Twin3.2

Applications of a Digital Twin3.3

Digital Twin and IVHM3.4

Challenges, Gaps and Opportunities3.5

Conclusion3.6
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3.1 Introduction 

The recent trend of using the concept of a Digital Twin (DT) in any industry from 

aerospace to agriculture, from a product-oriented environment to a process or a service-

oriented environment, is due to its versatile nature and its ability to provide a solution for 

any given scenario. The term ‘Digital Twin’ was initially coined by Dr. Michael Grieves 

from the University of Michigan in 2002 to represent the digital equivalent of a physical 

asset [1]. Later, in 2012, NASA adapted DT as an integrated multi-physics, multi-scale 

probabilistic simulation model of a vehicle or a system that integrates best available 

physical models, sensor data from onboard health monitoring systems, fleet maintenance 

history and other such information to mirror the life of its physical twin [2]. Bolstered by 

the parallel growth in sensors and communication technologies, cyber-physical systems, 

computational speed, and artificial intelligence (AI), the term DT has been subsequently 

used by industry for several applications. A Gartner survey in 2019 mentions that around 

75% of the industries that use Internet-of-Things (IoT) are either using DT already or plan 

to use it within the next year [3]. With the given advanced technologies, the DT is 

currently the key to optimize the product design process, to enable smart manufacturing 

with Industry 4.0, to streamline the process of Maintenance Repair and Overhaul (MRO) 

and to reduce the overall cost involved in the product and the process life cycles.  

This paper focuses on how the DT can be combined with Integrated Vehicle Health 

Management (IVHM) to enable Condition-Based Maintenance (CBM) of vehicles like an 

aircraft. CBM is a program that provides maintenance plans based on the condition of the 

vehicle [4]. It is a real-time product performance measure, which has replaced the 

conventional time-based programs like scheduled inspections and preventive 

maintenance [5]. CBM enables customized maintenance planning of the targeted 

components and systems of a vehicle by monitoring their health condition. This results in 

saving time and cost involved due to unplanned downtime and increases the availability 

of the vehicle. A fully functional IVHM system assists in acquiring and analysing health 

data of a vehicle to optimize the suitable maintenance plans for CBM [6]. 

Integrated Vehicle Health Management (IVHM) is defined as the technology that uses 

the sensor data from a vehicle to carry out diagnosis and prognosis to assess and predict 

the health of its systems. IVHM technology was initially introduced by NASA to collect 
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data, diagnose, predict and mitigate faults, support operational and post-maintenance 

activities in space vehicles. Later, it expanded to other vehicles like aircraft and ships and 

evolved as a paradigm-shift to support Condition-Based Maintenance (CBM) of the 

vehicles. IVHM aims to ensure that the host system functions as intended, without any 

unexpected failure [6]. With the help of IVHM systems, the maintenance cost can be 

brought down significantly by predicting the system health in advance and supporting 

CBM. 

Figure 3-2 shows the general role of IVHM technology in a product’s (vehicle) 

lifecycle [7]. In this figure, the steps involved in IVHM are explained via the Sense-

Acquire-Transfer-Analyze-Act (SATAA) cycle as shown in the right-hand side, and its 

role concerning the product’s lifecycle is shown in the left-hand side. To monitor the 

health of the system, IVHM uses state-of-the-art sensors to acquire health information 

from the system. It also gets input from various stages of the product’s lifecycle, like 

design-engineering, manufacturing and maintenance-logistics.  

 

Figure 3-2 The role of IVHM in product lifecycle [7] 
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remaining useful life of the systems. This information on the system’s health is provided 

for maintenance of the vehicle (as shown in Figure 3-2), under the CBM program.  

For the diagnostics and prognostics to produce effective results, the IVHM system 

requires a knowledge-rich representation of the host system, that could provide all 

possible outcomes of multiple health scenarios concerning the host system [5]. It is at this 

capacity that the Digital Twin (DT) comes into the picture of IVHM.  The DT is a high-

fidelity simulation, that can provide the virtual representation of the physical asset at a 

particular instant and produce what-if simulations for a variety of scenarios depending 

upon the data acquired [8]. This feature of DT helps in forecasting the health of the 

systems that could be used by IVHM. In the last five years, many aerospace and 

automotive industries have started using DT at various stages of a product lifecycle.  

This paper explores the field of Digital Twin (DT), its design, and its different 

applications in IVHM. To that effect, this section introduced the fields of DT, CBM, and 

IVHM. Section 3.2 presents the core elements of a DT, its functions alongside the various 

stages of a product’s lifecycle, and its enabling technologies. Section 3.3 surveys some 

of the applications of DT in each stage of the product’s lifecycle to understand its 

capabilities. Section 3.4 presents a basic IVHM system and the role of DT inscribed in it. 

It also talks on the developments of DT concerning the field of IVHM. It is to be noted 

that the majority of applications presented are from aerospace, and only a few are from 

of other vehicles. Section 3.5 discusses various challenges faced during the 

implementation of DT, along with gaps and opportunities in IVHM. Section 3.6 presents 

the conclusion regarding the role of a DT within the field of IVHM.  

3.2 Building Blocks of a Digital Twin  

At its core, the DT is defined as a simulation model representing a physical asset, but 

unlike the usual simulation model, the DT evolves with the life of the physical asset, 

factoring in age-related performance and failure. It functions as a living virtual 

representation of the asset. It relates to the data captured from different stages of the 

asset’s life cycle to create the contextual environment under which the asset is operating, 

and its output varies based on the services expected from it. Across the literature, when a 

DT is referred to, it could either mean the virtual representation of a product at an instant 

or encompass its entire life cycle [1]. Sometimes, it also refers to the entire environment 
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involving the physical, virtual models, data connections between them, and the nature of 

output [9]. Similarly, the number of building blocks of a DT also differs with the 

literature, ranging from three ([1], [10], [11]) to five [9], but they essentially have the 

same elements listed in a different order of importance.  

This chapter refers to the DT as the living representation of a physical product and 

the Digital Twin Ecosystem [12] as the environment that includes the other elements that 

help in the functioning of the DT. A Digital Twin Ecosystem is thus built upon the 

following blocks as shown in Figure 3-3: i) the product life cycle at the top layer of Figure 

3-3, ii) a virtual model or the DT at the bottom layer, and iii) a connecting segment as the 

middle layer. The connecting segment is characterized by data that relates the product as 

a physical asset to the DT as its corresponding virtual model. The transfer of data between 

the top and the bottom layer via its middle layer is made possible with the help of several 

technologies which are listed in the right-side middle layer of Figure 3-3. The following 

subsections discuss these central elements of a DT in detail. It is to be noted that the MRO 

section of Figure 3-3 is highlighted, as this chapter focuses on a DT that could be used 

mainly for IVHM. 

 

Figure 3-3 Digital Twin Ecosystem along the product lifecycle 
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engine) or an entire system (e.g., an aircraft engine) itself. The product information passes 

from its BOL to the EOL, and the data generated during the lifecycle, from concept 

definition, design and development, and manufacturing are used as a source of the virtual 

model for the DT. They also serve to validate the virtual model, which can later be 

considered as the reference model, against which the performance and health of the 

product can be measured when it is in use.  

3.2.2 Virtual model 

The virtual representation/ DT of a product is a highly adapted simulation model (bottom 

layer of Figure 3-3). The DT evolves alongside its physical asset based on the knowledge 

gained at each stage. It is the virtual representation of the physical asset at an instant and 

reflects on its operational behaviour. It utilizes various sources ranging from geometric 

or 3D models, thermal or CFD models, physics-based or functional models to represent 

the functioning of the product [13]. It also uses data like Bill of Materials (BOM) from 

‘as-planned’, ‘as-built’, and ‘as-maintained’ states of the product, historical information, 

fleet data, and maintenance records to update the contextual knowledge of the virtual 

model and its environment to represent the actual working condition of the product 

through its lifecycle (Figure 3-3). 

3.2.3 The Connecting segment  

As mentioned earlier, the connecting segment (the middle layer of Figure 3-3) is 

characterized by the data that connects physical and virtual models and by the output/ 

feedback from the DT. Data generated from the onboard sensors, inspections, fleet 

histories, and other sources during various stages of the lifecycle must be fused with the 

existing virtual models in order to update the DT at that stage of the product lifecycle. 

This data fusion within the DT ecosystem enables better model performance, 

adaptiveness, and robustness in the virtual models [12].  

In the middle layer of Figure 3-3, the data with the yellow background are input to the 

DT from the product and the data with the green background are the output from the DT 

to the product at a certain stage of its lifecycle. The output and feedback from the DT are 

dependent on the application. In the case of IVHM, the DT is expected to provide some 

of the results required to detect anomalies, health degradation, faults, and calculate the 
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remaining useful life of the product. These outputs also change with respect to the 

lifecycle of the product (Figure 3-3). For example, at the design stage, the DT is more 

useful in validating and optimizing the design process, whereas, in the manufacturing 

stage, the DT is used for smart factories, to visualize and streamline the process, to 

increase efficiency and to resolve conflicts on the shop floor [14]. The information from 

all stages of the product’s lifecycle and the DT is sent as feedback (dotted lines in Figure 

3-3). This feedback information is used to generate knowledge that is required for the 

optimization of the product as well as the process. The connecting segment, i.e., the 

transfer of data between the physical and the virtual model is enabled by several advanced 

technologies, without which, it would be impossible to implement the DT.  

3.2.4 Enabling Technologies 

Some of the technologies that helped the successful implementation of DT (as shown in 

the right-side middle layer of Figure 3-3) are as follows: 

Sensors: The advancement in the field of sensor technologies is one of the primary 

enablers of any DT. Currently, there is a wide range of sensors at a lower price than in 

the past, and they produce abundant data, giving rise to Big Data. This data, if processed 

correctly, could provide information and the knowledge required to make the virtual 

model live. 

Connectivity: Internet-of-Things (IoT) and cloud computing are two disruptive 

technologies that changed the perspective of every industry. IoT enables connectivity 

between various systems with an IP address, which makes it possible for data collection, 

and processing; it is one of the critical factors required for real-time monitoring of any 

process. On the other hand, cloud computing allows large-scale data processing and 

storage in the servers, making them accessible by the internet. It makes scalable 

computing available at any point, which is not possible through the local servers. Edge 

computing carries out computation at the end of the local network before updating to the 

cloud, thus reducing the burden on the server [15]. A Digital thread establishes the link 

between the product and the DT and is expected to create a value stream of data across 

its lifecycle [16].  
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Computational Power: The improvement in computational power and processing speed 

are two of the main influential factors for Big Data processing and cloud computing. 

Powerful processors enable real-time updates required for the DT and reduce the time 

taken to solve the scenarios involving complex cases.  

Machine learning and Artificial Intelligence (AI): The advancement in sensors and the 

increased amount of data generated resulted in rekindling of machine learning techniques 

and AI from the past decades to complement the current technologies [6]. The input 

domain knowledge required by the DT, to be in line with the system’s performance, can 

be in the form of rules, ontologies, procedures, models or even sensor data [6], depending 

on the compatibility with the DT model. The output is generated by the DT model with 

the help of reasoning systems built around it and the advanced machine learning 

algorithms used. With the support of high processing speeds, machine learning algorithms 

can provide solutions in a shorter time, thus improving the efficiency of the entire 

problem-solving process. 

Software: The progression in the data analytics software helps to convert the results 

produced by the DT into user-friendly visualizations, that encourage industry to opt for 

the DT approach for its products. Similarly, multiple platforms have made it easier for 

developing various models for DT, from designing the products to monitoring the 

manufacturing process and managing the maintenance activities.  

The abovementioned technologies have made it possible for the broad application of 

DT in the industry, especially for the high-value products. The synergy among these 

technologies has helped increase efficiency and save cost and time in every stage of a 

product’s lifecycle. For example, considering a DT used in a manufacturing plant, the 

synergy among the enabling technologies will help identify the backlogs in the plant and 

also provide real time status warning, thus helping in increasing the efficiency and 

availability of the plant, reducing the maintenance downtimes and eventually save cost 

involved in unexpected backlogs and downtimes. More examples of the benefits of the 

DTs can be found in the next subsection. It is to be noted that these enabling technologies 

also influence IVHM as described in Section 3.1. This shows that the implementation of 

DT in IVHM would not require any drastic infrastructure change, rather a framework that 

provides state-of-the-art technologies that would benefit both the fields.  
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3.3 Applications of A Digital Twin 

As stated before, the DT is a high-fidelity simulation model. It is capable of producing 

what-if scenarios for any given situation when provided with necessary data. In general, 

a DT serves as a virtual sensor that represents the product or the process at any instant 

and also as a feedback loop, providing data for further improvement. The DT is as 

powerful as the domain knowledge and specifications built into it, and as adaptive as the 

data it is supplied with. In general, the DT is adapted by the industries involved with high 

valued or highly customized products and processes due to the huge investment required 

to set up the infrastructure. With the help of enabling technologies mentioned in the 

previous section, industries have used DT for a variety of applications, adapted it to 

various scenarios. This section delivers some applications of DT developed in academia 

as well as by industry, based on the product’s lifecycle stages, to present the versatile 

nature of the DT.  

3.3.1 Digital Twin in design & development 

In the design and development phase of a product, the DT is generally used for testing, 

verification and validation (V&V) purposes, as well as to structural/ thermal and other 

analysis on the design. For example, Rios et al. [13] along with Airbus, used Dassault 

Systems V6 solutions to propose a framework for developing a DT model for an aircraft 

during the industrial design. The framework consisted of datasets generated from product-

process-resources-systems, linked with each other, to provide an avatar of a dummy 

aircraft DA08. Data from 'as-defined', 'as-planned', 'as-prepared', 'as-built' and 'as-

maintained' were linked along with the resources like 3D and simulation models and 

technical publications to develop the Digital Mock-Up of an aircraft assembly. Another 

example of the DT used in the design and development phase is its application with the 

help of CAE models by Siemens. In this case, the DT was used for various functions: i) 

predicting aerodynamic performance, blade deflection, and cooling flow rates of gas 

turbine blades, ii) predicting acoustic and structural loading, optimizing noise and 

vibration in e-powertrain, and optimizing range and performance of electric vehicles, iii) 

predict fuel consumption of excavators for soil loading, and iv) enable V&V of 

autonomous test driving [17]. Siemens has used the DT for Model-based system testing 

that connects the virtual testing model with bench testing and field-testing data to enable 
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attribute specific evaluation throughout the development cycle. Siemens also uses the DT 

to support the testing process through anomaly detection process monitoring, and fault 

diagnosis [17]. 

3.3.2 Digital Twin in Manufacturing 

The DT is used widely in manufacturing to monitor and optimize the production, to 

perform quality control on the products and predict defects in the assembly lines. Zheng 

et al. [18] developed a DT model of a welding production line with a 3D geometric, 

physical and kinematic model and connected it with the data from the production line to 

achieve interrelationship between the model and the real-time operation. This was used 

to monitor the welding production line to analyse the operation time and production cycle 

at each station and produce a real-time status warning. Similarly, Cai et al. [19] developed 

a DT of a vertical milling machine by data acquisition and information fusion techniques. 

They developed the DT with the characteristics of the machine using manufacturing data 

and sensory data from Hall-effect current and vibration sensors to monitor the operating 

conditions and to demonstrate the prediction capability for surface roughness model. 

An industry-implemented DT use case is the 'Meggitt Modular Modifiable 

Manufacturing' or M4 [20] that explores the technologies of digital manufacturing, cloud 

computing, and IoT to address Meggitt’s challenges of lack of flexibility and automation 

in the production lines that assemble aerospace products. The M4 framework combines 

the key components of the shop floor with sensors and connects them with data storage 

facilities, to carry out analysis required for the production line. The M4 framework was 

demonstrated by assembling the final stages of three critical safety-critical aerospace 

products, by carrying out what-if scenarios, optimizing the schedules, automating the part 

movements, and analysing the factory performance at the end [20]. Likewise, Boeing uses 

Dassault Systems’ 3D EXPERIENCE platform in its 777X composite wing centre [21]. 

This new digital factory would help in streamlining the entire supply chain process by 

providing the real-time status of the factory, to optimize the plan for parts movement to 

match with the key performance indicators, to produce ‘what-if’ scenarios and compare 

the different methods for optimization, and to communicate with all the stakeholders 

about the updated plans for the movement. This will also help in loading and capacity 
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simulation, decision making, and scheduling for parts production, and factory’s 

performance management [21].  

3.3.3  Digital Twin in in-service monitoring 

The DT can be used to monitor the in-service performance of the product, that could give 

feedback to both maintenance as well as design stages. For example, Wang et al. [10] 

developed a DT for rotating machinery with a Finite Element Analysis model, along with 

a model updating strategy to accommodate for sensitivity between the physical and the 

digital model. They demonstrated fault diagnosis of the unbalanced condition of the rotor 

due to the varying operating conditions and environment. An industrial application of the 

DT in in-service monitoring is the Abrams tank track system. The DT was created by  

Endurica, along with TARDEC  for the T-158LL  back-pad of the Abrams tank track 

system and implemented via Abaqus solver and Endurica TL solver [22]. This DT was 

used to demonstrate the virtual evaluation of complex in-service conditions like self-

healing, fatigue fault modes, thermal runaway failure mode, and the operating 

temperature; the results were found to be close to the experimental results of the back-

pad component testing [22]. On the other hand, GE has built DT of the powerplants with 

physics-based and data-driven models to detect faults to improve the asset failure mode 

management and reduce unplanned downtime [15]. It also has built thermal DTs to assess 

the thermal efficiency and predict emission, as well as lifing DT to optimize the mission 

versus maintenance reliability of the power plant. GE uses its Predix platform to run the 

DTs. Predix is the key platform that ingests large scale data generated, carries out data 

processing, uses analytical models, and provides services via DTs at high execution speed 

[15]. Similarly, Sandvik Coromat has used Microsoft solutions like Azure IoT suite, 

Corona Intelligence and Dynamic 365 to develop a scalable DT in its production flow to 

connect to optimize the field service provided for the customers [23].  

The examples described in this section show the versatile nature of the DT and that it 

is used by the high-value industries throughout a product’s life cycle, in a variety of 

applications, ranging from digital mock-up to digital factories, and from predicting failure 

life to evaluating performance efficiency. The applications cited in this section are mainly 

from design and development, manufacturing, and in-service monitoring stages of the 
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product life cycle. The following section discusses the applications of DT in maintenance, 

focusing exclusively on IVHM.  

3.4 Digital Twin and IVHM 

As mentioned earlier, IVHM is the paradigm shift to support CBM for vehicles. An 

IVHM system aims to assess the health of its host system, isolate faults, and predict useful 

life. The functioning of an IVHM system is influenced by the Open System Architecture 

for Condition Based Maintenance (OSA-CBM) framework. The OSA-CBM framework 

defines a series of steps (as shown in the middle layer of Figure 3-4), that could be carried 

out to provide a maintenance solution which is adapted by the IVHM system [5]. Figure 

3-4 presents the basic process of an end-to-end IVHM system framework for an aircraft 

with the DT’s role inscribed. The middle layer of Figure 3-4shows the steps followed by 

an IVHM system as defined by OSA-CBM. It starts with collecting data from the aircraft 

platform regarding a concerned subject which could either be a component (e.g., 

compressor blade), or a subsystem (e.g., gearbox assembly), or a system (e.g., engine). It 

then employs several data processing and manipulating techniques to extract information. 

This information is later used to assess health of the subject, detect the presence of any 

faults, diagnose and isolate faults, and predict the failure pattern and the subject’s 

remaining useful life. The outcome from these three stages, i.e., condition monitoring, 

diagnosis, and prognosis, are sent for generating advisories which are then used by CBM 

to schedule maintenance programs for the concerned subject accordingly (bottom layer 

of Figure 3-4).  

 

Figure 3-4 Digital Twin in an IVHM framework (adapted from [5]) 
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To validate and ensure reliability of the results generated by the algorithms used for 

these three stages, a DT that is validated against the aircraft, can be used as an alternate 

representation of the aircraft platform within the IVHM system (top layer of Figure 3-4). 

To update the DT with the latest state of the aircraft’s concerned subject, the data from 

the aircraft platform would undergo the same process of data acquisition and 

manipulation, similar to the initial steps followed by the IVHM system. This processed 

data, along with the context, could help in verification and optimization of the condition 

monitoring logic. Another advantage of inscribing DT to the IVHM system is that the DT 

would ideally possess knowledge of the entire system since its design stage (as discussed 

in Section 3.2). One of the existing gaps in the field of IVHM is that the IVHM system is 

currently treated as an add-on to a matured design process of the asset [24]. The IVHM 

system is pointed to be more beneficial, if it is included at the earliest stage of the asset 

design process, strengthening the links of requirements and knowledge between the asset 

and the IVHM system. Hence, implementing DT, which represents the functioning of the 

physical asset, along with its contextual knowledge, would improve the overall 

performance of the IVHM system. One more advantage is the ‘what-if’ simulations that 

can be run in the DT at that point will augment the diagnosis and prognosis process. The 

better the results from the IVHM system, the better maintenance plans generated in CBM.     

The DT, when first implemented by NASA, was planned to function with onboard 

IVHM systems to get health monitoring data to forecast the life of the systems and update 

maintenance schedules accordingly. Over the years, the role of DT evolved to supply 

chain streamlining, exterminating silos, and enabling visibility to stakeholders. However, 

the core of DT remains the same, i.e., to emulate the functioning of its physical 

counterpart, thus showcasing its health status. Even if a DT is used mostly in design and 

development or in the manufacturing stage of a product, it continually provides data in 

these stages that could be used for health monitoring eventually. Hence, the 

implementation of DT in the framework has become a natural step forward for the IVHM 

field. Some applications that use DT in IVHM are discussed in the rest of this section. 

NASA and the United States (US) Airforce have developed several DTs for vehicle 

health monitoring. Tuegel [25] proposed an Airframe digital twin that would be a cradle-

to-grave model for designing and maintaining airframes. The Airframe digital twin helped 
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in finding the probability of non-conformances during the design phase, which helped in 

keeping records of the individual aircraft through its dedicated computational model. This 

also helped in forecasting different scenarios of the airframe's performance and failure 

and predict the retirement schedule depending upon the individual aircraft's performance, 

rather than depending on the reliability statistics of the whole fleet. The uncertainty 

between the physical airframe and its DT was  reduced by updating the service experience 

through Bayesian method. Another example is from Zakrajsek et al. [26], who developed 

a physics-based DT of an aircraft tire to monitor its health at the aircraft touchdown. In 

order to predict the tire wear during touchdown a physics-based equation involving slip 

wear rate was derived and combined with the empirical results to create a nonlinear 

touchdown response surface. The DT was used to predict the touchdown wear by varying 

the mean sink rate, yaw angle, and speed.   

The F-35 Joint Strike Fighter developed by the US Airforce and Lockheed Martin has 

a state-of-the-art IVHM system that provides real-time health data during the flight to 

ground-based Autonomic Logistics Information System (ALIS), to enable the maintainers 

to be prepared for their activities when the aircraft lands [16] and updates health data to 

all the local systems DTs at Lockheed Martin. This requires an enormous V&V effort to 

ensure the integrity of data and also checks for hacking and other security-related issues, 

resulting in increased operations and maintenance costs. To save MRO cost, Lockheed 

Martin applied the Digital tapestry concept of data flow tightly woven to integrate the 

information (Digital thread) from design and development into production DTs, solving 

the early issues and leaning the production process like automated hole drilling. Lockheed 

Martin also applied this Digital tapestry concept to validate all the major component 

designs and enabled the conversion of SysML models to Simulink codes to reduce the 

gap between the systems and design perspectives [16].  

Among the aerospace OEM industries, Rolls Royce uses a DT for engine health 

monitoring, to enable an IntelligentEngine, which is highly connected and contextually 

aware. Currently, the DT is used to carry out analysis under various possible instances of 

blade-off events in Trent engines [27]. Rolls Royce has also combined with Microsoft to 

enable predictive maintenance in Trent XWB turbofan jet engines, by employing data 

from historical feeds and real-time monitoring [23]. Similarly, GE has developed  DT for 
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aircraft landing gear by considering an instance as an initial model, followed by frequent 

updating of data [28]. The landing gear DT is made using asset data and time-series data. 

This DT is used to detect anomalies, forecast the next maintenance activities and predict 

remaining useful life of every subsystem of each landing gear, with the help of historical 

data collected and stored in the Predix platform and by performing predictive analytics 

[28].  

Apart from aerospace, the DT has been used widely in automotive and maritime 

industries, as well as in railways. Tesla Motors creates a DT for every car it makes and 

uses it to provide fixes, software updates, and to schedule maintenance based on the car’s 

usage and performance [29]. Likewise, Magargle et al. [30] from Ansys Inc. and Modelon 

Inc., developed a physics-based DT of automotive braking systems by combining 0-D 

and 3-D models with controls. They demonstrated the ability of this DT to differentiate 

the wear rates with normal and abnormal conditions while disconnecting the ABS 

controller, which would help in suggesting suitable maintenance schedules in advance for 

the braking system. They also used the DT to obtain sensor signatures for some fault 

conditions, which were further used to develop diagnostics for the automotive braking 

system.  

The Danish Maritime Authority has adapted the DT for its maritime cluster, Blue 

Denmark, using 3D, simulation and analytical models, vessel documents and information 

models, operational data and sensor data, software-driven control algorithms and virtual 

communication networks [31]. The DTs are used to create value from individual elements 

like analysis for performance improvement, design verification and optimization, 

condition-based maintenance, decision support, safety assurance, testing and verification, 

and virtual operation. Currently, efforts are made to create a DT ecosystem that has the 

platform to integrate all these key elements to bring benefit to the stakeholders from the 

information contained in such an ecosystem [31]. GE has developed DT for railways, 

where, health index is calculated for network based on the defects found on the tracks and 

wayside [32]. Suitable maintenance plans are updated daily based on the health index. 

The DT is implemented for train also, for automatic control of throttle and dynamic 

brakes, optimization of speed and feedback on fuel consumption [32].  
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3.5 Challenges, Gaps & Opportunities 

The applications presented in the previous sections show that the capabilities of DT have 

enabled it to contribute to high-value industries in a number of sectors. The DT’s ability 

to represent any product or process that could help provide feedback on health or 

performance or even verification, together with the maturity in the enabling technologies 

have the following potentials: i) save cost involved in design, testing, inspection, 

certification and unplanned maintenance, ii) improve the efficiency of knowledge transfer 

in a product lifecycle, iii) enable transparency in data handling, controlled sharing of data, 

and iv) to eliminate the silos across the different stakeholders and integrate and streamline 

the entire supply chain. On the other hand, the implementation of DT has a few challenges 

to be mitigated. This section discusses some of the challenges met by DT and its prospects 

in IVHM. 

3.5.1 Challenges faced by Digital Twin (DT) in IVHM 

One of the significant decision-making factors for implementing DT is the level of fidelity 

[9]. A dedicated DT, which is a replica of a physical system, consumes a large amount of 

time for development, requires more data and increases the cost involved. However, a 

low fidelity DT cannot reap the benefits of investment if it is not complex enough. A 

trade-off must be made to achieve the required level of fidelity in developing and 

managing the DT. Secondly, implementing DT requires suitable decisions and 

investments to be made regarding the enabling technologies. As described in the earlier 

sections, the technologies influencing DT and IVHM are very similar. The number of 

sensors used must be optimized to acquire all the required data as well as to not increase 

the overall weight of the vehicle. Data storage capacity must be factored in to 

accommodate Big Data, along with the infrastructure required for data management. High 

speed computations are required to power sophisticated machine learning algorithms; 

cloud computing facilities including the internet must be accounted for. With the 

infrastructure established, considering all these key technologies, implementation of the 

DT would become feasible within the IVHM framework. Another challenge faced by DT 

is security. In general, due to a large amount of data sharing on the cloud, the DT 

ecosystem is vulnerable to cyber-attack like hacking and phishing. The credibility of data 

generated has to be secured, and any possibilities of cyber-attack should be diagnosed 
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early on and prevented. Industries have started using technologies like Blockchain to 

secure data and prevent cyber-attacks [33]. One more issue that challenges the 

implementation of DT within IVHM is data sharing. Since health information about the 

systems of any asset is confidential to the suppliers, sharing such data without violating 

their intellectual property rights is not simple [34], which prevents the DT to be a 

complete representation of its physical counterpart. Further readings on the challenges 

faced by the DT implementation can be found in these works [[11], [25], [31]]. 

3.5.2 Gaps & Opportunities 

Even though introduced to the field of IVHM as early as 2012, it is only in the last four 

years that the industry has taken DT into serious consideration, partly due to technology 

gaps in the industry. However, as the enabling technologies are becoming more 

affordable, there are opportunities for further research in this area. From the literature 

point of view, it is to be noticed that, the DTs developed are mostly at the components 

and subsystems level like fuel pump assembly and some DTs are developed at the system 

level like the fuel system. Only a very few works [[17], [35]] consider the integration of 

multiple DT models representing systems like the fuel system, the engine or the electrical 

power system to emulate their interactions at the level of an aircraft or any other vehicle. 

The intellectual properties of the suppliers could pose a challenge [34], as the lack of data 

would prevent the implementation of a fully representative DT. However, a 1-D black 

box representation that could connect to other such system level DT models for emulating 

an overall behaviour of the vehicle could be pursued. Also, multi-party computation can 

be considered to access required IP data from other parties. When DT models representing 

various components and subsystems are integrated, the seamless simulation of any 

complex vehicle like an aircraft can be made possible. This will help in optimizing the 

results produced by the IVHM systems and in turn optimize the maintenance plans for 

these vehicles through CBM.  

3.6 Conclusion 

The DT has the potential to be the key to unlock many research areas related to IVHM. 

As one of the main objectives of IVHM is to integrate all available information to provide 

solutions to CBM, the DT can play a crucial role in being the platform that integrates all 

the information to project the health of the complex systems like an aircraft. A component 
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or system level DT, integrated with other such DTs to emulate the functioning of a 

complex vehicle, combined with the technology that makes use of the data to assess health 

of its systems, thus becomes one of the latest enabling technologies of IVHM.  
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4 Progress towards a Framework for Aerospace Vehicle 

Reasoning (FAVER) 

 

This paper proposes a reasoning framework to diagnose faults at the vehicle level in a 

complex machine like an aircraft. The current focus of Integrated Vehicle Health 

Management (IVHM) is on diagnosing and prognosing faults at the component, 

subsystem, and system levels; only a few IVHM systems consider the interaction between 

the systems. To diagnose faults at the vehicle level, an IVHM System needs a framework 

that recognizes the causal relationships between systems and the likelihood of fault 

propagation between them. The framework should also possess an element of reasoning 

to assess data from all systems, to assign priorities, and to resolve ambiguities. The 

Framework for Aerospace Vehicle Reasoning (FAVER) that is proposed in this paper 

uses a Digital Twin (DT) of the aircraft systems to emulate functioning of the aircraft and 

to simulate the effect of fault propagation due to systems interactions. FAVER applies 

reasoning that can handle fault signatures from multiple systems in the form of symptom 

vectors, to detect and isolate cascading faults and their root causes. The blending of a DT 

and reasoning in this framework will enable FAVER to: i) isolate faults that have both 

local and cascading effects on the concerned systems, ii) identify faults that were 

previously unknown, and iii) resolve ambiguous faults. This paper explains the different 

steps involved in developing FAVER and how this framework can be demonstrated in 

the aforementioned scenarios with the help of different use cases. This paper also talks 

about the challenges to be faced while developing this framework and ways to overcome 

them. 



 

99 

 

Figure 4-1 Overview of Chapter 4 

4.1 Introduction 

Any aerospace vehicle, like an aircraft, is a complex machine comprising various multi-

physical systems, each having functions and objectives of their own. These systems 

interact with each other at different levels to attain full functionality of the aircraft [1]. In 

general, the aircraft systems are built in such a way that they remain stand-alone to a 

greater degree, to avoid unnecessary complexities. Still, due to the interactions between 

systems, it is not uncommon for a fault arising from one system to propagate and affect 

another system that the former is interacting with. Such cascading faults, whose paths are 

already known, are isolated in maintenance and troubleshooting activities. This is 

sometimes performed with aircraft maintenance systems like Honeywell’s Prime Epic 

Aircraft Diagnostic Maintenance Systems (ADMS) [2]. However, when a fault 

propagation takes a new/ unexpected path and affects multiple systems, it cannot be 

isolated easily during maintenance. One such real-world incident is the engine rollback 

of a Boeing 777 at Heathrow airport in 2008 [3]. During the investigation, the reason 

behind the engine rollback was found to be a drop in its power due to restricted fuel flow 

to both the engines. Further root cause analysis found that the fuel remained in the ‘sticky’ 

temperature range (less than -10oC) for a prolonged period of time; this resulted in ice 

formation, which in turn was released in the fuel feed pipe and blocked the fuel oil heat 

exchanger and the rest of the fuel lines. Another such example is the emergency 

evacuation of a Fokker F28 in 2002, due to smoke in the cabin [4]. The investigation 

found that it was due to a crack in the Auxiliary Power Unit’s compressor blade, the debris 
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eventually causing a crack in an oil seal and resulting in oil spray in the bleed valve, 

leading to smoke in the cabin [4].  

In cases like the abovementioned incidents, which are met with unexpected failure 

propagation involving multiple aircraft systems, troubleshooting is not a straight-forward 

activity, and it results in extended downtime. Any Integrated Vehicle Health Management 

(IVHM) System that attempts diagnosing such cascading faults requires a holistic view 

of the aircraft, and the micro effects (confined to a system) and macro effects (affecting 

the system in addition to the system of origin) of the interactions between the various 

systems [5]. The current focus of IVHM systems involve automated procedures focused 

at Line Replacement Units (LRUs), subsystems and systems level, but there are very few 

research publications that consider ‘vehicle level’ as their primary driver [6]. This paper 

proposes a framework that aims to isolate the cascading faults affecting multiple systems 

of the aircraft. The Framework for Aerospace Vehicle Reasoning, also known as FAVER, 

incorporates the concept of a Digital Twin (DT) to produce simulations of what-if 

scenarios between the aircraft systems, along with an element of reasoning, to investigate 

data from the concerned systems and to isolate the root cause of cascaded faults. 

4.2 FAVER Fundamentals 

FAVER is a proposed framework for isolating faults in aircraft systems, particularly a 

fault or degradation in one system that affects another. FAVER comprises of two 

components: i) Digital Twin (DT) and ii) Reasoning. The following subsections present 

the background of both elements and explain how they will fit together to enable FAVER 

to isolate cascading faults in different scenarios. 

4.2.1 Digital Twin (DT) 

A DT is a virtual representation of any physical or functional asset that helps in 

monitoring the performance of the asset for a variety of outcomes like efficiency, health, 

or lifecycle cost. The term ‘Digital Twin’ was first coined by Dr. Michael Grieves from 

the University of Michigan in 2002, to mean a virtual/digital representation of any 

physical asset [7]. NASA brought the concept of DT into the aerospace field in 2012, to 

integrate the simulation with on-board IVHM systems, along with historical maintenance 

and fleet data to represent its exact physical twin for further analysis [8]. Over the last 

decade, the application of the DT has expanded, due to the abundance of data produced 
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by the physical systems and the digitization of data collection and processing. In the field 

of IVHM, the DT has been applied for anomaly detection, predictive and prescriptive 

analysis and operation optimization [9–11].  

By the definition of the DT, it is evident that it is, at its core, a simulation model of 

any physical asset, and that it functions as a living model and provides results based on 

its application. For a given instance, in the case of predictive analysis in IVHM, the DT 

can provide simulation results of the system’s remaining life and, in the case of 

manufacturing, it can give the results required for operation optimization. When extended 

to the field of health monitoring, the DT is capable of producing what-if scenarios to 

understand the hidden relationship between the systems; it is this capability of the DT 

which will be useful to the proposed framework for isolating cascading faults. FAVER 

uses the DT, as it can establish the interaction between the systems and enable simulations 

of a healthy state as well as possible fault propagations between the systems. 

4.2.2 Reasoning 

In the field of aerospace IVHM, several reasoning systems have been developed to 

monitor the systems health [12–15]. Reasoning is required in IVHM systems for many 

roles such as analyzing data from multiple sources, isolating the root cause of any faults, 

helping in decision-making processes, resolving ambiguities, detecting anomalies and 

upgrading diagnostic accuracies. Reasoning is an invaluable component for developing 

IVHM systems for vehicle level health monitoring [6].   

In order to diagnose faults at the vehicle level, FAVER requires the reasoning element 

to meet with the following objectives: i) to process data from multiple aircraft systems, 

ii) to assess information, iii) set priorities, iv) pass judgement on the possible root causes 

of any fault, and v) to update FAVER’s knowledge of any new fault that affects a system. 

4.2.3 The synergy between the Digital Twin and Reasoning 

The proposed framework, FAVER combines the versatility of a Digital Twin (DT) with 

the power of reasoning, in such a way that both these components compensate for each 

other’s lacking. A DT could emulate the functioning of an aircraft through simulations of 

its systems at healthy and faulty (or degraded) states; yet, the output from such 

simulations require further intense analysis and intelligence to isolate the root cause of 

the fault from the data produced. On the contrary, reasoning in a health monitoring system 
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is only as effective as its domain knowledge either in the form of expert systems, models 

or datasets. Hence, FAVER aims to make use of the synergy between the ability of a DT 

to emulate the effects of fault propagation between the aircraft systems and reasoning’s 

ability to investigate the data produced to isolate the root cause of the fault propagation. 

This blending of DT and reasoning will enable FAVER to:  

i) isolate faults that have both local and cascading effects on the concerned aircraft 

systems,  

ii) identify faults that were previously unknown, and  

iii) resolve ambiguous faults. 

4.3 FAVER Methodology 

Figure 4-2 shows the schematic of the proposed framework. The schematic is represented 

with two main layers, viz, i) The Digital Twin layer (bottom of Figure 4-2), and ii) the 

Reasoning layer (top of Figure 4-2). The two intermediate layers in Figure 4-2 represent 

the system level diagnostics and fault detection layers. Each vertical in Figure 4-2 

represents the modules required from each system, contributing to reasoning at the top 

level.  

Consider the Fuel System, the Engine, the Environmental Control System (ECS) and 

the Electrical Power System (EPS) of an aircraft (as shown in the bottom-most layer of 

Figure 4-2). These systems have functions of their own and part of their functions that 

involve interacting with the other systems. For illustration, the fuel system provides fuel 

to the engine, the engine provides bleed air to the ECS and shaft power required for the 

EPS, and the EPS provides electric power to the components in the fuel system, the engine 

and the ECS. These systems interactions are considered for emulating the interactions in 

an aircraft via DT within FAVER. Besides, the EPS is also chosen to add a multi-physical 

dimension to the problem chosen. The DT can be a physics-based or a function-based 

model, or it can be a data-driven representation as well. The fuel system is included in the 

DT layer as a Hardware-in-the-loop (HIL) representation. 
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Figure 4-2 The schematic of FAVER 

The second horizontal layer from the bottom in Figure 4-2 represents the number of 

fault modes being considered at the system level. These fault modes degrade the systems 

from its 100% healthy state to degraded or faulty states. Only a limited number of fault 

modes are taken into account for the initial setup of the framework, as FAVER aims to 

demonstrate its capability of isolating a certain number of fault modes with a broader 

range of systems rather than focusing on a large number of fault modes only from a few 

systems. The third horizontal layer from the bottom in Figure 4-2 shows that each system 

has its own diagnostics for the determined fault modes. These systems diagnostics are fed 

by sensor data from the DT for isolation of local fault with micro effects. They are 

incorporated in FAVER’s schematic so as to contribute to overall reasoning at the vehicle 

level. 

The reasoning is built on the diagnostic capability of the systems and their 

interactions. The reasoning module has access to both sensor data and diagnostic 

information from the systems. The system level knowledge is stored in the form of a 

symptom vector (sensor readings of selected parameters representing the health of each 

system), and any fault injected that affects one or more systems is isolated as a ‘known 

fault’, with the help of built-in knowledge about the interacting functions of the systems.  
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In Figure 4-2, it is to be noted that the right-most vertical for the electrical power 

system does not possess any diagnostic module. This is to test FAVER for its ability to 

isolate faults that are previously unknown, as it is impractical to assume that reasoning in 

any health monitoring system is aware of all possible faults that might affect the systems. 

Consider a scenario where a fault signature is introduced in the EPS and it affects another 

system like the fuel system. Since the top-level reasoning module depends upon the 

sensor data and system diagnostic information for isolating faults, this fault injected in 

the EPS will not be detected as a ‘known fault’ right away by reasoning. In general, the 

maintenance engineers will have to troubleshoot and isolate such a fault manually, since 

it will go unnoticed or misclassified by any diagnostic system. However, in this case, 

instead of misidentifying the electrical fault as ‘no fault’ or misclassifying it as a fault in 

the fuel system, FAVER would use the EPS DT with suitable virtual sensors to identify 

the combination of parameters that would lead to the injected fault signature. This fault 

signature can then be manually added to reasoning’s knowledge module with the 

electrical fault as its new label.1  

The EPS DT is also used by FAVER to flag ambiguity. This is especially useful for 

the interacting systems, as many mechanical faults have similar symptoms as the 

electrical faults. As the EPS supplies power to many components in multiple systems, it 

is possible that fault symptoms occurring due to degradation in the EPS are ambiguous 

with mechanical degradations. In such cases, there is a risk of misclassifying a fault mode 

as a mechanical fault when it was originally an electrical fault. Using the EPS DT, 

FAVER will be able to reverse engineer the fault symptoms that match with the 

mechanical fault modes, to check if they can also be produced by the electrical 

parameters. When a suitable combination of parameters which could lead to the symptom 

(that matches with the mechanical fault), ambiguity will be flagged for that fault, and the 

reasoning’s knowledge module will be updated.  

 

1 The assumption that the EPS will not be instrumented for diagnostics for FAVER is removed in the later 

stages of this research. The updated schematic of FAVER can be seen in Figure 5-3. While it was intended 

to explore the previously unknown faults by not instrumenting the EPS diagnostics, the scope of the 

research has changed and it was decided not to pursue with this assumption. 
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4.4 Development of FAVER 

FAVER is being developed through four stages, as shown in Figure 4-3: i) Use case 

Conceptualization, ii) Development of the building blocks, iii) Implementation and 

Testing, and iv) Evaluation. This section talks about the different steps involved in each 

stage of development.  

 

Figure 4-3 Stages in developing FAVER 

Stage 1: Use case Conceptualization 

This initial stage involves conceptualization of use cases that will be demonstrated 

through FAVER. The use cases are defined in such a way that the overall objectives of 

FAVER are satisfied through the demonstration. The cases of isolating single (system 

level) and cascading faults (vehicle level) that are previously known and unknown are 

framed into a number of distinct scenarios (as shown in Table 4-1) for which the use cases 

are defined. These scenarios will enable demonstration of FAVER to isolate faults that 

affect a system locally, at a micro scale as well as those that have a macro effect on other 

systems. It is to be noted that, for a fault mode that is previously unknown, its interaction 

effect cannot possibly be known and thus, the sixth case in Table 4-1 is also not possible. 
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The use cases will be formed for the remaining scenarios in Table 4-1 and ambiguity 

can be checked for the known faults. The use cases (faults to be injected) are chosen from 

the scenarios from Table 4-1, with reference to the four systems considered in the FAVER 

schematic (Figure 4-2) that emulate the interaction between the systems of an aircraft. 

The faults chosen for demonstration can either be a single fault affecting a local system 

or a cascading fault that has a macro effect on another system. 

Table 4-1 Use case Scenarios 

 

 

 

 

 

 

 

For example, consider Figure 4-4. A reduced AC supply to a motor pump in the fuel 

system has its origin in EPS. However, this fault in the EPS has a cascading effect, which 

is to reduce the power to the motor pump, which in turn affects the fuel delivery to the 

engine and results in reduced power from the engine (redundancy is not considered in the 

use cases for demonstration purposes). This ‘domino effect’ has its root cause, the reduced 

AC supply from the EPS, and this fault can be flagged as one with a macro effect. This 

example can be used to check multiple use case scenarios like i) known fault with known 

interaction effect, ii) known fault with new interaction effect, and iii) new fault with a 

new interaction effect. Similar examples are being formulated to test the capability of 

fault isolation by FAVER.  

Figure 4-4 An example of a system fault with macro effect 

System Fault 

Mode 

Interaction 

Effect 

Use Case Scenario Effect-

scale 

Known Known - Known Single Fault Micro 

Known Known Known Known Interaction Fault Macro 

Known Known New Known fault with new 

interaction effect 

Micro 

New (Previously 

Unknown) 

New  New single fault Micro 

New (Previously 

Unknown) 

New New New interaction fault Macro 
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For the use case scenarios of a known single fault and a new single fault, faults 

injected at the system level can be chosen and tested. Ambiguity can be introduced in the 

system by injecting faults in components like valves. For example, a sticking valve in the 

fuel system can be a mechanical fault, and also a result of a stuck relay that reduces the 

voltage supplied to power the valve. The symptom vector for a sticking valve will be the 

same, despite the cause. Introducing such ambiguity could showcase the ability of 

FAVER to resolve such faults. When the use cases are defined, health parameters to be 

monitored will be decided, and the domain knowledge required for that use case are 

collected. 

Stage 2: Development of the building blocks 

This stage involves the development of the Digital Twin (DT) of the systems and the 

corresponding diagnostic reasoning at both system and vehicle level. For example, when 

the fuel system DT is built with respect to its source model, faults to be injected are 

defined, sensors to isolate faults are established and the parameters required for 

interaction with the EPS and the engine to demonstrate one of the use case scenarios are 

defined. In parallel, the fuel system diagnostics with isolation algorithms is built at the 

systems level and the knowledge base in the form of symptom vector is populated for 

reasoning at the vehicle level.  

Stage 3: Implementation and Testing 

The third stage of developing FAVER involves implementation and testing. In this stage, 

the DT of a system is run in a healthy condition, followed by fault injection and data 

collection. The symptom vector generated is compared with the knowledge base of 

reasoning to identify whether the fault is previously known. If no matches are found, the 

DT is used to check if any other system is the root cause of the injected fault, resulting in 

a previously unknown or ambiguous fault2. Stage 2 and Stage 3 are repeated for building 

the DT and diagnostics for all four systems shown in Figure 4-2. The reasoning module 

 

2 While it was the intention to use the DT to check for unknown faults when this paper was written, the 

scope of the research had changed when the work expanded. As of now, the DTs are not used to check for 

unknown fault signatures in this research, and the term ‘previously unknown’ fault or system refers to a 

new fault or new system added to the framework in chapters 5 and 8. 
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at the vehicle level is expanded to accommodate the different domain knowledge and 

suitable isolation algorithms. 

Stage 4: Evaluation 

Once all the systems are accounted for, in terms of the DT, their interactions, system level 

diagnostics, and top-level reasoning, FAVER will be evaluated for the performance 

metrics like classification accuracy, misclassification rate, number of false positives and 

false negatives and the time taken for classification. It will also be tested for its scalability 

and its sustainability to add or remove an aircraft system module to the framework. 

4.5 A Thought Experiment 

A thought experiment was conducted with an experimental fuel rig to understand the 

interdependencies between various systems. The idea is to develop a conceptual model 

of how the reasoning is going to be demonstrated, while keeping the logic tractable. Too 

complex and the logic won’t be traceable or obvious, too simple and it won’t be effective 

as a framework. With the help of this thought experiment, a number of assumptions are 

seen to be necessary for the initial demonstration of FAVER. 

 

 

Figure 4-5 Multiple systems in a fuel rig - A thought experiment 

The fuel rig on which the thought experiment was developed in the IVHM lab in 

Cranfield University [16] and is representative of a commercial aircraft fuel system. 



 

109 

Consider Figure 4-5 where a small mechanical layout from the rig is presented for this 

thought experiment. Figure 4-5 can be seen to involve seven different layers. The 

mechanical system (hardware layer) consists of a reservoir from which the fuel is pumped 

by a gear pump GP, powered by a motor M, and it passes through a shutoff valve and 

filter F, followed by a flow control valve V, and back to the reservoir. There are three 

pressure sensors (S1, S2, & S3), a laser sensor L, and a flow meter FM that provide sensor 

readings from the mechanical layer to the health monitoring layer (topmost layer of Figure 

4-5). The electrical system is shown via DC and AC layers; the sensors, the flow meter, 

the flow control, and the shutoff valves are all powered by 12-24 VDC; the motor M that 

drives the gear pump is supplied by 230VAC power. The electrical layer is required for 

the functioning of the mechanical components. Similarly, the control system is shown in 

two layers, viz, control and the feedback layers: they consist of the control functions pump 

speed N, the valve positions and the flow Q through the flowmeter, and their feedbacks 

respectively. The fault modes are injected into the fuel rig via the control system. For the 

effective functioning and diagnosing of the fuel rig, it is essential that all the dependent 

systems, i.e., the mechanical system, the electrical power system, and the control system 

should work together, along with the sensors and flowmeters which connect them to the 

health monitoring for diagnosis. 

 

Table 4-2 List of fault modes for the thought experiment 

 

 

 

 

 

 

In the beginning, faults are considered only within the mechanical and electrical 

systems. Six fault modes that are planned to be injected are listed in Table 4-2. Among 

these fault modes, the clogged filter (FM1) and the pipe leak (FM2) are mechanical faults, 

whereas the reduced pump speed can either be due to reduced electric power to the pump 

Mode Fault Type 

FM1 Filter Clogging Mechanical 

FM2 Pipe Leaking Mechanical 

FM3 Gear tooth broken in the pump Mechanical 

FM4 Low power to the electric pump Electrical 

FM5 Clogged flow control valve Mechanical 

FM6 Low power to the flow control valve  Electrical 
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(FM4) or due to a broken gear tooth in the pump (FM3). Similarly, a clogged nozzle may 

occur due to either mechanical blockage (FM5) or lack of electrical power (FM6).  

Since the electromechanical components used in the test rig are susceptible to both 

mechanical and electrical faults, the symptom vectors for such fault modes resembled 

each other, thus introducing ambiguity to the problem. The symptom vector matrix was 

developed to represent the fault signatures at the system level, using which the diagnostic 

rules were developed to isolate both mechanical and electrical faults. In the case of the 

control system, with respect to the fuel rig, its role does not stop only at controlling the 

valves and motor speed and receiving the feedback. Rather, the control system is essential 

for injecting faults into the rig for diagnosis. Thus, introducing faults in the control system 

will render the diagnosis of fuel rig invalid. In practice the control system may well mask 

potential faults. Hence, for demonstrating FAVER with the fuel rig, only mechanical and 

electrical systems are assumed to be at fault, the control system is considered to be 

healthy. The same is the case for considering faulty sensors. Since the health monitoring 

layer, the output of which is used for diagnosing the faults in the fuel rig, is dependent 

upon the sensor readings, for the purpose of initial testing, the sensor data are assumed to 

be reliable. In a similar fashion, a few more assumptions are made to define the scope of 

the research, within which FAVER will be demonstrated. A complete list of the 

assumptions made is as follows:  

1. The EPS is not instrumented for diagnostics 

2. The control system is assumed to be 100% healthy 

3. Only single faults are considered 

4. Sensors are always healthy 

5. Fault modes signatures are to be studied at steady state  

6. No False Alarms are considered 

As previously mentioned, these assumptions are planned to be conservatively updated or 

removed at later stages and in future work, to expand the framework and improve 

FAVER’s ability to isolate faults under complex conditions. The assumption about the 

EPS is removed in the next chapter and diagnostics is built for the EPS in chapter 6. 
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4.6 Challenges 

The development of FAVER poses a number of challenges. In order to enable FAVER to 

isolate cascading faults that are previously known and unknown and to flag ambiguity, a 

certain number of assumptions are made, as mentioned in the previous section. These 

assumptions will be treated as special conditions and the future research will remove/ 

update them to expand the ability of FAVER to isolate faults in these special conditions.  

FAVER requires validated simulations with which to build the Digital Twin (DT) for 

emulating the systems interactions. Developing every system from scratch is time-

consuming and will not fit into the timescale for completing FAVER. Hence the DT 

sources are taken from previously developed and validated simulation models from 

research work within the IVHM Centre. Similarly, existing diagnostic methods are 

chosen for system level diagnosis, and reasoning is developed only at the vehicle level to 

isolate the faults that have a macro effect on multiple systems. 

One more challenge for developing FAVER is the complexity involved in 

establishing interaction between the systems. As FAVER is designed to accommodate 

multiple systems, the framework must possess the required features to enable systems 

interactions at the vehicle level. If a new system is introduced, it must be checked for all 

possible connections with the other systems and every system interacting with the new 

one must be updated for enabling the interactions via DT. All the concerned systems must 

go through rigorous verification and validation to account for the change. For this 

purpose, modularity is being introduced to the framework’s architecture. Every system 

will be encapsulated and will be treated as an independent module. The interaction 

between the modules will be established only through the modules meant for 

communication. In this case, when a new system is added, the necessary parameters will 

only be updated in the communication modules and the sources of other systems DT will 

not be disturbed. It is to be noted that, along with the challenge of complexity and 

sustainability, the modularity feature takes care of the issues of scalability for the 

framework. Even if the systems are of different scales, the scaling factor can be 

introduced in the communication modules, through which the DT interactions can be 

enabled.  
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4.7 Conclusion & Future Work 

A Framework for Aerospace Vehicle Reasoning (FAVER), conceptualized with its main 

components of Digital Twin (DT) and reasoning, is discussed in this paper, along with 

the different stages of development and the use case scenarios. Developing and 

demonstrating FAVER will provide a pathway to isolate cascading faults and resolve 

ambiguities under multiple scenarios in the aircraft systems.  

Currently, the architecture of FAVER is being designed systematically, to include all 

of the essential components. As most sources of aircraft systems are available for the DT 

from the IVHM Centre, they will be brought into the framework via the modularity 

feature and tested for interaction with the other systems. Once the interactions are 

established, the reasoning strategies will be built to isolate cascading faults that are 

previously known or unknown to the system, as well as to identify ambiguity, i.e., Figure 

4-2 will be executed.  
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5 Developing the architecture of FAVER (a Framework for 

Aerospace Vehicle Reasoning) using a System-of-Systems 

methodology 

 

This paper discusses the development and implementation of the architecture of a 

framework for aerospace reasoning, ‘FAVER’. Current Integrated Vehicle Health 

Management (IVHM) systems focus mainly on diagnosing faults at line replaceable unit 

level and at the system’s level. FAVER is a framework that combines the power of 

reasoning with the versatility of digital twins to deal with faults that involve multiple 

systems at the aircraft level. In this paper, FAVER is treated as a platform and is 

developed with a System-of-Systems methodology through a tailored V- process model; 

the paper presents the process of capturing requirements according to a Holistic 

Requirements model and developing test plans to verify the requirements of the platform, 

FAVER. The paper also proposes a modular architecture for FAVER to deal with issues 

such as scalability, complexity, verification and validation. In addition to this, the paper 

presents a novel approach to handle the increased complexity of a traditional relationship 

matrix within an expert system. The capability of the proposed architecture is 

demonstrated using two aircraft systems: the electrical power system and the fuel system. 

Multiple use case scenarios involving these two systems are demonstrated for fault 

isolation using FAVER. Future direction for expanding this framework is also discussed 

at the end of the paper. 

 

Figure 5-1 Overview of Chapter 5 
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Systems methodology

5.2

FAVER architecture & Working mechanism 
for Known faults with use cases

5.3

Discussion & Future work
5.4

Summary
5.5



 

116 

5.1 Introduction 

Integrated Vehicle Health Management (IVHM) is an evolving capability that enables the 

condition-based maintenance of complex vehicles like aircraft. It uses data from various 

sources such as sensors, maintenance records, and design documents to assess and predict 

the health of the vehicle [1]. The main objective of IVHM is to enable the vehicle to 

function as intended, thus saving time and cost associated with unexpected downtime and 

the eventual consequence of prolonged maintenance activities. IVHM aims to be a part 

of the asset’s end-to-end process, starting from design requirements leading up to after-

sales service, rather than being an add-on service to an already matured process [1].   

Reasoning is an integral part of an IVHM system and can be found functioning in several 

capacities to help achieve the objectives of IVHM. Figure 5-2 shows the functioning of 

reasoners within an IVHM system.  

  

Figure 5-2 OSA-CBM influenced hierarchical structure of Reasoners in an IVHM system 

The bottom segment of Figure 5-2 shows the different sections of an IVHM system viz: 

i) On-board systems, ii) Off-board systems, and iii) Data transfer and management 

systems and its interface with an aircraft. The top segment shows the hierarchical 
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architecture of reasoning present in the IVHM system. The on-board systems, like the 

Central Maintenance Computers (CMCs) in the bottom segment of Figure 5-2, could be 

for both critical and non-critical aircraft systems. They collect and process real-time 

health information, using systems such as on-board reasoners and presenting them 

through in-flight display. The complicated information that could not be processed using 

the on-board reasoners is transferred to the off-board systems using the data transfer and 

management systems. The off-board systems use ground-based reasoners along with fleet 

maintenance histories and other supporting data to assess the health of the concerned 

systems [2–4]. The interface requirements for information exchange between the different 

segments within the IVHM systems are usually governed by standards like OSA-CBM 

(Open Standard Architecture for Condition Based Maintenance) provided by MIMOSA 

foundation [3]. 

The on-board and the ground-based reasoners in a health management system are 

commonly made of hierarchical architectures.  As shown in the top segment of Figure 

5-2, each bottom layer supports the next top layer; and the high-level reasoners are built 

on top of the aircraft subsystem/ system’s health management functions [5–8]. A few 

examples of hierarchical architecture for reasoning for health management are presented 

here. Hernandez et al. (2010) [7] developed the framework for aircraft Electrical Power 

Generation System (EPGS) health management system using a three-layered architecture, 

where the lowermost layer comprised of health management functions from the EPGS 

components like auxiliary power unit generators and their control units, integrated drive 

generators, generator control units, and bus power control units. The middle layer of the 

hierarchical architecture was built to integrate the health information from the lower 

layers and this integrated view is then used at the top layer for objectives like fleet 

management and mission planning operations. On the other hand, Roemer (2011) [8] 

demonstrated a hierarchical reasoning structure for IVHM by degrading the Line 

Replaceable Units (LRUs), a fuel filtering system and a drive train, to see their effects on 

their respective subsystems, the fuel system, and the actuator subsystem.   

The health management systems are now developed using guidelines provided by 

standards such as IEEE AI-ESTATE for handling matured Artificial Intelligence (AI) 

techniques for diagnostic systems and IEEE SIMICA for supporting the use of historical 
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information for diagnostics and prognostics [9]. There are also several generic layered 

architectures used by health management systems that used standards like ISO 13374 for 

guidelines. In fact, OSA-CBM defines the interface methods for the functional blocks 

defined in ISO 13374 [3]. The most common architecture of any IVHM system can be 

presented by the generalized OSA-CBM framework. The OSA-CBM framework defines 

a layered approach with a series of steps (as seen in the left side of the top segment in 

Figure 5-2) starting from 1. Data acquisition, 2. Data manipulation, 3. State detection, 4. 

Health assessment, followed by 5. Prognosis, and 6. Advisory generation. Data is 

acquired through sources like sensors, fleet data, and maintenance history records from 

the concerned host system, which could range from an LRU like a gear assembly to an 

entire system like the engine. The collected data is then manipulated using several feature 

extraction and selection techniques. The processed and manipulated data is then used for 

detecting the current state of the host system and comparing with the nominal state to 

identify if the host system has any degradation in its health, followed by remaining life 

prediction. The results from steps 3-5 are then used to generate advisories regarding the 

health of the concerned system, which are in turn utilized for tailoring the maintenance 

program of the same [10]. Several health management programs have used OSA-CBM 

architecture for implementing IVHM systems in complex vehicles such as aircraft, 

spacecraft and naval ships [10–12]. 

While the reasoners use hierarchical and layered architectures and follow OSA-CBM 

framework in the health management systems to process health data, they employ various 

reasoning techniques to carry out the steps of diagnosis, prognosis and to generate 

advisories using data sources ranging from sensor data to maintenance records. For 

example, a combination of fuzzy and mathematical reasoning was used to assess the 

health of a pump in a fuel system and the applicability of causal reasoning for the same 

problem was also presented [13]. Similarly, a combination of model based reasoning 

(TRANSCEND) was applied with data-driven reasoning for the diagnosis of faults in 

electro-mechanical actuators [14]. COTS packages like TEAMS [15,16] and ReasonPro 

[17] use multiple reasoning techniques to diagnose faults in concerned systems. NASA 

has built several reasoning systems such as Livingstone, BEAM, SHINE for their health 

management programs. Among the aircrafts, CMCs in B747 and B777, Honeywell’s 

Prime Epic Aircraft Diagnostic Maintenance Systems (ADMS), Airbus’ AirTHM are 
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some of the state-of-the-art health management programs that use multiple reasoning 

techniques. As a foundation for this research, a detailed review on reasoning techniques 

applied in IVHM systems was previously published  [9], which presented the different 

reasoning systems developed in the industry and academia, discussed their architectures, 

various reasoning techniques and the current gaps found in the field of IVHM that could 

be filled by reasoning techniques.  

5.1.1 Gaps in the current IVHM systems 

An aircraft, being a complex machine, has multiple systems interacting with each other, 

resulting in faults originating in one system and propagating to another due to the 

interactions between them. One of the major gaps found in IVHM is that the IVHM 

systems developed for an aircraft so far are focused mainly at the Line Replacement Units 

(LRUs) level (e.g. gearbox assembly), or at the system level (e.g. engine) [9]. Even for 

the cases of fault propagation, most researches focus majorly at the component/ LRU/ 

systems level such as actuator and sensor faults in HVAC systems [18], power 

distribution systems [19], mobile robot systems [20], and simple paper path systems [21]. 

However, there is a lack of research on isolating cascading faults and identifying their 

root causes at the aircraft level. This is especially important to avoid accidents and 

unexpected downtime which will happen due to fault propagation incidents involving 

multiple aircraft systems. For example, one of the aircraft accident investigations showed 

that the reason behind the engine rollback of a Boeing 777 at Heathrow airport in 2008 

was due to the fuel restriction to the engine. It was later found during the root cause 

analysis that the fuel restriction was caused by ice which had formed at the fuel-oil heat 

exchanger, as the fuel has stayed in the sticking range (-10 deg C) for a prolonged duration 

[22]. Similar incidents were caused due to fault propagation involving multiple aircraft 

systems [23,24]. Troubleshooting activities in such cases are not straight forward and take 

several months to pinpoint the root cause of the problem.  

In order to diagnose cascading faults in scenarios similar to the aforementioned 

incidents, the IVHM systems require a ‘vehicle level’ approach. Currently, the research 

area of cascading faults from a vehicle perspective is quite underexplored and there are 

only a few works which are dedicated to developing the IVHM systems at the vehicle 

level [8,25–27]. Moreover, many researches carried out at vehicle level have a centralized 
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architecture [8,27], which pose a problem of scalability at the later stage. To address this 

gap of diagnosing cascading faults at the vehicle level, a modular framework titled, a 

Framework for Aerospace Vehicle Reasoning (FAVER) that combines the concepts of 

Digital Twin (DT) and reasoning has been proposed [28]. 

5.1.2 FAVER – The Proposed framework 

The framework of FAVER has been proposed to isolate cascading faults or degradations 

that originate in one system and affect another system in an aircraft [28]. FAVER consists 

of two important components, viz: i) Reasoning and ii) a Digital Twin (DT). The 

reasoning component is employed by FAVER to reason through the health information 

from various aircraft systems in order to set priorities and pass judgments as to which 

system is the root cause of the concerned fault and which are the affected systems. The 

Digital Twin (DT) is a virtual representation of any physical asset [1] and it is used by 

FAVER to emulate the interaction between the aircraft systems, to produce ‘what-if’ 

simulations to explore the unexpected scenarios in advance, and to validate the results 

produced by the reasoning component. FAVER is one of the first frameworks to combine 

the versatility of DT with the power of reasoning to isolate cascading faults at the vehicle 

level. Using this unique combination, FAVER aims to: 

1) isolate faults that affect both local systems as well as have macro effects on the 

interacting systems, 

2) find ambiguity among the faults and resolve, and 

3) expand the framework to accommodate systems that are previously unknown [28]. 

At the initial stage, the conceptual framework was set up with multiple layers, as 

shown in Figure 5-3. The bottom layer consists of DTs of four aircraft systems, viz: the 

engine, the Electrical Power System (EPS), the Environmental Control System (ECS), 

and the Fuel System (FS). These systems were chosen for developing use case scenarios 

as they interact with each other extensively. Some of the main interactions between these 

systems (as shown in the bottom layer of Figure 5-3) are i) the FS provides fuel to the 

engine, ii) the engine provides shaft power to the EPS and the bleed air to the ECS, and 

iii) the EPS provides power to the valves, pumps and other electrical components in the 

FS, the engine and the ECS. The middle layers of Figure 5-3 show that each of these 



 

121 

aircraft systems (verticals) has their system diagnostics which are capable of isolating a 

certain number of fault modes with local effects. The top layer shows that the high level 

reasoning is built on top of the system level diagnostic functions, along with additional 

access to the sensor data from each vertical, which will be used to isolate faults with 

macro effects on the interacting systems.  

 

Figure 5-3 The working concept of FAVER (adapted from [28]) 

Several combinations of use cases were developed from the interactions between 

these systems, which were to be tested at the later stage. A thought experiment was 

conducted to examine various possible approaches towards the framework and a basic set 

of assumptions were derived. These assumptions are i) The control system is considered 

healthy, ii) Sensors are healthy, iii) Single faults are only considered, iv) Only steady-

state scenarios are considered, and v) No false alarms [28]. These assumptions will be 

removed or updated as the works progressed.  

In fact, the important assumption that was removed from the thought experiment is 

that the EPS will not be instrumented for diagnsotics [28]. This is because, during 

conceptualization of FAVER, it was assumed the EPS diagnostics will be built on demand 

from FAVER, when a new sensor data is introduced to the high level reasoner. However, 

this assumption was deemed redundant, as any aircraft system with sensor data will have 

some sort of diagnostics already in place. In such case, considering the lack of diagnostics 



 

122 

for the EPS initially, only to reintroduce it to FAVER at the later stage seemed futile and 

roundabout. Hence FAVER was built with access to the EPS diagnostics in this paper, as 

the way forward. The other assumptions will be removed or conservatively updated as a 

part of future work on FAVER. 

As the next step to the proposed framework, this paper deals with the development 

and implementation of FAVER’s architecture using a System-of-Systems (SoS) 

methodology. In order to discuss the architecture of FAVER and its role in diagnosing 

cascading faults, Section 5.1 introduced the role of reasoners in IVHM systems, the 

current gaps in developing the IVHM systems, followed by the general idea behind the 

conceptual framework of FAVER, and how FAVER would help address the gap in IVHM 

systems. Section 5.2 presents the architecture of FAVER and explains how it is defined 

using the SoS methodology. Section 5.3 demonstrates the functioning of FAVER through 

selected use cases. Section 5.4 discusses the pros and cons of the reasoning techniques 

used in FAVER and presents the details of future work to expand this framework. Section 

5.5 summarizes the features of the defined architecture of FAVER and concludes the 

paper. 

5.2 FAVER Architecture with A System-of-Systems Methodology 

While Figure 5-3 provides the working concept of FAVER, the architecture of FAVER 

is shown in Figure 5-4, which combines the DTs with reasoning, along with the 

supporting modules for communication and processing that make the implementation of 

FAVER possible. Figure 5-4 shows three different layers, i) Digital Twin layer, ii) 

Reasoning layer, and iii) Communications layer.  
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Figure 5-4 The architecture of FAVER 

It can be seen from Figure 5-4 that the Digital twin layer and Reasoning layer 

communicate only through the Communications layer, via the Central facilitator, the 

Domain facilitator and the DT facilitator. The Digital twin layer and the reasoning layer 

have modules of their own, but they do not interact with each other, but only through the 

facilitators. These layers and modules which form the architecture of FAVER are defined 

and tested using the System-of-Systems (SoS) methodology. 

The System-of-Systems (SoS) describe a collection of tasks or systems that are 

brought together to function towards one complex goal [29]. FAVER adapts a directed 

SoS [30], wherein FAVER is treated as a platform of system-of-systems, and its 

individual components like the aircraft system DTs in the DT layer and their diagnostics 

which are usually independent, work together as SoS for the central purpose of diagnosing 

faults at the systems level. This is accompanied by the reasoning layer and other 

components required for communication between the layers (as seen in Figure 5-4).  
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Figure 5-5 shows the V- diagram developed for FAVER on the right side, aligned 

with the components, modules, and layers on the left, that comprise the architecture of 

FAVER (from Figure 5-4). Saxena and Roychoudhury (2013) [31] provided guidelines 

for capturing requirements for an IVHM system using a System Engineering 

methodology and provided a V-diagram, based on which, FAVER’s V-process model has 

been adapted. 

 

Figure 5-5 Layers and modules of FAVER developed with respect to V- diagram 

In the V- process model, the initial stage is always the requirements development and 

tests definition. This starts from platform FAVER whose requirements and tests are 

defined first, to satisfy the overall objectives. Once the requirements are captured at the 

top level, the three layers required to compose the framework are defined in such a way 

that they satisfy the requirements of the platform. This is followed by capturing the 

requirements of these layers, which will then be satisfied by defining the subsequent 

modules and components, listed in Figure 5-5. Tests for verifying if the requirements are 

met are framed at each stage of the layer/ module/ and the component definition. After 

the requirements captured and tests defined in a ‘top-down’ approach as seen in the left 

handle of V- diagram in Figure 5-5, the components and modules are built, integrated and 

tested to form layers which are then put together to verify the functioning of the platform, 

FAVER, in a ‘bottom-up’ approach. This forms the right handle of V- diagram.  



 

125 

Three different types of requirements are captured according to the Holistic Requirements 

Model [32] in  viz: 

i. Operational requirements,  

ii. Functional requirements, and  

iii. Non-functional requirements.  

The operational requirements define the major purpose of the system, setting up the 

demand/ goal for the system. This results in defining the basic functionalities which are 

captured in detail by functional requirements. The non-functional requirements capture 

the requirements of the systems like scalability and reliability. All three types of 

requirements are captured for the main layers. Only the functional requirements are 

captured for the lower-level modules and components, as they collectively meet the 

operational and non-functional requirements defined for the layers. 

The rest of this section discusses the requirements captured and tests defined at every 

step of the V- diagram from Figure 5-5, as per the SoS methodology. This section also 

presents the unique properties of certain modules in the architecture and the justification 

of why such properties are required for FAVER. Figure 5-4 is used as the primer for this 

section, along with supporting figures.  

5.2.1 Platform FAVER requirements 

As discussed in section 5.2, to develop the architecture, FAVER is considered as the 

platform for SoS. The operational, functional and non-functional requirements for 

building FAVER are captured in Figure 5-6 to match with the overall objectives of 

FAVER from section 5.1.2.  
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c

 

Figure 5-6 Requirements and tests for FAVER platform 

Tests: FAVER should be able to meet with all the requirements from Figure 5-6, and it 

will be tested using several use case scenarios. As FAVER is in the initial conceptual 

phase of development, it has to be ensured of its ability to expand to include more aircraft 

systems. Hence, the measures of scalability and flexibility are chosen for non-functional 

requirements. Once this framework is deployed the other requirements such as reliability, 

maintainability and runtime can be measured and improved. Some of the developed use 

case scenarios shown in Figure 5-6 for testing FAVER are as following.  

i) Known Fault isolation - Single: A known fault injected in any of the systems 

should be isolated. 

ii) known Fault isolation – Interaction: For a known fault injected in any of 

the systems that affect another system, both the root cause and the effect 

should be isolated. 
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iii) New (previously unknown) system Fault isolation – Single: A single fault 

that is previously unknown from an unfamiliar system should be 

accommodated by expanding the framework. 

iv) New system fault isolation – Interaction: A fault that is previously unknown 

from an unfamiliar system that could affect other existing systems should be 

accommodated by expanding the framework. 

v) Ambiguous Faults: When two or more system diagnostics flag for faults at 

the same time, which might or might not result in the same effect, they should 

be flagged for ambiguity. If simultaneous faults from two individual systems 

are flagged, they should be isolated individually, or if they have the same 

effect on one system. the original cause of the fault has to be isolated,  

Having captured the requirements for developing FAVER and defining the tests to verify 

its functionality, the layers and modules to build the entire platform should be defined to 

satisfy FAVER’s requirements.  

To achieve the requirements of FAVER, the platform needs three layers: 

i) The Digital Twin (DT) layer: To develop and run simulations of aircraft 

systems for both single faults as well as interacting fault scenarios. The DT 

layer is also used to generate data for system diagnostics which is required to 

develop knowledge for isolating the faults.  

ii) The Reasoning layer: This layer is required to collect knowledge from all the 

concerned aircraft systems. Also, this layer is necessary due to the reasoning 

techniques and algorithms that will process data from the concerned systems, 

to isolate single/ interacting faults as well as to flag ambiguities. 

iii) The Communication layer: This layer is important in serving as the bridge 

between the other two layers and to serve as the portal for fetching input from 

and providing output to the user.  

5.2.2 Layer, Modules & Components 

The three layers necessary for satisfying the overall requirements of FAVER are 

discussed in this section, along with their constituent modules and components, as well 

as their respective requirements and tests.  
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Figure 5-7 Requirements captured for layers in FAVER 

5.2.2.1  The Digital Twin (DT) Layer: 

As mentioned in section 5.2.1, the DT layer is required to run simulations of the aircraft 

systems and to generate data required for developing diagnostics for the concerned 

systems. In order to fulfil their requirements at the platform level, the DT layer has 

requirements of its own and they are listed in Figure 5-7. As per the V- diagram in Figure 

5-5, these requirements of the DT layer are fulfilled by defining the appropriate systems 

DT module.  

5.2.2.1.1 The Systems DT module for the DT layer  

Each digital twin of an aircraft system is an individual module, with the function of 

producing simulations and providing output consisting of the monitored health 

parameters as symptom vectors and state of health for dependent systems, for the given 

input simulation conditions. The systems DT module chosen can be either physics-based, 

function-based models or data-driven representations for emulating the interaction of the 

aircraft systems. The DT layer also consists of Hardware-in-the-Loop representations of 
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the systems. The physics-based simulation models would accommodate adjusting of 

parameters to produce the output that matches the symptom vectors, for the cases of 

ambiguity. The role of these DTs is to run the simulation based on the input from the DT 

facilitator and provide the output in the form of a symptom vector required for further 

reasoning. The systems DT module will have the property of encapsulation and they will 

be independent of each other, keeping up with the modular characteristic of system-of-

systems. To make the systems DT interact with each other, a facilitating module called 

the Digital Twin (DT) facilitator will be used (as seen in the left corner of the bottom 

layer in Figure 5-4). The DT facilitator will receive its commands from the Central 

facilitator in the communications layer and choose the appropriate system DT for 

simulation and receive output from that particular DT and send it back to the Central 

facilitator. Considering the four aircraft systems, viz: the Engine, the Electrical Power 

System (EPS), the Environmental Control System (ECS), and the Fuel system (FS), from 

the physical/ Digital twin layer of Figure 5-3, the interaction between the Central 

facilitator, the DT facilitator, and the systems DT module will look like Figure 5-8.  

Figure 5-8 Interactions between the DT facilitator and the Systems DT module 

This property of encapsulation for the systems DT module has multiple advantages for 

implementing the framework, which are as follows. 

a) Scalability: The encapsulation of the systems DT will help with the scalability 

issues. Each system cannot be sized to the target aircraft system. As FAVER aims 

to demonstrate the interaction of multiple aircraft systems, it is impractical to 

expect all the systems DT to be on a 1:1 scale with the other DTs. In the traditional 

method, when two or more systems are considered for interaction, they have to be 

on the same scale. However, the same is not required in the case of a modular 

arrangement. For example, in the use case scenarios demonstrated in the later 

section, the Electrical Power System (EPS) DT is a MATLAB simulation model 

modeled after B737 electrical schematic, while the Fuel System (FS) DT 
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considered is an experimental rig. The encapsulation of these DTs will enable the 

transfer of the health state of systems ranging from 0% degradation to 100% 

degradation, rather than sharing the exact output from the DT, which will not be 

compatible with the scale of another system DT, in this scenario. 

b) Complexity: Consider n system DTs existing within FAVER. When a new system 

DT (say, n+1) is being added to the existing platform, the arrangement of 

modularity prevents the unnecessary complexity of connecting the n+1th system 

DT to every other nth system. Maintaining the independence of the system DTs 

enables the addition of only necessary interaction among each other. 

c) Verification & Validation (V&V): Keeping the modularity of the DTs also helps 

in saving time concerning V&V of the system DTs. One of the objectives of 

FAVER is to expand its framework to accommodate new systems and their faults. 

This involves establishing a connection between the new systems DTs and the 

existing DTs. Integrating the DTs by hardcoding will require V&V of each new 

connection made with the existing DTs. However, if the modularity is maintained 

and the DTs do not communicate with each other directly, only the health states 

and the behaviours of the interacting systems need verification, and it will save a 

lot of time involved in the process. 

5.2.2.2 Reasoning Layer: 

The reasoning layer is required by FAVER for retaining knowledge and for processing 

data from different systems, as well as to carry out reasoning to isolate single/ interacting 

faults and flag ambiguities. To achieve these requirements of FAVER, the reasoning layer 

has a certain set of requirements, which are shown in Figure 5-7. The Domain module in 

the reasoning layer and its components are to be defined as listed in Figure 5-5, to meet 

with the reasoning layer’s requirements.  

5.2.2.2.1 The Domain module in the Reasoning layer  

To define the modules required for the reasoning layer in FAVER, the architecture of a 

generalized reasoning system [9] is adapted. This architecture of generalized reasoning 

system was developed in the work previously published as a foundation to the research 

on reasoning in IVHM as mentioned in section 5.1. Figure 5-9 shows the architecture of 

a generalized reasoning system. It requires i) Domain library module with the databases 
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and domain knowledge, ii) Problem-solving module with inference engine and reasoner 

maintenance system, and iii) Tasks module with the objectives.  

 

Figure 5-9 A generalized reasoning system architecture [9] 

In the case of FAVER’s reasoning layer (top right layer of Figure 5-4), the domain 

module with knowledge bases, the relationship between systems at the vehicle level in 

the form of relationship matrix, and the fault attributes list, and the tasks module with 

algorithms that have the objective of isolating faults are considered. The inference engine 

from Figure 5-9 gets the input from the user. This module is customized to FAVER’s 

purpose by changing it to a component of the communications layer (bottom layer of 

Figure 5-4), namely the Central facilitator, that would receive input from the user and 

provide output. Further information on the Central facilitator and the communications 

layer will be discussed in the next subsection. 

The Domain Module in the Reasoning layer (top right side of Figure 5-4) will act as 

the brain of FAVER. It will have multiple components from the generalized reasoning 

system (Figure 5-9) which will be brought together to act as the knowledge repository of 

the platform. This module will consist of knowledge about the health information of the 

aircraft systems considered in FAVER. This is possible by having access to the local 

system diagnostics and sensor data. The vehicle level reasoning carried out by FAVER is 

built upon the diagnostic capabilities of the local systems, similar to the hierarchical 

structure presented in section 5.1. The Domain module will be built as an expert system 

that will have knowledge of the relationship between the systems at the vehicle level.   



 

132 

A novel knowledge base for the expert system: A traditional relationship matrix between 

systems and their faults will involve experts developing the relationship between each 

fault in both systems. Searching such a relationship matrix will give the results of whether 

a particular fault could be caused by any other fault from the other system. The size of 

such a matrix M with n systems will be as shown in (5-1). 

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠 𝑖𝑛 𝑚𝑎𝑡𝑟𝑖𝑥 𝑀, 

= (∑(𝑁𝑜. 𝑜𝑓 𝑓𝑎𝑢𝑙𝑡𝑠 𝑖𝑛 𝑆𝑦𝑠𝑡𝑒𝑚 𝑖)

𝑛

𝑖=1

)

2

  

 

 

(5-1) 

The matrix M gets disproportionately large as more systems are brought into the 

framework. For example, consider two systems A and B with two fault modes each, A1, 

A2, B1, and B2. As per (5-1) a traditional relationship matrix would be of size 4x4, with 

16 cells, as seen in Figure 5-10. Consider the scenario where a new system C is added in 

FAVER with two fault modes C1 and C2. Now, the relationship matrix has to be increased 

in size to develop the relationship between the 6 faults. Hence the matrix will take the 

shape of having 36 elements for three systems with two faults each. The experts should 

develop the relationship for the n+1th system against all the elements belonging to n 

systems, as shown in (5-2). In Figure 5-10, the number of cells to be updated becomes 20. 

𝑁𝑜. 𝑜𝑓 𝑛𝑒𝑤 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠 𝑡𝑜 𝑏𝑒 𝑢𝑝𝑑𝑎𝑡𝑒𝑑 𝑖𝑛 𝑚𝑎𝑡𝑟𝑖𝑥 𝑀, 

(∑(𝑁𝑜. 𝑜𝑓 𝑓𝑎𝑢𝑙𝑡𝑠 𝑖𝑛 𝑆𝑦𝑠𝑡𝑒𝑚 𝑖)

𝑛+1

𝑖=1

 )

2

 

−  (∑(𝑁𝑜. 𝑜𝑓 𝑓𝑎𝑢𝑙𝑡𝑠 𝑖𝑛 𝑆𝑦𝑠𝑡𝑒𝑚 𝑖)

𝑛

𝑖=1

 ) 2         

 

 

 

(5-2) 
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Figure 5-10 Traditional relationship matrix versus the combination of vehicle level relationship 

matrix with fault attributes database 

In order to avoid this scenario, knowledge at the vehicle level is built using two 

components: i) a relationship matrix at the top level and ii) a fault attributes database. The 

relationship matrix M will give the cause and effect relationship of only the n systems 

and not their faults. The details of the system faults will be populated in the fault attribute 

database, where, for each fault, two attributes will be populated. ‘Macro_Effect’ attribute 

refers to the possibility of a fault to affect any other system and ‘Macro_Cause’ attribute 

refers to the possibility of fault being caused by any other system. Hence, when a new 

system, n+1 is brought into the framework, size of the existing relationship matrix n2 gets 

a simple update as (n+1)2; the number of new elements to be updated in the relationship 

matrix will be 2n+1. The experts will have to update the fault attributes database only for 

two parameters per fault as shown in (5-3). 

𝑁𝑜. 𝑜𝑓 𝑛𝑒𝑤 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠 𝑡𝑜 𝑏𝑒 𝑢𝑝𝑑𝑎𝑡𝑒𝑑 𝑖𝑛 𝑡ℎ𝑒 𝐹𝑎𝑢𝑙𝑡 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒𝑠 𝑑𝑎𝑡𝑎𝑏𝑎𝑠𝑒 𝑓𝑜𝑟 

\n + 1th 𝑠𝑦𝑠𝑡𝑒𝑚  

= (𝑁𝑜. 𝑜𝑓 𝑓𝑎𝑢𝑙𝑡𝑠 𝑖𝑛 𝑛 + 1𝑡ℎ 𝑠𝑦𝑠𝑡𝑒𝑚) ∗ 2 

 

(5-3) 
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As seen Figure 5-10, when the combination of relationship matrix at vehicle level and a 

fault attributes database is used, in place of a traditional relationship matrix, the number 

of cells to be updated in relationship matrix given by 2n+1 and fault attributes database 

as given by  (5-3) is five and four respectively  (instead of 20 as per (5-2)).  The difference 

between the number of new cells to be updated will be huge, when multiple systems with 

new faults are added to the framework. this will be shown through examples in the 

following sections in this chapter and in Chapter 8. Thus, this step saves considerable 

time for the experts to update the knowledge base when new systems are added to the 

framework.  

Advantages: This novel arrangement of knowledge is similar to the traditional relationship 

matrix, in the sense, it is developed by the experts. However, when new systems are 

brought into the framework, the relationship matrix at the top level will only increase by 

one row and one column with 2n+1 new elements, and the fault attributes database will 

increase only in rows depending upon the number of faults in the new system. In the case 

of a new fault from an existing system, the relationship matrix at the top level will not 

change in its dimensions, and the fault attributes database will have one more row added 

to it. This provides controlled scalability to an expanding platform like FAVER.  

One more advantage of using faults attributes database is that the knowledge that 

needs to be populated for new fault is only for two parameters: ‘Macro_Effect’ and 

‘Macro_Cause’. Hence, updating the knowledge database becomes simpler with the fault 

attributes database. In the case of a traditional relationship matrix, for every new fault, be 

it cause or effect, the relationship must be populated against all the existing faults, thus 

consuming more time. Adding new faults for the existing systems or adding new faults 

from new systems will require only two attributes for each one of them3. The use of fault 

attributes database rearranges the same available information regarding a fault’s cause 

and effect, in a different method resulting in a more scalable and efficient knowledge 

database for FAVER. 

It is to be noted that FAVER’s expert system is built against the previously planned 

Case Based Reasoning (CBR) system [28]. This is to ensure modularity and enable 

 

3 Detailed examples can be seen in Chapter 8. 
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simpler modification to the existing knowledge in the expert system. If a CBR system 

were used as mentioned in the FAVER’s methodology paper[28], it was speculated that 

maintaining the fault database of symptom vectors of all the aircraft systems, in order to 

be compared with the input symptom vectors directly would be a tedious task and a threat 

to FAVER’s scalability. Hence, further exploration of using CBR system for vehicle level 

knowledge was dropped, and instead, its working mechanism was adapted for the 

functioning of the Central facilitator, which will be discussed in the section 5.3. 

Apart from the library of vehicle level knowledge, the Domain module contains the 

algorithm that applies rule based approximate reasoning for known faults isolation and 

ambiguity checks (as seen in the top right corner of Figure 5-4). Based on the input 

provided by the Central facilitator and the knowledge available, this algorithm is used to 

isolate the root cause of the fault and check for its possible ambiguity with faults from 

other systems. Further details on reasoning techniques used by FAVER is presented in 

section 5.3.  

5.2.2.3 Communications Layer 

The communication layer connects the other two layers as seen in Figure 5-5 (and the 

bottom layer of Figure 5-4). This layer is very crucial in the functioning of FAVER, as it 

is responsible for routing the communication between the layers and their modules. The 

requirements of the communication layer are as listed in Figure 5-7. To establish the 

communication between the layers of FAVER, and between the users and FAVER, the 

communication layer has three main modules called the facilitators. As mentioned in the 

previous subsection, the inference engine part of Figure 5-9 is transformed into the 

Central facilitator. The communications layer will also have two more modules, namely 

the Domain facilitator and the Digital Twin (DT) facilitator which will connect the 

communications from the Central Facilitator to the Reasoning layer and the DT layer, 

respectively. Various communications taking place between the layers are as follows.  

i) The communication between the DT facilitator and the Central facilitator for 

interactions with the systems DT module is as shown in Figure 5-8, in section 5.2.2.1.  

ii) With respect to the Domain facilitator, it receives requests from the Central facilitator 

regarding the relationship between the systems and to access the local system 
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diagnostics. It also requires access to the reasoning algorithms at the vehicle level, in 

the cases of interaction effects and for adding new faults to the library.  

iii) The Central facilitator initiates communications with the other facilitators and it 

functions with the goal of isolating the cascading fault. It fetches the input from the 

user regarding the symptom vectors of the required systems and uses them for further 

reasoning process by accessing the knowledge in the Domain module via the Domain 

facilitator. The Central facilitator also provides the output, back to the user, regarding 

the symptom vector, which will be the fault label and its type.  

An example of these communications between layers is provided in the use case 

demonstration of FAVER in section 5.3.  

5.2.2.4 Tests for Layers  

Test Scenarios have been developed to verify the integration and co-existence of all three 

layers, as shown in Figure 5-5, along with the proper functioning of each layer, to enable 

the deployment of FAVER at the top level. 

i. Communication between the Central Facilitator and the user: The Central 

facilitator should be able to let the user choose the systems to test and enter the 

symptom vector for each chosen system. It should also be able to provide the fault 

label, its system, and its possible cause or effect as the desired output to the user. 

ii. Communication between the Central Facilitator and the DT Facilitator: The DT 

facilitator should be able to choose the correct subsystem DT based on the input from 

the Central Facilitator and provide the output back to the Central Facilitator. 

iii. Communication between the Central Facilitator and the Domain Facilitator: The 

Central facilitator should send a query about the relationship between the systems, as 

well the system diagnostics to the Domain facilitator, and receive the required results. 

5.2.2.5 Tests for modules 

i. Communication between the DT Facilitator and the Systems DT module: The 

DT facilitator should be able to initiate simulation on the correct system DT and 

receive the simulation results. 

ii. Communication between the Domain Facilitator and the Domain module: The 

Domain Facilitator should be able to direct the communication to components in the 

Domain module based on the request received from the Central Facilitator. 
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5.3 FAVER Architecture & Working Mechanism for Known Faults 

with Use cases 

The previous section presented the architecture of FAVER, developed in an SoS 

methodology, through which the requirements were captured for FAVER and all the 

components and modules defined along with their testing criteria. In this section, the 

general working mechanism to achieve FAVER’s objectives regarding the known fault 

scenarios is presented, with the help of two systems i) the Fuel System (FS), and ii) the 

Electrical Power System (EPS).  

The Digital Twin (DT) Layer: In the DT layer, the FS is considered as a Hardware-in-

the-loop and is represented by the fuel test rig. Figure 5-11a shows the schematic of the 

fuel rig used to run the experiments. The experimental setup in the IVHM Center’s fuel 

rig [33] is closed-loop, where fuel (water) is pumped from a reservoir R by a motor-driven 

pump P that has an internal relief valve, passing through a shut-off valve S, followed by 

another valve V, a filter F, flowmeters FM1, FM2, a nozzle N and back to the reservoir 

R. Several experiments are run using this rig for healthy and faulty conditions using 

LabView, with the objective of constant flow output. The data is processed via MS 

EXCEL and the diagnostics function is developed in MATLAB R2019a. Further details 

on the experiments on fuel rig can be seen in Chapter 7  [34]. 

 

Figure 5-11 Schematics of the aircraft systems used for FAVER demonstration 

For the EPS, a MATLAB Simulink R2019a model is developed to emulate the B737 

EPS [35] as shown in Figure 5-11b. It is modeled to generate and supply both AC and 

DC power to the nodes like the FS, the ECS, and the engine (Figure 5-11b). The faults 

 (a) Fuel rig layout (b) Electrical Power System layout 
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are injected through switches and circuit breakers that connect the power supply to these 

nodes. The diagnostics of the EPS is developed in MATLAB R2019a. The details of the 

experiments and simulations conducted for the EPS, and its diagnostics are covered in 

detail in Chapter 6 [36]. Hence, only the outline schematics are provided, and the results 

are used for this demonstration. It is to be noted that the two aircraft system DTs are of 

different scales and yet, they are used in FAVER to inspect their interaction behaviours. 

This is possible due to the modularity feature of FAVER architecture, where the system 

behaviours are transferred through their diagnostic results for vehicle level reasoning. 

This feature ensures the flexibility of FAVER to be able to integrate system DTs of any 

format for vehicle level reasoning.  

Figure 5-12 shows the activities occurring in FAVER, during the isolating the known 

faults. It can be seen from Figure 5-12that the engineer/ user sets up the Digital twin layer, 

with the FS and the EPS, contributing to the diagnostics in the reasoning layer for each 

of these systems.  

The Reasoning Layer: The reasoning layer consists of two levels of knowledge as 

mentioned in section 5.2.2.2.1. The system level knowledge is in the form of model based 

or data-driven diagnostics of the respective systems, for the chosen fault modes. The 

system level diagnostics for both the EPS and the FS are a part of the Domain module in 

the reasoning layer. These diagnostic algorithms are accessed by the Domain facilitator 

by developing functions on top of the existing diagnostic algorithms in MATLAB 

R2019a. For demonstration purposes, three fault modes are chosen for each system (as 

shown in Figure 5-12). In case of the fuel system, the fault modes chosen are as follows:  

i) Clogged filter: Clogging filter in a fuel line obstructs the flow. This results in 

increased pump speed in order to meet the demanded flow output. This fault mode is 

not influenced from any other system. The degradation is assumed not to be severe 

enough to affect the electricity supplied to the pump motor. This is only to investigate 

the scenario that has purely local effects and not macro effects. This assumption can 

be updated at any stage by updating the expert system knowledge. 

ii) Sticking valve: This fault mode is similar to the clogged filter in terms of symptoms 

and output. However, this fault can be influenced by the EPS, where, if the switch 
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transferring power to this valve gets disconnected, the valve will be stuck in its 

position without fully open, thus restricting the flow.   

iii) Reduced flow output: Despite the objective of this experiment being the criteria of 

demanded flow output, if the pump is not powered fully, the objective will not be met, 

resulting in reduced flow as output. The pump can be running at its lower capacity, 

due to several reasons. For this demonstration, it is assumed that the supply voltage 

for the pump from the EPS is low. 

For the EPS, the chosen fault modes for the demonstration are: 

i) AC Cabin light switch open (FluroLamp): This fault occurs when the switch 

supplying power to the AC lights in the aircraft cabin is open. This fault affects only 

the local system (the EPS) and does not have any macro effect.  

ii) FS Valve switch stuck open (FSV): In this fault mode, the switch transferring the DC 

power to the valve in the fuel system is open. This leads to the FS valve stuck at its 

position, resulting in the macro effect on the valve in the fuel system. 

iii) Reduced voltage to the AC motor pump: This fault mode results in reduced pump 

speed which in turn results in the macro effect of reduced output flow in the fuel rig.  

The vehicle level knowledge for the EPS and the FS is made up of an expert system 

comprising of  

i) A relationship matrix between the EPS and the FS: A matrix between the EPS and the 

FS is created to represent the relationship between the systems where the EPS affects 

the FS, but the FS doesn’t affect the EPS in turn. Since the EPS provides electricity 

required for the pump and the valves in the FS, there is no direct interaction from the 

FS to the EPS. While the relationship matrix looks simple in this example, it expands 

when more systems are added to the framework, as observed in Chapter 8.  

ii) A fault attributes database that has populated all the faults tested in both these systems 

and also the possibility of macro cause and macro effects based on the expert’s 

knowledge (Figure 5-12).  
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Figure 5-12 Activity diagram of FAVER to isolate known faults and ambiguity 

The fault attributes database has the list of faults from both the EPS and the FS, along 

with the attributes, ‘Macro_Cause’ and ‘Macro_Effect’. The rank ‘1’ in ‘Macro_Cause’ 

column means that there is a possibility that the corresponding faults could have been 

caused by another system, while the rank ‘0’ means there is no possibility of 

‘Macro_Cause’ for that faults. The same is implied for the ‘Macro_Effect’ column, where 

the rank ‘1’ means the corresponding faults could be able to affect another system, and 

the rank ‘0’ implies no such possibility. 

The relationship matrix and the fault attributes database together make the library 

required for the vehicle level reasoning for FAVER (Figure 5-12). Having set up both the 

reasoning and the DT layers for the EPS and the FS, the next step to complete the vehicle 

level reasoning process in FAVER is the Central facilitator 
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The Central Facilitator: Figure 5-12shows the different steps carried out by the Central 

facilitator to isolate the faults. The Central facilitator is developed in MATLAB R2019a, 

where an input dialog box is created to choose the systems that are to be tested for 

reasoning in FAVER. The inputs required are the parameters that are necessary for 

running the local system diagnostic functions. The general operating mechanism of 

FAVER follows a Case Based Reasoning (CBR) strategy (retrieve, revise, reuse, retain) 

[9]. The first stage is to retrieve knowledge from the reasoning layer regarding the system 

level faults and the vehicle level relationship between the systems. Having fetched the 

inputs from the user/ engineer, in the form of symptom vectors, the Central facilitator 

establishes a connection with the local system diagnostics in the reasoning layer, via the 

Domain facilitator. This is carried out by developing functions on top of the diagnostic 

programs developed in MATLAB. These functions carry the symptom vector from the 

Central facilitator and run their diagnostics and send results as output back to the Central 

facilitator. The results from both the diagnostic functions are then consolidated and sent 

back to the domain facilitator, to consult with the library modules: the relationship matrix 

and the fault attributes database (Figure 5-12), to reason through the connection between 

both faults, and the Domain facilitator sends the result back to the Central facilitator. This 

step forms the ‘Retrieve’ stage of CBR.  

This is followed by the ‘forward chaining’ mechanism of rule based reasoning, 

wherein the goals of identifying whether the known faults are single or interacting, and 

clearing the ambiguity are achieved with a set of ‘if-then-else’ rules. The rules are defined 

to provide ‘approximate’ results, which are then treated as evidence for an incomplete 

hypothesis by the experts to provide the final results, i.e. abductive reasoning. This forms 

the ‘Reuse’ stage of CBR. Any changes required in the diagnostics or the DTs are updated 

by the expert, i.e., the ‘Revise’ stage of CBR, followed by the ‘Retain’ stage where the 

updated knowledge and the models are retained. 

While Figure 5-12 displays the list of activities carried out within the architecture of 

FAVER, along with the different reasoning mechanisms used to isolate the root causes of 

interacting faults and their cascading effects, Figure 5-13 shows the different use case 

scenarios developed using the EPS and the FS. From section 5.2.1, three out of five tests 

are considered for satisfying the platform requirements of FAVER: i) Known fault 

isolation: Single, ii) Known fault isolation: interaction, and iii) Ambiguous faults. Four 
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use cases with a total of six scenarios are developed for testing these requirements, which 

are as shown in Figure 5-13. 

i) Both the EPS and the FS are healthy 

ii) The EPS has a single fault and the FS is healthy. The FS has a single fault and the 

EPS is healthy (macro_cause, macro_effect ranks are ‘0’ in both cases) 

iii) Both the EPS and the FS have faults simultaneously, but they do not have macro 

effects, giving rise to ambiguous scenario (macro_cause, macro_effect ranks are ‘0’ 

in both faults) 

iv) Both the EPS and the FS have faults simultaneously and the macro_effect rank of fault 

from the EPS and the macro_cause rank of fault from the FS are ‘1’.  

 

Figure 5-13 Use case scenarios for FAVER demonstration 

The above-mentioned use case scenarios are tested in FAVER through the steps 

described in Figure 5-12. Figure 5-14 shows the results for the six scenarios mentioned 

in Figure 5-13 (Scenario numbers are highlighted in red colored boxes in both Figure 5-13 

and Figure 5-14). In Figure 5-14, result 1 is for the scenario of both systems being healthy 

(scenario 1 from Figure 5-13). Result 2 is for ‘AC Lamp switch open’ fault in the EPS 

and result 3 is for the ‘Clogged filter’ fault in the FS (scenarios 2 and 3 from Figure 5-13). 

For the fourth scenario in Figure 5-13, as both the symptom vector inputs will be faulty, 
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both the system diagnostics will be flagged. This is now solved by checking the vehicle 

level expert knowledge, especially the fault attributes database. Since the ranks of 

Macro_Cause and Macro_Effect for both the faults, (AC Cabin lamp switch open in the 

EPS, and the clogged filter in the FS) are ‘0’ in the fault attributes database in Figure 

5-12, these two are not interacting faults. The corresponding result can be seen from result 

4 in Figure 5-14. For the fifth case in  Figure 5-13, both the system diagnostics will be 

flagged resulting in ambiguity. With the expert knowledge at the vehicle level, based on 

the Macro_Cause and the Macro_Effect ranks of the concerned faults, the ‘Sticking 

valve’ fault in the FS and the ‘FS Valve switch open’ fault in the EPS are suggested as 

interacting faults by the rule based approximate reasoning in the central facilitator (as 

seen in Figure 5-14). The sixth scenario from  Figure 5-13 have a similar reasoning 

process and corresponding results are shown in Figure 5-14. In this case, however, both 

the Macro_Cause and the Macro_Effect attributes of the fault ‘Reduced pump flow’ from 

the FS have the rank ‘1’. This is inferred by the reasoning as a fault with the possibility 

of root cause from the EPS and the effect cascading to any other system that the FS is 

interacting with.  

 

Figure 5-14 Results generated by the Central Facilitator in FAVER for the use case scenarios 
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5.4 Discussion & Future Work 

The previous section presented the working mechanism of FAVER through its 

architecture and demonstrated its functioning through multiple use cases. FAVER 

implements a combination of reasoning techniques like the CBR, rule based approximate 

reasoning, and abductive reasoning to process the symptom vectors from multiple 

systems, identifying their health states, and narrowing down the list of possible root 

causes and cascading effects that could have occurred due to their interaction between the 

systems. It can be observed that from Figure 5-14 that the results generated by the 

reasoning in FAVER are only approximate. These serve as evidence to the expert/ 

engineer who will, in turn, make the final decisions on the exact root cause and the effect 

of the isolated fault, thus being the key to abductive reasoning, as shown in Figure 5-12. 

While this reasoning process reduces the accuracy of the results produced by FAVER, it 

ensures that the user/ engineer gets the narrowed list of possible system interactions to 

focus on, rather than troubleshooting of faults tracing back to every connected system, 

thus reducing the downtime and associated cost in maintenance.  

In this paper, the most requirements captured are verified at different stages as per 

Figure 5-5 for satisfying the requirements of FAVER, and they are summarized in Table 

5-1. 

At modules level: The modules are defined in such a way to satisfy the requirements for 

the layers. The systems DT module consists of the representations including the DTs and 

hardware-in-the-loop that emulate the performance of aircraft systems, and provide 

simulations for healthy and faulty scenarios, as required by the DT layer in Figure 5-7. 

Similarly, the Domain module has access to system diagnostics, possesses vehicle level 

knowledge, and the algorithm for vehicle level reasoning, and acts as the brain of FAVER. 

The communication between the Domain facilitator and the Domain module (from 

section 5.2.2.5) is demonstrated through the use cases in section 5.3.  

At layers level: From section 5.2.2.4, the following tests are verified through the use case 

demonstration in the previous section:  

i) Communication between the Central facilitator and the user (by fetching the symptom 

vector and providing the output) 
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ii) Communication between the Central facilitator and the Domain facilitator (fetching 

system level and vehicle level knowledge from the reasoning layer) 

Besides, the systems DT module with encapsulation features and the Domain module 

with the novel expert system knowledge ensure the scalability of the framework, as 

required by the DT layer and the Reasoning layer respectively, to satisfy the overall 

requirement of FAVER as captured in Figure 5-6. 

At platform level: Three tests out of five from section 5.2.1 (Figure 5-6), viz: i) known 

fault isolation-single, ii) known fault isolation- interaction, and iii) ambiguity are carried 

out in section 3 to verify that FAVER’s requirements are met.  

 

Table 5-1 Satisfied requirements of FAVER 

 
REQUIREMENTS SATISFIED IN THIS PAPER 

FAVER (AS A 

PLATFORM) 

REQUIREMENTS 

Operational & Functional 

Identified root cause of faults between the EPS and the FS 

Faults isolation: Isolated single and interacting faults in the EPS and the FS.  

Root cause identification: Identified the root causes of interacting faults 

between the EPS and the FS 

Ambiguity: Resolved ambiguities when two system diagnostics flagged for 

faults, by finding the root cause. 

Accommodate new systems: Will be demonstrated in the future work 

Non-functional 

Flexiblity: In the demonstration of interacting faults, the FS DT is HIL and 

the EPS DT is a MATLAB simulation model 

Scalability: Will be demonstrated in the future work 

DT LAYER 

REQUIREMENTS 

Operational & Functional 

Emulate aircraft system functions: The EPS DT and the FS DT are 

representatives of aircraft systems 

Output: Symtpom vectors from the EPS and the FS DTs used in 

demonstration for healthy and faulty scenarios to be used for FAVER 

reasoning 

Interconnecting DTs: the EPS supplying power to the FS Pump and Valves 

are simulated in the EPS DT 

Non-functional 

Modules: The EPS and the FS DT are independent of each other and 

functionable on their own. The EPS DT is a simulation model and the FS DT 

is a HIL 
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COMMUNICATION 

LAYER 

REQUIREMENTS 

Operational & Functional 

Established communications between the Central facilitator and the 

reasoning layer. 

Fetched input symptom vector from the user and provided output regarding 

the health status, with fault label and possible root causes and cascading 

effects. 

Non-functional 

Serves as a bridge between the user and the reasoning layer. No direct 

communication between the reasoning layer and the DT layer. However, the 

connection between the Central facilitator and the DT layer is not established 

yet and currently carried out manually. 

REASONING 

LAYER 

Operational & Functional 

Contains knowledge of system level diagnostics, vehicle level knowledge in 

expert system. 

Contains Rule based reasoning algorithm to identify faults with micro and 

macro effects. 

Expansion: Will be demonstrated in the future work 

Non-functional 

Serves as the brain of FAVER, possessing all the knowledge required for the 

functioning of FAVER. 

 

There are two more tests at the platform level, which focus mainly on bringing the 

previously unknown systems into the framework, i.e. expanding FAVER for 

accommodating new systems and new faults. This will involve 

i) Capturing the requirements for including new systems into the framework 

ii) Testing the scalability of the devised reasoning in the Central facilitator 

iii) Capturing the required changes/ updates to be made in the reasoning and the DT layers 

of FAVER 

iv) Testing and validating the requirements 

These tests will be carried out as the next step forward, by considering the engine and 

the ECS into the framework, as shown in Figure 5-3. This action will increase the 

complexity of the reasoning algorithms used. One of the important issues to be taken care 

of while expanding the framework in the case of ambiguity. With more systems involved, 

the faults from these systems will be more ambiguous; the reasoning algorithm in FAVER 

should be able to reason through the vehicle level knowledge in the form of relationship 

matrix and the fault attributes database to address these ambiguity issues. Tests for 

communication between the systems DT and the DT facilitator at the modules level, and 

also between the Central facilitator and the DT layer at the layers level are not 
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demonstrated in this paper, as currently, the DT layer is connected to the Central 

facilitator manually, and not through automation. 

It is also worth noting that the expert systems, in general, are time-consuming and 

dependent completely on experts to update the knowledge. An alternate method for 

updating the knowledge using data-driven reasoning should also be explored as part of 

future work.  

5.5 Summary  

To summarize, this paper highlights the following:  

i) The general reasoning architecture of IVHM systems for aircraft is presented, along 

with the current gaps in the field, especially in the areas of cascading faults. 

ii) A framework for aerospace vehicle reasoning, FAVER, is the framework that 

integrates the power of reasoning with the versatility of Digital Twins (DTs) to isolate 

single and cascading faults at the aircraft level, addressing the above gap. 

iii) FAVER is treated as a platform, and its architecture (Figure 5-4) is defined and 

developed using a System-of-Systems (SoS) methodology. 

iv) A detailed V- process model (Figure 5-5) is used for SoS methodology to capture the 

requirements of FAVER, to meet its objectives and test criteria for development, 

integration, and testing of the architecture. 

v) One of the important features is the modularity of FAVER’s architecture (Figure 5-4); 

the modules, especially those from the DT layer, are independent and encapsulated, 

adhering to the characteristics of the SoS. Besides, this modularity helps with the 

complexity, scalability, and verification & validation issues of FAVER.  

vi) A novel combination of relationship matrix with fault attributes database is introduced 

in the place of traditional relationship matrix in the expert system for the vehicle level 

domain knowledge of FAVER. This combination helps in reducing the complexity 

and time involved in developing the expert’s knowledge when the framework is 

expanded.  

vii) The working mechanism of FAVER using rule based approximate reasoning and 

abductive reasoning combined with a case based reasoning strategy is presented 

through a step-by-step activity diagram in Figure 5-12. 

viii) A demonstration of FAVER is provided with two systems: the EPS and the FS. For 

the demonstrations, the EPS DT used is a MATLAB simulation model, while the FS 
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is a hardware-in-the-loop. This is done to show the flexibility of FAVER in providing 

a platform for any type of system representation to be considered for the vehicle level 

health reasoning. The developed use case scenarios meet with three out of five 

requirements of FAVER, as listed in Figure 5-6 (known single faults, known 

interaction faults, and ambiguity). The use scenarios are presented in the 

demonstration, as shown in  Figure 5-13 and Figure 5-14.  

The demonstration of FAVER showed the isolation of known faults and solving of 

ambiguity when two aircraft systems are considered. The pros and cons of the reasoning 

techniques used in FAVER are discussed. The tests that are verified for the captured 

requirements of FAVER are listed. The details of the work to expand FAVER to include 

the engine and the ECS into the framework in Chapter 8 are also presented. It is to be 

noticed that, in the current demonstration, the DT modules are accessed for validation 

only manually. Methods to include the validation with the DTs automatically should also 

be explored at the later stage of developing FAVER. Once these are tested and expanded, 

the framework can be complete with automated reasoning. Such a complete framework 

with automated reasoning to isolate faults at the aircraft level, using digital twins for 

validation will certainly fill the gap of diagnosing cascading faults in IVHM systems. 

Addressing this gap would help save time and cost associated in unexpected downtime 

and maintenance activities, thus fulfilling the objective of IVHM.  
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6 A System-Level Failure Propagation Detectability Using 

ANFIS for an Aircraft Electrical Power System 

 

 

The Electrical Power System (EPS) in an aircraft is designed to interact extensively with 

other systems. With a growing trend towards more electric aircraft, the complexity of 

interactions between the EPS and other systems has grown. This has resulted in an 

increased necessity of implementing health monitoring methods like diagnosis and 

prognosis of the EPS at the systems level. This paper focuses on developing a diagnostic 

algorithm for the EPS to detect and isolate faults and their root causes that occur at the 

Line Replaceable Units (LRUs) connecting with aircraft systems like the engine and the 

fuel system. This paper aims to achieve this in two steps: (i) developing an EPS digital 

twin and presenting the simulation results for both healthy and fault scenarios, (ii) 

developing an Adaptive Neuro-Fuzzy Inference System (ANFIS) monitor to detect faults 

in the EPS. The results from the ANFIS monitor are processed in two methods: (i) a crisp 

boundary approach, and (ii) a fuzzy boundary approach. The former approach has a poor 

misclassification rate; hence the latter method is chosen to combine with causal reasoning 

for isolating root causes of these interacting faults. The results from both these methods 

are presented through examples in this chapter. 

 

Figure 6-1 Overview of chapter 6 
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6.1 Introduction 

The Electrical Power System (EPS) of an aircraft is generally designed to have many 

interactions with other aircraft systems. For example, the EPS provides electricity 

required for various valves in the aircraft like the fuel system, the Environmental Control 

System (ECS), and the pneumatic systems [1]. It is the conduit source of power for the 

avionics and provides power for all the instruments in the cockpit. The EPS is provided 

with the required power by the engines and the Auxiliary Power Unit (APU), which in 

turn generates electricity and provides for the valves and switches in both engines and the 

APU. The EPS is required for cabin lighting, as well as for the functioning of electrical 

and electronic appliances like cabin entertainment systems and sensors [2]. With the 

aircraft industry moving towards low CO2 emissions, clean energy, and light weight, 

more focus is being given to the concepts of fully electric propulsion systems and all-

electric aircraft.  

As the dependencies on the EPS grow within an aircraft, more importance is given 

for detecting and isolating faults in the EPS at an early stage. The effect of any fault in 

the EPS could easily propagate to other aircraft systems that the EPS interacts with. Some 

faults in the EPS result in common cause failures, affecting multiple aircraft systems at a 

given time. Electrical failures in the Boeing 747-4H6 in 2012 [3] and the Airbus A319-

111 [4] in 2009 are classic examples of common-mode failures. In the case of the B747-

4H6 event in 2012, the root cause of the event was a latent hardware fault on the bus tie 

breaker whereas, in the A319-111 event in 2009, the incident occurred due to an 

intermittent fault in the Generator Control Unit which led to the loss of the left electrical 

network. Both these faults resulted in intermittent blanking of cockpit displays, 

intermittent loss of power to one of the AC bus bars, and resultant degradation of multiple 

aircraft systems. In the case of B747-4H6, the failure led to the disengagement of all three 

autopilots and the pilots had to take over the landing manually. In A319-111, the APU 

generator took over from the failed generator, but many systems, including all means of 

radio connections, remained inoperative throughout the flight duration. Aircraft incidents 

like these show the necessity of developing diagnostics for the EPS at the system level. 

This would not only detect and isolate the faults that affect the EPS but also prevent the 

possibility of their propagation to the interacting systems. The diagnosis also helps with 

the research focusing on health monitoring at the aircraft level, in order to isolate faults 
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propagating to multiple systems [5]. In general, cascading faults result in effects that can 

be observed in systems other than the point of origin, increasing ambiguity, and resulting 

in extended downtime and prolonged maintenance as a consequence. Hence diagnostics 

developed at the systems level, combined with reasoning at the vehicle level, will enable 

isolation of such faults and their root causes. This will help in reducing the time and 

money involved in troubleshooting during maintenance [5].  

Several research works have been dedicated to developing diagnostic methods for 

various faults in the aircraft EPS. The Advanced Diagnostic and Prognostic Testbed 

(ADAPT), an EPS testbed developed by NASA Ames Research Centre, has been used in 

multiple scenarios to evolve diagnosis and prognosis technologies [6–9]. ADAPT 

evaluates diagnostic algorithms and software, enables the insertion of faults, and provides 

a mechanism for evolving the algorithms to be implemented into the vehicles [10]. 

However, the majority of work found in the EPS diagnostics literature has focused mainly 

on faults at the components level like wires [11] and relays [8], and the subsystems level 

like generators [12] and induction motors [13,14]. While most researchers work on the 

performance of the linked systems like the engine and the fuel pump [1,15,16], there is a 

lack of investigation in isolating the faults from the EPS, which have propagating effects 

into other aircraft systems. 

In this paper, an ‘Adaptive Neuro-Fuzzy Inference System (ANFIS) monitor’ is 

developed in MATLAB R2019a to detect the presence of faults in the EPS, within a 

customizable time period, defined by the user. A hybrid combination of ANFIS monitor 

with causal reasoning is applied to isolate the root cause of faults found at the Line 

Replaceable Units (LRUs) connecting the EPS with other aircraft systems. With this 

objective, in Section 6.2 of this chapter, the digital twin for an aircraft EPS is modeled in 

MATLAB Simulink R2019a along with its connections to the aircraft engine, the 

Environmental Control System (ECS), and the fuel system through LRUs as simple as 

valves and pumps. This is followed by exercising this digital twin under healthy and faulty 

conditions. Section 6.3 discusses the steps involved in developing the diagnostic 

reasoning for EPS using ANFIS and presents the ANFIS monitor that is developed for 

the detectability of faults in the EPS. Section 6.4 presents two approaches to processing 

the results generated by ANFIS: (i) the crisp boundary approach and (ii) the fuzzy 

boundary approach. These two methods are compared based on their misclassification 



 

156 

rate (the ratio of the number of misclassified simulation runs to the total number of 

simulation runs). Causal reasoning is combined with the better method to isolate the faults 

and their root causes affecting the aircraft system LRUs. Section 6.5 provides the 

conclusion of this chapter. 

6.2 Modelling and Simulation of an Aircraft Electrical Power System 

(EPS) 

In a typical twin-engine aircraft like a Boeing 737, the EPS is powered by two engine-

driven generators. The EPS network generates 3-phase, 115/200 V, 400 Hz AC power 

using either the Constant Speed Drive unit, the Variable Speed Constant Frequency unit, 

or the Integrated Drive Generator to link with the engines. The EPS network is connected 

to the engine-driven generators through a series of bus arrangements. The two gen buses 

are powered by either generator, and they supply power to main loads like hydraulic 

pumps and windows heating. Electricity is then passed on to the main buses, which supply 

power to the loads like the fuel boost pumps [17]. The alternating current generated is 

also stepped down to 28 V AC power for the instrument lighting and converted to 28 V 

DC power to provide power to components of other aircraft systems like the engine bleed 

valves or the fuel system shut-off valves. The standby buses for AC and DC are powered 

either using the AC transfer bus and the DC bus or with batteries via inverters and battery 

buses, respectively. The AC power sources from the two engine-driven generators do not 

function in parallel; when an AC power source of a gen bus takes priority, the other 

existing source is disconnected. The APU driven generator operates identically to the 

engine-driven generators. It powers the aircraft on ground and serves as a backup for 

either engine during flight [17,18].  

As discussed in the previous paragraph, since only one AC source is active at a given 

time, this paper considers only the section of the EPS that is powered by one AC source 

for modelling and the subsequent analysis. To emulate the behaviour of an aircraft 

electrical power system, the EPS digital twin is developed in MATLAB-Simulink 

R2019asoftware, taking references from some of the existing works [19–21]. More details 

on the modules used to build the EPS digital twin and the mathematics behind them can 

be found in these references [22–24]. 
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6.2.1 The EPS Digital Twin 

The EPS digital twin consists of a constant speed source from the engine shaft that is fed 

to a generator of 40 kVA capacity. This generator is defined by a simplified synchronous 

machine in MATLAB Simulink, which produces 115/200 V AC power at 400 Hz. For 

the given frequency f, the synchronous speed Ns at which the required voltage is produced 

by the synchronous machine is calculated using the following formula:  

Ns = f(2/P) ∗ 60 = 400 Hz ∗ (120/4) = 12,000 rpm (6-1) 

where P is the number of poles in the generator. With this result, all the simulations of 

the EPS digital twin will be run at a constant speed of 12,000 rpm [18]. The synchronized 

machine also takes regulated field voltage as an input, which is fed from the IEEE type 1 

voltage regulator combined excitation system. Considering the dissipation losses in the 

circuit, the total apparent power generated by this synchronous machine is calculated 

using the following formula from [21]: 

Apparent Power, p = 3Vrms Irms (kVA) (6-2) 

where rms = root mean square.  

As mentioned in Section 6.1, with the growing demand for more electrification of 

advanced aircraft, the EPS is designed to distribute power to several aircraft systems 

through its constituent LRUs. For this EPS digital twin, the following LRUs in the aircraft 

systems are considered for this simulation, with the necessary parameters taken from their 

respective technical specification sheets provided by their commercial suppliers [25–28]. 

Figure 6-2 shows the defined MATLAB Simulink model developed for the EPS 

representative discussed in this paper. 

The 115/200 V AC power is provided to the fuel pump AC induction motor. The 

induction motor is defined by an asynchronous machine rated at 9 KW power and 8000 

rpm, with a squirrel cage rotor that results in the rotor speed required to run the fuel pump. 

The paper refers to the power distributed to this LRU as Power_FSPump; the motor’s 

speed, torque, and stator current are referred to as FS_Motor_Speed, FS_Motor_Torque, 

and FS_Motor_Stator_I, respectively.  
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Figure 6-2 MATLAB-Simulink model for the aircraft Electrical Power System (EPS) 
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The AC power is distributed to the Transformer Rectifier Unit (Power_TRU) and is 

converted to 28 V DC. This DC power is then supplied to a valve and a nozzle in the fuel 

system, to a bleed air system high-pressure shut-off valve in the engine, and a temperature 

control valve in the ECS. This paper refers to these LRUs as FS_Valve, FS_Nozzle, 

Eng_BleedValve, and ECS_TCValve, respectively. The AC power distributed to the AC 

Lamps (Power_ACLamp) is directly provided for the cabin window fluorescent lights 

(AC_Fluro) and stepped down to 5 V AC for the cockpit instrument panel lights 

(AC_Instru). The AC power generated is referred to as Power_ACLoad and is distributed 

at each node representing the aircraft systems and is also calculated using (6-2). Random 

noise is added in the measurement devices, in order to avoid replicating an ideal condition 

for the EPS. 

Table 6-1 presents the performance of the EPS digital twin at a constant speed of 

12,000 rpm, considering a steady state as the operating condition. This simulated 

condition is considered as the healthy state condition or the baseline for the EPS digital 

twin. Following the simulation with the healthy scenario, the next section discusses the 

faults induced in the EPS digital twin.  

Table 6-1 Measured values during the Healthy Run 

Monitored Parameters Healthy Measurements Unit 

Power_ACLoad 4182.908 VA 

Power_FSPump 4001.362 VA 

Power_ACLamp 73.349 VA 

Power_TRU 111.102 VA 

FS_Motor_Speed 311.813 rad/sec 

FS_Motor_Stator_I 4.822 A 

FS_Motor_Torque 5.612 Nm 

FS_Nozzle_I 0.908 A 

FS_Valve_I 0.889 A 

Eng_BleedValve_I 0.901 A 

ECS_TCValve_I 0.890 A 

AC_Fluro_I 0.259 A 

AC_Instru_I 4.892 A 
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6.2.2 Fault Injection in the EPS Digital Twin 

The EPS supplies power to required LRUs of the aircraft systems through a series of 

switches and circuit breakers that protect the electrical circuits from events like 

overcurrent surge. These circuit breakers are modelled to trip on their own when the 

current exceeds the defined limit, as shown in Figure 6-3a. These circuit breakers can also 

be tripped at the beginning of the simulation, on purpose, by providing a fault signal as 

input to these components. In Figure 6-3b, DC_TRU_B, AC_Lamp_B, and 

FS_ACMotor_B are the fault input signals that would induce circuit breaker tripping in 

the distribution node that supplies AC Power to TRU, AC lamps, and FS motor, 

respectively. Injecting faults in the circuit breakers will stop the current flow to the 

respective node that supplies power to the LRU connecting to a particular aircraft system 

like the engine, the fuel system, or the ECS.  

Similarly, faults can be injected via the insulated gate bipolar transistor (IGBT) 

switches that connect to the valves and nozzles within the DC circuit (as seen in Figure 

6-4), as well as through the switches in AC lamp circuits (not shown in the figure). The 

faults in the DC circuits from Figure 6-4 emulate the stuck open scenarios by opening the 

IGBT switches to a partial degree. For testing purposes, FS_valve switch is stuck at 80%, 

FS_Nozzle switch is stuck at 70%, Eng_BleedValve is stuck at 60%, and the 

ECS_TCValve is stuck at 50%. Figure 6-4 also shows the noise signals added to voltage 

measurements. Similar noise is added to voltage measurements in AC lamp circuits.  

In the case of the FSPump AC induction motor, there are several methods to inject 

faults that would result in the reduction of its rotor speed output. For this paper, the 

variation of the supply voltage method is chosen [29]. This is carried out by inserting a 

step-down transformer in the motor circuit, as shown in Figure 6-5. Through this, the 

supply voltage to the pump motor is reduced to induce the fault.  
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Figure 6-3 Fault injection in circuit breakers connecting generators to other aircraft systems            

(a) User input current limits set for Circuit breakers (b) Manual tripping input inside the AC Power 

distribution mask 
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Figure 6-4 Fault injection to DC loads via IGBT switches and noise signal added to voltage measurements
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Figure 6-5 Fault injection in AC Pump motor by reduced voltage supply (F10) 

Table 6-2 Faults injected in the EPS Digital Twin 

Fault

_id 

Type of 

fault 
Location 

Fault Label Timeline of 

fault injection 

F1 Switch 

stuck open 

@ 80% 

DC supply to fuel system 

nozzle 

FS_Nozzle_SwitchStuc

kopen 

t=0.25s to 

t=0.5s 

F2 Switch 

stuck open 

@70% 

DC supply to fuel system 

shut-off valve 

FS_Valve_SwitchStuck

open 

t=0.75s to 

t=1.0s 

F3 Switch 

stuck open 

@60% 

DC supply to engine 

bleed valve 

Eng_BleedValve_Switc

hStuckopen 

t=1.25s to 

t=1.5s 

F4 Switch 

stuck open 

@50% 

DC supply to ECS 

Temperature control 

valve 

ECS_TCValve_Switch

Stuckopen 

t=1.75s to 

t=2.0s 

F5 Circuit 

breaker 

trip 

AC power distribution 

node to TRU for DC 

circuits 

DC_TRU_B t=2.5s to 

t=2.75s 

F6 Circuit 

breaker 

trip 

AC power distribution 

node to AC fuel pump 

motor 

FS_ACMotor_B t=3.0s to 

t=3.25s 

F7 Circuit 

breaker 

trip 

AC power distribution 

node to AC Lamps 

AC_Lamp_B t=3.5s to 

t=3.75s 

F8 Switch 

stuck open 

AC supply to Instrument 

panel lamp 

AC_Instru_Switchopen t=4.0s to 

t=4.25s 

F9 

 

Switch 

stuck open 

AC supply to cabin 

window fluorescent light 

AC_fluro_Switchopen t=4.5s to 

t=4.75s 

F10 Voltage 

reduction 

Line supply voltage to 

AC fuel pump motor 

FS_Motor_lowvoltage Simulated 

separately 
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Considering only abrupt faults, as either intermittent or constant over time, faults 

chosen for diagnosis in the EPS digital twin are listed in Table 6-2. As discussed above, 

the faults are chosen in such a way that, when injected, their effects can be observed in 

the overall power generated by the generator and the overall power consumed by their 

corresponding LRUs. These faults are also the most common electrical faults explored in 

the aircraft industry. For demonstration purposes and to avoid a lengthier presentation, 

all faults listed in Table 2 (F1, F2, …, F9) are injected for a duration of 0.25 s each, instead 

of injecting individual faults per simulation run. Fault F10 is simulated separately.  

The effects of the faults on the systems and their components and how they affect 

other systems are observed and compared with the healthy case simulation from Table 

6-1. The faults either affect the power supply to the entire system along with their 

subsystems or only the LRUs based on the location of the fault injection. This can be 

observed in Figure 6-6 (the fault ids are mentioned in the red box, near their respective 

effects in the plots). For example, when the fault F5 is injected (circuit breaker connecting 

the power distribution node to TRU is tripped) at t = 2.5 s to t = 2.75 s as per Table 6-2, 

the fault cuts off the current supply to all the valves and nozzles in the DC circuit (Figure 

6-6 middle column at t = 2.5 s to t = 2.75 s). However, when the faults F1, F2, F3, and F4 

(scenarios of switch stuck open at the LRUs), are injected at their respective simulation 

times from Table 6-2, they affect the current consumed by the concerned LRU only. This 

can be observed from the left column second plot (Power_TRU) and the entire middle 

column of Figure 6-5. Likewise, when the fault F7 (circuit breaker tripped at the 

distribution node connecting the AC lamps) is injected at t = 3.5 s to t = 3.75 s as per 

Table 6-2, the current is reduced to both the AC instrument panel lamp and at the AC 

cabin window fluorescent lamp (can be observed in right column bottom two plots of 

Figure 6-6). However, the faults F8 and F9 (scenarios of switch stuck open at the LRUs) 

injected at the simulation times listed in Table 6-2, affect the current consumed by the 

respective LRUs only. These cases can be observed in the left column bottom plot 

(Power_ACLamp) and right column bottom two plots of Figure 6-6. In the case of faults 

in the AC motor, when the circuit breaker is tripped at the AC power distribution node 

(Fault F6 at t = 3.0 s to t = 3.25 s), the motor does not receive any power, and hence there 

is no speed and current (left column third plot (Power_FSPump) and right column top 

two plots of Figure 6-6). It is to be noted that, in the top plot on the left column of Figure 
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6-6 (Power_total), only the effect of fault F6 is observed. This is due to the difference in 

magnitude of power consumed by Power_FSPump when compared to the Power_TRU 

and Power_ACLamp. In the case of fault F10, when the supply voltage is reduced, the 

rotor speed is lower than the nominal speed that is observed during the healthy case 

simulation. The reduced supply voltage scenario is shown in Figure 6-7. Thus, all the 

faults listed in Table 6-2 affect the overall power output from the simulation of EPS digital 

twin, along with the power consumption of the aircraft systems the EPS is connected to.  

 

Figure 6-6 EPS performance during various fault scenarios (faults F1, F2…F9).  

Left column: Total power generated and power consumed by DC TRU, FS Pump, and AC Lamp 

(kVA). Middle column: Currents at DC Loads. Right column, top two plots: FS Pump characteristics. 

Right column, bottom two plots: Currents at AC Lamps 

 

Figure 6-7 Pump motor characteristics for reduced voltage (F10) 
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6.3 Diagnostic Reasoning for the EPS 

The simulations run for both healthy and faulty conditions in the EPS digital twin show 

that faults induced in the EPS affect the LRUs of other systems, thus propagating their 

effects to these interacting systems. In order to detect and isolate the faults propagating 

to other aircraft systems from the EPS, a diagnostic reasoning engine is developed 

through a series of steps, as discussed below.  

i. Data is collected by running the simulation at both healthy and all known fault 

scenarios. A set of parameters was chosen to monitor the health of the EPS digital 

twin during these simulations, and the raw data was collected for these parameters 

through sampling.  

ii. Preprocessing of the sampled raw data is undertaken by calculating the root mean 

square (rms) values of the monitored parameters followed by computing the mean 

values of the steady-state data.  

iii. Factor analysis is carried out using the computed mean values to understand the 

effects of injected faults on the monitored parameters. This step helps in 

shortlisting the factors that need to be considered for building the diagnostic 

reasoning engine and ignoring the redundant parameters. 

iv. Thresholds are determined to define the diagnostic rules for the reasoning engine. 

If crisp thresholds are established between the parameters for all the simulated 

scenarios, these threshold values can be used to define the diagnostic rules for the 

reasoning engine. However, from Figure 6-6, it is observed that for certain faults 

like F7 or F1, the apparent power does not vary much from the 100% healthy case 

results. In such scenarios, defining a crisp boundary of the parameter in order to 

differentiate a healthy case from the fault cases and to differentiate a fault case 

from another, would require a large number of very specific rules. To avoid this, 

the thresholds will hence be defined by fuzzy boundaries, and diagnostic rules 

will be framed using fuzzy reasoning. 

v. This step involves developing fuzzy diagnostic reasoning. In order to avoid 

specificity in the threshold values, the membership functions of the fuzzy system 

are determined using artificial neural networks. The following subsections present 

the fundamentals of ANFIS and how it is implemented for the EPS diagnostics.  
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6.3.1  Brief Description of ANFIS 

The Adaptive Neuro-Fuzzy Inference System (ANFIS) is the combination of artificial 

neural networks (ANN) with Takagi–Sugeno fuzzy reasoning [30]. A general fuzzy 

inference system (FIS) operates by the following steps:  

i. Input parameters are fuzzified by defining membership functions,  

ii. Logical operators like AND, OR, and NOT are applied to combine the 

membership functions of the input parameters to get a set of ‘if-then’ rules along 

with their weights,  

iii. The consequent parts of the rules are implemented depending upon their firing 

strengths (weights), and  

iv. The outputs are calculated, aggregated, and de-fuzzified to provide the final 

output.  

A generalized example to demonstrate the above-mentioned steps is shown in Figure 6-8. 

Consider a first-order Sugeno FIS for given two-parameter inputs A and B presented in 

the following sets of equations from [30], as seen in Figure 6-8a.  

Rule 1: If A is X1 and B is Y1,  

then z1 = p1*A + q1*B+ r1 

(6-3) 

Rule 2: If A is X2 and B is Y2,  

then z2 = p2*A + q2*B+ r2 

(6-4) 

where p1, p2, q1, q2, r1, and r2 are linear parameters, and X1, X2, Y1, and Y2 are non-

linear parameters. The inputs of A and B are fuzzified by assigning membership 

functions, say µ and ν. These membership functions represent the degree to which A and 

B satisfy pertaining to their fuzzy labels X1, Y1, X2, and Y2. Logical operator AND4 is 

applied to establish the relationship between the A and B using their membership 

functions. For example, consider the weights that could be calculated by the following 

equations: 

w1 = AND (µX1 (A), νY1 (B)) (6-5) 

 

4 In Fuzzy logic And (x,y) = min (x,y) 
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  w2 = AND (µX2 (A), νY2 (B)) (6-6) 

 

Figure 6-8 (a) First order Takagi-Sugeno Fuzzy Reasoning (b) ANFIS structure (adapted from [30]) 

Once the weights of the fired rules, w1 and w2, are computed, they are combined with 

the outputs z1 and z2. The total output ‘z’ is given by calculating the weighted average 

of the outputs, as given in (6-7) [30]. While A and B are fuzzy sets in the antecedent, ‘z’ 

is a crisp function in the consequent side. 

Output z = (z1*w1 + z2*w2)/(w1 + w2) (6-7) 

The ANN is used to tune the membership functions in the Takagi–Sugeno FIS, in 

order to optimize the relationship between the input parameters and their respective fuzzy 

labels, resulting in the algorithm, ANFIS (as seen in Figure 6-8b). The neural network in 

ANFIS estimates errors and adjusts the membership function parameters to reduce the 

errors. The parameters are estimated either by using backpropagation or by a hybrid 

method that combines least squares estimation with backpropagation. 
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6.3.2 An ANFIS Monitor for the EPS 

To detect and isolate faults in the EPS, an ANFIS function is developed using the Neuro-

Fuzzy designer toolbox in MATLAB R2019a [31,32]. Using all the monitored parameters 

to develop ANFIS is impractical, as it consumes a lot of memory and ends up developing 

redundant rules. For example, from Figure 6-2, it is seen that power can be calculated and 

monitored from 11 nodes (one node from the generator, three nodes distributing power, 

and power supplied to four DC nodes, two AC lamp nodes, and one AC pump node). 

Considering these 11 nodes, and AC motor rotor speed as the 12th monitored parameter, 

if every parameter is defined with three membership functions, the number of rules 

developed to map the relationship between the membership functions will be:  

No. of rules = 12 *11 *( 3^2) = 1188 (6-8) 

In reality, the EPS interacts with many aircraft systems through the LRUs. Monitoring 

power distributed at all these nodes will not be efficient for the diagnostic process as it 

will consume a lot of memory and time, and the simulation might not even converge in 

certain scenarios. Hence instead of using all monitored parameters, only a few should be 

selected for further analysis to detect the presence of a fault in the EPS. In this paper, the 

Power_Generated parameter is chosen for the purpose of diagnosis. This is due to the 

observation made from Table 6-1, where the total power generated in row 1 is almost 

equal to the total power consumed in rows 2–4, the slight difference accounting for the 

losses and the noise measurements. This eliminates the need to monitor both the power 

distributing and consuming nodes. Any presence of fault could ideally be detected by 

monitoring only the power generated from the EPS. A Gaussian membership function 

with three categories (low, medium, high) is defined for the monitored parameter, 

Power_Generated, using the Neuro-Fuzzy designer toolbox. Hence, the number of rules 

generated in this case becomes three. The ANFIS function is implemented as a monitor 

that screens the parameter Power_Generated, for a defined window of time. This defined 

time period is programmed to be any number of windows according to the user’s interest, 

thus making the ANFIS monitor customizable.  



 

170 

6.4  Results and Discussion 

Simulations are run for healthy and various faulty scenarios and the processed steady-

state data from Power_Generated. The total data processed for analysis is split into 

training (40% of the data) and testing (60% of the data). In general, ANFIS generates the 

output ‘z’ in numbers between 0–5 with decimal points (0 being the lowest power 

generated and 5 being the highest). These values of ‘z’ are processed in two different 

methods for further isolation of faults.  

6.4.1 Method 1: The Crisp Boundary Approach 

The output values, ‘z’, with decimals generated by ANFIS, are rounded up to discrete 

ranks, providing crisp boundaries between the regions. This results in six discrete values; 

thus, six distinct regions, from Region 5 to Region 0, as shown in Figure 6-9. Any surge 

in power generated, due to an unsteady state is classified as ‘undefined’. ANFIS is trained 

with the training data, and its ability to estimate the output based on the power generated 

is evaluated using the testing data, where it produced a root mean square error of 0.31. 

 

Figure 6-9 Healthy and faulty scenarios classified based on apparent power generated using Crisp 

boundary approach 

The trained ANFIS function is programmed to detect any presence of faults in the EPS 

after every simulation run. For demonstration purposes, the ANFIS monitor screens the 

steady-state simulation run time every 0.25 s to check the state of total power generated 

by the EPS and in this paper, two cases are tested. 
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6.4.1.1 Healthy Case 

When the EPS is run for a healthy scenario (Figure 6-10a), the result generated by the 

ANFIS monitor is as shown in Figure 6-10b. The ANFIS monitor checks the simulation 

run every 0.25 s, and the results show ‘Region 5′ for every time window. 

 

Figure 6-10 Healthy scenario using the Crisp boundary approach 

(a) EPS performance in terms of Apparent power (left column), DC currents (middle column), Pump 

performance (top two plots in the right column), AC Lamps currents (bottom two plots in the right 

column) (b) The corresponding results generated by ANFIS monitor using Method 1 approach. 

6.4.1.2 Faulty Case 

In an ideal testing scenario, only a single fault scenario is tested. However, for the 

purposes of demonstration, the same faults from Table 6-2 (for 0.25 s each) are tested in 

this case and shown in Figure 6-11. It can be observed in Figure 6-11b that the ANFIS 

monitor has not classified the regions correctly. For example, fault F7 (t = 3.5 s to t = 3.75 

s) is classified as ‘Region 4′ at t = 3.75 s instead of ‘Region 3′ and fault F5 (t = 2.5 s to t 

= 2.75 s) is classified as ‘Region 3′ at t = 2.75 s instead of ‘Region 2′, as assigned in 

Figure 6-11b.  

This inaccuracy in the detection of regions is due to the error in rounding up the values 

of ‘z’ while assigning the regions to each fault. The misclassification rate is high, at 67%, 

as seen in Figure 6-12, due to the inaccurate region assignments using crisp boundaries. 
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Applying any additional approach like causal reasoning to this method to distinguish the 

faults from each region will not be beneficial since the regions are not classified 

appropriately. In order to reduce the effect of this misclassification problem and to narrow 

down the fault to the concerned LRU, a fuzzy boundary approach is followed along with 

causal reasoning in Method 2. 

 

Figure 6-11 Faulty scenario using the Crisp boundary approach  

(a) EPS performance in faulty scenarios (b) The corresponding ANFIS monitor results 

 

 

Figure 6-12 Confusion matrix for the Crisp boundary approach 

6.4.2 Method 2: The Fuzzy Boundary Approach 

In method 2, the ‘fuzzy boundary’ concept is used since the crisp boundaries for 

processing the ANFIS output values ‘z’ did not work, as shown in Method 1. Regions 5 

to 0 are now representing multiple faults overlapping other regions (Figure 6-13) instead 
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of representing only the ‘defined’ faults without any overlaps as in method 1. For 

example, from Figure 6-13a, it is seen that the fault F5 comes under both ‘Region 2′ and 

‘Region 3′. This method provides an accurate classification of faults into their regions, as 

shown in the confusion matrix in Figure 6-13b. In order to isolate the faults that propagate 

to other aircraft systems, the second method uses a hybrid combination of causal 

reasoning with ANFIS. Causal reasoning is a reasoning strategy that draws conclusions 

based on the cause and effect relationship of the concerned subjects [33]. In general, 

developing causal reasoning for a system such as EPS is a time-consuming and tedious 

task due to the large number of interactions between the EPS and other systems. However, 

with the combination of the ANFIS monitor similar to that in method 1, their results can 

be used to narrow down the region of search for cause and effect relationships. The 

algorithm for implementing the method 2 approach is provided in Appendix A.  

Using the ANFIS monitor, the ‘effect’ criteria for a particular region of faults is now 

narrowed down, which is followed by carrying out a certain number of tests to find out 

the exact ‘cause’ of the observed effect. This will be done by developing the diagnostic 

matrix that maps the required tests to be carried out for each region, and once the criteria 

of the tests are satisfied, the result will lead to the exact fault isolation. The diagnostic 

matrix for isolating the faults in the EPS is shown in Table 6-3. For every region identified 

by the ANFIS monitor, the voltages of the concerned LRUs are checked to isolate the 

faulty LRU. Carrying out every test in the table during every simulation run will consume 

a lot of time and memory, especially if the task is only to detect the presence of any fault. 

Thus, the application of the ANFIS monitor to detect the presence of a fault, followed by 

diagnosis using the diagnostic matrix, has the significant advantage of isolating the fault 

in the EPS in a shorter duration, with lesser memory. 
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Figure 6-13 (a) Fuzzy boundaries representing Healthy and Faulty scenarios based on the Power 

generated, (b) Confusion matrix for Method 2 ANFIS rank processing with Fuzzy boundaries 

Table 6-3 Diagnostic matrix for faults vs. tests 

Region Tests F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 

5 All DCValves_V = V_Nominal - - - - - - - - - - 

Any DCValve_V<V_Nominal X X X X - - - - - - 

4 Any DCValve_V<V_Nominal X X X X - - - - - - 

Any ACLamp_V<V_Nominal - - - - - - - X X - 

3 Any ACLamp_V<V_Nominal - - - - - - - X X - 

All ACLamps_V<V_Nominal - - - - - - X - - - 

All DCValves_V < V_Nominal - - - - X - - - - - 

2 All DCValves_V < V_Nominal - - - - X - - - - - 

1 AC_Motor_Speed < Speed_Nominal && 

AC_Motor_Torque > 

AC_Motor_Torque_min 

- - - - - - - - - X 

0 AC_Motor_Speed < Speed_Nominal && 

AC_Motor_Torque < 

AC_Motor_Torque_min 

- - - - - X - - - - 

 

An example of the end result, isolating a fault in the EPS, using the ANFIS monitor 

and the diagnostic matrix, is shown in Figure 6-14. The variable ‘monitor_res’ in Figure 6-14 
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shows the summarized output from the ANFIS monitor, which is then followed by the 

tests from the diagnostic matrix to isolate the F6 fault. Figure 6-15 shows the isolation of 

fault F5. Similarly, with the help of the diagnostic matrix, the tests are able to isolate the 

LRUs that are propagating faults to the other systems. While the ANFIS rank processing 

with the fuzzy boundaries classifies the regions of faults accurately, the overall 

classification accuracy of method 2 is 99.1%. This is due to the slight overlaps between 

the healthy and DC Valves nominal voltages that are tested in Region 5. The tests carried 

out from the diagnostic matrix in Table 6-3 are able to isolate the faults accurately in the 

rest of the regions. 

 

Figure 6-14 (a) Corresponding reaction in apparent power for ACMotor_Fault Injection (F6) (b) 

Method 2 results with the ANFIS monitor and Causal reasoning 

The diagnostic algorithm is tuned in to detect only the steady-state, single fault 

criteria, and hence, in any case of multiple or intermittent faults, the variable 

‘monitor_res’ will give the result as ‘Intermittent,’ and the further diagnostic tests will be 

cancelled. This can be seen in Figure 6-16a, where the fault F6 is injected between t = 2.5 

s to t = 3.0 s, the ‘monitor_res’ variable is ‘Intermittent,’ and there are no further 

diagnostic results. Similarly, in Figure 6-16b, multiple faults are injected for 0.5 s duration, 

(F5 between t = 2.5 s to 3.0 s, and F8 between t= 1.5 s to t = 2.0 s) and the end result is 

shown as ‘Intermittent’. Thus, the hybrid combination of the ANFIS monitor with causal 

reasoning is capable of detecting and diagnosing both steady and unsteady state fault 

scenarios in the EPS, and it is also tunable as required. 
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Figure 6-15 (a) Corresponding reaction in apparent power for DC_TRU_CBtrip (F5) fault injection 

(b) Method 2 results with the ANFIS monitor and Causal reasoning 

6.5 Conclusions 

This paper discussed the importance of developing diagnostics for an Electrical Power 

System to isolate faults, including those that affect other systems like the engine, the fuel 

system, and the Environmental Control System of an aircraft. The development of an EPS 

digital twin, along with its simulation of healthy and faulty states, are presented. An 

ANFIS monitor is developed to detect the presence of faults in the EPS based on the 

power generated. Isolation of faults to particular LRUs is attempted by processing the 

ANFIS ranks in two methods: i) a crisp boundary approach, and ii) a fuzzy boundary 

approach. While the former provided a very high misclassification rate of 67%, the second 

method was able to classify the faults to their regions accurately. This fuzzy boundary 

method is combined with causal reasoning by developing tests for every region through 

a diagnostic matrix, through which the faults that propagate to LRUs of other aircraft 

systems are isolated. The developed diagnostic algorithm with ANFIS is tunable to 
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monitor the power generated at desired time windows and is also capable of identifying 

the intermittency during the simulation run. 

 

 

Figure 6-16 (a) Diagnostics for one intermittent fault (F6) (b) Diagnostics of multiple intermittent 

faults (F5, F8) 

With these results from EPS diagnostics, it is possible to pinpoint the location and 

time where a fault has occurred, thus reducing the time taken to troubleshoot the root 

cause of faults effectively. This method will help in preventing ambiguous scenarios like 

the aircraft incidents presented in Section 6.1, where the effect is significantly observed 
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in the interacting system rather than the system of origin. As the combination of the 

ANFIS monitor with causal reasoning does not take much time to isolate the faults during 

the simulation run, this diagnostic method could be tried in both ground systems as well 

as onboard highly electrified aircraft for rapid diagnosis in the case of real-time fault 

scenarios. As this diagnostic method is not heavy on computation requirements, it is also 

helpful for monitoring the health of the aircraft at the vehicle level, considering the 

interaction between its multiple systems. A framework of digital twins of multiple 

interacting systems like the EPS, the engine, the ECS, and the fuel system, along with 

their system-level diagnostics isolating the interacting faults, would help in monitoring 

the overall health of the aircraft [5].  
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7 A Generalized Methodology for the Diagnosis of Aircraft 

Systems 

 

An aircraft is made up of a number of complicated systems which work in harmony to 

ensure safe and trouble-free flight. In order to maintain such a platform, many diagnostic 

and prognostic techniques have been suggested, mostly aimed at components but some at 

the system level.  Together these form a patchwork approach to the overall problem of 

efficiently informing aircraft maintenance to the OEMs (Original Equipment 

Manufacturers), the operators/airlines, and the MRO (Maintenance, Repair and Overhaul) 

organizations. It involves these organizations having to support several different 

approaches to aircraft health management and is therefore, inefficient and costly. In the 

current work, a streamlined methodology is put forward. This is based on OSA-CBM 

(Open System Architecture for Condition Based Maintenance), and can be applied to any 

aircraft system. Integral with this is the use of mRMR (minimum redundancy maximum 

relevance) for feature selection, the resulting symptom vector being used for fault 

diagnosis. This approach is demonstrated on three test cases: the engine, the 

environmental control system (ECS), and the fuel system. In each case the digital twin 

setup, simulation conditions for healthy and faulty scenarios, the methodology based on 

OSA-CBM, and diagnostics are detailed. Diagnostics is carried out for each system in 

turn, using four machine learning supervised algorithms. The best performing algorithm 

for each system will then subsequently be used in a vehicle level reasoner called FAVER 

(A Framework for Aerospace Vehicle Reasoning), which requires these system diagnoses 

as a starting point for vehicle reasoning and fault ambiguity resolution. 

 

Figure 7-1 Overview of Chapter 7 

Introduction7.1

The OSA-CBM Methodology7.2

Use cases7.3
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Summary and Future work7.5
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7.1 Introduction 

An aircraft is a complex machine made up of multiple systems, as detailed by the FAA 

[1]. These systems are usually built in isolation and assembled together on a common 

platform. Every aircraft system, such as the engine, the environmental control system 

(ECS), the fuel system (FS), the electrical power system (EPS), the pneumatic system, or 

the auxiliary power unit (APU) has functions of its own, and objectives to satisfy at 

different levels [2]. These objectives may range from the component level (e.g., the blade 

of a compressor in an engine), the line replaceable unit (LRU) level (e.g., gearbox 

assembly in an engine), the subsystem level (e.g., the engine compressor), the system 

level (e.g., the engine) or the overall vehicle level (the aircraft). One of the most important 

objectives of these aircraft systems, at any level, is to perform safely at their optimal 

health and efficiency, contributing to the best performance of the aircraft, as well as 

saving the cost and time involved in the maintenance and unexpected downtime.  In order 

to achieve this objective, Integrated Vehicle Health Management (IVHM) uses 

technology across numerous sources like sensor data, fleet history, maintenance records, 

and design documents, to monitor and assess the health of the concerned asset 

(component/ LRU/ subsystem/ system/ vehicle), to diagnose any fault present in the asset, 

and then to prognose its remaining useful life. In this way, IVHM capability enables 

aircraft Condition-Based Maintenance (CBM), resulting in the achievement of cost and 

time saving [3].  

Currently, IVHM's principal focus is on components and LRUs, with subsystems and 

systems receiving less attention. For example, the Model-based Avionics Prognostic 

Reasoner (MAPR) provided a solution for non-intrusively monitoring the health and 

predicting remaining useful life for Electro Mechanical Actuators (EMAs), by using 

exclusive algorithms and reasoning techniques [4]. Similarly, a high frequency vibration 

monitoring system was developed to detect and isolate incipient faults in critical rotary 

components in engines, gear trains, and generators. [5]. On the other hand, a framework 

based on symbolic dynamic filtering was developed to isolate faults in engine sub-

systems by interpreting and fusing data from multiple sensors, in order to extract 

maximum information from the features [6]. These works show the extensive research 

carried out to isolate faults in components, LRUs, and subsystems in the aircraft.  
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However, none of these developments offers a rigorous process for the development 

of aircraft system diagnostics. A process that can effectively and efficiently inform 

aircraft maintenance to the OEM (Original Equipment Manufacturer), and the MRO 

(Maintenance, Repair, and Overhaul) organizations is needed. Such a system, based 

around OSA-CBM, is proposed here. 

The idea for such an approach originated from a wider project named FAVER 

(Framework for Aerospace Vehicle Reasoning). The effect of the health state of one 

aircraft system over another due to their interactions, i.e. health assessment at the vehicle 

level, are not explored much in the technical literature, contributing to one of the 

significant gaps in the field of IVHM [7]. Aircraft accidents like the engine rollback 

incident on a Boeing 777 (2008) caused by a block in the fuel oil heat exchanger, and the 

emergency evacuation incident in a Fokker F28 (2002) caused by smoke in the cabin as 

a result of a crack in the APU compressor blade, are real life examples for multiple aircraft 

systems affected due to their interactions [2]. Isolating such cascading faults involves 

complex troubleshooting activities resulting in loss of time, and increased cost, due to 

extended downtime and prolonged maintenance. To address this gap, FAVER (Figure 

7-2) was proposed, to isolate root causes and the effects of cascading faults considering 

the health of multiple aircraft systems using the concepts of reasoning and digital twins 

[2]. In FAVER there is a need for diagnostics built for each system under consideration, 

and hence the idea for generating such diagnostics in a rigorous manner emerged. 

7.1.1 FAVER: A Framework for Aerospace Vehicle Reasoning 

While the concept of digital twins has been used across IVHM in a variety of roles [3], 

FAVER simulates multiple aircraft systems interacting with each other, to demonstrate 

and isolate the effects of cascading faults at the vehicle level. Figure 7-2 shows the overall 

working mechanism of FAVER. As seen in the bottom row of Figure 7-2, FAVER 

demonstrates the interaction between aircraft systems using digital twins for the Electrical 

Power System (EPS), the engine, and the Environmental Control System (ECS), and 

Hardware-in-the-loop (HIL) for the fuel system. The fuel system supplies fuel to the 

engine, the engine provides shaft power to the EPS and bleed air to the ECS, and the EPS 

provides electricity to the other three systems. Once the digital twins produce results for 

healthy condition, and with certain fault modes, their health information is processed 
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through diagnostics set up at the individual system level, as shown in the middle rows of 

Figure 7-2. This is the subject of the current paper. Later, symptom vectors made from the 

health information from simulations of these individual digital twins, along with their 

diagnostic results, will be used by FAVER's reasoning as shown in the top row of Figure 

7-2, to identify the root cause and the effects on the interacting systems at the vehicle 

level.  

 

Figure 7-2 The schematic of FAVER 

7.1.2 The Need for A Generalized Methodology for The Diagnostic Process 

Across the industry, maintenance of aircraft is mostly done by the OEMs or MROs. The 

format of health data acquired from aircraft systems and the techniques applied by those 

carrying out, and troubleshooting, maintenance will vary considerably from platform to 

platform, due to a lack of standardization and development. 

The functioning of IVHM systems at the systems level are not affected by the 

differences in the way health data is processed. However, in the case of a platform 

reasoner such as FAVER, since the reasoning is done at the overall aircraft level, 

processing data and carrying out the diagnosis for all concerned aircraft systems becomes 

complicated and tedious, especially when they are done using different methodologies.  

Hence, there is a need to implement a generalized methodology to identify and 

streamline the repetitive steps involved in the diagnostic process. This will help save time 
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spent in developing diagnoses for each aircraft system and make the overall aircraft level 

health reasoning faster and more practicable; to serve this purpose the Open Systems 

Architecture for Condition Based Maintenance (OSA-CBM) framework is employed.  

This paper demonstrates the application and usefulness of OSA-CBM as a generalized 

methodology for developing diagnostics for different aircraft systems. Section 7.2 focuses 

on the OSA-CBM methodology, and the steps involved in the process. Section 7.3 

demonstrates the role of the OSA-CBM methodology through three different aircraft 

system use cases: the engine, the ECS, and the fuel system. Section 7.4 provides the 

diagnosis part of these use cases, and Section 7.5 summarizes the paper and discusses 

ideas for future work.  

 

7.2 The OSA-CBM Methodology 

OSA-CBM was developed in 2001 by an industrial team partially funded through a Dual 

Use Science and Technology (DUST) program [8]. Its aim was to define and develop 

open standards for distributed CBM. OSA-CBM implements ISO 13374 [9], Condition 

Monitoring and Diagnostics of Machines, to define the open standard. This standard 

breaks down the data collection, processing, and information flow into the six layers 

shown in Figure 7-3. It defines the interfaces (data structure and interface methods) 

between each step and so, indirectly, what can happen in each of the layers [10]. Each 

layer is now briefly described. 

 

Figure 7-3 The Open Standard Architecture for Condition Based Maintenance (OSA-CBM) 

framework 
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Data Acquisition: Data is acquired from the target asset using sensors and other 

measuring devices, historical data, maintenance records, design documents, and other 

relevant information.  

Data manipulation: The collected data is preprocessed and made useful for further 

processing. This step could use feature extraction and feature selection processes. 

State Detection: Compares features against expected values or operational limits and 

outputs enumerated condition indicators (e.g. low, normal, and high). 

Health Assessment: This stage determines if the health of a monitored system or 

subsystem is degraded. Several types of diagnostic algorithms, such as model based, data-

driven, or hybrid algorithms, are used to assess the health of the asset. This layer generates 

a diagnostic record that proposes one or more possible fault conditions with associated 

confidence. 

Prognostic Assessment: The remaining useful life and the future performance of the asset 

are then projected based on its current health. In some cases, uncertainty propagation is 

also estimated using prognostic algorithms.  

Advice Generation: Provide recommended actions and alternatives. Recommendations 

include maintenance action schedules, modifying the operational configuration, or 

modifying mission profiles. 

Because OSA-CBM is a standard and is not an instantiation of that standard, the above 

layer descriptions are open to interpretation and are given here for general guidance. OSA-

CBM is defined using unified modelling language (UML), and is designed to enable 

multiple types of information to be processed without involving the technical interfaces. 

The OSA-CBM methodology can be applied at any stage of CBM, ranging from real-time 

health monitoring to portable maintenance and cloud services [8].   

So far, in IVHM systems, the OSA-CBM framework steps are applied at the component, 

subsystem, and at the systems level. For example, at the LRU level, GE Aviation 

demonstrated the benefits of an IVHM system by monitoring the health state of an 

electromechanical actuator with parameters like the Hall effect sensor and supply current 

[11]. At the higher subsystem level, Boeing, the Air Force research laboratories, and 

Smith Aerospace together developed a program called Aircraft Electrical power systems 
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Prognostics and Health Management (AEPHM) and demonstrated health management of 

several subsystems for electrical actuation, fuel pump/ valves, and arc fault protection by 

monitoring parameters like torque efficiency, motor performance, and vibration analysis 

[12]. At the systems level, Safran has developed an Engine Health Management program 

by monitoring multiple parameters such as oil consumption monitoring, oil and fuel filters 

monitoring, actuation control loop monitoring, bearings vibration monitoring, and global 

performance monitoring [13].  Few more examples of application of OSA-CBM can be 

found in these references ([14]–[16]). It can be seen from the examples that the aircraft 

systems have multiple sensors, for multiple fault modes, linked to multiple diagnostic 

algorithms. In this paper, instead of following different processes for each aircraft system, 

a common methodology is sought and the series of steps from the OSA-CBM framework, 

leading up to diagnosis, will be implemented for all concerned aircraft systems. The last 

two steps in the framework, viz, Prognostic Assessment and Advisory Generation, are not 

used in this paper, as the goal is mainly to develop diagnostics. However, the results 

produced from diagnostics developed in this paper for the aircraft systems, i.e., the 

symptom vectors, can be used for further prognostic assessment to provide maintenance 

solutions in practice. 

7.2.1 Contributions in this paper 

In this work three aircraft systems are examined: the engine, the ECS, and the fuel system. 

Previously, a  simulation model of the EPS (Electrical Power System) was developed, 

with Adaptive Neuro-Fuzzy Inference System (ANFIS) being implemented for its 

diagnosis [17]. It fits into the current framework but will not be replicated here. 

Diagnostics developed for these four aircraft systems are later used for vehicle level 

reasoning in the platform level reasoner, FAVER, which is not covered in this paper. 

In this paper, the following contributions are made with regard to these three aircraft 

systems:  

i. The engine and the ECS digital twins are represented by MATLAB simulation 

models, while the fuel system is represented by hardware-in-the-loop (HIL), to 

show the flexibility in this approach. These models are run for healthy scenarios 

and a certain number of faults are injected (both local and interacting faults), and 

their data recorded. 
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ii. Adhering to the OSA-CBM methodology, data from the digital twins is processed, 

and a feature selection algorithm (mRMR) is applied on all these systems to 

narrow down the health parameters necessary for developing the symptom vector 

as an input for the diagnosis.  

iii. The State Detection and Health Assessment steps of OSA-CBM are fused into 

one step by considering the diagnosis of faults as a classification problem. Here, 

the classification will take care of both detecting if the symptom vector is healthy 

or faulty. In the case of a faulty symptom vector, the classification algorithm will 

also diagnose the fault. 

Diagnostics for all three aircraft systems follow the data-driven approach in order to 

maintain uniformity and save time. Only single faults are injected, simultaneous or 

multiple faults are not considered [2].  

 

7.3 Use Cases  

This section presents the setup of system level diagnostics for three aircraft systems: the 

engine, the environmental control system (ECS), and the fuel system. These have been 

chosen to demonstrate the use of the OSA-CBM methodology and for their fit into the 

overall FAVER architecture. 

7.3.1 The Engine 

The engine is a primary safety critical aircraft system. It produces thrust, powers the EPS, 

and provides bleed air required for anti-icing and the ECS of the aircraft. Among the types 

of jet engines, the turbofan is the most used by the civil airliners, as it optimises fuel 

consumption for the thrust produced. Figure 7-4 shows a block diagram of a high bypass 

turbofan engine. The turbofan engine is made up of the following standard components: 

fan, compressor, combustion chamber, turbine, and nozzle. The engine sucks air through 

the fan (stations 2-21 from fig 3), and a portion of it is ducted into the core (station 23), 

while the rest of the air is bypassed (station 13) through the flow splitter to the bypass 

nozzle (station 19). The core flow is then compressed (stations 23-3) before being sent to 

the combustion chamber (stations 3-4), where the compressed air is mixed with fuel and 

burnt, producing hot gases and increasing the temperature. The hot air then expands 

across the turbine blades (stations 4-5), and then passes through the core nozzle (stations 
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7-9). The cold bypassed air passes through a similar nozzle (stations 17-19) and mixes 

with the core flow to produce the thrust that moves the aircraft forward [18]. Bleed air is 

extracted from the compressor (station 3) based on demand and supplied to the ECS and 

for anti-icing and de-icing. 

7.3.1.1 Digital Twin Setup 

The model chosen for the engine digital twin is the Pratt & Whitney JT9D open source 

turbofan engine model provided by T-MATS software in MATLAB Simulink [19]. This 

model features a high bypass turbofan engine with a bypass ratio of 4.8:1, one stage fan, 

three stage Low Pressure Compressor (LPC), 11 stage High Pressure Compressor (HPC), 

annular combustion chamber, two stage High Pressure Turbine (HPT), four stage Low 

Pressure Turbine (LPT), and a convergent nozzle.  

 

Figure 7-4 Turbofan engine block model in T-MATS (adapted from [20]) 

The healthy scenario is run with input conditions of 34000 ft altitude, 0.8 Mach 

number, and 1.91 pounds per second (pps) fuel mass flow rate, along with the efficiencies 

set as default in T-MATS [20]. A total of eight fault modes including local and interacting 

faults, are simulated in T-MATS for this paper, by reducing the efficiency of the 

subsystems as well as introducing leakages and blockages in the ducts and valves. The 

efficiency degradation and the leak induced in the fault modes are randomly chosen, and 

hence the resulting engine performance for each degradation mode can be viewed for 

trend but not cross-compared for quantitative effect. For the sake of brevity in this engine 

simulation only one mode of degradation is simulated for each subsystem. This single 
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mode of degradation for each fault is sufficient for demonstrating the approach advocated 

here, the diagnostics could always be updated with multiple degradations and different 

fault modes at a later date. The following are the eight selected faults injected in this 

simulation model; the first five are local faults, and the last three are interacting faults. 

Local faults: These engine faults do not affect other aircraft systems. However, as a result 

of these fault modes, the subsystems function with reduced efficiency, contributing to 

overall reduced efficiency for the engine.  

i. Fan FOD: Foreign Object Damage in fan blade reducing the efficiency of the fan 

by 2.7% 

ii. LPC Contamination: Blade corrosion in LPC reducing the efficiency of LPC by 

3%  

iii. HPC Fouling: Fouling in HPC reducing the efficiency of HPC by 1.1% 

iv. HPT Blade Broken: Partial loss of blade in HPT reducing the efficiency of HPT 

by 1% 

v. LPT Blade Broken: Partial loss of blade in LPT reducing the efficiency of LPT 

by 3% 

Interacting faults: These faults are either caused by, or affect, aircraft systems other than 

the engine.  

vi. Bleed Valve Stuck: The bleed valve is stuck at 60 degrees. This fault affects the 

engine indirectly but directly affects the bleed air supplied to the ECS. 

vii. CDP Leakage: This fault is due to 0.5% leakage in the duct carrying the bleed air 

from the engine to the ECS. Similar to the previous fault, this fault has the 

potential to affect the bleed air supplied to the ECS but does not affect the engine 

directly. 

viii. Reduced Fuel flow: The input fuel flow is reduced by 10%, a fault that could have 

been caused by a reduction of fuel pump speed. The reduced fuel input affects the 

engine performance directly. 

The simulation model is adapted to include a simple Proportional Integrator (PI) 

controller, which is programmed to meet the demanded thrust as the overall objective. 
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This is achieved by calculating Thrust Specific Fuel Consumption (TSFC) as shown in 

(7-1):  

TFSC = m/f (7-1) 

where m is the fuel mass flow rate and f is the gross thrust. TSFC is provided as feedback 

to the PI controller, where the input fuel flow is altered by the controller to achieve the 

demanded thrust. As can be seen from Figure 7-5a, for all fault modes except Reduced 

Fuel flow the demanded thrust objective (27500 lbf) is met, which is due to the PI 

controller. In the case of the Reduced Fuel flow fault mode, the loss of mass flow rate 

affects the gross thrust, as they are directly proportional to each other, as shown in 

equation (1). This can also be seen in Figure 7-5b, where the mass flow rate of the fuel 

increases for all the fault modes in order to achieve the thrust, except for the Reduced 

Fuel flow fault mode where the mass flow stays constant and hence does not achieve the 

demanded thrust. 

Parameters like flow, total temperature, total pressure, enthalpy, and fuel-air ratio are 

measured at several stations, along with other parameters such as fan speed, core speed, 

torque, and TFSC. The data collected from the simulations are then used for developing 

further diagnostics for the failure modes mentioned in this section. 

 

 

Figure 7-5 Gross thrust and fuel flow rate in Healthy and faulty scenarios 
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7.3.1.2 Data Acquisition and Data Manipulation 

The engine digital twin configured in T-MATS is run in MATLAB R2019b for both 

healthy and faulty scenarios until the objective of thrust demanded is reached. 

The next step is data manipulation, where the raw data collected from the simulations 

are formatted in MS EXCEL for further process in the OSA-CBM methodology. Only 

steady state data are used in the process; the rest of the data are ignored. Further, the 

number of health parameters to be monitored are narrowed down only to the essential 

features. This is because many parameters extracted from the simulation would be 

redundant to each other, hence monitoring all parameters from the simulation results 

would be time-consuming as well as would require higher processing power. In order to 

avoid this issue, factor analysis for each simulation model is carried out, and only the 

most influencing features are chosen for condition monitoring and diagnosis of the 

system.  

Health parameters like flow, enthalpy, temperature, pressure, fuel-air ratio are 

measured at several stations along the gas flow path with other calculated measures like 

thrust, TSFC, core speed, fan speed, and torque. Additional measurements are made near 

the bleed valve, which does not fall under the gas flow path. These result in a total of 85 

features from which data is extracted to monitor the performance of the engine. In order 

to save time and reduce the complexity of the monitoring process, only the important 

features that influence or represent the engine performance are selected for the diagnostic 

process. This is carried out in two steps. 

Step 1: Only the ‘measurements’ from the Digital Twin that would correspond to sensors 

in a real engine, such as temperature (Tt), pressure (Pt), mass flow (Wf), speed, TSFC, 

and thrust, are chosen. This results in 35 features. 

Step 2: From the 35 features, the second stage of selection is carried out using the 

Minimum Redundancy Maximum Relevance (mRMR) algorithm. The mRMR algorithm 

is a selection algorithm that finds the optimal set of features with respect to the response 

variable by identifying the parameters with maximal and mutually dissimilar relevance 

and minimal redundancy. This is done by calculating the mutual information between 

features and the response variable and between features itself [21].  
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In general, mutual information MI between two variables S,T is given by (7-2)5. This 

helps in finding how the variable S is helpful in reducing the uncertainty of variable T.  

𝑀𝐼(𝑆, 𝑇) = ∑ 𝑃(𝑆 = 𝑠𝑖 ,  𝑇 = 𝑡𝑗)
𝑖𝑗

log (
𝑃(𝑆 = 𝑠𝑖,  𝑇 = 𝑡𝑗)

𝑃(𝑆 = 𝑠𝑖)𝑃(𝑇 = 𝑡𝑗)
) (7-2) 

The mutual information is calculated for mRMR algorithm in the following fashion. 

Consider an empty set G, representing the optimal set of features (G={}). Let H be the 

set containing the features, x,z (H={x,z}), and let y be the response variable. The mRMR 

algorithm aims to add suitable features to the set G from set H. It does so by choosing the 

feature x (from set H) with maximum relevance (Px), with respect to the response variable 

y, as calculated by (7-3) and assigning it to set G. In the next step, the feature z from set 

H is compared with x from set G, to minimise the redundancy by calculating (Qx) 

between through (7-4). The mutual information quotient (MIQ) is then calculated using 

(7-5) and is used to rank all features in set G [22]: 

𝑃𝑥 = 𝑀𝐼(𝑥, 𝑦) (7-3) 

𝑄𝑥 = (
1

|𝐺|
) ∑ 𝑀𝐼(𝑥, 𝑧)

𝑧∈𝐺

 (7-4) 

𝑀𝐼𝑄 =
𝑃𝑥

𝑄𝑥
 (7-5) 

|G| is the number of features in set G. Once the ranks are assigned for all the features 

in set H, the optimal set G is filled with features that have maximum MIQ. In MATLAB 

R2019b, the importance of the feature is quantified by calculating its score. The score is 

the ratio of difference between the MI of target and considered feature to the average of 

MI of target and previously considered features. In short, the score represents the 

importance of the target feature with respect to the previously considered feature. The 

higher score for a feature indicates the importance of the predicting factor with respect to 

 

5 If variable S and T are independent, MI = 0; if S and T are same, MI = entropy of S, where entropy is the 

property that measures the amount of randomness or surprise in the variable S. For the discrete random 

variable S with possible outcomes s1,s2,…,sn occurring with probability P(s1),P(s2),…P(sn), entropy of S 

is defined as H(S) = − ∑ 𝑃(𝑠𝑖)𝑙𝑜𝑔𝑃(𝑠𝑖)𝑛
𝑖=1  
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the response variable. The bigger difference in scores between the features show the 

confidence of the algorithm in choosing one feature over the other [22]. 

While the ranks of features show exclusivity of the features using mutual information, 

the scores show their importance as predictors with respect to the response variables. In 

the case of engine simulation, the set H contains the 35 features, and set G will be 

populated with the features having higher ranks. This is done by calculating MI for all 35 

features with respect to the response variable, i.e., the fault classes. This step will calculate 

the relevance of these features for better representation of the fault classes. Similarly, MI 

is calculated for pairwise comparison of these 35 features and measures the redundancy 

of these features. MIQ of these 35 features are then calculated and set G is populated with 

features having maximum MIQ, i.e., better ranks. In this step, the features which are least 

relevant are ranked the lowest. Finally, the scores of these ranked features are calculated 

by comparing the MI of each of these 35 features with respect to the average of the rest. 

Figure 7-6 shows the top 15 scored features as calculated by the mRMR algorithm. 

The final list of features required for condition monitoring and diagnosis of the engine 

is narrowed down based on the scores from 35 to only four, viz: i) Core speed (HP shaft 

speed), ii) Pressure at LPC exit (station 24): Pt_S24, iii) temperature at LPT exit (station 

5): Tt_S5, and iv) pressure at the exit of bleed air duct: Pt_AfCDP.  

Figure 7-6 shows that the core speed and Pt_S24 possess the topmost scores among 

the monitored features. This indicates that they are better predictors of the engine health 

performance. This can be correlated with Figure 7-7a and Figure 7-7b, where the features, 

core speed, and Pt_S24 show clear distinction among different fault modes from the 

healthy case of the engine. (Only steady state is considered in this simulation. Hence, in 

Figure 7-7, data from t=230s is chosen for analysis and interpretation. The entire timeline 

from t=0 is shown in Figure 7-7for clarity).The turbine exit gas temperature from Figure 

7-6, Tt_S5, can understandably predict the health of the engine (as seen in Figure 7-7c), 

because of its location in the gas path. As corroborating evidence, across the literature, 

these three features are proven predictors of engine health performance [23]–[25].  
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Figure 7-6 Top 15 features selected by mRMR algorithm for state detection and diagnosis of the 

Engine 

Figure 7-7 Performance of engine features for healthy and faulty scenarios 
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The strength of the mRMR algorithm is demonstrated in choosing the Pt_AfCDP 

feature in Figure 7-6. Identifying the importance of Pt_AfCDP would not be normally 

possible without the help of mRMR algorithm, as this feature is not directly related to any 

of the stations in the engine model, not located in the gas path of the engine, and was 

placed only to measure the exit pressure in the bleed air system ducts. However, the 

pressure sensor placement has resulted in this feature Pt_AfCDP to function as a predictor 

of engine health. This can be observed from Figure 7-7d, where the pressure at the bleed 

air exit has a distinct profile for each fault mode and is differentiated clearly from the 

healthy case. Thus, mRMR algorithm has successfully selected the most important 

predictors of the engine health performance as well as aided the selection of optimal 

sensor placement for monitoring the engine health. The next step is to use these four 

features to detect the current state of the engine and to diagnose fault modes. 

7.3.1.3 State Detection 

In the state detection step of OSA-CBM, the current condition of the system is monitored, 

to understand if the system is healthy, and, if not, to proceed for diagnosis. Figure 7-7 

shows the comparison of the healthy mode with all eight fault modes for each feature 

selected to monitor the engine's current condition. These features are chosen because their 

profiles are distinct for every fault mode, making them easier to distinguish from the 

healthy profile and also to isolate the exact fault mode.  

From Figure 7-7, it can be clearly seen that the Reduced Fuel flow fault mode is far 

from the healthy profile in all four features, making it easy to detect. In other words, in 

this fault mode, reduction of the fuel flow rate by 10% leads to the engine running off-

design, resulting in reduced core speed, pressures, and temperatures measured at the 

stations (Figure 7-7) and reduced gross thrust (Figure 7-5).  

In Figure 7-7a, it can be observed that the fault modes HPC Contamination and HPT 

Blade Broken have lower core speed when compared to the healthy profile, whereas all 

the other fault modes have higher core speeds. This is because the core speed refers to the 

high pressure shaft speed, which connects HPT and HPC (from Figure 7-4). Hence the 

loss of efficiency in either HPC or HPT would result in reduced core speed. However, in 

case of loss of efficiency in any other subsystem like the fan, LPC, or LPT, the high 

pressure shaft will run faster to obtain the demanded thrust, resulting in higher core speed 

when compared to the healthy profile.  
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In Figure 7-7b, which shows the profiles of LPC exit pressure, Fan FOD, LPC 

fouling, and LPT Blade Broken fault modes have pressures lower than the healthy 

pressure profile. The reason behind the difference is the low pressure shaft that connects 

fan, LPC, and LPT. Loss of efficiency in these subsystems, because of fouling or the loss 

of material, results in lower intake of air resulting in lower compression developed by the 

LPC.  

The opposite is true for HPC contamination and HPT Blade Broken fault modes. 

Here, the loss of efficiency in the HPC results in lower compression by the HPC, and loss 

of efficiency in the HPT results in the HPC being driven with a lower speed. Hence, there 

is slight pressure build up at the entrance of the HPC, as the HPC cannot compress to its 

fullest in both the cases.  

In Figure 7-7c, it can be observed that loss of efficiency of any subsystem in engine 

results in higher turbine exhaust gas temperature because of the extra workload on the 

engine to achieve the demanded thrust. While Figure 7-7a,b,c showed a clear distinction 

between fault modes affecting the main subsystems of the engine, the fault modes Bleed 

Valve Stuck and Customer Discharge Pressure (CDP) leakage are not seen clearly, as 

they have profiles similar to the healthy one. These two fault modes are distinguished 

only with the help of pressure measured at the exit of the bleed air duct, which in this 

instance shows a distinguishing profile for all the fault modes, as seen in Figure 7-7d.  

Thus, with the help of these four features chosen by the mRMR algorithm, the current 

health state of the engine is monitored, and the degradation in any of the subsystems can 

be easily detected by comparing their performance profile with that of the healthy profile. 

Therefore, the four features of the engine, viz, the core speed, Pt_S24, Tt_S5, and 

Pt_AfCDP together form the symptom vector for the engine diagnosis. 

7.3.2 The Environmental Control System (ECS) 

The Environmental Control System (ECS) of an aircraft maintains the in-flight conditions 

suitable for the passengers as well as for the effective functioning of the onboard 

equipment. The bleed air system (BAS) in the ECS receives bleed air extracted from the 

APU (on the ground) and the engine (during flight) and passes it to the anti-icing system 

and the PACK (passenger air conditioner). The PACK is the subsystem in the ECS 

responsible for conditioning of the bleed air to be supplied to the cabin. The PACK 

consists of a series of components such as: the primary heat exchanger (PHX), the 
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secondary heat exchanger (SHX), air cycle machine (ACM), high pressure water 

separator (HPWS), temperature control valve (TCV), and a flow control valve called the 

Pack Valve (PV). The PACK conditions the pressure (P), temperature (T), and specific 

humidity (SH) of the bleed air to match the flight deck requirements. The conditioned air 

then passes through a mixed manifold system and air distribution system to the cabin, and 

the cabin pressure control system regulates the air pressure inside the cabin as required 

by the flight deck [26].  

7.3.2.1 Digital Twin Setup 

In order to simulate the operation of the ECS, a simulation package called SESAC 

(Simscape Environmental control system Simulation under All Conditions) is chosen 

[26]. SESAC provides a library of components to perform simulation of the ECS under a 

wide range of operating conditions for both healthy and faulty scenarios. The SESAC 

component library has been configured to produce a detailed model of the B737-800 

PACK. This model has been validated against actual data from the aircraft [26].  

 

Figure 7-8 B737-800 ECS PACK model emulated in SESAC [26] 

Figure 7-8 shows a schematic of the PACK model in SESAC. The bleed air from the 

engine or the APU is received at high temperature and pressure by the ECS. The PACK 

uses the PV to control the flow of this air, a portion of which is passed through the PHX 

for heat to be removed. This air is then cooled further by the compressor (as part of the 

ACM) and the SHX. Ram air is used by both heat exchangers (PHX and SHX) as a heat 

sink. The HPWS consists of a Reheater (RHX), condenser (CHX), and water separator 

(WS), which together remove any condensation from the air before it enters the turbine 

(the other ACM component). The cooled air is then merged with the bypassed hot air, the 
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TCV regulating the flow as demanded. Further details on the PACK model in SESAC 

can be found in this reference [26]. For the work here, the digital twin is fed with input 

conditions of 28000 ft altitude and 0.761 Mach number to meet the target cabin pressure 

of 79.1kPa, cabin temperature of 291.24K, and mass flow rate of 0.445 kg/s. In order to 

develop diagnostics for the ECS, the simulation of a 100% healthy scenario is run in 

SESAC, followed by injection of six faults which are listed below, combining local and 

interacting faults as for the engine case. 

Local faults:  

i) ACM 0.6: only 60% mechanical efficiency of the ACM is simulated. 

ii) PHX Fouling: Fouling in the PHX, leading to its efficiency reduced by 50%.  

iii) SHX Fouling: Fouling in SHX, leading to 50% reduction in efficiency. 

Interacting faults:  

iv) CDP Leak: this fault is due to 0.5% leakage in Customer Discharge Pressure (CDP) 

from the engine. 

v) Low Bleed air Pressure: this fault could be due to the HPSOV being stuck in the 

bleed air system, reducing the input bleed air to 75% of the original demand.  

vi) TCV Stuck: TCV is stuck at 10 degrees. This fault could be due to an intermittent 

supply from the EPS to the TCV. 

As in the case of the engine, the percentage loss of efficiency and leakage are chosen 

randomly, and hence these faults can be compared for trend, but cannot be quantitatively 

compared with each other.  Temperature (T) and pressure (P) are measured at the inlet 

and outlet of every subsystem along the path of the bleed air.  

Figure 7-9a shows the temperature profile for the healthy and faulty simulation 

scenarios. The monitored parameters are laid out in the way that represents the path 

followed by bleed airflow in the PACK. In the healthy scenario (sky blue color), the 

temperature of the bleed air is first reduced by passing it through PHX. It then increases 

slightly when compressed by the ACM compressor, after which the temperature decreases 

as the compressed air passes through the SHX. The air is reheated within the RHX and 

condensed in the CHX; hence the temperature increases in the hot sides of both RHX and 

CHX. The air is sent through the water separator and again through the cold side of RHX, 

where the temperature remains constant. The air is expanded by the turbine, with the 

temperature reducing dramatically. This expansion work directly powers the compressor 
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(on the same spool as the turbine). After this, the temperature of the expanded air 

increases when mixed with the hot airflow, to meet the cabin target temperature, before 

leaving the PACK outlet. Figure 7-9b shows the pressure profile, where, in the healthy 

scenario, the pressure of the bleed air decreases towards the PHX exit, followed by an 

increase in pressure when the air is compressed in the ACM. When the compressed air 

passes through the HPWS components (RHX and CHX), the pressure reduces gradually, 

followed by a dramatic reduction when the air is expanded through the turbine. This 

pressure is maintained as the air passes towards the PACK outlet.  

 

Figure 7-9 Temperature and Pressure profiles for healthy and faulty scenarios for ECS PACK 

simulation in SESAC 
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Fault mode ACM 0.6, reducing the mechanical efficiency of the ACM, gives a lower 

temperature (Figure 7-9a) and pressure (Figure 7-9b) output from the compressor relative 

to the healthy case. Fault modes PHX Fouling and SHX Fouling lead to less heat 

exchanged when air passes through the corresponding heat exchangers, resulting in higher 

temperatures at their outlets, as seen in Figure 7-9a. However, the effect of degradation 

in PHX is negated by SHX, but the effect of degradation in SHX is carried forward into 

the HPWS, resulting in a higher turbine inlet temperature. Therefore, the pressure ratio 

increases between the turbine and the compressor, as seen in the pressure profile for SHX 

Fouling (Figure 7-9b). Fault modes CDP Leak and Low Bleed air Pressure allow air at 

lower pressure inside the PACK; hence, they are characterized by lower temperature and 

pressure profiles, similar to ACM0.6.  In the TCV Stuck fault mode, when the temperature 

control valve is stuck at 10 degrees, it only allows air at a lower mass flow rate to pass. 

Hence the remaining air is cooled down much more than it should be, as seen in Figure 

7-9a, and pressure profile is slightly higher than the healthy case.  

While all six fault modes have individualistic profiles when compared to the healthy 

profile, monitoring all 32 parameters to detect the current state of the ECS would be 

tedious, time-consuming, and consume more computational power. Hence, feature 

selection is used, similar to the case of the engine, to choose only the most relevant 

parameters to the response variable. 

7.3.2.2 Data Acquisition and Data Manipulation 

The ECS digital twin is run in MATLAB R2019b for both healthy and faulty scenarios. For 

the ECS model in SESAC, temperature and pressure parameters are monitored at the inlet 

and exit of all ECS subsystems along its path. Using the mRMR algorithm explained in 

Section 7.3.1.2, the 34 monitored features are ranked and scored. The features with the 

first 15 scores are shown in Figure 7-10. It can be seen that the first two features have 

higher scores, followed by a large drop in the scores for the other features. This drop 

signifies the confidence level of the scores of the first two features. The features with the 

top two scores do not have better ranks, implying that they do not possess exclusive 

information, but they are better predictors of ECS health. Hence, the final list of four 

features chosen from Figure 7-10 for the condition monitoring and diagnosis of the ECS 

are i) Outlet temperature of the compressor (ToC), ii) pressure from the bleed air system 
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(PBAS), iii) Reheater cold side outlet temperature (TcoRHX), and iv) Compressor inlet 

pressure (PiC).  

 

Figure 7-10 mRMR algorithm for the ECS features selection 

 

Figure 7-11 Healthy and faulty case profiles for ECS features selected by mRMR algorithm 

7.3.2.3 State Detection 

Instead of monitoring all 34 parameters listed in Figure 7-10, the current condition of the 

ECS will be detected by monitoring only the four parameters chosen by the mRMR 

algorithm, as shown in Figure 7-11. It can be seen from Figure 7-11that each chosen 
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feature is able to distinguish more than one faulty scenario from the healthy profile. For 

example, from Figure 7-11a, ToC has a distinguished profile for PHX Fouling, SHX 

Fouling, and ACM 0.6. Figure 7-11b shows the differences between Low Bleed air 

Pressure and CDP Leak. Figure 7-11c has a clear difference between PHX Fouling, SHX 

Fouling, TCV Stuck and the healthy scenario, and Figure 7-11d shows a distinction 

between most of the faulty scenarios. Using a combination of these four features alone 

will be sufficient to detect the presence of a fault in the ECS. Hence, the features ToC, 

PBAS, TcoRHX, and PiC form the symptom vector for the ECS to carry out the required 

diagnosis 

7.3.3 The Fuel System 

The primary function of the fuel system is to supply fuel to the engine and APU at the 

required pressure and temperature. In a typical twin-engine aircraft, the fuel system has 

three tanks, two in the wings, and one at the center of the fuselage. Both the engines 

consume fuel, at pressure, from the center tank until it reaches a low level, and then they 

use fuel from their respective main tanks. The fuel system transfers fuel from the tank, 

through the first stage fuel pump, the fuel oil heat exchanger, fuel filter, and then to the 

second stage boost pump. Fuel flow is then measured, after which the fuel enters the 

manifold and is supplied to the combustion chamber in the engine. Since the primary 

function of the fuel system depends upon the fuel transfer lines, any failure in these 

components could result in safety issues. The possibility of faults like pump failures, 

leakage in the fuel pipes, clogging in the filters, sticking valves, and blockages are taken 

care of during maintenance, in order to prevent their occurrence in flight. There are several 

diagnostic methods developed to isolate faults to the LRU level to help with troubleshooting 

activities [27]–[30]. 

7.3.3.1  Experimental Setup 

The fuel system is represented by an experimental setup in the IVHM Center's laboratory 

and is therefore treated as HIL [31]. A simulation could have been written, and used as in 

the previous two examples, but the use of a rig for this example serves to show the 

flexibility of the overall approach. The fuel rig shown in Figure 7-12 is closed loop, where 

fuel (water) is pumped from a reservoir R by a motor driven pump P that has an internal 
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relief valve, passing through a shut off valve S, followed by another valve V, a filter F, 

flowmeters FM1, FM2, a nozzle N and back to the reservoir R.  

 

Figure 7-12 Layout of the fuel rig setup in IVHM Centre 

The control system is programmed using LabView software, and the experiments are 

run at constant flow rate or constant pump speed. The speed of the motor driven pump on 

the test rig is controlled by LabView to meet with the required flow rate or a selected 

pump speed. Filters, valves, and nozzles on the test rig are emulated by Direct acting 

Proportional Valves (DPV), which are also controlled with LabView. Faults are injected, 

at different severity levels, by controlling the opening rates these DPVs. Pressure sensors 

P1, P2…, P6 are installed to monitor the pressure along the line, and they are powered by 

12.8 VDC power supply. The laser sensor L which is used for measuring the pump speed 

is powered by 10-30VDC. The pump motor is powered by three phase 230/400 VAC at 

50 Hz [31]. 

With the above-mentioned arrangement, the following five faults are injected into the 

fuel rig.  

Local Faults: 

i) Sticking Valve (SV): Fault injected by manipulating the valve V by changing the 

opening rate of DPV from 100% to 90%, 80%, 70%, and 60%, emulating 0% severity 

of degradation to 10%, 20%, 30%, and 40% respectively. 

ii) Clogged Filter (CF): Fault injected by manipulating the filter F by introducing 

severity in increments of 10%, upto 40% degradation.  
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iii) Clogged Nozzle (CN): Fault injected by manipulating the Nozzle N by introducing 

severity in increments of 10% upto 40% degradation. 

iv) Blocked Flow Meter (BFM): Fault injected by blocking the flow meter FM1 by 

introducing severity in increments of 10% up to 40% degradation. 

Interacting fault: 

v) Reduced flow (RF): Fault simulated by reducing the pump speed, because of low 

voltage supplied to the pump motor M. This is considered as an interacting fault, due 

to the involvement of the EPS in supplying reduced voltage to the pump motor.  

With the pressure sensors, along with pump speeds, being monitored, the fuel rig is first 

run at the 100% healthy condition at a constant flow rate of 0.5 liter per minute (lpm), at 

the beginning of every experiment. The results from running at this condition are, as 

might be expected, highly repeatable. The health of component is reduced gradually from 

100% to 90%, 80%, 70%, and 60% subsequently by manipulating the DPVS, giving a 

block of experiments for each failure mode.   

7.3.3.2 Data Acquisition and Data Manipulation 

For the fuel system, all experiments are initially run at the healthy condition, followed by 

fault injection. Readings from the sensors in the fuel rig are collected at a frequency of 1 

kHz. [31]. The data is collected from the LABVIEW environment as .lvm files, which are 

then converted to csv files and processed, into MS EXCEL for further analysis.  

In the fuel rig experiment, there are only six pressure sensors and a laser sensor for 

measuring pump motor speed. Hence, due to the low number of possible features, the 

mRMR algorithm is not applied here and all seven parameters are chosen for state 

detection and diagnosis.  

7.3.3.3  State Detection 

Figure 7-13 shows the pressure profiles and pump speed variation during each fault mode, 

while trying to maintain the constant fuel flow objective. Figure 7-13a shows the pressure 

profile for fault mode Sticking Valve (SV), the pressure values at P2 and P3 decrease with 

increase in the fault severity. This is consistent with the fault being injected in the valve (V) 

that lies between pressure sensors P1 and P2. The fault results in an increased pressure drop 

across the valve, and since the fuel rig is controlled to run for constant flow, the pressure 

drop continues to be observed up to P3. Since the motor pump is controlled to meet the 
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constant flow of 0.5 lpm, the pump speed increases with increase in severity of the fault, as 

seen in Figure 7-13b.  The values of P4, P5, and P6 do not change since the pump, 

delivering a constant mass flow, shields them.  

Figure 7-13 Pressure profiles, pump speeds and flows for various faulty scenarios from fuel rig 

experiment 
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Figure 7-13c shows the pressure profile and Figure 7-13d the pump speed profile, for 

a constant flow rate during Clogged Filter (CF). There is an increase in pressure drop 

between P2 and P3 as the filter is located between these two sensors. The pressure values 

at other locations remain the same. The pump speed increases with the severity of 

degradation to meet with the constant flow demand, as observed in Figure 7-13d.  

Figure 7-13e shows the pressure profile and pump speeds for Clogged Nozzle (CN). 

The nozzle N is located after the pump between P4 and P5 as shown in Figure 7-12. When 

the CN fault is injected pressure increases at P4, just before the nozzle location. The rest of 

the pressure sensor readings remain the same. It can be seen from Figure 7-13f that the 

pump speed increases rapidly to meet the constant flow rate demand.  

When the Blocked flowmeter (BFM) fault is injected (Figure 7-13g), it generates a 

back pressure to the motor pump, and the pump speed increases to maintain the flow at 0.5 

lpm as observed in Figure 7-13h. There is no pressure sensor between the pump and the 

flowmeter, and hence the pressure profile does not indicate any change when this fault is 

injected.  

In the case of the Reduced Flow (RF) fault mode the pump speed was reduced by 50 

rpm per experiment, starting from 400 rpm to 250 rpm, to emulate the reduced flow in the 

line. The response of all pressure sensors is seen through the gradual change, as observed 

in Figure 7-13i, with respect to change in the pump speed. The change in flow rate with 

respect to the pump speed, as shown in Figure 7-13j.  

Thus, the seven parameters (P1, P2,…, P6, Pump Speed) from the fuel rig experiment 

form the features for the symptom vector for diagnosis of faults in the fuel rig. 

7.4 Diagnosis  

Once the features have been short listed for being candidates for the symptom vector for 

each system, the next step in the OSA-CBM methodology is diagnosis.  

In this paper, diagnosis is treated as a multi-class classification problem, in which, the 

symptom vector is classified as belonging to any of the fault class or labelled as healthy. In 

order to devise the diagnostics for all three aircraft systems, the data collected from the 

experiments are trained with machine learning classification algorithms and tested for their 

accuracy of classification. It is to be noted that the model based diagnosis can also be 

implemented using the OSA-CBM methodology. However, they are not tested in this paper, 
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and only data-driven diagnosis is implemented for creating uniformity in developing similar 

diagnostic functions for different aircraft systems. 

Data from the chosen features from each use case is collected and split into training and 

testing datasets by Monte-Carlo simulation at 60%-40%, respectively. The datasets for 

training are uploaded into the MATLAB Classification Learner application and trained 

using various classification algorithms. 

The training uses various supervised machine learning algorithms in this multi-class 

classification problem and the best performer is chosen for the next stage. The algorithms 

chosen for comparison are Decision trees, k-nearest neighbor (kNN), Linear Discriminant 

analysis (LDA), and Support Vector Machines (SVM). While the decision tree algorithm 

classifies the symptom vector based on rules and conditions developed using the training 

sets, the kNN algorithm assigns value to the symptom vector and classifies based on how 

its points are when compared to the training set. The LDA algorithm calculates the means 

and covariance matrix for different classes from the training set and classifies the symptom 

vector based on its computed values. In the SVM method, hyperplanes are created based 

on the classes from the training set. The symptom vectors are assigned co-ordinates and are 

classified based on their distances from the hyperplanes. The mathematics behind these 

algorithms can be found in these references [32], [33], and are not discussed in this paper. 

Datasets from each aircraft system are trained using all three algorithms and are tested for 

their accuracy of classification.  

Table 7-1 shows the accuracy in classification, i.e., in diagnosing fault modes, using the 

machine learning algorithms, for each of the aircraft system use cases outlined in this paper. 

It appears from the table, and judicious choice of features, that any of these algorithms could 

be used to diagnose faults to quite high levels.  

Table 7-1 Accuracy of classification by machine learning algorithms for diagnosis of faults in three 

aircraft systems 

 Engine Environmental 

Control System 

Fuel 

System 

Decision Tree 93.2% 100% 99% 

k-Nearest 

Neighbour 

99.1% 100% 88.9% 

Linear 

Discriminant 

Analysis 

99.9% 100% 89.2% 

Support Vector 

Machines 

99.8% 100% 95.1% 
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The LDA algorithm is chosen for the engine diagnostics, as it shows 99.9% 

classification accuracy. For the ECS, all four algorithms show 100% classification 

accuracy, and the kNN algorithm is chosen for the ECS diagnostics for its ease of 

computation compared to the other algorithms. The decision tree algorithm is chosen for 

the FS diagnostics for having 99% accuracy from table 1. Figure 7-14 shows the confusion 

matrix for the best methods for each of these aircraft systems.  

The better performer in each use case is chosen for the next stage, depending upon the 

application in which the diagnostic results are used. For example, if the diagnostic results 

are used in aircraft maintenance directly, they can be helpful in troubleshooting and fault 

isolation. On the other hand, these diagnostic results could also be used for remaining useful 

life calculations in the prognostic step of OSA-CBM methodology, followed by the 

advisory generation step, which is to develop suitable maintenance plans for the particular 

aircraft system. In FAVER, these diagnostic results will be used in the next stage of this 

research work for further reasoning at the vehicle level to identify cascading faults and root 

causes. 

7.5 Summary and Future Work 

In this paper, the OSA-CBM methodology has been used to demonstrate the process of 

developing system level diagnostics for multiple aircraft systems. Table 7-2 presents a 

summary of the use cases demonstrated in this paper. In order to emulate a typical industrial 

scenario, the digital twin of each aircraft system has been developed separately and is 

isolated from the others. They have various faults injected, some affecting the local system 

and some interacting with other systems. They have a different number of features 

monitored for assessing the health of the systems. Developing diagnostics for such 

independent aircraft systems is generally time-consuming. However, the application of the 

OSA-CBM methodology has helped in establishing uniformity in building the system level 

diagnostics into the framework. The developed diagnostic functions in MATLAB can 

isolate a certain number of faults, with just a few chosen monitored features. These features 

form a symptom vector for each of the targeted aircraft systems.  

While this paper demonstrated how the bottom three layers from FAVER's schematic 

in Figure 7-2 (starting from the digital twin layer to diagnosis layer) are brought together, 

the future work will present how FAVER uses the symptom vectors generated from these 

aircraft systems to isolate faults and their root causes. These papers will also discuss the 
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architecture of FAVER, the reasoning mechanism involved, and demonstration of isolation 

of faults and identification of the root causes and their cascading effects on interacting 

aircraft systems. 

 

 

Figure 7-14 Confusion Matrices for best classification method for three aircraft systems 
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Table 7-2 Summary of the use cases demonstrated using OSA-CBM methodology6 
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8 FAVER - A Framework for Aerospace Vehicle Reasoning 

 

A Framework for Aerospace Vehicle Reasoning (FAVER) is a robust framework 

developed to implement Integrated Vehicle Health Management (IVHM) with the aim of 

isolating faults at the aircraft level, along with their cascading effects and root causes. It 

encapsulates the Digital Twins (DTs) of the aircraft systems, allowing interaction and 

fault propagation due to the use of a modular architecture. FAVER also employs a novel 

combination of a vehicle level relationship matrix and a fault attributes database in its 

expert system. This paper expands FAVER to its intended potential and, in doing so, 

enables demonstration of scalability and flexibility. For the demonstrations, four aircraft 

systems: i) the Electrical Power System, ii) the Fuel System, iii) the Engine, and iv) the 

Environmental Control System, are taken into consideration. A couple of real aircraft 

accident scenarios with propagating faults are adapted for defining the use case scenarios. 

These test FAVER's ability to isolate faults at the system level, identify their root causes, 

and warn about the cascading effects. The paper evaluates the performance of FAVER's 

reasoning through a comparative study with a supervised neural network model, and 

discusses the pros and cons of FAVER's through the demonstrations. 

 

Figure 8-1 Overview of Chapter 8 
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8.1 Introduction 

Across the aircraft industry, Integrated Vehicle Health Management (IVHM) has focused 

mainly on health monitoring at the system level. Examples include: the engine health 

monitoring system, the landing gear health monitoring system, and the avionics health 

monitoring system. These IVHM systems contribute to Condition Based Maintenance 

(CBM), which consists of condition monitoring, diagnosing faults and degradations, and 

evaluating the remaining useful life of the concerned aircraft systems. However, there is 

a lack of focus on developing IVHM systems that consider the interactions between the 

aircraft systems. A Framework for Aerospace Vehicle Reasoning (FAVER) has been 

constructed to address this issue, isolating faults in an aircraft and identifying their root 

cause [1]. The effect of these faults may propagate from one system, affecting other 

systems in the interacting network. 

With the trend of increasingly integrated systems in the aircraft industry, like more-

electric and all-electric aircraft, the complexity of interaction between the aircraft systems 

is rising. This has resulted in the necessity for monitoring aircraft systems’ health, not 

just ‘within the systems’ but also ‘across the systems’, i.e., at the vehicle level [1]. 

Developing an IVHM system by implementing FAVER addresses this issue by reasoning 

through health information from several interacting aircraft systems and identifying 

cascading faults, their root causes, and propagating effects [2], [3].  

Fault propagation from one aircraft system to another is not uncommon and is usually 

addressed during maintenance. However, if the fault takes an unexpected propagation 

path, its cascading effects are difficult to troubleshoot. A report on General Aviation 

Safety 2018 shows that 20% of fatal accidents between 2001 and 2016  were caused due 

to Systems failures [4]. Several aircraft accidents have occurred due to faults from one 

aircraft system affecting other interacting systems. One such example is the engine 

rollback incident of a British Airways B777-200 ER in 2008, which resulted in the aircraft 

touching down 300m short of the runway at London’s Heathrow airport. The rollback 

was due to restricted fuel flow to the engines, caused by ice blocking the fuel-oil heat 

exchanger [5]. A similar incident had taken place in Montana, with Delta Airlines B777-

200 ER in 2008, resulting in an emergency descent from 39000ft to 31000ft [6].  Another 

example is the emergency evacuation of a Fokker F28 in 2002, caused by a small crack 

in the compressor blade of the Auxiliary Power Unit (APU). The debris from the 
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compressor blade was ingested in the gas path, cracking an oil seal and allowing oil spray 

to be released in the bleed valve, and eventually generating smoke in the cabin [7]. Such 

unexpected fault propagation paths lead to unplanned downtime consuming time and 

money. Troubleshooting and isolating these cascading faults requires a holistic view of 

the aircraft considering the interactions between its various systems, i.e. vehicle level 

health monitoring.  

In the industry and in academia, most IVHM systems focus on components / Line 

Replaceable Units (LRUs) or at system level health monitoring. For example, the state-

of-the-art IVHM system in the Boeing 777, Aircraft Diagnostics and Maintenance 

Systems (ADMS) is capable of isolating cascading faults caused due to interaction 

between the components [1]. Honeywell’s Health and Usage Monitoring System 

(HUMS) uses sensors to monitor mission-critical components like the engine compressor, 

the engine accessory gearbox, and the drive trains in order to isolate mechanical faults 

and prevent catastrophic failures [8]. Similarly, other original equipment manufacturers 

such as Safran and Meggitt provide Engine Monitoring Units (EMUs) for aircraft and 

HUMS for helicopters [9]–[12], while consultancies like Infosys provide landing gear 

health monitoring solutions [13]. TEAMS-RT, a COTS product provided by Qualtech 

System Inc., is a real-time embedded diagnostic reasoner that focuses on systems level 

health monitoring [14]. On the other hand, failure propagation among surrounding areas 

are demonstrated using distributed diagnosis in HVAC systems [15] and power 

distribution systems [16] and through timed failure propagation graphs in fuel systems 

[17].  

Only a few research works consider subsystems/systems interactions at the vehicle 

level [1]. A vehicle health monitoring system architecture patented by Honeywell 

employed a decision support system which would ignore a fault from an aircraft system, 

like the Environmental Control System (ECS), if there was a possibility that the said fault 

could have been caused by the system it interacts with, like the engine [18]. Similarly, 

Airbus Defense and Space demonstrated the effect of a fault in a fuel-cooled oil cooler 

on other independent systems using a modular framework that employed Bayesian 

Networks for reasoning [19]. These examples of IVHM systems show that the area of 

vehicle level health monitoring is still underexplored. It is also observed that the 

application of reasoning is significant for IVHM systems [1]. Hence, FAVER is proposed 
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to fill this significant gap in the field of IVHM [2].  

This paper explains how FAVER employs reasoning combined with digital twins 

(DTs) to enable vehicle level health monitoring for the aircraft. To that effect, section 8.1 

showcased the need for vehicle level health monitoring in IVHM systems by presenting 

the aircraft accident scenarios and state-of-the-art IVHM systems in industry. Section 8.2 

provides FAVER’s general schematic, objectives, architecture, and related works to set 

up this framework. Section 8.3 presents two important properties of FAVER: its 

scalability and flexibility, through demonstrations. In Section 8.4, the objectives of 

FAVER to isolate root causes of single and interaction faults in new added systems, and 

to resolve ambiguities are demonstrated with examples of fault propagation involving 

four aircraft systems akin to real aircraft incidents. Section 8.5 presents the pros and cons 

of FAVER’s reasoning using a few use cases and evaluates the performance of FAVER’s 

reasoning by carrying out a comparative study with neural networks. Section 8.6 

summarizes the paper and provides some ideas for the future development of FAVER. 

8.2  Building the Framework 

8.2.1 Overview  
 

FAVER has been developed through a System-of-Systems methodology to isolate faults 

in aircraft systems and identify their root causes and cascading effects across the systems 

that are in the interaction network [3]. FAVER is influenced by the OSA-CBM 

methodology and is based around two principal components: i) the Digital Twins, and ii) 

Reasoning. A DT is a virtual representation of any physical asset. In an IVHM framework, 

the DTs can be used as an alternate representation of the aircraft systems and help validate 

the outputs from the IVHM system [20]. In FAVER, the DTs of the aircraft systems are 

used to generate data for different ‘what-if’ scenarios, which could be used to anticipate 

these systems’ health states and to explore how these aircraft systems interact with each 

other, thus creating the interaction network. Using this health information, FAVER 

incorporates various reasoning techniques to satisfy its objectives for fault isolation at a 

system level [2], [3].   

Figure 8-2 shows the general working schematic of FAVER [3], consisting of four 

layers. The DT layer, the bottom row, consists of the aircraft systems considered in the 

framework. The next two rows cover the system level diagnostics and fault modes for 
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each of the aircraft system DTs. Considering these layers vertically for each system would 

be the classical way of conducting aircraft system diagnostics, with each system being 

stove-piped. The final layer, the top row, is the reasoning layer that connects all the 

verticals, using the symptom vector as input to enable fault isolation, including interacting 

faults. Figure 8-2 shows four aircraft systems: the Electrical Power System (EPS), the 

Fuel System (FS), the engine, and the Environmental Control System (ECS).  Each of 

these aircraft systems has its own representative DT, simulating its system level 

operations along with the (macro) vehicle level interactions shown in Figure 8-2. The FS 

provides fuel to the engine, the engine supplies bleed air to the ECS and shaft power to 

the EPS, and the EPS provides electricity to all the other systems in the framework. These 

high level interactions are treated as input/output for each DT. The system level 

diagnostics can isolate a certain number of fault modes, which consist of faults with local 

effects (micro, within the system), as well as interacting effects (macro, propagating to 

other systems) [3]. The sensor data from each system is combined to form the symptom 

vector, which, along with the results from the four system level diagnostics, is input to 

the top level for further reasoning.  

With this arrangement in Figure 8-2, the objectives FAVER are to:  

a) Isolate single and interacting faults that affect local systems as well as have an 

interacting macro effect on other systems in the interaction network. 

b) Find and resolve ambiguity among the faults flagged. 

c) Expand the framework to accommodate other aircraft systems. 
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Figure 8-2 Working schematic of FAVER 

8.2.2 Previous Work and Current Contribution 

This paper is the final part of a three-year project to build the FAVER framework. Several 

parts of the framework have previously been documented and are shown in Figure 8-3. A 

brief recap of previous work is given here in order to explain the overall scale of the work 

and the current  

Figure 8-3 Previous work and current contribution 

contribution:  
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a) A thought experiment was conducted using the fuel rig [2]. It examined the 

complexity of such a system and helped define the assumptions necessary to avoid 

undue complication in developing this reasoning approach. The assumptions are 

given in the next subsection. 

b) A review of the reasoning literature [1], including many fields apart from aerospace, 

enabled the selection of reasoning approaches to be demonstrated in the project. A 

generalized reasoning system was derived from comparing various reasoning 

systems which is applied in developing FAVER’s architecture. Given the 

framework that has now been formed, there is scope for additional approaches to be 

considered; some are given at the end of this paper. 

c) A review of the roles of a DT in the overall engineering process, and IVHM in 

particular [20], showed how a DT would work in an IVHM system, and allowed 

standards such as OSA-CBM to be introduced into the development process of 

FAVER. 

d) An initial architecture paper demonstrated how the selected architecture supported 

reasoning to isolate interacting faults and their root causes using the FS and EPS 

systems [3]. The modular architecture of FAVER is developed using a system-of-

systems methodology; the paper presented the requirements for the platform and a 

step-by-step construction of its architecture, implementing the generalized 

reasoning system at the vehicle level. The FS used for demonstration is represented 

by the fuel test rig in the IVHM lab and is included as hardware-in-the-loop (HIL) 

to show the framework’s flexibility. The selection of these systems also allowed 

ambiguity to be studied.  

e) As no DT existed for an EPS, one was created via a MATLAB-SIMULINK model 

along with its own diagnostics [21]. The diagnostics used ANFIS (Adaptive Neuro-

Fuzzy Inference System) combined with causal reasoning and is capable of isolating 

ten fault modes. 

f) Subsequently, a generalized methodology, guided by OSA-CBM, was devised for 

system diagnostics and demonstrated on the fuel, ECS, and engine systems [22]. 

The diagnostic for the fuel system, represented by HIL as mentioned above, is a 

decision tree-based function which can isolate five fault modes. The engine was 

developed using T-MATS in MATLAB-SIMULINK [23]; its diagnostics function 
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is made up of machine learning algorithm k-Nearest Neighbour (kNN), and it can 

isolate eight fault modes. The ECS model is a MATLAB SIMSCAPE model called 

SESAC [24], and its system level diagnostic function uses a Linear Discriminant 

Analysis (LDA) algorithm and can isolate six fault modes.  

The current contribution is also shown in Figure 8-3 and comprises a demonstration of 

FAVER’s reasoning and significant features through real-world examples. It contains the 

following: 

a) The vital properties of FAVER – scalability and flexibility are demonstrated in 

this paper.  

i) The flexibility of FAVER is demonstrated by using different types of system 

DTs and system diagnostics in the framework. 

ii)  For scalability, the demonstration is done by expanding the framework (that 

already has the EPS and the FS from previous work) in two steps: 

i. Including two more complicated aircraft systems: the engine and the 

ECS to the framework. 

ii. Including new faults to every system diagnostics in the framework. 

 The demonstration details through activity diagrams, the requirements and steps 

necessary to include a new system into the framework, and new faults to the 

systems and show how easily FAVER can be adapted for such a change.  

b) FAVER’s reasoning uses a novel knowledge base for its expert system and a 

mixture of reasoning techniques. This paper demonstrates the strength of 

FAVER’s reasoning in isolating the root causes and cascading effects of 

interacting faults. For this purpose, a variety of examples are adapted from real 

aircraft accident cases. Various combinations of faults, such as simultaneous 

single faults, multiple interaction faults, single as well as interaction faults, are 

also examined to investigate the capability of FAVER’s reasoning to resolve 

ambiguities arising from such scenarios.  

c) The overall framework is critically evaluated in two steps: 

i. This paper presents the cost of using FAVER’s reasoning, such as the need 

to assign priorities and misclassification costs. 
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ii. FAVER’s reasoning is compared with a data-driven reasoning using a 

neural network, and the pros and cons of using FAVER’s reasoning are 

explained. 

8.2.3 Assumptions 

Following a thought experiment [2] a number of assumptions were made in order for the 

framework to be developed in a three-year time period while incorporating sufficient 

complexity to enable realistic demonstration of capability. The assumptions made in this 

work are:  

i) The control system is not considered and is assumed healthy. Introducing the 

control system to the framework would have significantly increased the 

complexity of the interactions. There are two systems – electrical and controls – 

that span most of the systems on an aircraft. By considering the EPS in this work, 

one of these far-reaching systems was explored.  

ii) Sensors are always healthy. 

iii) Only steady state is considered. Given what is now known about the reaction of 

most systems to time-dependent input, this would be a relatively easy upgrade. 

iv) Only single faults are considered as the emphasis here was to look at interaction 

faults. 

v) There are no false alarms.  

These assumptions could obviously be removed or conservatively updated in future 

projects. 

8.2.4 Architecture 

The schematic of FAVER is implemented through the architecture shown in Figure 8-4. 

This brings together three distinct areas: i) DT, ii) Reasoning, iii) Communications; these 

will now be described in this order. 

Each DT is encapsulated and performs I/O with the DT Facilitator. It does not 

correspond directly with other DTs, as this would lead to a high degree of complexity 

when a new DT was introduced to the system. Instead, the DT Facilitator orchestrates 

running each DT and the interactions between them. Using this approach enables systems 

on different scales to work together. For example, the engine DT is for a Pratt and 

Whitney JT9D engine, while the fuel system is a benchtop fuel system in the laboratory. 
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The DT Facilitator handles the interaction between the two systems on a 0-100% basis 

rather than in engineering units. This modularity feature in the DT layer prevents a 

complex, time-consuming, Verification, and Validation (V&V) process. This would 

otherwise be required for every update in the DT, or all the DTs in the interaction network 

when a new system is added to the framework. 

 

Figure 8-4 The architecture of FAVER 

The Reasoning layer, acting through the Domain Facilitator, is responsible for 

retaining knowledge at the vehicle level. It simultaneously processes the symptom vectors 

aligned with multiple system diagnostics to carry out reasoning at the vehicle level, to 

isolate faults and their root causes. The Reasoning layer is adapted from a generalized 

reasoning system derived as part of the background work for setting up this framework 

[1]. It consists of a domain module acting as the brain of FAVER. The domain module 

comprises of diagnostic functions at the systems level and an expert system at the vehicle 

level. FAVER’s expert system at the vehicle level consists of a knowledge base that is 

made up of a novel combination of a relationship matrix and a fault attributes database. 

This combination enables a simpler expansion of knowledge, contributing to the 
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scalability of FAVER. Section 8.3 shows examples demonstrating this particular feature 

of FAVER. The Reasoning layer also has a rule based approximate reasoning algorithm 

to isolate root causes of faults, and predict their cascading effects based on results from 

system level diagnostics [3].  

The Communications layer contains the Central facilitator, which forms the bridge 

between the DT layer and the Reasoning layer. The Central facilitator fetches the input 

symptom vector from the user and passes it on to the system level diagnostics in the 

reasoning layer through the Domain facilitator. The working mechanism of the Central 

facilitator is based on a case based reasoning methodology. In this the results of rule based 

approximate reasoning from the reasoning layer are retrieved, interpreted, and revised 

through abductive reasoning, and the new knowledge is returned back to the Reasoning 

layer [3]. The results on the type of faults, their root causes, and cascading effects are 

then output back to the user, through the Central Facilitator. The activities carried out 

through these modules from architecture can also be seen in (Figure 8-6 and Figure 8-7 

in this paper, for better understanding. 

Using this architecture, fully populated, as shown in Figure 8-3, FAVER’s objectives 

(Section 8.2.1) can be realized and demonstrated. Five test cases have been selected to 

show attainment of FAVER’s fault isolation capability: 

i) Known fault isolation – Single: Demonstrate isolation of a single fault occurring 

either in the FS or the EPS. 

ii) Known fault isolation – Interaction:  Demonstrate isolation of a fault originating 

in the EPS and affecting the FS due to their interaction. 

iii) Ambiguity: Ambiguous scenarios, where two system level diagnostics indicate 

faults, were simulated and FAVER’s reasoning was able to identify which system 

is the origin point and which system was flagged as a result of fault propagation. 

More complicated scenarios are demonstrated in this paper.  

iv) New fault (previously unknown) isolation – Single: To be demonstrated in this 

paper 

v) New fault (previously unknown) isolation – Interaction: To be demonstrated 

in this paper 

The first three of these five test cases were defined to meet the functional requirements 

of FAVER, which is to isolate faults at the vehicle level and identifying their root causes 
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and cascading effects. These cases were demonstrated successfully in the previous work 

using two systems, the EPS and the FS [3]. The last two test cases are designed to satisfy 

the non-functional requirements of FAVER: scalability and flexibility, which this paper 

demonstrates, in addition to the functional requirements.  

8.3 Scalability and Flexibility of FAVER 

8.3.1 Scalability: Expansion of FAVER 

The term scalability has different definitions based on the industries where it is applied. 

From a system’s point of view, scalability is defined as an attribute that defines a system’s 

capability to adapt to increasing demand or workload. This property is significant in 

FAVER for two reasons: 

i) Health reasoning at the vehicle level requires consideration of the behaviours of 

multiple aircraft systems. Implementation of a vehicle level health reasoner like 

FAVER requires a lot of background preparations - setting up the aircraft system’s 

digital twin and its system level diagnostics. Hence FAVER has to be 

implemented in stages. While FAVER aggregated two aircraft systems (the FS 

and the EPS) for its initial sets of demonstrations, scaling up the framework to 

accommodate more complicated aircraft systems is necessary to achieve health 

assessment with a holistic view of the aircraft. 

ii) Aircraft systems are ever-evolving, adapting to achieve different objectives such 

as more electric or all-electric aircraft and sustainable aviation. This leads to 

constant updates to the system level diagnostics, either to include new 

complicated faults that are to be diagnosed, or to remove the obsolete ones. Since 

the vehicle level reasoning in FAVER is built upon the system level diagnostics, 

it has to adapt to process new sets of faults from these aircraft systems, without 

much changes to its structure, in order to isolate their root causes and predict 

cascading effects.  

In this section, the scalability of FAVER is demonstrated by expanding the framework to 

accommodate new aircraft systems, as well as adding new faults to the system diagnostics 

which are already integrated to the framework.  
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8.3.1.1 Adding New Systems to the framework 

In order for FAVER to be judged expandable and scalable it needs to be able to 

accommodate new systems, and their respective diagnostics, with minimal change. In 

accepting new systems, it also needs to be robust, with potential problems being easily 

isolated. It accomplishes this by using a modular design where functions are carefully 

separated, and interactions minimized, enabling rapid troubleshooting within FAVER, 

should it be needed. New systems can be added to the framework through the following 

steps.  

Requirements to be met by the systems: 

To be included in the architecture shown in Figure 8-4, the following requirements should 

be met by the new aircraft systems. 

i) For the DT layer in FAVER: The representation of the system DT is required and will 

be incorporated in the DT layer of FAVER.  

ii) For the Diagnostics layer in FAVER: The aircraft system models should have their 

individual system level diagnostic modules in place for isolating a certain number of 

fault modes. This will be integrated with the system level knowledge in the Reasoning 

layer of FAVER.  

Changes to be made in FAVER: 

To expand the framework and include systems into it, the following changes must be 

made in FAVER. 

i) In the Reasoning layer: As mentioned in the previous section, the vehicle level 

reasoning in FAVER is built upon the diagnostic capabilities of the aircraft systems 

in the framework, bolstered by an expert system consisting of domain knowledge at 

the vehicle level. Hence, the domain knowledge at the vehicle level must be updated 

to reflect any new system added into the framework. Unlike the traditional 

relationship matrix, FAVER has a novel combination of a relationship matrix with a 

fault attributes database for its expert system knowledge base, which requires only 

simple updates to the domain knowledge and is easily scalable [3]. In this expert 

system, for every new fault added to the framework, the fault attributes database need 

only two attributes to be added to the system: i) macro_cause (Possibility of fault 

caused by an interacting system), and macro_effect (Possibility of fault affecting an 
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interacting system). These changes to the knowledge base are sufficient to 

accommodate new systems and their faults modes into the framework.  

ii) In the Central facilitator: Along with the updates in FAVER’s domain knowledge, 

the Central facilitator has to be upgraded to fetch symptom vector as input to the 

engine diagnostics integrated to it. This involves providing the monitored engine 

parameter details to the Central facilitator’s program, to be integrated with the user 

interface.  

Demonstration of expansion of FAVER  

The scalability of FAVER is demonstrated in this subsection by adding new systems, 

the engine, and the ECS, to the framework. Being one of the principal systems of the 

aircraft, the engine interacts with multi-physical systems across the aircraft, inducing 

complicated interaction scenarios with both micro (within its own system) and macro 

(with other systems) effects, which can be considered inside FAVER. For example, 

consider the interaction between the four aircraft systems: the FS, the engine, the EPS 

and the ECS, shown in Figure 8-5. The initial demonstrations of FAVER had considered 

only two systems: the EPS and the FS [3]. The EPS provides electricity to the pump and 

the valves in the FS, as indicated by the black colored arrow in Figure 8-5. When the 

engine is added to the framework, the number of interactions increases. The FS provides 

fuel to the engine, the engine provides shaft power required for the EPS, and the EPS 

provides power to the valves in the engine, as shown by the red colored arrows in Figure 

8-5. Similarly, adding the ECS to the framework results in even further interactions as the 

EPS provides power to the ECS valves, and the engine provides the bleed air, as indicated 

by the green colored arrows in Figure 8-5. Thus, by adding the engine and the ECS to the 

framework, complicated interaction networks such as this can be explored using 

FAVER’s architecture.  

 

Figure 8-5 Main interactions between four aircraft systems 

For this demonstration, the DTs for four aircraft systems and their system level 

diagnostics are developed as a part of background work [21], [22], as mentioned in section 
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8.2. Figure 8-6 shows the activities carried out for the expansion of FAVER. This activity 

diagram shows the inclusion of the engine and the ECS into the framework, which already 

has the EPS and the FS from the previous work [3]. The generalized modules in the 

architecture diagram of FAVER in Figure 8-4 are shown with more specifics in Figure 

8-6 relating to the four aircraft systems, such as their DTs, system diagnostics, and some 

of their fault modes.  

 The middle section of Figure 8-6 shows the existing structure of FAVER with the FS 

and the EPS DTs, and their diagnostics set up, each isolating three fault modes and four 

fault modes respectively (as demonstrated in previous work [3]). The EPS and the FS 

DTs from the DT layer share their data for the system level diagnostics, which are 

integrated to FAVER’s Reasoning layer through Domain facilitator, which makes the 

system level knowledge for the FAVER’s expert system. It is to be noted that the DTs are 

not connected with the Reasoning layer; their data is simply used to develop the system 

level diagnostics by the Reasoning layer. For the expert system knowledge, the 

relationship matrix at vehicle level, and the fault attributes database are populated by 

experts based on the faults diagnosed by the system diagnostics. Along with this 

knowledge, a rule based approximate reasoning algorithm for fault isolation at the vehicle 

level is present in FAVER’s Reasoning layer. 

The left section of the activity diagram in Figure 8-6 shows the activities carried out 

by the Central facilitator through the CBR methodology. The Central facilitator fetches 

the symptom vectors from the user, dispatches the information to the Reasoning layer, 

retrieves results of system level diagnostics and vehicle level rule based approximate 

reasoning. The results are then output to the user/ engineer for abductive reasoning, and 

further updates and the new knowledge are retained in FAVER’s expert system. 

In expanding FAVER to include two more systems, the engine, and the ECS, the DTs 

for both these systems and their system diagnostics are required. The right section of 

Figure 8-6 shows how FAVER accommodates the addition of the engine and the ECS 

into the framework, whose diagnostics can isolate four and three fault modes respectively. 

The knowledge of FAVER’s expert system will have the relationship matrix grow to the 

size 4x4, and the fault attributes database with seven new rows, two attributes in each 

row. This results in a total of only 12 new cells to be updated in the vehicle level 

relationship matrix and 14 new cells to be updated in the fault attributes database  by the 
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experts, as per (5-3). On the other hand, a traditional matrix would have grown in size to 

14x14, experts having to update 147 new cells as per (5-2), hence not used in FAVER for 

its time-consuming process. The rule based approximate reasoning at the vehicle level 

does not need any changes for expansion of the framework; it can be applied ‘as-is’ to 

isolate the root causes and cascading effects of the interacting faults. In the top left portion 

of Figure 8-6, the Central facilitator is updated to take additional symptom vectors as 

inputs from the engine and the ECS system diagnostics. These are the only changes to be 

made to FAVER to accommodate new systems in its framework.  

8.3.1.2 Adding new faults to existing systems diagnostics  

It is not always possible to include all the faults occurring at the systems level. The 

systems DTs and diagnostics are updated frequently based on the newly gained 

knowledge. This subsection presents the steps to update the framework with newly added 

faults. Consider each of the four aircraft system diagnostics in the currently updated 

framework, and the requirement to add more faults. The activity diagram in Figure 8-7 

reflects this scenario with new fault modes shown in the white background under the list 

of faults diagnosed in each system7. Figure 8-7 shows the transformation required by 

FAVER to expand and accommodate new faults. To add the new faults to the systems 

diagnostics in the framework, considering the systems diagnostics are updated with the 

functions to isolate the latest fault modes, the only change that is required in FAVER is 

the addition of new faults in the fault attributes database, with their macro_cause and 

macro_effect values updated. It should be noted that in the activity diagrams (Figure 8-6 

and Figure 8-7) the activities between the Central facilitator and the Reasoning layer do 

not change. This is because FAVER’s structure is robust due to modularity, hence these 

expansions do not require any further changes.  

8.3.2 Flexibility in FAVER 

The modular architecture of FAVER ensures flexibility for the integration of the DTs. 

Every system DT is encapsulated and connected to the DT Facilitator, which will control 

its operation and connectivity with the other DTs and the broader framework. The DT 

 

7 When new faults are added to the system diagnostics, they are independent of the changes to other systems 

diagnostic functions or algorithms used. They are simply integrated to FAVER's Fault attributes database. 
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Facilitator transfers engineering data between DTs by non-dimensionalising the macro 

interactions shown in Figure 8-5, allowing differently scaled systems to co-exist. As a 

small example of this, the engine used in this paper for demonstration is a Pratt & Whitney 

JT9D, but the fuel system is a benchtop experimental rig [18]. The system itself could be 

represented by a physics-based or function-based model, or a data driven DT, or it could 

also be a Hardware-in-the-loop (HIL). There are no changes required to be made in the 

representation model for its integration into FAVER since it is not directly hardwired with 

any other DTs. For example, the FS used for demonstration is HIL, whereas the EPS and 

the engine are developed in MATLAB SIMULINK, and the ECS DT is developed in 

MATLAB SIMSCAPE. The behaviours of these aircraft systems during simulations are 

translated into knowledge for vehicle level health assessment in FAVER by the DT’s 

system level diagnostics. This feature of FAVER promotes simplicity and prevents 

redundant V&V of the newly established interaction models, which would have been the 

case if the DTs were hardwired [3]. 

The diagnostic modules of the system DTs can also be of any type (e.g. model based, 

data-driven or hybrid). The number of fault modes or the types of faults, like those with 

micro or macro effects, do not matter to FAVER. Any type of system level diagnostic can 

be integrated into FAVER by developing a MATLAB function on top of the diagnostic 

module, which can be accessed by FAVER’s Domain facilitator, ensuring flexibility in 

the framework. The diagnostics of the FS, the engine, and the ECS are made of data-

driven machine learning algorithms [22]. In contrast, the diagnostics of the EPS is made 

of hybrid reasoning, comprising of ANFIS and causal reasoning [21].  

Across the industry, the types of DTs and diagnostics developed for health monitoring 

of aircraft systems are not uniform. Hence, with a rigid framework, it would be difficult 

to carry out vehicle level reasoning requiring rigorous background work of converting 

every system DT and its diagnostics into a uniform format. Thus, FAVER’s flexibility 

ensures vehicle level health reasoning of aircraft systems with their representative DTs 

and system diagnostics in ‘as-is’ conditions, irrespective of their scales and formats.
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Figure 8-6 Activity diagram for expansion of FAVER to include two new aircraft systems 
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Figure 8-7 Activity diagram for expansion of FAVER to include new faults to the systems diagnostics
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8.4 Demonstration Use cases 

Section 8.3 presented the requirements and steps to be followed to expand the framework 

and include a new system (previously unknown) to FAVER. Once a new system is 

integrated into the framework, the changes made to FAVER have to be tested for 

integration loopholes and verified for its functionality. Adding a new system to the 

framework increases the number of use cases that can be generated through various 

combinations of healthy and faulty scenarios. In this case, having included the engine and 

the ECS in the framework several combination of use cases such as, all four systems 

healthy, all four systems with single faults, interaction faults involving four systems, 

interaction faults in two systems and two systems with single faults, and so on, can be 

generated. For the sake of brevity in this paper, only a few combinations of use cases are 

demonstrated to show FAVER’s ability to isolate single and interacting faults in a newly 

added system and solve rising ambiguities.  

 The interactions between the EPS, the FS, the engine, and the ECS in the aircraft are 

substantial from the operations, maintenance, and safety perspective [25]. Accident 

events, like the engine rollback on a B777 as a result of fuel starvation [5], [6], the engine 

inflight shutdown in an experimental aircraft due to a burnt electric fuel boost pump [26], 

and an emergency descent due to cabin pressurization resulting from engine bleed air 

system failure [27], show that despite the rarity, such worst-case scenarios do occur. 

Moreover, with the current trend moving towards the more-electric engine and more-

electric aircraft, the influence of the EPS over the FS, the engine, and the ECS is growing 

significantly [21], [25]. Hence, use cases similar to these accident scenarios are used for 

demonstration. While each of the aircraft system diagnostics developed as background 

work for FAVER can isolate several fault modes, only a few of them are used for 

demonstration in this paper. The expanded version of FAVER with four aircraft systems 

and system diagnostics isolating five faults each, as shown in Figure 8-7 is used for 

demonstrations in this section. The details of the faults modes used here for demonstration 

and the corresponding behaviours of the respective system DTs can be found in the 

previous chapters 6 and 7 [21], [22]. They are not detailed here for the sake of brevity. 

The step-by-step Central facilitator activities along with the rule based approximate 

reasoning algorithm is provided in Appendix B. 
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8.4.1 New system (previously unknown): Single and Interaction faults 

isolation 

8.4.1.1 Use Case Scenario 1  

In line with the incidents of engine rollback caused by a blockage in the fuel system [5], 

[6], and engine inflight shutdown due to a burnt fuel boost pump resulting in fuel 

starvation [26], consider a scenario where a low voltage supply fault arises in the EPS 

and affects the FS pump motor, which in turn could reduce fuel supply to the engine.  

 Figure 8-8 shows the development of the use case scenario as four independent 

simulation runs as listed below. Every stage of fault propagation is one simulation run 

with the vehicle symptom vector given by the user, which are generated separately 

through the DTs simulations. The procedure of developing vehicle symptom vector and 

the screenshots of the steps carried out by the Central facilitator program can be seen in 

Appendix B. 

Simulation run 1: All systems are healthy  

Simulation run 2: Single fault (FS Pump Motor Low Voltage) arising in the EPS and rest 

of the systems are healthy 

Simulation run 3: FS Pump Motor Low Voltage from the EPS affecting the FS triggering 

Reduced Pump flow fault, and the other two systems are healthy, and  

Simulation run 4: Reduced Pump flow fault in the FS cascading to the engine triggering 

Reduced input from the FS fault, and the ECS remains healthy.  

 The results of above-mentioned runs are aggregated as one figure (Figure 8-8) to show 

how FAVER’s reasoning will produce results during each stage of the fault propagation. 

The left side of each run shows the current state of systems through diagrams. In these 

diagrams, the healthy interactions in simulation runs are indicated by green lines, 

interactions having the potential to cascade faults are indicated by blue lines, and the 

interactions that have cascaded the effects are shown as red lines, for clarity. The use 

case scenario starts with the simulation run 1, where four systems are healthy. In the next 

runs, the simulations are run with fault injected in the systems. 

Simulation run 1 of Figure 8-8 shows the first stage where all the systems are healthy 

and diagnosed as such. In simulation run 2, the vehicle symptom vector consists of FS 

Pump Motor Low Voltage fault in the EPS, and other systems at healthy states. The 

vehicle symptom vector is input to the Central facilitator and the fault FS Pump Motor 



 

239 

Low Voltage detected through the Domain Facilitator’s System diagnostic algorithms 

(Figure 8-4). The fault is detected as being in the EPS, all other systems being judged 

healthy by the Central facilitator. This is shown by the first six lines of the Central 

facilitator result in Figure 8-8. Physically, this low voltage input to the FS AC motor 

pump could result in reduced rotor speed and torque of the pump (simulation details can 

be found in previous work [21]). This fault would essentially affect the fuel pump as 

indicated by the blue colored line in Figure 8-8. FAVER detects this potential 

propagation by passing the detected fault into the Domain Knowledge part of the 

Reasoning layer. Here FAVER’s rule based approximate reasoning uses the relationship 

matrix to identify the related systems to the EPS and the fault attributes database to 

identify if the fault FS Pump Motor Low Voltage has macro_cause or macro_effect. It 

then warns of a possible cascading effect to the FS through the Central facilitator, last 

three lines in Figure 8-8. Having stepped through this case in detail, the other cases are 

described more briefly. 

 

Figure 8-8 Use case scenario of fault originating in the EPS propagating to the FS and the engine 

 Simulation run 3 shows the next potential stage of fault propagation, where the fault 
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FS Pump Motor Low Voltage affects the FS. Here, the vehicle symptom vector input 

consists of FS Pump Motor Low Voltage fault in the EPS, and Reduced Pump flow in the 

FS, and the other two systems are healthy. [22]. The symptom vector is input into the 

Central facilitator and results in both the EPS and the FS being flagged as faulty (RHS of 

simulation run 3). Further, the possibility of Reduced Pump flow from the FS affecting 

the engine is identified by the rule based approximate reasoning with the expert systems 

knowledge in Domain Knowledge. This also leads to the tracking of the potential root 

cause to the EPS, as well as predicting its effect over the engine, which is reported back 

to the Central facilitator.  

 In the final stage of the propagation of this fault, the Reduced Pump flow fault from 

the FS provides a lower fuel flow to the engine; this behaviour is translated to the engine 

DT by the Reduced input fault mode [22]. The resulting symptom vector is input to the 

Central facilitator, and simulation run 4 shows the result. The Diagnostic algorithms 

return a fault in 3 systems to the Central facilitator, with only the ECS being healthy. 

FAVER’s reasoning, in the Domain knowledge, tracks the cause of the engine’s fault to 

the FS, and then maintains the root cause with the EPS. It should also be noted that the 

engine’s cascading effect warning is given for the EPS and the ECS, taking into 

consideration the shaft power provided by the engine to the EPS and the bleed air supply 

to the ECS respectively (highlighted by a blue line in the left side diagram of simulation 

run  4 of Figure 8-8).  

8.4.1.2 Use Case Scenario 2:  

In 2008, an Airbus A319 aircraft made an emergency descent of 11000 ft, which resulted 

from the wrong engine bleed air system being chosen for fault isolation by the pilot. The 

faulty engine bleed air system chosen failed during flight and, because the pilots 

inadvertently switched off the other bleed air system, an emergency descent had to be 

made because of cabin depressurization, and oxygen masks were deployed for the 

passengers [27]. A use case is developed similar to this accident scenario. A Bleed Valve 

Stuck fault is triggered in the engine DT, and corresponding behaviour in the ECS DT is 

observed by triggering the Low Bleed Air Pressure fault through simulations. The results 

from the system level diagnostics are used for vehicle level reasoning in FAVER, by 

providing their symptom vectors to the Central facilitator, to check if FAVER’s reasoning 

can identify the root cause of these faults.   
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 Figure 8-9 shows the development of the bleed valve fault through stages in the same 

way as for the previous use cases. The Central facilitator output (white box) expands as 

the fault scenario develops. In simulation run 1, the Bleed Valve Stuck fault is found only 

in the engine, and the ECS is healthy, and so are the other systems. Here, FAVER’s 

reasoning shows a warning of the possibility of a fault cascading from the engine to the 

ECS at the earliest sign of a fault, thus triggering a watch on the ECS for potential fault 

propagation. In simulation run 2, the Bleed Valve Stuck fault is propagated to the ECS by 

translating its effect of reduced bleed air output to the ECS DT, leading to Low Bleed Air 

Pressure fault. In this case, the Central facilitator identifies the root cause of the Low 

Bleed Air Pressure fault in the ECS to be originated from the engine.  

 

Figure 8-9 Use case scenario of fault originating from the engine and cascading to the ECS 

 Thus, in both the use case scenarios, at every stage of fault propagation, FAVER’s 

high level reasoning is able to isolate the root cause of the interacting faults and warn 

about the cascading effects at the same time. This, when implemented for industrial 

applications, can be used for preventing faults propagating and for isolating their root 

causes during troubleshooting in maintenance. 

8.4.2 Cases of multiple faults 

It is quite common for faults from multiple systems to be flagged simultaneously by 

systems diagnostics in a complex vehicle like an aircraft. These faults could be 

independent of each other or may occur due to their interactions with other systems, and 

they give rise to ambiguity. One of the objectives of reasoning is to resolve this ambiguity 

by clearing these ambiguous scenarios by identifying whether they are simultaneous 
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single faults or by identifying which fault is the root cause in case of interaction faults. 

Figure 8-10 shows four scenarios where FAVER can differentiate interacting faults from 

simultaneous single faults, clearing ambiguity. Unlike the previous subsection, where 

Figure 8-8 and Figure 8-9 show the stages of fault propagation of one use case scenario, 

the cases shown in Figure 8-10 are four different cases. 

Case 1 in Figure 8-10 shows the scenario of an interaction fault with three of the four 

systems involved while the FS has a single fault simultaneously. The interaction fault in 

Case 1 is an extension of use case scenario 2, where the Bleed Valve Stuck fault in the 

engine results in supplying bleed air at lower pressure to the ECS (Low Bleed Air 

Pressure). In this case, the fault in the engine is assumed to have been caused by Eng 

Bleed Valve switch stuck open fault mode from the EPS. These fault modes are generated 

through simulations from the engine DT, ECS DT, and EPS DT [21]. Meanwhile, fault 

mode Clogged Filter is chosen for the FS and it is assumed not to affect any other system. 

The vehicle symptom vector containing all these health states are given to the Central 

facilitator, and all four system diagnostics are flagged for faults as a result, giving rise to 

an ambiguous scenario. The result of FAVER’s reasoning, in this case, can be seen in 

case 1 of Figure 8-10. The rule based approximate reasoning is able to distinguish the 

Clogged Filter fault in the FS as a single fault from the interactive fault involving the 

other three systems, identifying the root cause to have originated from the EPS and 

warning of the cascading effects to the ECS from the engine. It can be noticed from case 

1 of Figure 8-10, that the Low Bleed Air Pressure fault in the ECS is suspected of having 

originated either from the engine or the EPS. The reason behind this result is discussed in 

the next subsection.  
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Figure 8-10 Different multiple fault scenarios (some resulting in ambiguity) reasoned by FAVER 

Another scenario is tested, as shown in case 2 in Figure 8-10, where two simultaneous, 

interacting faults are injected in the system DTs. The fault mode, FS Valve switch stuck 

open in the EPS is assumed to cause Sticking Valve fault mode in the FS. Simultaneously, 

a leak in the Customer Discharge Pressure (CDP) of the bleed air duct in the engine (CDP 

Leakage) provides less bleed air to the ECS . This behaviour is translated to the ECS DT 

and is detected by the ECS diagnostics as CDP Leak. Case 2 in Figure 8-10 shows that 

FAVER’s reasoning can differentiate both of these interacting faults and suggest their 

possible root causes and cascading effects. 

In case 3 of Figure 8-10, all four systems have faults that are assumed to have only 

local effects and do not affect any other systems. InstruLamp fault mode affects the 

lighting in the cockpit instrument panel [21]. Clogged Filter fault mode in the FS results 

in increased pump speed to meet the fuel flow demand but does not affect any other 
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connected system. HPC Contamination is the fault mode as a result of contamination in 

the high pressure compressor in the engine, reducing its efficiency. The ACM low 

efficiency is the reduced mechanical efficiency of the air cycle machine in the ECS [22].  

Case 3 in Figure 8-10 shows that FAVER’s reasoning is capable of identifying all four 

single faults that occurred simultaneously, not confusing with interaction faults.  

In case 4 of  Figure 8-10, one interaction fault starting from the EPS affects all the 

other systems. This use case is a projection of the use case scenario 1 demonstrated in the 

previous subsection and seen in Figure 8-8. While in the previous subsection, the ECS is 

shown as healthy, with the potential of Reduced input from FS fault in the engine affecting 

the ECS, in this scenario, it is assumed that the fault from the engine results in Low Bleed 

Air Pressure fault in the ECS. In this case, FAVER’s reasoning is able to identify the root 

causes of fault for every system and its cascading effect. Similar to simulation run 1 in 

Figure 8-8, the fault in the ECS in case 4 is suspected to be originated from either the EPS 

or the engine. The reason behind this is discussed in the following subsection. 

8.5 Evaluation of FAVER 

8.5.1 Pros and Cons of using FAVER’s reasoning 

This subsection discusses the pros and cons of using FAVER’s reasoning through a few 

use cases. 

8.5.1.1 Updating FAVER’s knowledge 

One of the strengths of FAVER is the ease of updating the expert systems knowledge to 

retain and reflect the new learnings regarding the fault modes at the systems level and 



 

245 

their propagation behaviour at the vehicle level. For example, the Clogged Filter fault 

mode in the FS is assumed not to affect any connected system other than the increased 

pump speed to meet the fuel flow demand in the previous demonstrations. However, in 

practice, the resultant increased pump speed affects the power demanded from the EPS. 

This knowledge could be reflected by making only two changes to FAVER’s expert 

system: i) to update the relationship between the FS and the EPS in the relationship 

matrix, and ii) to update the macro_effect attribute of the Clogged Filter mode from ‘0’ 

to ‘1’ in the fault attributes database. Once these changes are carried out, FAVER’s 

reasoning is able to update the cause and effect of this fault mode automatically. This can 

be seen in Figure 8-11, where the all single fault scenario from simulation run 1 is updated 

with new knowledge concerning the relationship between the FS and the EPS in 

simulation run 2. The difference can be seen in the results generated by the Central 

facilitator (white boxes), wherein the Clogged Filter mode is suggested as not an 

interacting fault in simulation run 1 but is suggested to affect the EPS or the engine in 

simulation run 2. 

Figure 8-11 Updated knowledge scenario in FAVER 

8.5.1.2 Assigning priority in FAVER’s reasoning  

 

In a fault case like the FS Pump Motor Low voltage from the EPS triggering a series of 

cascading faults across multiple systems, the EPS triggers the fault that eventually affects 

the engine, and the engine’s reduced power affects the shaft power provided to the EPS. 

Such cyclic events cannot have clear root cause predictions without time stamps of the 

fault occurrences. Simulation run 1 in Figure 8-12 shows such a scenario where FAVER’s 

reasoning shows that the engine affects both the ECS and the EPS, while the EPS is the 

original trigger. To break this cycle, priority can be assigned either for the root cause or 

for the cascading effects in reasoning. While simulation run 1 shows all possible systems 

that could be affected by the engine because of reduced output from the engine, simulation 

run 2 in Figure 8-12 removes the EPS from the cascading effect since it is also a possible 

root cause of the fault in the engine. This case is an example of the ability of FAVER’s 

reasoning to adapt to special cases such as the cyclic events found in this interaction fault.  

It can be observed from Figure 8-12 that the root cause of Low Bleed Air pressure in 

the ECS is listed as the EPS or the engine in the simulation run 1, and as only the engine 
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in the simulation run 2. The approximate reasoning in FAVER can be finetuned to provide 

correct root cause by adding ‘clues’ in the description of the fault (Low Bleed air pressure 

from ENG), which could be text mined to provide contextual reasoning.  

 

Figure 8-12 Assigning priorities in FAVER's reasoning 

8.5.1.3 Cost of using the novel combination of knowledge 

In cases 1 and 2 of Figure 8-13, while the Low bleed air pressure fault is cascading 

from the engine to the ECS, FAVER’s reasoning suggests it could either be from the EPS 

or the engine. The root cause of fault in the ECS is from the engine, and that of the engine 

is from the ECS. But, the root cause of the fault in the ECS is predicted to have been from 

the engine or the EPS. This is the cost of using the combination of fault attributes database 

with the vehicle level relationship matrix in place of the traditional relationship matrix in 

the expert system. The accurate root causes in these cases are not predicted, in favour of 

less complex and less time-consuming knowledge format, and are compensated by 

abductive reasoning, where the experts infer the actual root cause from the choices 

provided in the Central facilitator. This could also be corrected by adding text mining or 

contextual reasoning to FAVER’s reasoning. However, this method does have 

shortcomings, since text mining could confuse the reasoning when texts of multiple 

systems are present in the fault description. 
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Figure 8-13 Cost of replacing traditional relationship matrix in FAVER 

8.5.1.4 Cost of misclassification in system level diagnosis  

 

As FAVER’s vehicle level reasoning is built upon the system level diagnostic functions, 

the misclassification rates at the system level are inherited to the reasoning at the vehicle 

level. Hence, the misclassification rates are additive for single faults and multiplicative 

for interaction faults for FAVER’s reasoning at the vehicle level.  

8.5.2 Use cases demonstration with Neural Networks 
 

To evaluate FAVER’s expert system knowledge with the combination of abductive and 

rule based approximate reasoning, a comparative study with data-driven reasoning is 

performed, using a few use case scenarios trained using a Neural Network. The DT layer 

in FAVER is used for the neural network for this comparison study. A synthetic dataset 

is prepared for supervised learning by simulating three DTs (EPS, FS, and engine) for the 

nine scenarios listed in Table 8-1. The details on fault modes used can be found in these 

references ([21], [22]).  

Table 8-1 Use case scenarios for neural network training 

Scenarios Electrical Power 

System 

Fuel system Engine 

All Healthy Healthy  Healthy Healthy 

Single Fault 

scenario 

Healthy  Clogged Filter @40% 

degradation 

Healthy 

Single Fault 

scenario 

AC Instrument Panel 

Lighting fault 

Healthy Healthy 

Single Fault 

scenario 

Healthy Healthy LPC contamination @ 7% 

degradation  
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Interaction fault 

with 2 systems 

FS_Nozzle_Stuck Clogged Nozzle @ 

20% degradation 

Healthy 

Interaction fault 

with 2 systems 

Bleed_Valve_stuck Healthy Bleed_Valve_stuck @ 60 

deg 

2 simultaneous 

single faults 

AC Fluorescent 

Lighting fault  

Blocked Flow Meter 

@ 60% 

Healthy 

2 simultaneous 

single faults 

AC Fluorescent 

Lighting fault 

Healthy HPT Blade broken with 1% 

loss of efficiency  

Interaction fault 

with 3 systems 

EPS @ 95% input 

shaft speed 

Reduced flow @ 375 

rpm 

Reduced flow with 80% 

input 

 

The neural network was trained using the Levenberg-Marquardt algorithm [28] in 

MATLAB. The input symptom vectors are made up of 61 input parameters directly 

combined from the three DTs (6 parameters from FS fuel rig simulation, 39 parameters 

from the engine T-MATS simulation, and 16 parameters from EPS MATLAB 

simulation). The neural network is trained to flag faults at the system level, along with 

flags for single and interaction faults and the presence of ambiguity at the vehicle level, 

resulting in a total of seven output classes as shown in Figure 8-14. The cases are 

formulated as a classification problem, with the binary output results showing if a 

symptom vector belonged to an output class or not. The trained neural network provided 

the results with 100% accuracy on the test dataset. Further customization of the neural 

network is deemed unnecessary at this point. 

 

Figure 8-14 Neural network fitting to isolate faults at the vehicle level 

Advantages of using data-driven reasoning: 

The data-driven reasoning to identify if a symptom vector belongs to an output class using 

neural networks has certain advantages over FAVER’s reasoning. The important one is 

its independence of system diagnostic functions. The output classes trained in this 

demonstration are only at the high level, but the in-depth supervised learning would have 

made the neural network isolate the fault modes of the systems as well, without 

developing diagnostics for each system. Also, the results produced by the data-driven 

reasoning are more accurate than FAVER’s reasoning, due to the approximate reasoning 
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and expert system knowledge components of the latter. With the availability of more data 

and time on curating the datasets, the neural networks could be trained to even isolate 

root causes and cascading effects of interacting faults. While the neural network can 

process the results for multiple sets of symptom vector at a given time, it does consume 

more time and much heavier computational capacity; hence it is not compared with 

FAVER’s computational time directly.  

Advantages of using FAVER: 

One of the main advantages of FAVER against the neural network is the clarity in the 

outputs produced. While the neural network depends upon engineering knowledge and 

DTs only for curating its datasets and produces results based on the learning the patterns 

from its data, FAVER’s reasoning depends upon engineering knowledge from its datasets 

for system level diagnostics to its expert system knowledge at the vehicle level. This 

makes FAVER’s process more transparent and trustworthy as against data-driven 

reasoning. Another advantage of using FAVER is its flexibility. FAVER’s modular 

structure enables the integration of any type of simulation model and diagnostic functions 

into the framework. In contrast, the neural network can accept only data-driven inputs for 

its reasoning process. Besides, the process of adding a new fault or new system into the 

database is more straightforward in FAVER when compared to the data-driven reasoning, 

where every change requires careful consideration for readjusting its datasets.  

To summarize, while FAVER’s reasoning is less accurate and performs slower when 

compared to the neural network, its significant advantage lies in its modularity. 

Encapsulation of the DTs and the novel knowledge base of FAVER’s expert system 

enable FAVER to be flexible and scalable. While the neural network has provided very 

accurate results and has better performance, it requires carefully curated datasets 

representing the fault scenarios, which consumes more time and effort for every new 

addition to its structure. In practice, FAVER has the advantage due to its transparency 

over the neural network’s black box approach. The results produced by FAVER can be 

used directly by the maintainers, as they are clearly explainable and show the routes for 

troubleshooting. Whereas, the neural network can produce only the results, from which, 

the maintainers will not have the knowledge of how the fault occurred or why the action 

is needed, and the interpreting process creates more time-consuming work during 

maintenance.   
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8.6 Summary and Future work 

To summarize, the following contributions were made in this paper. 

i) The working concept behind FAVER’s framework, its architecture, and the 

previous work done to set up the framework for the demonstrations have been 

described. 

ii) FAVER’s scalability is demonstrated on two fronts:  

a. The ability to expand the framework to include a new system with minimal 

change to the framework is demonstrated using four aircraft systems: i) the 

EPS, ii) the FS, iii) the Engine, and iv) the ECS. 

b. The ability to expand to include new faults to the systems with minimal change 

to the framework by adding additional faults to all four systems. 

iii) Real aircraft incidents were adapted for use case scenarios, and FAVER’s ability 

to isolate faults for single faults, interaction faults and to resolve ambiguity are 

tested. 

iv) Evaluation of FAVER was carried out in two stages:  

a. The advantages and disadvantages of using FAVER’s reasoning were 

demonstrated with examples. 

b. FAVER’s reasoning and data-driven reasoning (neural networks) were 

compared, and the pros and cons were discussed. 

The framework is currently in its initial stage of isolating faults, identifying root 

causes, and cascading effects with a basic set of assumptions. FAVER can be further 

expanded by adding multi-physical systems like avionics, landing gear, and controls. 

False alarms and incorrect sensor readings, as well as unsteady state scenarios, can also 

be investigated. While FAVER’s expert system helps maintain its trustworthiness and 

transparency, a hybrid of expert systems with data-driven methods can increase the 

dependency of its knowledge base and derive more information from existing data, rather 

than to rely only on experts. With its unique features and robust framework, FAVER 

opens many avenues for further exploration in vehicle level health reasoning for IVHM 

systems. 
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9 Summary & Future works 

Fault propagation between the systems in an aircraft leads to complicated troubleshooting 

processes, leading to unexpected downtime, prolonged maintenance, and sometimes, 

aircraft accidents. This research focused on developing a framework, FAVER, in order to 

isolate faults propagating between various aircraft systems and to identify their root 

causes well in advance. The IVHM systems in the industry are mostly implemented at the 

systems level of the aircraft, considering the interactions between the subsystems within. 

The lack of emphasis on IVHM systems in the domain of vehicle level health monitoring 

is addressed in this research through this framework. FAVER simplifies high level 

reasoning in the IVHM systems, that will aid troubleshooting activities, especially in the 

presence of cascading faults and associated ambiguities, thus contributing to an efficient 

and safe flight.  

This chapter summarizes this thesis and lists the salient contributions made during 

this three-year research period. Section 9.1 summarizes how this thesis has achieved the 

research objectives, followed by section 9.2, which highlights the contributions made in 

the thesis, in addition to those achieving the objectives of this research. Finally, section 

9.3 presents some of the research areas to be focused on in the future. Appendix C has a 

Strength, Weakness, Opportunities, and Threat (SWOT) analysis for the proof of concept 

of FAVER. 

9.1 Addressing the research aim and objectives 

The overall aim of this research is to develop a framework, FAVER incorporating  Digital 

Twins (DT), to demonstrate the interaction of multiple aircraft systems and a reasoning 

mechanism to investigate the scenarios of fault propagation between them. This research 

achieves this aim by fulfilling a number of objectives that are given below. 

Objective 1:  

A literature review to find the existing work and gaps in the following areas: 

Evidence: 

a. Examples for fault propagation across aircraft systems 
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A number of aircraft accidents that occurred due to fault propagation involving 

multiple systems were cited in Chapters 2, 4, 5, and 8. A couple of these accident 

scenarios were adapted in chapter 8, for the demonstration of FAVER’s capability to 

isolate cascading faults and their root causes.  

b. Health monitoring techniques developed at systems and vehicle level 

c. Reasoning systems developed in academia and industries 

Chapter 2 discusses in detail the various health monitoring techniques and systems 

developed at the systems level and vehicle level. In addition, based on the focus of the 

particular chapters, the literature review sections of chapters 4, 5, 6, 7, and 8 present 

various techniques used in both industry and academia. Achieving this objective helped 

in identifying the research gap in the IVHM systems, as well as, in choosing the reasoning 

systems and techniques to be used throughout this research. 

d. Digital Twin (DT) applications in the field of IVHM 

Chapter 3 discusses in detail the various applications of a Digital Twin (DT) in the field 

of IVHM. This objective helped in understanding the role that DT plays in the industry 

and how it can be used in FAVER. The integration of DT in an Open Standard 

Architecture for Condition Based Maintenance (OSA-CBM) influenced IVHM 

framework from this chapter helped the conceptualization of integration of system DTs 

in FAVER. 

Objective 2:  

To choose multiple interacting aircraft systems from a legacy aircraft, define 

boundary conditions with sufficient complexity.  

Evidence: In order to implement the framework within the prescribed time limit, yet with 

enough sophistication, the use cases for demonstrations were framed in a way that could 

make use of existing aircraft system DTs without reinventing the wheel. Hence, there was 

a lookout for available sources of aircraft system DTs. Finally, the open source engine 

model provided by T-MATS, the copyrighted model SESAC for the ECS, and the IVHM 

lab fuel rig for the FS are adapted for their integration into FAVER. This exercise also 

enabled FAVER to be defined in such a way to include any representation of a system 

DT, at any scale, into the framework to match with the reality.  



 

256 

Objective 3:  

To produce simulations of the chosen aircraft system DTs and to develop diagnostics 

for these systems to isolate a certain number of fault modes. 

Evidence: Chapters 6 and 7 present the simulations of four aircraft system DTs, along 

with the process of developing standalone system level diagnostics. The EPS DT is 

developed in MATLAB SIMULINK with connections to the other aircraft systems. An 

ANFIS monitor combined with causal reasoning is developed for isolating both 

continuous and intermittent faults and is demonstrated to have classified all the faults 

accurately. For the other three aircraft systems, viz. the engine, the ECS, and the FS, the 

existing sources are used to produce simulations of healthy and faulty conditions. The 

OSA-CBM methodology is applied to develop data-driven diagnostics for each of these 

aircraft systems. These diagnostic functions were able to isolate faults that could be 

having both local and macro effects, with more than 95% accuracy. The results from the 

system level diagnostics are used for vehicle level reasoning in FAVER. 

Objective 4:  

To develop a reasoning module at the vehicle level that  

a. contains the knowledge of both the system level diagnostics and the 

relationship between the systems,  

b. has a knowledge system that is easily scalable and updatable, and 

c. possesses reasoning methodologies and algorithms to isolate single 

and interacting faults at the vehicle level  

Evidence: FAVER consists of an expert system whose knowledge is made up of a 

combination of a vehicle level relationship matrix and a fault attributes database. Chapter 

5 discusses the advantages of using such a combination for the expert system knowledge, 

as against a traditional relationship matrix. Also, chapters 5 and 8 show how FAVER’s 

expert system can be easily updated and scaled to include new faults and systems into the 

framework. The activity chart in chapter 5 explains how the Case Based Reasoning (CBR) 

methodology is used for the activities between different modules in FAVER and how the 

rule based approximate algorithm is applied along with abductive reasoning to isolate 

cascading faults and identify their root causes. 
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Objective 5:  

To demonstrate the ability of the FAVER that combines the power of reasoning with the 

capabilities of a Digital Twin (DT) to deduce and isolate the system interaction faults and 

their root causes in the following cases: 

d. isolate faults that affect both local systems as well as have macro effects 

on the interacting systems, 

e. find ambiguity among the faults and resolve, and 

f. expand the framework to accommodate systems that are previously 

unknown 

Evidence: Chapter 8 provides demonstrations for use cases adapted from accident 

scenarios. These demonstrations show how FAVER’s blend of reasoning techniques 

could isolate interacting faults, identify their root causes, and warn of cascading effects 

well in advance. Few more examples also show how FAVER is able to resolve the 

ambiguity arising from faults being flagged simultaneously by distinguishing the 

interaction faults from simultaneously occurring single faults that do not affect other 

systems or two different interacting faults. Chapter 8 also provides demonstrations of 

expansion of FAVER by including the engine and the ECS into the framework that 

already had the EPS and the FS in place. 

9.2  Contributions to knowledge 

In the journey of this research, beginning from gap analysis, conceptualization, up to the 

successful demonstration of use cases adapted from real accidents, a number of significant 

contributions in this research, alongside fulfilling the aim and objectives.  

i) A Framework for Aerospace Vehicle Reasoning: The main contribution to 

knowledge from this thesis is FAVER, which is a system-agnostic framework and is 

capable of isolating cascading faults and their root causes at the vehicle level. 

FAVER also has the ability to accommodate a new system DT with any type of 

representation, scale, and system level diagnostics. Since the DTs are encapsulated 

in FAVER, the system DTs can be maintained and updated to recent models without 

affecting the other DTs in its interaction network. Due to these features, FAVER can 

be implemented in any IVHM system by aggregating/ updating recent system level 
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models and data and can be used for vehicle level health monitoring without much 

changes to the existing systems. 

ii) FAVER’s expert system: The expert system in FAVER consists of a combination 

of vehicle level relationship matrices with fault attributes database. This form of 

knowledge can be easily updated, edited, and maintained, as against the traditional 

relationship matrix, which requires much more effort for the same process. This 

expert system, along with rule based approximate reasoning and abductive 

reasoning, provides transparent trustworthy results with human-in-the-loop, unlike 

the black box approach found in AI. 

iii) Requirements of FAVER using System-of-Systems (SoS) methodology: This 

research develops the architecture of FAVER in a transparent method using SoS 

methodology starting from capturing the requirements of FAVER until the 

verification process to ensure the functioning of FAVER. This exercise is carried out 

to be in alignment with the current industrial practices, thus enabling the 

implementation of this framework in both industry and academia for further 

development of vehicle level health monitoring. 

iv) The thought experiment in FAVER: One of the significant academic contributions 

from this research is the thought experiment that was carried out at the beginning. 

This thought experiment helped to learn the underlying complexities of representing 

an aircraft system, which led to the formation of assumptions. This exercise helped 

to limit and guide the conceptualization of the framework that had to be realized 

within a short period of time.  

v) Reasoning in aerospace IVHM: The paper titled ‘The application of reasoning to 

aerospace Integrated Vehicle Health Management (IVHM)’ is one of the first 

academic contributions in reviewing various reasoning methods applied in the field 

of aerospace for IVHM, as well as exploring its relationship with respect to their 

timeline in the field of artificial intelligence. In this paper, a generalized reasoning 

system is also derived by comparing several other reasoning systems, which can be 

used to build any reasoning system similar to FAVER’s. Due to  the underexplored 

areas covered in this work, this paper has garnered 17000+ views, and 10+ citations 

in the span of 18 months, and is featured as the most downloaded paper in the journal 

homepage as on 2nd November 2020 [1]. 
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vi) The role of Digital Twin in IVHM: The paper titled ‘Understanding the role of a 

Digital Twin (DT) in Integrated Vehicle Health Management’ is again, one of the 

first positional paper which derives the role of a DT in IVHM, based on its 

applications in both industry and academia. Also, a Digital Twin ecosystem is 

derived based on its various roles along the lifecycle of products, together with the 

required input and output from the DTs at every stage and their enabling 

technologies. In this paper, the role of DT is represented in an OSA-CBM influenced 

IVHM system architecture, which is an important contribution, given the increasing 

applications of DTs in every field, including IVHM. 

vii) The Electrical Power System Digital Twin and system level diagnostics with 

ANFIS monitor and causal reasoning: The Electrical Power System (EPS) 

simulation model is developed with connections to its interaction network with other 

aircraft systems through LRUs like valves and pumps. The EPS diagnostics is made 

up of an Adaptive Neuro-Fuzzy Inference System (ANFIS) monitor, which, together 

with causal reasoning, is able to isolate both continuous and intermittent faults 

injected in the LRUs in the interaction network. This standalone simulation model 

and the diagnostic algorithm can be adapted for other EPS related researches. 

viii) The OSA-CBM methodology for developing diagnostics: While the EPS DT is 

developed from scratch, the DTs of the engine, the Fuel System (FS), and the 

Environmental Control System (ECS) are adapted from existing works both open 

source as well as copyrighted. In order to develop standalone diagnostics for each of 

these systems, the OSA-CBM methodology was adapted. The OSA-CBM standard 

has been used widely in IVHM systems and has been applied for diagnostics in 

industrial applications. However, in this thesis, the OSA-CBM methodology has 

been used to demonstrate the development of diagnostics for multiple aircraft 

systems, thus streamlining the process and saving time for setting up the platform for 

high level reasoner like FAVER. 

9.3 Future work 

To conceptualize, develop, implement, and demonstrate FAVER, a number of 

assumptions were made at the beginning of this research. Following the successful 

fulfilment of aims and objectives of this research, FAVER can now be explored in various 



 

260 

scenarios to make it more realistic of its physical counterpart. For example, this research 

brought together the interacting systems, the EPS, the engine, the FS, and the ECS. The 

EPS was brought in the framework as it adds a multi-physical dimension to the DT layer, 

as well as adds complications to the interaction networks. Hence, in the future, FAVER 

can be further expanded and tested using more integrated and interacting systems like 

avionics and control systems. The other assumptions made in the research, such as no 

false alarms, always true sensor readings, and only steady state scenarios can also be 

removed or conservatively updated to make FAVER more updated with the recent areas 

of research. 

The system level diagnostics developed for FAVER in this research are only data-

driven and consider only single faults. For future work, these diagnostics could include 

complicated scenarios like simultaneous degradations, false alarms, incorrect sensor 

readings, and cascading faults within the subsystems. The better system level diagnostics 

lead to better vehicle level reasoning by FAVER. Model based diagnostics can also be 

brought into FAVER to showcase its ability to integrate with any type of diagnostics.  

The transparent and trustworthy reasoning through the expert system in FAVER can 

be strengthened by verifying the knowledge by extracting knowledge from different data 

sources using data-driven methods. Also, the strength of rule based reasoning can be 

increased by adding text mining and other related techniques to implement contextual 

reasoning for vehicle level health monitoring. The other breaking points of this expert 

system could be further explored and bolstered with related reasoning techniques to make 

FAVER’s reasoning robust enough to face more complicated scenarios.  

FAVER is built upon the system level diagnostics of the aircraft systems. Validation 

of this method can be carried out by reverse engineering from the symptom vectors in the 

simulation models to identify the parameters of the root causes. FAVER’s abilities can 

also be validated by using an entirely different set of systems other than those used in this 

research, as well as developing data-driven models like deep learning to prove the 

reasoning ability of FAVER if different sets of data are available.  

Since FAVER is system agnostic and is not contained within the boundaries of any 

particular characteristics of a vehicle, it will be interesting to see how FAVER can be 

implemented in other vehicles other than aircraft and if all its capabilities hold true for 

their vehicle level health monitoring.   
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APPENDICES 

Appendix A 

Algorithm for Method 2 in the EPS diagnostics: ANFIS monitor with 

fuzzy boundary approach 

Run simulation 

i1=1; 

for every 5 sec         

% customizable window % 

 Power_gen (i1) = mean (Power_Generated); 

 i1=i1+1; 

end 

%load trained ANFIS file% 

fis=readfis (‘Neurofis.fis’);       

test = evalfis(fis, Power_gen); 

[n]= row(Power_Gen); 

% Classification usingANFIS monitor % 

for i2= 1:n          

 if (z(i2) <=5, and z (i2) >=4) result(i2) = ‘Region 5’ 

 elseif (z(i2) <4, and z (i2) >=3) result(i2) = ‘Region 4’ 

elseif (z(i2) <3, and z (i2) >=2) result(i2) = ‘Region 3’ 

elseif (z(i2) <2, and z (i2) >=1) result(i2) = ‘Region 2’ 

elseif (z(i2) <1, and z (i2) >=0) result(i2) = ‘Region 1’ 

elseif (z(i2) <0) result(i2) = ‘Region 0’ 

elseif (z(i2) >5) result(i2) = ‘Undefined’ 

end 

end 

if z(1)=z(2)=……..z(n),  

monitor_res= z(1) 

else 

monitor_res = ‘intermittent’ 

end 
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% Diagnosis with Fuzzy boundary approach and Causal reasoning with diagnostic 

matrix % 

if monitor_res =! ‘intermittent’ 

 carry tests from the diagnostic matrix (table 6.2) to isolate the root cause 

end 

Appendix B 

This appendix shows the step-by-step demonstration of the FAVER’s reasoning. Figure B- 

1 shows the data architecture diagram for FAVER. While the data flow activities are 

already shown in activity diagrams such as Figure 8-6 and Figure 8-7, this figure shows 

what type of data is collected, where it is stored and how it is used in the different modules 

in the architecture of FAVER.  

 

Figure B- 1 Data architecture diagram for FAVER 

The different steps involved in FAVER’s reasoning carried out at the system and vehicle 

levels are shown in Figure B- 2. The first four steps are to be done by the user, which 

includes uploading all databases (training sets and diagnostic functions for system 

diagnostics) required for the analysis, choosing the systems for analysis and input the 

symptom vectors. The Central facilitator uses these data, runs the system level diagnostics 

followed by the Domain facilitator’s program on vehicle level reasoning with rule based 
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approximate reasoning algorithm, as shown in activity diagrams (Figure 8-6 and Figure 

8-7).  

 

Figure B- 2 Steps involved in FAVER's reasoning 

Symptom Vector Generation 

The vehicle symptom vector that is to be input to FAVER by the user, is generated by a 

series of steps depending upon the number of systems chosen for the analysis. For 

example, consider a scenario as seen in Figure B- 3 where the engine is with the fault 

mode ‘Bleed Valve stuck’ leading to ‘Low Bleed Air pressure’ in the ECS, while the EPS 

and the FS are healthy.  
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Figure B- 3 ‘Bleed valve stuck’ scenario 

For this scenario, the vehicle symptom vector is generated through the following steps. 

i) The EPS DT is run at the ‘healthy’ conditions and the 9 parameters chosen to 

be the part of EPS symptom vector are aggregated. 

ii) The symptom vector with 7 parameters of the FS is chosen from the database 

of 100% healthy experimental run. 

iii) The engine DT is run with the fault mode ‘Bleed valve stuck’ and the four 

parameters chosen for its symptom vector are aggregated. 

iv) The ECS DT is run with the ‘Low Bleed Air pressure’ fault mode and the four 

parameters chosen for its symptom vector are aggregated. 

Figure B- 4 shows the parameters of each system’s symptom vectors for the above-

mentioned conditions. All these system level symptom vectors together make the vehicle 

symptom vector, which is then input to FAVER’s central facilitator by the user. 



 

266 

Figure B- 4 The vehicle symptom vector generation for 'Bleed Valve stuck' scenario 

The snapshots during the runtime of the Central facilitator’s and the domain facilitator’s 

programs are shown in Figure B- 5 and Figure B- 6. These are in alignment with the steps 

shown in Figure B- 2. The Central Facilitator runs the system diagnostics for the chosen 

systems with the input symptom vector, aggregates the result and provides it for the 

Domain facilitator. In the Domain facilitator, the vehicle level knowledge bases are 

uploaded, and the system level results are compared with the knowledge using rule based 

approximate reasoning program. The final vehicle level results are generated as a result 

of this reasoning and is fed back to the Central facilitator and is published to the user.
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Figure B- 5 Activities by the user for FAVER's reasoning 
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Figure B- 6 Activities by the Central facilitator and the Domain facilitator for FAVER's vehicle level reasoning 
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Appendix C 

SWOT Analysis 

A SWOT (Strength, Weakness, Opportunity, and Threat) analysis is carried out to the 

developed framework.  

C.1 Strengths 

FAVER combines the concept of reasoning and DTs to isolate faults considering 

interactions between multiple aircraft systems. FAVER possesses some exclusive 

features that help the framework to achieve the objectives. 

Framework: FAVER is expandable yet robust; any aircraft system can be added to the 

framework and considered for health reasoning at the vehicle level with very few changes 

to the existing framework. It is system-agnostic and flexible; the framework is 

independent of the aircraft systems used for demonstration as well as their diagnostic 

algorithms. Existing DTs and diagnostics can be easily merged with the framework. 

Architecture: The architecture of FAVER features modularity in its DT layer by 

encapsulating the digital twins and enabling interaction between the system DTs only 

through FAVER’s Central facilitator. This helps to avoid the otherwise tedious V&V 

process that would happen when any small change is carried out with the aircraft system 

DTs affecting the interaction network with other DTs in the framework. 

Reasoning: FAVER employs a generalized reasoning system that uses expert system 

knowledge at the vehicle level along with multiple reasoning strategies, such as abductive 

and rule based approximate reasoning, for processing results, and case based reasoning 

for its implementation. FAVER’s reasoning can be easily customized based on 

users/engineers preferences for identifying root causes and/ or cascading effects or both. 

The expert system’s knowledge base in the reasoning layer of FAVER uses a unique 

combination of a relationship matrix with a fault attributes database, and it avoids 

unnecessary expansion of vehicle level knowledge. This enables easy integration of new 

faults to an existing system level diagnostic function, as well as of the new system to the 

framework. The use of an expert system makes FAVER’s reasoning transparent and 

trustworthy, unlike the black box approaches made by data-driven reasoning.  

C.2 Weaknesses 

Dependence on system level diagnostics: FAVER’s vehicle level reasoning is built 
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upon system level diagnostics; these should be run for all the involved systems for every 

analysis at the vehicle level. Also, the vehicle level reasoning inherits the 

misclassification rates of the system level diagnostics.  

Dependence on experts: FAVER is built against a background of engineering 

knowledge. The engineers who use and extend this framework should be knowledgeable 

in the domain: in the use of system level diagnostics, and in updating the relationship 

matrix and fault attributes database at the vehicle level. Also, as FAVER’s vehicle level 

reasoning includes the abductive reasoning technique, some results from FAVER require 

expert interpretation.  

C.3 Opportunities 

Prospects in the industry: FAVER is an OSA-CBM influenced framework that can be 

adapted to many different applications such as vehicle level health monitoring software 

packages for ground testing and maintenance, and plug-in IVHM systems for onboard 

monitoring. The use of DTs will enable onboard monitoring with the help of 

infrastructures like Internet-of-Things. 

 Strengthening the architecture and reasoning: The Central facilitator can be 

automated to take multiple symptom vectors in and process results for several scenarios 

at a given time. FAVER’s reasoning can be bolstered with text mining and other such 

techniques to provide accurate root causes and cascading effects. FAVER’s expert system 

knowledge should withstand and scale appropriately to the number of systems, their fault 

modes, and complicated interactions between them in a complex vehicle like an aircraft.  

While this scalable feature has been demonstrated in this paper, the breaking point of this 

knowledge base should be tested and strengthened for further expandability.  

Expanding the boundaries: FAVER’s capabilities can be expanded by updating the 

assumptions made during the initial stages of the framework. For example, currently, only 

steady state conditions are considered for the simulation, and sensors are always 

considered as healthy. These assumptions could be changed and tested to adapt FAVER 

to more realistic scenarios. Simultaneous faults are considered only across the systems 

and could be extended to be within the systems. Also, the degree of degradation of faults 

at the system level is not considered while reasoning at the vehicle level. Due to time 

consideration, FAVER was tested only with data-driven diagnostics. The framework is 

structured in a system level diagnostic agnostic way. However, this needs to be tested and 
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proven. FAVER can be validated with a new set of DTs and system level diagnostics. 

Reverse engineering from the symptom vectors to isolate the root causes can also validate 

FAVER’s reasoning.  

C.4 Threats 

Adapting to simplicity: The specification for FAVER makes the assumption that a user 

is an expert in the specific domain. FAVER has to be made adaptable to be used by a 

general engineer as well as those who are an expert in the field. 

Adapting to complexity: With the rise in data generated for every flight, FAVER needs 

to be adapted to accommodate new algorithms and techniques to extract knowledge from 

this data and use it to establish vehicle level relationships, rather than depend only upon 

the experts.  

 


