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Abstract: The increasing number of domestic Internet of Things (IoT) devices in our lives leads to
numerous benefits, but also comes with an increased risk of cybersecurity breaches. These breaches
have psychological consequences for the users. We examined the nature of the psychological impact
of cybersecurity breaches on domestic IoT by investigating emotional experiences in a scenario study
(Study 1) and a field experiment (Study 2) using the five emotion components of the Component
Process Model (CPM) and emotion regulation as a framework. We replicated a three-dimensional
structure for emotional experiences found in a previous study, with an addition of an ancillary fourth
dimension in the second study. The first dimension represents emotional intensity. The second bipolar
dimension describes constructive vs. unconstructive action tendencies. On the third dimension,
also bipolar, cognitive and motivational emotion features are opposed to affective emotion features.
The fourth dimension, labeled distress symptoms, mainly reflects negative emotions. In Study 2,
most of the introduced frequent irregularities on IoT devices were not noticed, and the intensity of
emotional reactions and tendencies to react in a constructive way decreased throughout the phases
of the experiment. These findings reveal that we are not emotionally equipped to identify potential
threats in the cyber world.

Keywords: cybersecurity breach; IoT devices; emotions; componential process model

1. Introduction

The number of Internet of Things (IoT) devices and their integration in the workplace
as well as in private lives has exponentially increased over the past years, with the global
number surpassing 16 billion in 2023, and it is expected to reach 18.8 billion by the end
of 2024 and continue to expand rapidly toward 30 billion by 2030 [1,2]. Moreover, with
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the introduction and application of 5G technology, the diversity of their use is expected
to increase even more. The number of devices that can be connected to the Internet and
controlled wirelessly has already expanded from light bulbs, security doors, locks, speakers,
vacuum cleaners, and security cameras to washing machines, smart toys, smart fridges, air
quality monitors, domestic robots, and more.

Applications of IoT devices include various environments, from work offices and pub-
lic spaces to homes. When these devices are used in the privacy of the household, specific
issues need to be addressed. The ISO 25010 framework, which focuses on product quality,
also identifies critical security attributes such as confidentiality, integrity, non-repudiation,
accountability, authenticity, and resistance [3,4]. These attributes are particularly relevant
for ensuring the secure use of IoT devices in the home. Furthermore, the protection of
home IoT networks from external threats falls under the information security management
guidelines outlined in ISO 27000 [5].

The home should be a private space for members of the household, but this privacy
may be challenged with the introduction of IoT devices that enable remote control. Despite
the clear benefits of remote control (e.g., appliances such as washing machines and vacuum
cleaners to the automatic remote activation of lights, speakers, and locks), these advantages
can easily transform into threats if the control is taken over by a third party. Potentially,
it could open the front door to wrongdoers without an actual physical burglary and
give access to private activities through compromised cameras and microphones, as well
as interfere with numerous settings that can cause discomfort or damage to household
members. For example, attackers could manipulate smart thermostats, leading to energy
waste or health risks, disable security systems to facilitate unauthorized access (using
similar sounding phrases to trigger the device to perform unintended actions), listen to
private conversations, deploy malicious applications, or access sensitive data, exposing the
household to privacy violations or identity theft and potentially leading to economic losses
and safety concerns [6]. According to the mid-year update to the 2023 SonicWall Cyber
Threat Report, IoT malware globally increased by 37% in the first half of 2023, with a total
of 77.9 million attacks compared to 57 million in the first half of 2022 [7]. IoT devices are
increasingly targeted by sophisticated malware that exploits weak passwords, outdated
firmware, and insecure interfaces, highlighting the importance of proactive measures [8].

1.1. Cybersecurity Breach

A cybersecurity breach poses a threat for any connected device by compromising
confidentiality through unauthorized access, integrity through unauthorized manipulation
of data, availability through denial of service and jamming, and non-repudiation by offering
evidence that a specific activity was not legitimate [9]. Most attacks in 2022 exploited known
common vulnerabilities and exposures (CVEs) often used in automated attack toolkits.
Despite being aware of these vulnerabilities, IoT and firmware service providers may take
time to assess and release patches, leaving smart homes exposed to cybercriminals during
this period [10]. This delay allows attackers to continuously exploit these weaknesses,
undermining the security and privacy of IoT environments.

In the event of a cybersecurity breach involving an IoT device, the consequences can
extend beyond cyberspace to impact physical environments. These physical effects may
include breaches of privacy, such as eavesdropping through a baby monitor; unauthorized
actuation, like a smart speaker playing loud music unexpectedly during the night; incorrect
actuation, such as a camera rotating in the wrong direction; and delayed or obstructed
actuation, for example, preventing a smart door from locking [11]. However, the main
issue with IoT is that traditional cyber risk management systems may not be effective due
to the growing demands and capabilities of IoT technology [12]. Apart from the direct
consequences that the breach can have, such as a loss of control, inconvenience, or financial,
vocational, health, and safety impacts, it can also cause damage to the users’ psychological
wellbeing. Depending on the nature of the attack and its consequences, some of these
impacts can be instantly noticeable, while others only become apparent over time. Little is
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known about how users experience cybersecurity breaches, and it is important to gain a
better understanding of users’ needs and consequently adjust the manufacturers’ security
standards as well as legal regulations to protect cybersecurity in households. This domain
lacks scientific, targeted, and theoretically grounded research. First attempts to explore
the psychological aspects of cyber aggression indicate victim’s distress through reports of
anxiety, stress, anger, sadness, insecurity, annoyance, frustration, and even a suicide [13].
Reported emotional reactions to threatening events in cyberspace indicate the importance
of exploring the emotion processes in reaction to cybersecurity breaches.

1.2. Emotion Processes Resulting from Cybersecurity Breaches/Component Process Model

Cybersecurity breaches can impact victims emotionally by making them feel vul-
nerable and distressed, especially when they lose control over personal information at
home. Losses in confidentiality, integrity, and availability of data play a major role in
these reactions. Traditionally, emotions are studied by using emotion terms representing a
specific emotion or an emotional dimension, such as anger, fear, or positive and negative
affect [14]. As this approach examines only one aspect of the emotion process (i.e., the
feeling as experienced by the person), it provides limited insights into the underlying
emotion process that is elicited by the cybersecurity breach. An approach for studying the
whole emotion process is offered by the Component Process Model (CPM) [15]. The CPM
defines emotions as processes elicited by goal-relevant events that consist of five compo-
nents, namely appraisals (cognitive evaluation of the event), action tendencies (preparation
for the action and directed action), bodily reactions (physiological reaction), expressions
(expressive behavior in face, voice, and gestures) and subjective feeling (awareness of
the occurrence of an emotion process). From an evolutionary perspective, emotions are
designed to be adaptive, enabling us to respond effectively to our environment. However,
they can also lead to psychopathology and mental dysfunction.

Using the CPM [15], one can go beyond merely observing the positive and negative
feelings and look at the unfolding emotion process. In turn, this enables a much better
understanding of both the adaptive and constructive, as well as the possible maladaptive
and unconstructive aspects of these processes.

Previous studies [16-18] have addressed emotional responses to cybersecurity inci-
dents, primarily focusing on broader cyber threats like cyberterrorism and cyberbullying,
concentrating mainly on basic emotions and immediate emotional reactions. Our study,
however, takes a different approach by focusing specifically on emotional responses to
cybersecurity breaches in domestic IoT environments. By applying the Component Process
Model (CPM) framework, we explore not only the subjective feeling dimension of emotions
but also the unfolding of the emotional process. Unlike existing research, which primarily
focuses on broad categories of cyber threats and the basic emotions, our approach goes
beyond these by considering a specific context. This allows us to provide a more detailed
understanding of how different IoT devices and breach intensities elicit varying emotional
reactions, thus contributing to a clearer theoretical framework within the existing body of
cybersecurity research.

Recently, the emotional impact of cybersecurity breaches on victims, focusing on
a range of connected devices (e.g., computers, smartphones) and accounts (e.g., email,
social media, and bank accounts), has been explored in two studies [19,20]. In the specific
context of cybersecurity breaches, this approach allowed not only for the identification of
negative emotions but also of how emotions can be constructive or unconstructive. The
first study analyzed anticipated emotion processes through presenting participants with
cybersecurity breach situations [19]. The second study analyzed the experiences of victims
of actual cybersecurity breaches [20]. Both studies used the lens of the Component Process
Model and found the same well-interpretable three-dimensional structure of emotion
processes experienced in cybersecurity breach situations. The first dimension reflects the
intensity of negative emotional experiences in general, with high positive loadings of all
negative emotion features. The second dimension differentiates between two types of
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“action tendencies”. One pole represents constructive tendencies, which aim to resolve the
distressing situation, while the opposite pole reflects unconstructive tendencies, such as
withdrawing or attacking. A third bipolar dimension describes cognitive-motivational
emotional reactions on one side (with highest loadings for appraisals and action tendencies)
versus affective emotional reactions on the other side (with highest loadings for subjective
feelings, expressions, and bodily reactions). Previous studies [19,20] explored emotional
reactions to cybersecurity breaches but focused on general connected devices, such as
smartphones, computers, and online accounts. Our study diverges by specifically targeting
a wider range of domestic IoT devices, including smart cameras, smart speakers, and other
home-based technologies. Additionally, we combine both a scenario-based survey study
and a real-life field experiment to capture emotional responses in more realistic home
environments. This dual approach provides deeper insights into how users emotionally
respond to cybersecurity breaches in their own homes, making our study unique compared
to prior works.

1.3. Research Aims and Hypothesis

In two studies, we aim to increase our understanding of the complexity of emotion
processes—both maladaptive and adaptive—triggered by cybersecurity breaches on IoT
devices located in the home, and how these vary between different types of IoT devices
and attack intensities.

For these purposes, participants were presented with different cybersecurity breaches.
In Study 1—the online scenario study—written descriptions of these breaches were pre-
sented to participants, and they were asked to imagine as if it were happening to them. In
Study 2—the field experiment—the same breaches were simulated to occur to actual IoT
devices installed in the participant’s own home. In the field experiment, self-report data
were collected during various phases: before participants were exposed to the simulated
attacks, during attacks of which the participants were not notified by the experimenter, and
during attacks but being informed about these being executed to their IoT devices. We had
the following research questions and hypothesis:

1.3.1. Research Question and Hypothesis 1

What is the structure of emotional experiences elicited by domestic IoT cybersecurity
breaches, through scenarios (Study 1) and simulations (Study 2)?

Based on previous scenario studies, the hypothesis is that a three-dimensional
structure will be identified, consisting of an intensity dimension, a constructive vs.
unconstructive action tendency dimension, and a cognitive-motivational vs. affective
orientation dimension.

1.3.2. Research Question and Hypothesis 2

How does the type of IoT device and the intensity of cybersecurity breaches affect the
emotional experiences of users, through scenarios (Study 1) and simulations (Study 2)?

We hypothesize that more intense cybersecurity breaches will elicit more intense
negative emotions. The effects of the type of IoT device and other emotion dimensions will
be explored.

1.3.3. Research Question and Hypothesis 3

Do emotional experiences change throughout the phases of cybersecurity breaches in
the experiment (Study 2)?

We hypothesize that the most intense emotional reactions will occur during the phase
of the field experiment, when participants are exposed to simulated cybersecurity breaches
without being informed. The effects of the type of IoT device and other emotion dimensions
will be explored.
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2. Study Design

The objective of this study was to examine individuals” emotional experiences of cy-
bersecurity breaches on their IoT devices. This objective applies to both the online scenario
study (Study 1) and the field experiment (Study 2). For this purpose, we constructed
cybersecurity breach scenarios for five different IoT devices within the home, namely a
security camera, a smart scale, a smart light, a digital photo frame plugged into a smart
socket, and a smart speaker. The selection of the five IoT devices is strategic: these devices
are prevalent in contemporary households and serve different functions that raise distinct
privacy and security concerns. Our aim is to provide a comprehensive understanding of
how users perceive security threats across various devices. Since we used the same devices
in Study 1 as in Study 2, we were constrained in our selection by ethical considerations,
including that the devices should not directly lower home security (e.g., no smart door
lock) and should be non-medical. To minimize potential harm, we implemented strict
controls over simulated breaches. For instance, activities were designed to avoid severe
privacy violations, such as recording participants through the smart camera. Scenarios
focused on less intrusive actions, like opening or closing the camera’s shutter or triggering
moderate-volume sounds from the smart speaker. Device use was limited to a dedicated
tablet within the home. Participants were chosen for this study based on their psychological
resilience, with their responses closely tracked using an online diary and questionnaires
(details not included in this study). This approach allowed the research team to quickly
identify and address any concerning situations as they arose. The cybersecurity breach on
each device included two or three different cybersecurity breach intensity levels (indepen-
dent variable; see Table Al in Appendix A). The intensity increased by manipulating the
duration, frequency, or volume of irregular device activity. The nature and the intensity
of these breaches were influenced by ethical considerations, and all were approved by
ethical committees of the involved research partners. Emotional reactions to a total of
18 cybersecurity breach scenarios (3 to 4 per device) were measured across two separate
studies (independent variable; an online scenario-based study and a field experiment). For
both studies, the independent variables included the type of IoT device (e.g., camera, smart
scale) and the breach intensity (mild, moderate, severe). The dependent variables measured
were emotional reactions: appraisals, action tendencies, bodily responses, expressions, and
subjective feelings. For Study 1, the objective was to investigate how emotional responses
vary across different IoT devices when participants imagine cybersecurity breaches of vary-
ing intensity. Study 1 was an online scenario study in which participants were presented
with detailed descriptions of cybersecurity breaches. They were asked to imagine them-
selves experiencing the described situation (exposure). Then, participants were provided
ample time to read, reflect (context), and report their emotions using the Cybersecurity
GRID questionnaire (dependent variable), which probes into all emotion components. In
Study 1, no real device was involved, and the emotional reactions were based on imagin-
ing the breach scenario (exposure). The objective of Study 2 was to observe how actual
exposure to cybersecurity breaches in real-life settings impacts emotional responses, also
across different IoT devices with varying intensities of simulated cybersecurity breaches.
Study 2 was a field experiment in which participants experienced cybersecurity breaches
on their actual IoT devices in their households. The intensity of the breaches increased
progressively (e.g., the frequency of a smart light turning on/off) (context). Real, staged
cybersecurity breaches on household IoT devices were implemented (exposure). Each
household had a variable experimental duration depending on their start and the number
of experimental phases, with an average study period of 7 weeks. Emotional reactions were
similarly measured using the Cybersecurity GRID questionnaire (dependent variable). The
Component Process Model (CPM) serves as a foundational framework in our research. It
allows us to dissect the emotional responses elicited by cybersecurity breaches, focusing on
how users perceive threats based on their experiences with household IoT devices. This
model aids in understanding the interplay between emotional reactions and contextual
factors that influence user behavior.
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3. Study 1
3.1. Materials and Methods
3.1.1. Participants

Study 1 involved 544 participants, aged 18-65, with equal gender representation. They
were recruited by the research team from Qualtrics experience management company [21]
and represented a range of professions and technological familiarity levels. To better
understand user emotional responses to security breaches, we classified the selected IoT
devices and corresponding types of intrusions. Table 1 below outlines the devices.

Table 1. Overview of number of participants (N = 544) exposed to specific scenario for different IoT
devices and conditions in Study 1.

Conditions Camera Scale Light Photo Frame Speaker
A 35 34 26 26 22
! B 24 26 28
A 36 37 27 26 27
2 B 26
3 37 30 26 26
Total 108 101 103 104 103

3.1.2. Procedure

Each participant was presented with one randomly assigned scenario of a cybersecurity
breach on a household IoT device and was asked to imagine finding oneself in that scenario.
Subsequently, they were asked to report their expected emotional experience on five
emotion components plus emotion regulation features measured by the Cybersecurity
GRID questionnaire [19,20]. In total, there were 18 scenarios of cybersecurity breaches
on 5 different IoT devices (security camera, scale, light, digital photo frame, and speaker).
Each scenario had two or three different intensity levels, with higher levels being more
intensive and more intrusive; for some levels, there were two scenarios described (see
Appendix A, Table A2). Each participant was assigned randomly to only one scenario
(Table 1).

3.1.3. Instrument

The Cybersecurity GRID questionnaire examines five emotion components plus emo-
tion regulation in the specific setting of cybersecurity breaches. It includes a total of
73 emotion features (16 appraisals, 16 action tendencies, 11 bodily reactions, 8 expressions,
14 subjective feelings, and 8 emotion regulations). An overview of all items is available in
Appendix A Table A3—table (including all the factor loadings).

3.2. Results
3.2.1. Underlying Structure of the Interindividual Differences in Emotion Processes in the
Situation of Cybersecurity Breaches of Domestic IoT Devices

To identify the major dimensions that can represent the interindividual variability
among 73 emotion features, a principal component analysis was applied. The components
will be referred to as dimensions in the remainder of this manuscript to avoid confusion
with the concept of emotion components. Based on previous research [20,22], we expected
a three-dimensional structure, and the scree plot in this study indeed clearly indicated
a replication of this number of dimensions (Appendix A, Figure Al). Orthogonal Pro-
crustes rotation toward the a priori expected dimensions of ‘General’, ‘Constructive vs
unconstructive reactions’, and “Affective vs cognitive-motivational reactions’ found in the
previous study [19] was applied on the unrotated factor loading matrix (Table 2). A very
good congruence for all three dimensions (proportionality coefficient per factor, Tucker’s
phi: 0.99, 0.93, and 0.92) points to a replication of the previous study working only with a
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cybersecurity breach of a security camera [19]. The three-dimensional structure accounted
for 48% of total variance (see Table 2 for the ten highest loading features per dimension, see
Table A3 in Appendix A for a full loading matrix, and the loadings for the second and third
dimension are plotted in Figure A2.

Table 2. Principal component loadings of the Cybersecurity GRID Items in Study 1 after orthogonal
Procrustes rotation toward the a priori theoretically expected dimensions.

Dimension Loading

Emotion Feature Item D1 D2 D3
General Emotion Dimension

SF7 I felt/I would feel worried. 0.79 0.02 —0.18
SF4 1 felt/I would feel afraid. 0.76 0.27 —0.20
SF3 I felt/I would feel anxious. 0.75 0.10 —0.25
SF5 1 felt/I would feel panic. 0.73 0.23 —0.31
SF141 felt/I would feel uncomfortable. 0.72 0.07 —0.16
SF6 I felt/I would feel upset. 0.71 0.07 —0.26
A17 I thought/I would think “Someone could use my data to harm me”. 0.69 0.11 0.52
SF11 was/would be in an intense emotional state. 0.68 0.37 —0.29
BR8 My muscles were/would be tense. 0.67 0.28 —0.34
E8 I was/would be walking around nervously. 0.67 0.29 —0.34
Constructive

AT9 I wanted to/would want to find a solution and fix the problem. 0.28 —0.60 —0.14
A2 I thought/I would think “I wonder whether something is wrong with the device/account”. 0.27 —0.55 0.00
AT2 I wanted to/would want to regain control over the device/account. 0.46 —0.53 0.00
AT1 I wanted to/would want to stop what was happening. 0.47 —0.50 0.03
AT11 I wanted to/would want to reset my device. 0.33 —0.47 —0.07
Unconstructive

BR4 I had/would have pain in the chest. 0.56 0.55 —0.14
BR2 I was/would be dizzy. 0.58 0.54 —0.14
AT14 I wanted to/would want to destroy whatever was close. 0.37 0.53 0.07
SF101 felt/I would feel ashamed. 0.49 0.53 —0.13
AT5 I wanted to/would want to isolate myself physically. 0.50 0.52 0.19
Cognitive-Motivational

A16 I thought/I would think “Someone could destroy my data”. 0.65 0.12 0.57
A15 I thought/I would think “Someone may have access to my private information”. 0.66 0.06 0.57
A8 1 thought/I would think “My security could be jeopardized”. 0.64 —0.02 0.55
A17 I thought/I would think “Someone could use my data to harm me”. 0.69 0.11 0.52
A14 1 thought/I would think “I could lose personal information, data and documents”. 0.60 0.07 0.52
Affective

E7 Iwas/would be restless (touching face, hair, biting nails, nervously kicking with legs). 0.64 0.22 —0.40
E5 I slouched /would slouch (shoulders down, head down, hands down). 0.44 0.26 —0.39
E3 I spoke/would speak louder. 0.45 0.13 —0.36
SFI9 I felt/I would feel sad. 0.56 0.15 —0.36
SF121 felt/I would feel frustrated. 0.56 —0.21 —0.36

Note. For the full table with loadings, see Appendix A, Table A3.

On the first dimension, all emotion features had a positive loading, indicating
an emotional reaction to the scenario of a cybersecurity breach, and had the highest
loadings for subjective experiences (e.g., I would feel worried, I would feel afraid). The
highest loadings on this dimension indicated more intensive negative emotion processes
elicited by the cybersecurity breach scenarios on IoT devices. This dimension is labeled
as ‘emotional intensity’.
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The second dimension had high loadings of appraisals and action tendencies indicat-
ing constructive reactions on the one side and unconstructive action tendencies, bodily
reactions, and subjective feelings on the other side. This bipolar dimension is labeled
‘constructive vs unconstructive’. Positive loadings reflected unconstructive action tenden-
cies (e.g., I would want to destroy whatever was close, I would want to take revenge) as
well as bodily reactions indicating distress (e.g.,  would have pain in the chest, I would
be dizzy), while negative loadings reflected constructive tendencies (e.g., I would think
“I wonder whether something is wrong with the device/account”, I would want to find
a solution and fix the problem). The second dimension reflected the specific nature of
cybersecurity breaches in which either withdrawing from the use of connected devices or
wanting to attack or punish the often invisible and unreachable attacker can be considered
unconstructive.

The third dimension is also replicated. The cognitive-motivational pole is represented
by positive loadings of appraisal and action tendency emotion features (e.g., I would think
“Someone may have access to my private information”, I would think “Someone could
destroy my data”). The affective pole of this dimension is represented by negative loadings
of subjective feelings, bodily reactions, expressions, and emotion regulation features (e.g., I
would be restless, slouched, frustrated, sad).

We showed that the internal structure of emotion features reported for the scenarios
describing cybersecurity breaches on different domestic IoT devices is comparable to the
structure that was found for cybersecurity breaches on a smart camera in another scenario
study [19], as well as on smart phones, computers, and different online accounts (email,
bank, and social network accounts) in a survey study [20]. It can thus be concluded, based
on all these studies, that the internal structure of emotional experiences of cybersecurity
breaches includes three dimensions, where the first one reflects the intensity of negative
emotional experience, a second dimension differentiates constructive versus unconstruc-
tive action tendencies, and, on the third dimension, cognitive-motivational reactions are
opposed to affective (bodily) reactions.

3.2.2. Differences Across Five IoT Devices in Households

Separate univariate ANOVAs with a nested design were performed to compare the
effect of type of device (five devices: camera, scale, light, photo frame, and speaker) and
different conditions (three to four conditions with varying levels of intensity in terms of
noticeability) on the three identified emotion dimensions (emotional intensity, construc-
tive/unconstructive, cognitive-motivational/affective).

A univariate ANOVA revealed that there was a statistically significant difference in
the emotional intensity dimension (F (4, 501) = 13.43, p = 0.000, n? = 0.10). Tukey’s HSD
test for multiple comparisons indicated that the mean value of the emotional intensity
dimension was significantly different between the smart camera and the other devices,
namely the smart scale (p = 0.000, 95% C.I. = [0.39, 1.11]), the smart light (p = 0.000,
95% C.I. = [0.40, 1.11]), the smart digital photo frame (p = 0.000, 95% C.I. = [0.34, 1.05]),
and the smart speaker (p = 0.000, 95% C.I. = [0.41, 1.12]). Reactions to the smart camera
cybersecurity breach scenario triggered the most intensive emotional reaction (Figure 1).
There was no statistically significant difference between the other IoT devices (p > 0.05).

A univariate ANOVA revealed that there was a statistically significant difference
in the constructive vs. unconstructive dimension (F (4, 501) = 4.21, p = 0.002, n? = 0.03).
Tukey’s HSD test for multiple comparison indicated that the mean value was significantly
different between the smart light and the smart scale (p = 0.029, 95% C.I. = [0.03, 0.78])
and between the smart light and the smart speaker (p = 0.016, 95% C.I. = [-0.80, —0.05]).
Reactions to the cybersecurity breach scenario on a smart light triggered more anticipated
constructive action tendencies compared to breaches on the smart scale and smart speaker,
which triggered more anticipated unconstructive action tendencies (Figure 2). There was
no statistically significant difference between the other IoT devices (p > 0.05).
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Figure 1. Estimated marginal means of the emotional reactions on the first dimension for IoT devices.

CONSTRUCTIVE VS UNCONSTRUCTIVE

SMART LIGHT ~ SMART CAMERA  SMART DIGITAL SMART SMART SCALE
PHOTOFRAWE SPEAKER

loT device

Figure 2. Estimated marginal means of the emotional reactions on the second dimension for IoT devices.

A univariate ANOVA revealed that there was a statistically significant difference in
the cognitive-motivational vs. affective dimension (F (4, 501) = 5.55, p = 0.000, n? = 0.04).
Tukey’s HSD test for multiple comparison indicated that the mean value of the cognitive-
motivational vs. affective dimension was significantly different between the smart camera
and the smart scale (p = 0.001, 95% C.I. = [0.18, 0.90]), the smart camera and the smart
light (p = 0.008, 95% C.I. = [0.08, 0.80]), the smart camera and the smart digital photo
frame (p = 0.035, 95% C.I. = [0.02, 0.74]), and the smart scale and the smart speaker
(p =0.026, 95% C.I. = [-0.77, —0.03]). Reactions to the cybersecurity breach scenario on
the smart camera triggered more anticipated cognitive-motivational reactions compared
to more affective reactions on the smart scale, smart light, and smart digital photo frame.
Also, reactions to cybersecurity breaches on the smart speaker triggered more anticipated
cognitive-motivational reactions compared to more affective reactions for the breach on the
smart scale (Figure 3). There was no statistically significant difference between the other
IoT devices (p > 0.05).
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Figure 3. Estimated marginal means of the emotional reactions on the third dimension for IoT devices.

By comparing how emotional reactions to cybersecurity breaches on domestic IoT
devices differ, we found the largest effects of cybersecurity breaches on the smart security
camera. One of the explanations could be that cybersecurity breaches on the smart security
camera have the strongest expected negative effect on privacy. In an interview study
conducted parallel to this one, participants specifically expressed concern about the camera
recording them [23].

3.2.3. Comparison Across Different Conditions/Intensities Across Five IoT Devices

A univariate ANOVA revealed that there was a statistically significant difference in
the emotional intensity dimension on the smart speaker (F (3, 99) =4.17, p = 0.008, n%=0.11).
Tukey’s HSD test for multiple comparison indicated that the mean value of the emotional
intensity dimension was significantly different between conditions 1a,b (p = 0.013, 95%
ClI =[-1.72, —0.15]) and conditions la and 2a (p = 0.013, 95% C.I. = [-1.70, —0.14]).
Reactions to the cybersecurity breach scenario on condition 1b and 2a triggered a more
anticipated intense emotional reaction compared to condition 1a (Figure 4). Conditions 1b
and 2a were intended to be more intrusive and included starting a radio on low volume
without instruction and a decrease in volume of the smart speaker, compared to condi-
tion 1a, which informed the user that the radio is not available anymore. There was no
statistically significant difference between the other conditions (p > 0.05).

EMOTIONAL INTENSITY

SMARTSPEAKER1a SMARTSPEAKER1b SMARTSPEAKER2Za SMARTSPEAKERZ2b

Scenario condition

Figure 4. Estimated marginal means of the emotional reactions on the first dimension for different
conditions within the smart speaker.
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There were no differences between the different conditions for any of the IoT devices
on the second dimension (p > 0.05).

A univariate ANOVA revealed that there was a statistically significant difference in the
cognitive-motivational vs. affective dimension for the smart scale (F (2, 98) = 10.23, p = 0.000,
1% = 0.17). Tukey’s HSD test for multiple comparison indicated that the mean value of the
cognitive-motivational vs. affective dimension was significantly different between conditions
1 and 2 (p =0.007, 95% C.I. = [0.16, 1.22]) and 1 and 3 (p = 0.000, 95% C.I. = [0.48, 1.60]).
Participants anticipated more cognitive-motivational emotional reactions to the smart scale
cybersecurity breach scenario in condition 1 (previous weight measurements deleted) vs. the
more affective reactions in conditions 2 (3 kg higher measures) and 3 (9 kg higher measures)
(Figure 5). There was no statistically significant difference between the other conditions
(p >0.05).
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Scenario condition

Figure 5. Estimated marginal means of the emotional reactions on the third dimension for different
conditions within the smart scale.

A univariate ANOVA revealed that there was a statistically significant difference in
the cognitive-motivational vs. affective dimension for the smart speaker (F (3, 99) = 5.35,
p =0.002, 1> = 0.14). Tukey’s HSD test for multiple comparison indicated that the mean
value of the cognitive-motivational vs. affective dimension was significantly different
between conditions 1a,b (p = 0.031, 95% C.I. = [-1.31, —0.04]), 1a and 2a (p = 0.030, 95%
C.I =[-1.30, —0.05]), and 1a and 2b (p = 0.001, 95% C.I. = [-1.55, —0.30]).

Reactions to the cybersecurity breach scenario on a smart speaker in condition 1a
(radio becoming unavailable during use) triggered more anticipated affective reactions
compared to the more cognitive-motivational reactions in conditions 1b (starts playing the
radio at low volume without instruction), 2a (decreases the radio volume), and 2b (turning
the radio on without intention) (Figure 6). A possible reason could be that interruption
of the radio use was perceived more as losing something (enjoyment of the radio) while
the other conditions might not have been perceived as such. There was no statistically
significant difference between the other conditions (p > 0.05).

To summarize, a comparison across different devices revealed that the most intensive
emotional reactions (the highest scores on the first dimension) were found for cybersecurity
breaches on the smart camera. The most unconstructive action tendencies were found for
cybersecurity breaches on the smart scale and the smart speaker, while the most constructive
action tendencies were for breaches on the smart light. The most affective (as compared
to cognitive) reaction was found for cybersecurity breaches on the smart scale, light, and
digital photo frame, while the most cognitive-motivational reaction was found for the smart
camera breach. We found different reactions to different levels of cybersecurity breaches
for the smart speaker and the smart scale, which reflected different levels of intrusion
(e.g., by duration, increase in measures, intensity of speaker volume; full overview of
scenarios in Appendix A, Table A2). Differences for the smart speaker were found on
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the first dimension and third dimension. On the first dimension, ‘emotional intensity’,
reactions were emotionally more intensive in conditions that were representing more
intrusive breaches (playing without instruction, decreasing the volume, or turning on the
radio). On the third dimension, a more affective reaction was found for the least intrusive
condition (turning off the radio) compared to more cognitive-motivational reactions in
more intrusive conditions (turning on the radio, decreasing the volume, playing without
an instruction). Different conditions for a smart scale resulted in differences in scores on
the third dimension, indicating more affective reactions (and less cognitive-motivational)
for more intrusive conditions, where a higher increase in the values was recorded on the
smart scale (an increase of 3 or 9 kg compared to the actual weight measures).

AFFECTIVE VS COGNITIVE/IMOTIVATIONAL

SMARTSPEAKER1a SMARTSPEAKER1b  SMARTSPEAKERZa SMARTSPEAKERZ2b

Scenario condition

Figure 6. Schemes follow the same formatting: estimated marginal means of the emotional reactions
on the third dimension for different conditions within the smart speaker.

4. Study 2
4.1. Materials and Methods
4.1.1. Participants

The field experiment took place in the Netherlands and United Kingdom, with the
initial aim to recruit 10 households per country.

The recruitment process included an initial screening of potential participants for
psychopathological problems by using the Achenbach System of Empirically Based Assess-
ment (ASEBA). (The Achenbach System of Empirically Based Assessment (ASEBA) [24]
offers a comprehensive approach to assessing adaptive and maladaptive functioning. De-
veloped through decades of research and practical experience to identify actual patterns of
functioning, the ASEBA provides professionals with user-friendly tools. For screening the
participants for the home experiment, we applied the Adult Self-Report for ages 18-59 (ASR
18-59) to obtain their perception of their adaptive functioning, substance use, and other
problems. We analyzed the Syndrome Scale Scores, a scale used to measure internalizing
problems (anxious/depressed, withdrawn, somatic complaints), thoughts problems, atten-
tion problems, and externalizing problems (aggressive behavior, rule-breaking behavior,
intrusive).) Participants whose results were in the borderline or pathological range on the
scales for internalizing and externalizing problems were excluded from participation in
the experiment. The additional requirements for participation in the experiment were as
follows: (i) all household members had to be above 18 years old and give informed consent
for participation, (ii) they had to agree to collaborate during the 3-month period of the
experiment by using the provided devices, participating in interviews, and filling in online
questionnaires, (iii) they had to spend a substantial amount of time in the house and use
the installed IoT devices, (iv) they could not have any pets in the household, and (v) they
could not have medical problems, which would require them to have a reliable weighing
scale (as one of the IoT devices was a smart scale on which irregularities were introduced).
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Due to difficulties in the recruitment phase of the experiment and the premature
withdrawal from the participation by a few households, a total of 16 households partici-
pated in the experiment. In the Netherlands, there were nine households with 18 members
(9 men and 9 women, Mage = 54 years old), which consisted of students or employed
people in their twenties (8 participants within age range from 23-26 years), employed and
unemployed people (6 participants, within age range from 55-66 years), and retired people
(6 participants, within age range from 68-75 years old). In the United Kingdom, there were
a total of seven households with 13 members (7 men and 6 women, Mage = 40), which were
mostly employed (12 participants, within the age range of 23-59), and 1 retired person in
their seventies. At the end of the experiment, all participants were gifted with the installed
devices (estimated worth of EUR 1000 for each household). Ethical approval for this study
was provided by each of the participating universities of the authors of this paper.

4.1.2. Design

The smart IoT devices installed in each household included a smart security camera, a
smart scale, smart speaker, smart light, and smart socket with a plugged-in digital photo
frame. These devices were targeted with a set of irregularities to simulate cybersecurity
breaches. The list of irregularities on IoT devices that were included in the household
field experiment is presented in Table Al in Appendix A. Irregularities were introduced at
increasing levels of intensity and were executed remotely by the research team through
computer scripts, automated pipelines, and a precise schedule. Using the participant’s
login credentials was intended to mimic a plausible real-life scenario in which the attacker
had gained access to login credentials illegally. In addition to the five main IoT devices,
participants were given a few more IoT gadgets (a motion sensor, a door-window sensor,
two keychain presence sensors) and a tablet to use for running the apps of the devices and
accessing the online questionnaires through the links placed on the desktop screen.

The experiment was divided into four phases (0, 1, 2, and 3). The duration of each
phase varied per household due to necessary adjustments to the schedule and the avail-
ability of the participants in their households. Phase 0 was the phase corresponding to
the IoT devices installation in the household, phase 1 (duration between 13 and 59 days,
M = 35 days) was a phase of uninterrupted use of the installed devices, phase 2 (duration
between 12 and 31 days, M = 23 days) was a phase in which the research team remotely
executed irregularities on the installed IoT devices unbeknown to the participants and in
which we expected most of the emotional reactions because of the introduced irregularities,
and phase 3 (duration between 5 and 13 days, M = 12 days) included the execution of
the same irregularities, but this time with the participant’s knowledge. This knowledge
consisted of participants being aware that deliberate irregularities on the IoT devices were
introduced by the research team, but they were not informed about the nature, timing, and
description of such irregularities.

4.1.3. Procedure

Before the beginning of the experiment, each participant received a list of the devices
to be installed in the household with links to user agreements of the manufacturers of those
devices. During the first meeting, they were additionally briefed about the experiment,
which included details about the devices and the participants’ required collaboration in
the interviews as well as in daily and weekly questionnaires. The signing of a consent
form was followed by the first interview and the installation of all the planned IoT devices.
Participants were provided with contact information of a member of the research team that
they could use in case of encountering issues with the IoT devices and apps, which resulted
in several visits to the households for logging in to apps for IoT devices. The research team
kept the login code of the devices for the execution of the simulated attacks (via automation
by means of IFTTT and Stringy). It also wanted to prevent participants from changing the
passwords or installing additional apps on their phones.
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During the experiment, participants had access to the link for an online questionnaire
where they could report any positive or negative experience that they encountered with
an IoT device, as well as estimate the valence, intensity, novelty, and dominance of the
emotional experience triggered by irregularities in their IoT devices. Each dimension
was estimated on a seven-point Likert scale. The research team analyzed the reported
experiences in real time on a weekly basis. Every week, the most intense negative emotional
experience that was reported by each individual participant was chosen for a deeper
evaluation through the online Cybersecurity GRID questionnaire. The research team would
send participants individualized emails repeating their own description of the reported
experience and a link to the Cybersecurity GRID questionnaire (see Instrument), instructing
them to report on their emotional experience in that specific instance. A reported experience
would be considered relevant for the Cybersecurity GRID questionnaire based on the
following two criteria: (i) the reported event was an irregularity introduced by the research
team. This was checked by comparing the time of the event as reported by the participant
against the time of execution of the irregularity by the research team. (ii) The reported
event did not match an irregularity executed by the research team, but the chosen event
was estimated as the most intensive weekly negative experience based on the emotional
valence of the event.

4.1.4. Instrument

In Study 2, the Cybersecurity GRID questionnaire was also employed to assess five emo-
tional components, along with emotion regulation, within the specific context of cybersecurity
breaches [19,20]. It includes a total of 71 emotion features (16 appraisals, 14 action tendencies,
11 bodily reactions, 8 expressions, 14 subjective feelings, and 8 emotion regulations). For the
current study, two action tendency features were removed (AT15: ‘I wanted to/would want
to take revenge’, AT16: ‘1 wanted to/would want to find and punish the attacker’), as they
did not fit the setting of the field experiment in which participants were uninformed about,
and thus very likely unaware of, the cybersecurity breaches until phase 3.

4.2. Results
4.2.1. Underlying Structure of the Inter-Individual Differences in Emotion Processes in the
Situation of Cybersecurity Breaches of IoT Devices in the Household

For the analyses, we integrated phase 0 (8 reports) and phase 1 (14 reports) and
analyzed them as one phase (total of 22 reports) as there was no introduction of any
irregularities in these first two phases. In phase 2, irregularities were introduced without
informing the participants (144 reports, out of which 7 were reports of the irregularities
introduced by a team), while, in phase 3, the participants were made aware of possible
irregularities (73 reports, out of which 16 were reports of the irregularities introduced by a
team). In total, we analyzed 239 reports (out of which 23 were reports of the irregularities
introduced by a team). Thus, only 9.6% of reports deal with actual irregularities introduced
by the research.

Principal component analysis was applied to the emotion features from the Cybersecu-
rity GRID questionnaire, which represented reactions to the reported negative experiences
with domestic IoT devices and simulated cybersecurity breaches in the field experiment.
Based on the scree plot (Appendix A, Figure A3), we identified not three but four dimen-
sions. Then, we applied orthogonal Procrustes rotation toward the three-dimensional
structure as identified in Study 1. A very good congruence was found for the first dimen-
sion, while, for the second and third dimensions, the congruence coefficient fell just below
the criteria cut-off point of 0.85 for a fair congruence (proportionality coefficient per factor,
Tucker’s phi: 0.97, 0.83, 0.83). (We also conducted an analysis for internal structure for the
participants’ reports only in the second phase and those who make sufficient discrimination
for their answers (who made the same score in maximally 70% of cases). The structure
of only the second phase was very comparable with the structure across all episodes in
all phases (proportionality coefficient per factor, Tucker’s phi: 0.97, 0.89, 0.92).) The first
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dimension pointed to a replication of previous findings of cybersecurity breach of Study
1 and previous studies [19,20]. While not identical, there was a quite substantial overlap
for the second and the third dimension. Given the fact that just the small sample size in
the field experiment could reasonably account for the small deviations from the structure
of Study 1, we adopted the same interpretation of the second and third dimension as in
the previous studies (see Table 3 for the ten highest loading features per dimension, see
Appendix A Table A4 for a full loading matrix, and the loadings for the second and third
dimension are plotted in Figure A4).

Table 3. Results From principal component analysis of the Cybersecurity GRID Questionnaire from
Study 2 After orthogonal Procrustes rotation.

Emotion Feature Items Dimension Loading

D1 D2 D3 D4
Emotional Intensity
BR3 [ was/would be shaking. 0.76 0.55 0.06 0.08
BR9 I had /would have goosebumps. 0.76 0.54 —0.02 0.10
BR2 I was/would be dizzy. 0.74 0.54 0.09 0.11
SF2 I experienced /I would experience the emotional state for a long time. 0.74 0.39 —0.17 0.02
SF4 1 felt/I would feel afraid. 0.74 0.39 —-0.10 —-0.11
AT5 I wanted to/would want to isolate myself physically. 0.73 0.45 0.07 0.03
BR4 I had/would have pain in the chest. 0.73 0.57 0.04 0.11
BR5 I sweated /would sweat (whole body). 0.73 0.57 0.04 0.11
BR11 My body became/would become hot (puff of heat. cheeks or chest). 0.73 0.49 —0.10 0.11
E4 I had/would have a trembling voice. 0.73 0.49 —0.07 0.05
Constructive
AT2 I wanted to/would want to regain control over the device/account. 0.34 —0.56 —0.08 0.04
AT9 I wanted to/would want to find a solution and fix the problem. 0.44 —0.55 —0.18 0.04
A21 thought/I would think “I wonder whether something is wrong with the device/account”. 0.40 —0.54 0.03 0.17
A18 I thought/I would think “Similar situations might happen again in the future”. 0.39 —0.45 —0.08 0.00
AT10 I wanted to/would want to report the situation (e.g., to the police or to the internet provider). 0.41 —0.44 0.19 —0.14
Unconstructive
BR4 I'had/would have pain in the chest. 0.73 0.57 0.04 0.11
BR5 I sweated /would sweat (whole body). 0.73 0.57 0.04 0.11
BR3 I was/would be shaking. 0.76 0.55 0.06 0.08
BR2 I was/would be dizzy. 0.74 0.54 0.09 0.11
BR10 I had/would have a dry mouth. 0.71 0.54 —0.03 0.08
Cognitive-motivational
A19 I thought/I would think “It is not safe that this device is connected to the Internet”. 0.47 0.02 0.47 —0.12
A16 I thought/I would think “Someone could destroy my data”. 0.69 0.37 0.39 0.10
A15 I thought/I would think “Someone may have access to my private information”. 0.57 0.23 0.38 —0.13
A17 I thought/I would think “Someone could use my data to harm me”. 0.66 0.39 0.38 0.05
A8 1 thought/I would think “My security could be jeopardized”. 0.64 0.26 0.34 0.14
Affective
SF12 I felt/I would feel frustrated. 0.49 —0.34 —0.46 0.15
SF11 I felt/I would feel angry. 0.57 -0.13 —043 0.07
SF6 I felt/I would feel upset. 0.63 0.03 —0.42 0.06
E11 frowned/would frown. 0.33 -0.29 -0.37 —0.02
BR6 My heartbeat was/would be faster. 0.58 0.23 —0.35 0.30
Distress symptoms
SF7 1 felt/I would feel worried. 0.57 0.01 —-0.15 —0.55
SF14 I felt/I would feel uncomfortable. 0.57 —0.08 —-0.14 —0.53
BR1 I had /would have stomach discomfort. 0.58 0.07 —0.15 —0.52
SF10 I felt/I would feel ashamed. 0.48 0.24 —0.30 —0.48
SF3 I felt/I would feel anxious. 0.60 —0.02 —0.24 —0.48
Oppositional tendencies
AT11 I wanted to/would want to reset my device. 0.59 —-0.29 0.04 0.39
AT13 I wanted to/would want to swear and curse. 0.58 0.00 —-0.25 0.30

The first dimension was comparable to those in previous studies, with all features
loading positively and reflecting a general tendency to react emotionally to an irregularity.
The emotion features for subjective experiences and bodily reactions (e.g., “I was shaking”,
“I had goosebumps”) had the highest loading, which indicates more intensive negative
emotion processes elicited by the irregularities of IoT devices. This factor is labeled as
emotional intensity.
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On the second dimension, positive loadings concerned unconstructive reactions in the
form of distressing bodily reactions (e.g., “I had a pain in the chest”, “I sweated”), while
negative loadings reflected constructive reactions (e.g., “I wanted to regain control over the
device/account”, “I wanted to find a solution and fix the problem”).

The third dimension was not completely replicated but showed a clear tendency of
differentiating appraisals and action tendencies on one side and an affective part with
subjective feelings, bodily reactions, and expressions on the other side. The highest
positive loadings included appraisal emotion features (e.g., I thought “It is not safe that
this device is connected to the Internet, I thought “Someone could destroy my data”) and
are interpreted as the cognitive-motivational pole of dimension. The opposite pole of
this dimension was represented by negative loadings on subjective feelings and bodily
reactions features (e.g., “I felt frustrated”, “My heartbeat was faster”) and is described as
the affective pole of the dimension.

The fourth dimension was bipolar, with mostly negative loadings on items represent-
ing distress symptoms (“I felt worried”, “I felt uncomfortable”). With only two positive
loadings that are equal or higher than 0.30 (“I wanted to/would want to reset my device”,
“I wanted to/would want to swear and curse”), the other pole of the fourth dimension was
not well defined. This dimension is labeled as distress symptoms.

To summarize, the first dimension was comparable to the previously found structure
and, in this study, also reflected emotional intensity. Small deviations for the second
(constructive vs. unconstructive action tendencies) and third dimension (affective vs.
cognitive-motivational) are most likely to be accounted for by the small sample size of the
field study. However, it could also be explained by differences in the conditions that people
underwent. In the field study, participants were less likely to interpret the irregularities as
an intentional activity of somebody else or a cybersecurity breach than in the scenario study.
This could be attributed to the fact that, in the scenario study, the scenario descriptions
indicated that they do not have control of the IoT devices. Therefore, participants were
more likely to attribute the irregularities to intentional activity of a third party. Future
research can explore if there are subtle differences in the meaning of these factors or whether
these differences are random deviations because of the small sample.

4.2.2. Differences in the Dimensions Across the Three Phases of the Field Experiment

Separate univariate ANOVAs were performed to compare the effect of the different
field experimental phases on the three identified emotion dimensions. As the number of
reports varied between different household members, we included the participants as a
random factor in the design.

A univariate ANOVA revealed that there was a statistically significant difference in
the emotional intensity dimension (F (2, 204) = 16.02, p = 0.000, n? = 0.14). Tukey’s HSD
test for multiple comparison indicated that the mean value of the emotional intensity
dimension was significantly different between phases 1 and 2 (p = 0.025, 95% C.I. = [0.04,
0.73]), between phases 1 and 3 (p = 0.000, 95% C.I. = [0.48, 1.22]), and between phases 2 and
3 (p =0.000, 95% C.I. = [0.25, 0.68]). Reactions to the irregularities of IoT devices were most
intense at the beginning of the field experiment, lower in the second phase, and the lowest
in the third phase (Figure 7).

A univariate ANOVA revealed that there was a statistically significant difference in the
constructive vs. unconstructive dimension (F (2, 204) = 26.78, p = 0.000, n? =0.21). Tukey’s
HSD test for multiple comparison indicated that the mean value of the constructive vs.
unconstructive dimension was significantly different between phases 1 and 2 (p = 0.001,
95% C.I. = [—0.94, —0.22]), between phases 1 and 3 (p = 0.000, 95% C.I. = [-1.5, —0.73]),
and between phases 2 and 3 (p = 0.000, 95% C.I. = [-0.76, —0.31]).
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Figure 7. Schemes follow the same formatting: estimated marginal means of the emotional reactions
on the first dimension for different phases of the household experiment.

The emotional reactions reported in phase 1 were the most constructive and became
less constructive in phase 2 and phase 3 (see Figure 8).

CONSTRUCTIVE VS UNCONSTRUCTIVE

1,00 2,00 3,00
Phase

Figure 8. Mean emotional reactions on the second dimension for different phases of the household
experiment.

A univariate ANOVA revealed that there was a statistically significant difference in
the cognitive-motivational vs. affective dimension (F (2, 204) = 7.57, p = 0.001, 12 =0.07).
Tukey’s HSD test for multiple comparison indicated that the mean value of the cognitive-
motivational vs. affective dimension was significantly different between phase 2 and phase
3 (p = 0.001, 95% C.I. = [-0.70, —0.15]). Reactions to the reported irregularities of IoT
devices triggered more affective reactions in phase 2 (in which they were not aware of
possible cybersecurity breaches on their IoT devices) and more cognitive-motivational
reactions in phase 3 (in which they were aware of the possibility of breaches) (Figure 9).
There was no statistically significant difference between other phases (p > 0.05).

There were no significant differences in the fourth dimension (distress symptoms vs.
oppositional tendencies) between different phases or between different IoT devices.

Additionally, we analyzed variation in the dimensions for the different devices but
found no statistically significant differences (see statistical tests in Appendix A). For this
analysis, we included only participants’ reports from the second phase of the field exper-
iment as, in this phase, participants were exposed to simulated irregularities on the IoT
devices installed in their house. Initially, we introduced a balanced design, comparable
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to the ones in Study 1. However, the number of reported irregularities between different
devices varied and was unevenly distributed (from 8 reports for smart camera to 40 for the
smart speaker). The reasons for this uneven distribution are partially that the participants
were often not aware of the simulated cybersecurity attacks and therefore did not report
them. Instead, they reported on other negative experiences that they had with the devices.
While still interesting, this created an obstacle for the comparison of experiences between
the different devices, as was performed in the scenario study.

AFFECTIVE VS COGNITIVE/MOTIVATIONAL

1,00 2,00 3,00

Phase

Figure 9. Estimated marginal means of the emotional reactions on the third dimension for different
phases of the household experiment.

In the field experiment, the most emotionally intensive reports were found at the
beginning of the experiment, and emotional intensity decreased systematically during the
experiment, with the lowest scores on the emotional intensity dimension observed at the
end of experiment, in the third phase.

The fact that the participants reported more unconstructive and more cognitive re-
actions during the third phase could be attributed to the fact that they were informed of
possible cybersecurity breaches in this phase. This might have introduced less need to
intervene (represented by less constructive action tendencies on the second dimension)
and an attempt to cognitively understand what was happening (represented by the more
cognitive reactions on the third dimension).

To summarize, in phase 1, there were more intense emotional processes, as well as
more constructive and more affective reactions to experienced issues with domestic IoT
devices. In phase 2, there were less intense emotional processes and less constructive
and as many affective reactions. In phase 3, the intensity of the reactions went further
down, and the emotional reactions became less constructive, but they became more
cognitive in nature.

5. Discussion

This is the first time that a scenario study (Study 1) was complemented by a real-life
field experiment (Study 2) for studying behavior and emotional reactions to cybersecurity
breach situations of IoT devices.

For the broad range of situations presented in both studies—scenarios of cybersecurity
breaches and a simulation of the same scenarios in the household field experiment—we
found that the elicited experiences were clearly emotional, with individual differences in the
reported responses. These emotional aspects confirm the need to explore the psychological
perspective of cybersecurity breaches.

The findings indicate that emotional responses vary significantly based on the type of
device involved, aligning with previous research that suggests that emotions can be pivotal
in shaping user behavior and attitudes toward IoT security. These insights emphasize
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the need for further research into tailored security measures for different IoT devices and
highlight the importance of designing user-friendly security solutions that account for
emotional reactions.

Application of the Component Process Model [15] and the GRID framework [24],
going beyond using only emotion terms, allowed us to detect and explore aspects of
emotion processes that would not have been identified by using standard approaches.
The emotion perspective is relevant in cybersecurity breach situations, as all the emotion
components representing the whole emotion process (appraisals, action tendencies, bodily
reactions, expressions, subjective feelings) plus emotion regulation vary systematically
across persons, devices, field experiment phases, and scenarios. We found a replicable
structure of these emotion processes in both studies, which allows for a description of the
individual differences through the emotion lens as well as the studying of the behavior in
different cybersecurity breach situations. In both studies, we found a comparable three-
dimensional structure for the emotion features, which, by and large, confirms emotion
structures that were found in recent studies on cybersecurity breaches using the Component
Process Model [19,20]. The three-dimensional structure consists of a general intensity
dimension, a constructive vs. unconstructive reaction dimension, and an affective vs.
cognitive-motivational dimension.

When looking at the quantitative differences in the identified emotion dimensions,
the main finding of the first scenario study is that an anticipated cybersecurity breach of a
security camera evokes significantly more intense emotions than cybersecurity breaches of
other IoT devices. While cybersecurity breaches on all IoT devices have both an impact
in cyberspace and a direct physical impact (e.g., unauthorized activation of lights), the
security camera has the greatest potential to affect our privacy.

This could explain why people had the strongest reactions to the security camera
scenarios. The key finding from the second study, a household field experiment, is
that people appear to have difficulty detecting subtle irregularities that may indicate
cybersecurity breaches. During the second phase, all households have been frequently
confronted with mild irregularities. Despite this objective exposure, less than 10%
of the reported emotional experiences were due to these experimentally introduced
irregularities. Moreover, we observe that the intensity of the emotional reactions, as
well as the tendencies to react constructively, systematically decreases across the three
phases. The expected increase in the second phase, when participants were exposed to a
variety of irregularities, was thus not observed. One of the reasons for these unexpected
results in the field experiment is the failure to notice and to interpret the irregularities
in the functioning of IoT devices installed at their home as a threat for cybersecurity
breach (which was also apparent from the qualitative interviews) [23]. Participants had
no expectations of any form of cybersecurity breaches in the first two phases of the
experiment. They were only informed about the likelihood of cybersecurity breaches
caused by the research team in the third phase of the experiment. Even then, the
participants did not consistently identify the nature of the breaches, or which devices
were targeted by the simulated breaches. An explanation could be that the breaches
were not intense enough to be noticed. However, the low noticeability of cybersecurity
breaches on IoT devices is a realistic scenario in everyday life, as most breaches are not
intended to be noticed (unless the attacker aims to intimidate the victim).

In general, it can be concluded that IoT devices and connected systems can be breached
without users noticing and knowing it, which poses a major threat to them. Individuals
intending to carry out cybersecurity breaches can easily execute minor interventions that
go unnoticed by users, enabling them to gain control of the entire system and inflict harm
on a larger scale. Our results indicate that we are not emotionally equipped to identify
small forms of dysfunction in IoT devices. Evolutionarily, emotions have been developed
to make us aware of the presence of positive or negative goal-relevant events happening
in the environment in order to react to them in an adaptive way (e.g., Ref. [25]). There is
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thus a strong need to increase awareness of threats in the cyber world so that we can take
appropriate actions to avoid damaging consequences.

Grounded in the Component Process Model (CPM) of emotion, our analysis enhances
the understanding of how users emotionally respond to cybersecurity threats, particularly
during breaches. The CPM integrates cognitive, physiological, and behavioral aspects of
emotions, providing a comprehensive view of user reactions. By recognizing that emotions
change over time, we can better assess how user perceptions shift in response to emerging
threats. Overall, studying emotions in the context of cybersecurity breaches is crucial for
understanding user vulnerabilities and developing strategies that encourage emotional
resilience, ultimately leading to a more secure environment for IoT users.

The results of this study point to significant practical implications for the field of
cybersecurity, particularly when it comes to IoT devices used in domestic settings. A key
takeaway is the need to improve users’ ability to recognize subtle cybersecurity threats.
Often, minor irregularities in IoT devices go unnoticed by users, yet these could indicate
the early stages of a cyberattack. Enhancing awareness and preparedness in handling
such risks is therefore crucial. In addition, manufacturers should prioritize reinforcing the
security features of these devices, not only to prevent potential breaches but also to reduce
the psychological impact on users when such incidents occur.

Addressing both the technical and emotional vulnerabilities highlighted in this study
allows for a more user-centered approach to cybersecurity to be developed, which helps
to reduce the wide-ranging risks posed by cyberattacks. By following the ISO 27000
guidelines, manufacturers can improve the security of IoT devices, reducing the chances of
unauthorized access and helping to ease users’ concerns. These measures are crucial for
maintaining trust in IoT systems, especially in homes, where security breaches can cause
emotional and psychological harm. The findings from both studies highlight the emotional
dimensions of cybersecurity breaches, such as intensity, constructive versus unconstructive
reactions, and the interplay between affective and cognitive-motivational components.
These insights can directly influence IoT security protocols by guiding the development of
security measures that align with users’ emotional responses. This approach enables the
creation of more sensitive and adaptable features, such as real-time alerts that match users’
emotional states, user-friendly interfaces that reduce panic and confusion during a breach,
and proactive educational programs that build emotional resilience. By addressing these
dimensions, security protocols can enhance user awareness, facilitate the timely detection
of threats, and improve overall security compliance, thereby reducing the psychological
impact of cybersecurity breaches.

In conclusion, our study contributes valuable insights into the psychological im-
plications of cybersecurity breaches. Based on a comprehensive study of the emotion
processes using the Component Process Model, we suggest that developers and policy-
makers should prioritize user education and awareness programs regarding IoT device
security. This could mitigate psychological distress following privacy breaches and
enhance overall user confidence.

6. Limitations and Future Perspectives

The studies presented in this paper, including both the scenario-based study (Study
1) and the field experiment with simulated cybersecurity breaches (Study 2), encountered
several challenges and limitations. Study 1 was designed to explore participants’ emotional
responses to hypothetical scenarios involving clear cybersecurity breaches. This controlled
approach allowed us to introduce breaches in a clear and straightforward manner, offering
insights into emotional reactions that may be difficult to capture in real-time situations. The
use of simulated scenarios is grounded in behavioral research [26-28], which indicates that
participants can provide accurate emotional responses in controlled environments. These
simulations are designed to replicate real-world situations, thereby offering valid insights
into user experiences. However, the hypothetical nature of these scenarios means that there
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may have been a gap between how participants imagined they would feel and how they
would react in a live situation.

In contrast, Study 2 was designed to simulate real-world cybersecurity breaches in
a field setting, capturing participants’ emotional reactions in a more realistic environ-
ment. One major limitation of Study 2 was that the intensity and consequences of the
breaches were intentionally kept at a relatively low level for ethical reasons. While these
low-intensity breaches often went undetected by participants, they reflect real-world sit-
uations where attackers aim to keep breaches concealed. Noticeability played a key role
in the differences between the two studies: Study 1, where irregularities clearly indicated
cybersecurity breaches, elicited stronger emotional responses, whereas Study 2, where most
simulated breaches went unnoticed, resulted in more subdued emotional reactions. This
aspect of noticeability is critical for understanding the emotional processing differences
between hypothetical and real-world breach scenarios. Future research should address the
limitations by exploring a wider range of breach intensities, using more diverse samples,
and comparing both hypothetical and real-world scenarios to better understand the gap
between perceived and actual emotional responses.

Sampling formed another limitation of this study. Partly different types of samples
were used in Study 1 and Study 2. While Study 1, which used hypothetical scenarios,
only included a UK sample, Study 2 was conducted in both the Netherlands and the UK.
Including samples from different countries enhances the robustness and generalizability of
our findings, but the differences in the populations of the two studies complicate direct
comparisons, as any observed differences may result from sample variation rather than the
nature of the task itself.

Our findings emphasize the need to raise awareness about the threat that cyberse-
curity breaches pose to household privacy. Breaches may occur more frequently than
people realize. Increasing awareness can help users to recognize the signs of potential
breaches. In addition to raising awareness, it is crucial to educate users on how to protect
their IoT devices and respond effectively when attacks occur. Offering psychological
support for those affected by cybersecurity breaches is also important, as these incidents
can have significant emotional impacts, potentially leading to long-term psychological
difficulties, similar to what is seen in cases of physical breaches, like burglary [29,30].
The findings of this study not only advance theoretical understanding of user emotional
responses in cybersecurity contexts but also provide actionable insights for manufactur-
ers and policymakers. Enhanced device security measures and user education initiatives
are essential for addressing the psychological impacts of breaches. Regulators should
focus on enforcing stricter security standards for IoT devices, particularly in terms of
transparency and accountability. For example, manufacturers should be required to
disclose potential vulnerabilities and provide timely security updates. Regulators should
also encourage consumer education programs that help users to identify and respond to
early signs of a breach.

From a risk management perspective, organizations and users should implement
strategies that encompass both technical safeguards and psychological support. Under-
standing the emotional impact of cybersecurity breaches enables companies to create
comprehensive risk management approaches that mitigate not only technical vulnerabili-
ties but also the emotional and psychological stress that these incidents cause. Addressing
both aspects fosters a more user-centered approach to cybersecurity, reducing the broad
range of risks associated with cyberattacks. Following ISO 27000 guidelines can help manu-
facturers to enhance the security of IoT devices, decreasing the likelihood of unauthorized
access and alleviating users’ concerns. These measures are essential for maintaining trust in
IoT systems, particularly in homes where security breaches can lead to significant emotional
and psychological harm.
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Appendix A. Detailed Scenarios and Emotional Response Measures for Study 1 and
Study 2

Scenarios instructionsfrom Study 1

Internet of Things (IoT) devices or smart devices are devices that are connected via the
Internet. Their purpose is to help you to have remote control over devices that you can use
in the household. For example, a smart security camera, smart scales, smart socket, digital
photo frame, smart speaker etc.

SECURITY CAMERA

A smart security camera allows you to have access to your security camera even
when you are not at home. You can control the smart camera through your smartphone or
through a control device specific to your camera. At any moment, you can have access to
the live video stream as well as to recorded history. The camera has an opaque mechanical
shutter, in front of the lens, which you can open or close, reassured that no video stream is
being recorded when the shutter is closed. We would like to ask you to imagine yourself in
the following situation and imagine how would you feel if you experience it.

SMART SCALE

Smart scales are scales that automatically track your weight, body fat, BMI, lean mass
and show how these measures evolved over time. You can connect it to your smartphone
and synchronize your data over Wi-Fi. We would like to ask you to imagine yourself in the
following situation and imagine how would you feel if you experience it.

SMART LIGHT

A smart light refers to a smart light bulb. You can put a smart bulb in any lamp
in your apartment. You can then automate lighting patterns to suit your lifestyle, such
as scheduling the lighting, intensity and colour of the lights. We would like to ask you
to imagine yourself in the following situation and imagine how would you feel if you
experience it.

DIGITAL PHOTO FRAME

A digital photo frame is a frame with a digital screen where you can display your
digital pictures and videos. You can start a slideshow and choose different transitions and
the speed of display of your pictures, as well as adjust brightness, contrast, or saturation of
your image presentation.

SMART SOCKET

A smart socket is plug-in outlet. It allows you to plug in any device on it, supply
electricity to it and turn it on or off through your smartphone. In that way, you can control
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lights, electronics, and small appliances. You can also automate, and set it to turn on and
off when there is activity in your home, or when door is open or closed, etc. We would like
to ask you to imagine yourself in the following situation and imagine how would you feel
if you experience it.

SPEAKER

A smart speaker is a speaker that you can control by using your voice. It recognizes
voice commands, and you can use it to play music, control other smart home devices (lights,
switches, TV, thermostat etc.), provide information, read the news etc. We would like to
ask you to imagine yourself in the following situation and imagine how would you feel if
you experience it.

We would like you to imagine as vivid as possible the situation that is described, as
well as how would you feel at that moment. Please indicate on the items below to which
extent they would represent your emotional experience at that moment using the following
7-point response scale:

1 Strongly disagree 2 Disagree 3 Somewhat disagree 4 Neither agree nor disagree 5
Somewhat agree 6 Agree 7 Strongly agree

Table A1. Overview of Simulated Attacks per Device and per Level for Study 2 (as presented in [23]).

Device

Level 1

Level 2

Level 3

Smart camera

Smart weight scales

Smart light

Smart socket

Smart speaker

Close and open with
20 s in between

Delete the last existing
weight from
online account.

Toggle once (turn on
when off, turn off
when on)

Toggle once

Let smart speaker say:
“radio is unavailable” !.
If radio was on, this
will make it stop playing.

Close, open, close,
open, close, open,
with 20 s
in between
Modify last
weighing point into a

3.1 kilo higher weight.

Toggle 3 times,
with appr. 20 s in
between

Toggle 3 times, with
appr. 20 s
in between

If radio is playing then reduce

volume by 50%,

if radio is off, put it on and put on
20% (plus or minus 5% because it

is not precise).

Close and open shutter in morse
code: 4 times close and open (20 s
in between), then a break of 40 s
and then 2 times close and open

Add one false weight (latest
weight +8.9 kg) to online account

Toggle smart light in morse code:
4 times toggle, then a break of 40 s
and then 2 times toggle (with 20 s
in between each off and on)
Toggle smart socket (and thus
photo frame) in morse code:
4 times toggle, then a break of
40 s and then 2 times toggle (with
20 s in between each off and on)

! We had the smart speaker say this by asking it to play a radio channel that did not exist or was locally not accessible.
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Table A2. Descriptions of Scenarios in the Study 1.
. DIGITAL
Intensity Level SECURITY CAMERA SCALE LIGHT PHOTOFRAME SPEAKER
la
Imagine that you bought
la a smart speaker for your
Imagine that you bought a home. After some time,
1a smart socket to which you you are at home
Imagine that you bought Flug a digital photo frame listening to the radio
. or your home. After some through your smart
a smart light for your . ice th Ler wh
) ) home. After some time t1_m_e, you notice that your speaker when you
Imagine that you bought a Imagine that you bought ’ digital photo frame, which notice that your smart

smart security camera for
your home. After some time,
you notice that the shutter on
your smart security camera
opens without your
instruction, and then closes
after twenty seconds

Imagine that you bought a
smart security camera for
your home. After some time,
you notice that the shutter on
2 your smart security camera
starts opening and closing
without your instruction,
several times for a few
minutes.

Imagine that you bought a
smart security camera for
your home. After some time,
you notice that the shutter on
your smart security camera
starts opening and closing
without your instruction,
several times for a few
minutes, then it stops for a
minute and starts again
opening and closing several
times and then it stops.

smart scales for your
home. After some time,
you notice that your last
measurement on the
smart scales has been
deleted, and you cannot
retrieve it anymore.

Imagine that you bought
smart scales for your
home. After some time,
you notice that your last
measurement on the
smart scales is around
3 kg higher than you
remember it, and you
cannot change it.

Imagine that you bought
smart scales for your
home. After some time,
you notice that your last
measurement on the
smart scales is around
9 kg higher than you
remember it, and you
cannot change it.

you notice that your
smart light turns on

without your instruction.

1b
Imagine that you bought
a smart light for your
home. After some time,
you notice that your
smart light turns off

without your instruction.

Imagine that you bought
a smart light for your
home. After some time,
you notice that your
smart light is turning on
and off without your
instruction, several
times in a period of one
minute and then it stops.

Imagine that you bought
a smart light for your
home. After some time,
you notice that your
smart light is turning on
and off without your
instruction, several
times over a few
minutes, then it stops for
a minute and starts
again flickering several
times, and then it stops.

is connected to the smart
socket, turns itself on
without your instruction.
1b
Imagine that you bought a
smart socket to which you
plug a digital photo frame
for your home. After some
time, you notice that your
digital photo frame, which
is connected to the smart
socket, turns itself off
without your instruction.

Imagine that you bought a
smart socket to which you
plug a digital photo frame
for your home. After some
time, you notice that your
digital photo frame, which
is connected to the smart
socket, is turning itself on
and off without your
instruction, several times
for a period of a minute.

Imagine that you bought a
smart socket and a digital
photo frame for your
home. After some time,
you notice that your digital
photo frame, which is
connected to the smart
socket is turning on and off
without your instruction,
several times for a few
minutes, then it stops for a
minute and starts
flickering again, several
times and then it stops.

speaker says: “Radio is
unavailable” and it
turns off the radio that
was playing without
your instruction.
1b
Imagine that you bought
a smart speaker for your
home. After some time,
you are at home when
you notice that your
smart speaker starts to
play radio at a low
volume without your
instruction.
2a
Imagine that you bought
a smart speaker for your
home. After some time,
you are at home
listening to the radio
through your smart
speaker when you
notice that the volume
decreases without your
instruction.
2b
Imagine that you bought
a smart speaker for your
home. After some time,
you are at home not
listening to the radio
through your smart
speaker when you
notice that your radio
starts playing without
your instruction.
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Figure A1. Principle Component Analysis, Scree Plot from Study 1.
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Figure A2. Loadings of Emotion Features on the Second and the Third Dimension after Orthogonal
Procrustes Rotation Towards the a Priori Expected Dimensions of ‘Constructive vs Unconstructive
Reactions’ and “Affective vs Cognitive Motivational Reactions” from Study 1.

Note. 1 Appraisals, 2 Action tendencies, 3 Bodily reactions, 4 Expressions, 5 Subjective
feelings, 6 Emotion regulation.
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Table A3. Results from Principal Component Analyses of the GRID questionnaire from Study 1.

Emotion Feature Emotional Constructive vs. Cognitive—Motivational
Intensity Unconstructive vs. Affective
A11thought/Iwould think “I do not know what is happening”. 0.38 -0.29 0.01
A21 thought/I would think “I quder whethsr something is wrong with 0.27 055 0.00
the device/account”.
A3 1 thought/I would think “I am confused". 0.39 —0.12 —0.05
A4 1 thought/I would think “My data are not available anymore” 0.27 0.07 0.19
A5 I thought/I would think “I cannot use the device or service anymore”. 0.39 0.01 0.24
A6 I thought/I would think “I cannot do much about that situation". 0.16 0.28 0.16
A7 1 thought/I would think “My trust is betrayed”. 0.57 0.18 0.29
A8 I thought/I would think “My security could be jeopardized”. 0.64 —0.02 0.55
A9 I thought/I would think The secgnty”of people close to me could 0.64 0.06 051
be jeopardized”.
A10 I thought/I would thm.k Itis hapipemng because I did 022 0.07 007
something wrong”.
A14 1 thought/I would think “I could lose;-,personal information, data 0.60 0.07 052
and documents”.
A151 thought/I would.thmk. Someqne may have access to my 0.66 0.06 057
private information”.
A16 I thought/I would think “Someone could destroy my data”. 0.65 0.12 0.57
A17 I thought/I would think “Someone could use my data to harm me”. 0.69 0.11 0.52
A18 I thought/I would think “Similar mt]}latlons might happen again in 042 033 018
the future.
A19 I thought/I would think “It is not saf(?’ that this device is connected to 0.63 0.03 0.50
the Internet”.
AT1 1 wanted to/would want to stop what was happening. 0.47 —0.50 0.03
AT2 I wanted to/would want to regain control over the device/account. 0.46 —0.53 0.00
AT3 I wanted to/would want to protect myself. 0.64 -0.19 0.25
AT4 I wanted to/would want to stop using devices that are connected to 055 0.25 0.42
the Internet.
AT5 I wanted to/would want to isolate myself physically. 0.50 0.52 0.19
AT6 I wanted to/would want to 1so!ate myself in the virtual world (e.g., 053 041 033
close my online accounts)
AT7 I wanted to/would want to change my privacy settings. 0.63 0.02 0.35
AT8 I wanted to/would want to save my data. 0.52 —0.11 0.25
AT9 I wanted to/would want to find a solution and fix the problem. 0.28 —0.60 —0.14
AT10 I wanted to/would want to report the situation (e.g., to the police or 046 ~030 0.08
to the internet provider).
AT11 I wanted to/would want to reset my device. 0.33 —0.47 —0.07
AT12 I wanted to/would want to protect my device. 0.57 —0.30 0.10
AT13 I wanted to/would want to swear and curse. 0.41 —0.03 —-0.21
AT14 I wanted to/would want to destroy whatever was close. 0.37 0.53 0.07
AT15 I wanted to/would want to take revenge. 0.40 0.52 0.09
AT16 I wanted to/would want to find and punish the attacker. 0.49 0.37 0.14
BR1 I'had/would have stomach discomfort. 0.61 0.43 —0.22
BR2 I was/would be dizzy. 0.58 0.54 —0.14
BR3 I was/would be shaking. 0.64 0.46 —0.18
BR4 I had/would have pain in the chest. 0.56 0.55 —0.14
BR5 I sweated /would sweat (whole body). 0.61 0.43 —-0.22
BR6 My heartbeat was/would be faster. 0.66 0.25 —0.34
BR7 My breathing was/would be faster. 0.66 0.29 —0.35
BR8 My muscles were/would be tense. 0.67 0.28 —0.34
BR9 I had /would have goosebumps. 0.62 0.41 -0.17
BR10 I had/would have a dry mouth. 0.62 0.46 —0.21
BR11 My body became/would become hot (puff of heat, cheeks or chest). 0.65 0.38 —0.28
E11 frowned/would frown. 0.32 —0.36 —0.21
E2 I had/would have tears in my eyes. 0.55 0.45 —0.18
E3 I spoke/would speak louder. 0.45 0.13 —0.36
E4 I had/would have a trembling voice. 0.66 0.42 —0.28
E5 I'slouched/ would slouch (shoulders down, head down, hands down). 0.44 0.26 —-0.39
E6 I covered/would cover my face with my hands. 0.46 0.30 —0.34
E7 I was/would be restless (touching face, hair, biting nails, nervously 0.64 0.22 040

kicking with legs).
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Table A3. Cont.

Emotion Feature Emotional Constructive vs. Cognitive—Motivational
Intensity Unconstructive vs. Affective
E8 I was/ would be walking around nervously. 0.67 0.29 —0.34
SF1 I was/would be in an intense emotional state. 0.68 0.37 —0.29
SF2 I experienced/ I would experience the emotional state for a long time. 0.65 0.41 -0.27
SF3 I felt/I would feel anxious. 0.75 0.10 —0.25
SF4 1 felt/I would feel afraid. 0.76 0.27 —0.20
SF5 I felt/I would feel panic. 0.73 0.23 —0.31
SF6 I felt/I would feel upset. 0.71 0.07 —0.26
SF7 1 felt/I would feel worried. 0.79 0.02 —0.18
SF8 I felt/I would feel powerless. 0.65 0.14 —0.27
SF9 I felt/I would feel sad. 0.56 0.15 —0.36
SF10 I felt/I would feel ashamed. 0.49 0.53 —0.13
SF11 I felt/I would feel angry. 0.64 0.02 —0.29
SF12 I felt/I would feel frustrated. 0.56 —0.21 —0.36
SF13 I felt/I would feel surprised. 0.29 —0.09 —-0.23
SF14 1 felt/I would feel uncomfortable. 0.72 0.07 —0.16
ER1 I wanted to ask others to help me in solving the problem. 0.43 —0.31 —0.09
ER2 I wanted people to comfort me. 0.63 0.25 —0.18
ER3 I tried to calm myself down (e.g., by breathing deeply) 0.62 0.09 —0.18
ER4 I tried to suppress my feelings and control myself. 0.57 —0.08 —0.16
ER5 I tried to make the best out of the situation. 0.08 —0.32 —0.06
ER6 I tried to see the positive side of the situation 0.01 -0.17 —0.03
ER7 I could not stop thinking and analyzing the situation. 0.50 0.03 —0.22
ER8 I had trouble concentrating. 0.65 0.20 —0.35

Scree Plot
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Figure A3. Principle Component Analysis, Scree Plot from, Study 2.
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Figure A4. Loadings of Emotion Feature Against Two Theoretically Expected Dimensions: Affective
vs Cognitive Motivational and Constructive vs Unconstructive from Study 2.

Note. 1 Appraisals, 2 Action tendencies, 3 Bodily reactions, 4 Expressions, 5 Subjective
feelings, 6 Emotion regulation.

Table A4. Results from Principal Component Analyses of the GRID questionnaire from Study 2.

Emotion Feature Emotional Constructive vs. Cognitive—Motivational =~ Sympathetic Arousal vs.
Intensity Unconstructive vs. Affective Distress Symptoms
Al1thought/I w9uld thlnlf I f:’lo not know what 033 043 0.00 013
is happening.
A21 thqught /T would t.hmk 1 quder whethe”r 0.40 _0.54 0.03 017
something is wrong with the device/account.
A3 I thought/I would think “I am confused.” 0.47 —0.19 —0.26 0.29
A4 T thought/I vyould think M}: data are not 0.64 _0.02 0.19 008
available anymore.
A51 thought./ Iwould ’Fhlnk I Cann,(,)t use the 048 040 016 011
device or service anymore.
A6 1 thought/I would thmk I Cal;,ant do much 028 040 0.08 013
about that situation.
A7 1 thought/I would think “My trust is betrayed.” 0.50 -0.19 0.23 0.04
A8 I thought/I wo'uld thm.k N{ry security could 0.64 026 034 0.14
be jeopardized.
A9 I thought/I would think The security gf people 0.64 033 025 017
close to me could be jeopardized.
A10 1 thought/I vyould thm.k Ttis hap;mnmg 031 —0.09 _033 038
because I did something wrong.
Al41l tk_lought / I.would think “I could lose }Zersonal 059 023 015 —0.14
information0. data and documents.
A151 thought/I would.thmk' Someqne may have 057 0.23 0.38 —013
access to my private information.
A16 I thought/I would think éomeone could 0.69 037 0.39 0.10
destroy my data.
A17 I thought/I would think “Someone could use 0.66 0.39 0.38 0.05

my data to harm me.”
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Table A4. Cont.
Emotion Feature Emotional Constructive vs. Cognitive—Motivational =~ Sympathetic Arousal vs.
Intensity Unconstructive vs. Affective Distress Symptoms
Al181 thqught/ Iwould t}.ﬁn.k “Similar sit:lations 0.39 045 —0.08 0.00
might happen again in the future.
A191 thoug.ht/. I would think “It is not safe’fhat this 0.47 0.02 047 012
device is connected to the Internet.
AT1 I wanted to/would Want to stop what 041 —034 —021 0.07
was happening.
AT2 I wanted to/ woulc% want to regain control over 0.34 056 008 0.04
the device/account.
AT3 I wanted to/would want to protect myself. 0.66 0.14 0.12 —0.04
AT4 I wanted to/would want to stop using devices
that are connected to the Internet. 0.48 0.14 0.11 0.06
AT5 I wanted to/ woulc;l want to isolate 073 045 0.07 0.03
myself physically.
AT6 I. wanted to/would want to 1sol~ate myself in 0.69 0.39 013 0.02
the virtual world (e.g., close my online accounts)
AT7 I wanted to./ would want to change my 0.66 0.39 0.24 0.03
privacy settings.
AT8 I wanted to/would want to save my data. 0.64 0.26 0.08 0.07
AT9 I wanted to/ vYould want to find a solution and 0.44 —055 —0.18 0.04
fix the problem.
AT10 I wanted to/would want to report the
situation (e.g., to the police or to the 0.41 —0.44 0.19 —0.14
internet provider).
AT11 I wanted to/would want to reset my device. 0.59 —0.29 0.04 0.39
AT12 I wanted to/wou.ld want to protect 0.68 0.06 017 0.03
my device.
AT13 I wanted to/would want to swear and curse. 0.58 0.00 -0.25 0.30
AT14 I wanted to/would want to destroy whatever 0.66 045 0.10 012
was close.
BR1 I had /would have stomach discomfort. 0.58 0.07 —-0.15 —0.52
BR2 I was/would be dizzy. 0.74 0.54 0.09 0.11
BR3 I was/would be shaking. 0.76 0.55 0.06 0.08
BR4 I had/would have pain in the chest. 0.73 0.57 0.04 0.11
BR5 I sweated /would sweat (whole body). 0.73 0.57 0.04 0.11
BR6 My heartbeat was/would be faster. 0.58 0.23 —-0.35 0.30
BR7 My breathing was/would be faster. 0.63 0.28 —0.30 0.24
BR8 My muscles were/would be tense. 0.70 0.39 —-0.19 0.21
BR9 I'had/would have goosebumps. 0.76 0.54 —0.02 0.10
BR10 I had/would have a dry mouth. 0.71 0.54 —0.03 0.08
BR11 My body became/would become hot (puff of 073 0.49 —0.10 011
heat. cheeks or chest).
E11 frowned/would frown. 0.33 —0.29 —0.37 —0.02
E2 I had/would have tears in my eyes. 0.69 0.49 0.00 0.08
E3 I spoke/would speak louder. 0.48 —0.02 —0.28 0.21
E4 1 had/would have a trembling voice. 0.73 0.49 —0.07 0.05
E5 I slouched /would slouch (shoulders down.
head down. hands down). 0.68 0.09 —0.31 0.03
E6 I covered/would cover my face with my hands. 0.63 0.24 -0.23 0.17
E71 .v\./as/ wquld be restless'(to.uchm.g face. hair. 0.70 0.27 024 0.05
biting nails. nervously kicking with legs).
E8 I was/would be walking around nervously. 0.65 0.25 -0.27 —0.02
SF1 I was/would be in an intense emotional state. 0.63 0.32 —0.24 0.27
SF21 exper~1enced /Twould experience the 0.74 0.39 0417 0.02
emotional state for a long time.
SF3 1 felt/I would feel anxious. 0.60 —0.02 —0.24 —0.48
SF4 1 felt/I would feel afraid. 0.74 0.39 —0.10 —0.11
SF5 I felt/I would feel panic. 0.67 0.44 -0.17 0.00
SF6 I felt/I would feel upset. 0.63 0.03 —0.42 0.06
SF7 I felt/I would feel worried. 0.57 0.01 —-0.15 —0.55
SF8 I felt/I would feel powerless. 0.55 —-0.31 —-0.27 —-0.23
SFI I felt/I would feel sad. 0.65 0.02 —0.30 —-0.23
SF10 I felt/I would feel ashamed. 0.48 0.24 —-0.30 —0.48
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Table A4. Cont.

Emotion Feature Emotional Constructive vs. Cognitive—Motivational =~ Sympathetic Arousal vs.
Intensity Unconstructive vs. Affective Distress Symptoms
SF11 I felt/I would feel angry. 0.57 -0.13 —0.43 0.07
SF12 I felt/I would feel frustrated. 0.49 —0.34 —0.46 0.15
SF13 I felt/I would feel surprised. 0.28 -0.15 0.20 —0.13
SF14 I felt/I would feel uncomfortable. 0.57 —0.08 —0.14 —0.53
ER1 I wanted to ask others to help me in solving 056 042 —011 —011
the problem.
ER2 I wanted people to comfort me. 0.72 0.37 —0.15 0.06
ER3 I tried to caln} myself down (e.g., by 0.69 025 032 016
breathing deeply)
ER4 I tried to suppress my feelings and 0.70 0.09 —035 0.10
control myself.
ER5 I tried to make the best out of the situation. 0.30 —0.31 0.07 -0.27
ERG6 I tried to see the positive side of the situation 0.30 —0.11 0.11 —0.34
ER7 I could not stop. thm.klng and analysing 0.60 010 _028 —0.09
the situation.
ER8 I had trouble concentrating. 0.68 0.18 —0.15 —0.13

Appendix B. Statistical Analysis of Device-Specific Emotional Responses in Study 2

Study 2. Differences between devices

Univariate Analysis of Variance

Between-Subjects Factors

Value Label N
1.00 CAMERA 8
2.00 SCALE 13
3.00 LIGHT 28
DEVICE 4.00 FRAME 12
5.00 SPEAKER 40
6.00 SENSORS 14
7.00 INFRASTRUCTURE 21
Tests of Between-Subjects Effects
Dependent Variable: GRID: GENERAL
sowce - Jellem g Men se [
Comected 71150 6 1186 1.354 0238 0.059
Intercept 0.731 1 0.731 0.835 0.363 0.006
DEVICE 7.115 6 1.186 1.354 0.238 0.059
Error 112.938 129 0.875
Total 120.229 136
gomected 120,053 135

a. R Squared = 0.059 (Adjusted R Squared = 0.016).



Appl. Sci. 2024, 14, 11855 31 of 40

Estimated Marginal Means

DEVICE

Dependent Variable: GRID: GENERAL

DEVICE Mean Std. Error iizzecroé‘sf:gce Intervélpper Bound
CAMERA 0.530 0.331 —0.124 1.185

SCALE 0.067 0.260 —0.447 0.580

LIGHT —0.168 0.177 —0.518 0.182
FRAME 0.318 0.270 -0.217 0.852
SPEAKER 0.070 0.148 —0.223 0.363
SENSORS —0.398 0.250 —0.893 0.096
INFRASTRUCTURE 0.164 0.204 —0.240 0.568

Post Hoc Tests
DEVICE

Multiple Comparisons
Dependent Variable: GRID: GENERAL

Tukey HSD
Mean Difference . 95% Confidence Interval
(I) DEVICE (J) DEVICE (I-) Std. Error Sig. Lower Bound Upper Bound
SCALE 0.4634 0.42045 0.926 —0.7961 1.7228
LIGHT 0.6979 0.37510 0.510 —0.4257 1.8215
FRAME 0.2125 0.42708 0.999 —1.0668 1.4917
CAMERA
SPEAKER 0.4603 0.36239 0.864 —0.6252 1.5458
SENSORS 0.9286 0.41469 0.282 —0.3135 2.1708
INFRASTRUCTURE 0.3660 0.38875 0.965 —0.7985 1.5304
CAMERA —0.4634 0.42045 0.926 —1.7228 0.7961
LIGHT 0.2345 0.31403 0.989 —0.7061 1.1752
FRAME —0.2509 0.37457 0.994 —1.3729 0.8711
SCALE
SPEAKER —0.0031 0.29872 1.000 —0.8979 0.8917
SENSORS 0.4653 0.36039 0.855 —0.6142 1.5448
INFRASTRUCTURE —0.0974 0.33020 1.000 —1.0865 0.8917
CAMERA —0.6979 0.37510 0.510 —1.8215 0.4257
SCALE —0.2345 0.31403 0.989 —1.1752 0.7061
FRAME —0.4854 0.32284 0.742 —1.4525 0.4816
LIGHT
SPEAKER —0.2377 0.23055 0.946 —0.9283 0.4529
SENSORS 0.2307 0.30627 0.989 —0.6867 1.1481
INFRASTRUCTURE —0.3320 0.27011 0.882 —1.1410 0.4771
CAMERA —0.2125 0.42708 0.999 —1.4917 1.0668
SCALE 0.2509 0.37457 0.994 —0.8711 1.3729
LIGHT 0.4854 0.32284 0.742 —0.4816 1.4525
FRAME
SPEAKER 0.2478 0.30797 0.984 —0.6747 1.1703
SENSORS 0.7162 0.36809 0.454 —0.3864 1.8188

INFRASTRUCTURE 0.1535 0.33860 0.999 —0.8607 1.1677
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CAMERA —0.4603 0.36239 0.864 —1.5458 0.6252
SCALE 0.0031 0.29872 1.000 —0.8917 0.8979
SPEAKER LIGHT 0.2377 0.23055 0.946 —0.4529 0.9283
FRAME —0.2478 0.30797 0.984 —1.1703 0.6747
SENSORS 0.4684 0.29055 0.675 —0.4019 1.3387
INFRASTRUCTURE —0.0943 0.25215 1.000 —0.8496 0.6610
CAMERA —0.9286 0.41469 0.282 —2.1708 0.3135
SCALE —0.4653 0.36039 0.855 —1.5448 0.6142
SENSORS LIGHT —0.2307 0.30627 0.989 —1.1481 0.6867
FRAME —0.7162 0.36809 0.454 —1.8188 0.3864
SPEAKER —0.4684 0.29055 0.675 —1.3387 0.4019
INFRASTRUCTURE —0.5627 0.32284 0.589 —1.5297 0.4044
CAMERA —0.3660 0.38875 0.965 —1.5304 0.7985
SCALE 0.0974 0.33020 1.000 —0.8917 1.0865
INFRASTRUCTURE LIGHT 0.3320 0.27011 0.882 —0.4771 1.1410
FRAME —0.1535 0.33860 0.999 —1.1677 0.8607
SPEAKER 0.0943 0.25215 1.000 —0.6610 0.8496
SENSORS 0.5627 0.32284 0.589 —0.4044 1.5297
Based on observed means.
The error term is Mean Square(Error) = 0.875.
Homogeneous Subsets
GRID: GENERAL
Tukey HSD #b<
DEVICE N Suli‘%t
SENSORS 14 —0.3984
LIGHT 28 —0.1677
SCALE 13 0.0669
SPEAKER 40 0.0700
INFRASTRUCTURE 21 0.1643
FRAME 12 0.3178
CAMERA 8 0.5302
Sig. 0.101

Means for groups in homogeneous subsets are displayed.

Based on observed means.
The error term is Mean Square(Error) = 0.875.
a. Uses Harmonic Mean Sample Size = 15.053.

b. The group sizes are unequal. The harmonic mean of the group sizes is used. Type I error levels are not

guaranteed.
c. Alpha = 0.05.




Appl. Sci. 2024, 14, 11855 33 of 40
Profile Plots
Estimated Marginal Means of GRID; GENERAL
B0
]
=
o
=
©
£ =
o
s
=
- 0o
O
©
E
= .20
L]
w
40
O 4y = m w )] =
= 2 € = m o B
i = = = = 0 =
Py m i = @] n
= m A —
Pv %) N,
c
)
_|
c
s
m
DEVICE
Univariate Analysis of Variance
Between-Subjects Factors
Value Label N
1.00 CAMERA 8
2.00 SCALE 13
3.00 LIGHT 28
DEVICE 4.00 FRAME 12
5.00 SPEAKER 40
6.00 SENSORS 14
7.00 INFRASTRUCTURE 21
Tests of Between-Subjects Effects
Dependent Variable: GRID: CONSTRUCTIVE VS UNCONSTRUCTIVE
Source Type III Sum of Squares df Mean Square F Sig. Partial Eta Squared
Corrected Model ~ 7.508 2 6 1.251 1.454 0.199 0.063
Intercept 5.447 1 5.447 6.328 0.013 0.047
DEVICE 7.508 6 1.251 1.454 0.199 0.063
Error 111.049 129 0.861
Total 121.767 136
Corrected Total 118.558 135

a. R Squared = 0.063 (Adjusted R Squared = 0.020)
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Estimated Marginal Means
DEVICE
Dependent Variable: GRID: CONSTRUCTIVE VS UNCONSTRUCTIVE
DEVICE Mean Std. Error iizzecrogoff:gce Intervélpper Bound
CAMERA —0.756 0.328 —1.405 —0.107
SCALE —0.571 0.257 —1.081 —0.062
LIGHT —0.155 0.175 —0.502 0.192
FRAME 0.071 0.268 —0.458 0.601
SPEAKER 0.008 0.147 —0.282 0.299
SENSORS 0.044 0.248 —0.447 0.534
INFRASTRUCTURE —0.233 0.202 —0.633 0.168
Post Hoc Tests
DEVICE
Multiple Comparisons
Dependent Variable: GRID: CONSTRUCTIVE VS UNCONSTRUCTIVE
Tukey HSD
(I) DEVICE (J) DEVICE Mean Difference (I-])  Std. Error Sig. ii&;"é‘(fﬁf;‘ce Interl‘jzlper Bound
SCALE —0.1848 0.41692 0.999 —1.4336 1.0641
LIGHT —0.6016 0.37195 0.671 —1.7158 0.5125
CAMERA FRAME —0.8277 0.42349 0.449 —2.0963 0.4408
SPEAKER —0.7646 0.35934 0.343 —1.8410 0.3118
SENSORS —0.7999 0.41121 0.455 —2.0316 0.4318
INFRASTRUCTURE —0.5237 0.38548 0.823 —1.6783 0.6310
CAMERA 0.1848 0.41692 0.999 —1.0641 1.4336
LIGHT —0.4169 0.31139 0.832 —1.3496 0.5159
SCALE FRAME —0.6429 0.37142 0.597 —1.7555 0.4696
SPEAKER —0.5798 0.29621 0.447 —1.4671 0.3074
SENSORS —0.6151 0.35736 0.603 —1.6856 0.4553
INFRASTRUCTURE —0.3389 0.32743 0.945 —-1.3197 0.6419
CAMERA 0.6016 0.37195 0.671 —0.5125 1.7158
SCALE 0.4169 0.31139 0.832 —0.5159 1.3496
LIGHT FRAME —0.2261 0.32013 0.992 —1.1850 0.7328
SPEAKER —0.1630 0.22862 0.992 —0.8478 0.5218
SENSORS —0.1983 0.30370 0.995 —1.1080 0.7114
INFRASTRUCTURE 0.0780 0.26784 1.000 —0.7243 0.8803
CAMERA 0.8277 0.42349 0.449 —0.4408 2.0963
SCALE 0.6429 0.37142 0.597 —0.4696 1.7555
FRAME LIGHT 0.2261 0.32013 0.992 —0.7328 1.1850
SPEAKER 0.0631 0.30538 1.000 —0.8516 0.9779
SENSORS 0.0278 0.36500 1.000 —1.0655 1.1212
INFRASTRUCTURE 0.3041 0.33575 0.971 —0.7016 1.3098
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CAMERA 0.7646 0.35934 0.343 —0.3118 1.8410
SCALE 0.5798 0.29621 0.447 —0.3074 1.4671
SPEAKER LIGHT 0.1630 0.22862 0.992 —0.5218 0.8478
FRAME —0.0631 0.30538 1.000 —-0.9779 0.8516
SENSORS —0.0353 0.28812 1.000 —0.8983 0.8277
INFRASTRUCTURE 0.2410 0.25003 0.961 —0.5080 0.9899
CAMERA 0.7999 0.41121 0.455 —0.4318 2.0316
SCALE 0.6151 0.35736 0.603 —0.4553 1.6856
SENSORS LIGHT 0.1983 0.30370 0.995 —0.7114 1.1080
FRAME —0.0278 0.36500 1.000 —1.1212 1.0655
SPEAKER 0.0353 0.28812 1.000 —0.8277 0.8983
INFRASTRUCTURE 0.2762 0.32013 0.977 —0.6827 1.2352
CAMERA 0.5237 0.38548 0.823 —0.6310 1.6783
SCALE 0.3389 0.32743 0.945 —0.6419 1.3197
INFRASTRUCTURE LIGHT —0.0780 0.26784 1.000 —0.8803 0.7243
FRAME —0.3041 0.33575 0.971 —1.3098 0.7016
SPEAKER —0.2410 0.25003 0.961 —0.9899 0.5080
SENSORS —0.2762 0.32013 0.977 —1.2352 0.6827
Based on observed means 0.
The error term is Mean Square(Error) = 0.861.
Homogeneous Subsets
GRID: CONSTRUCTIVE VS UNCONSTRUCTIVE
Tukey HSD #b<
DEVICE N ?Jbset
CAMERA 8 —0.7563
SCALE 13 —0.5715
INFRASTRUCTURE 21 —0.2326
LIGHT 28 —0.1546
SPEAKER 40 0.0083
SENSORS 14 0.0436
FRAME 12 0.0715
Sig. 0.188

Means for groups in homogeneous subsets are displayed.

Based on observed means.

The error term is Mean Square(Error) = 0.861.
a. Uses Harmonic Mean Sample Size = 15.053.

b. The group sizes are unequal. The harmonic mean of the group sizes is used. Type I error levels are not

guaranteed.
c. Alpha = 0.05.
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Univariate Analysis of Variance
Between-Subjects Factors
Value Label N
1.00 CAMERA 8
2.00 SCALE 13
3.00 LIGHT 28
DEVICE 4.00 FRAME 12
5.00 SPEAKER 40
6.00 SENSORS 14
7.00 INFRASTRUCTURE 21
Tests of Between-Subjects Effects
Dependent Variable: GRID: AFFECTIVE VS COGNITIVE/MOTIVATIONAL
Source Type Il Sum of Squares  df Mean Square F Sig. Partial Eta Squared
Corrected Model ~ 9.4822 6 1.580 1.689 0.129 0.073
Intercept 2.524 1 2.524 2.698 0.103 0.020
DEVICE 9.482 6 1.580 1.689 0.129 0.073
Error 120.707 129 0.936
Total 134.124 136
Corrected Total 130.189 135
a. R Squared = 0.073 (Adjusted R Squared = 0.030)
Estimated Marginal Means
DEVICE
Dependent Variable: GRID: AFFECTIVE VS COGNITIVE/MOTIVATIONAL
95% Confidence Interval
DEVICE Mean Std. Error Lower Bound Upper Bound
CAMERA 0.115 0.342 —0.562 0.791
SCALE —0.405 0.268 —0.935 0.126
LIGHT 0.254 0.183 —0.108 0.615
FRAME —0.316 0.279 —0.869 0.236
SPEAKER —0.430 0.153 —0.733 —0.128
SENSORS —0.204 0.259 -0.715 0.308
INFRASTRUCTURE —0.097 0.211 —0.515 0.320
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Post Hoc Tests
DEVICE

Multiple Comparisons
Dependent Variable: GRID: AFFECTIVE VS COGNITIVE/MOTIVATIONAL

Tukey HSD
. . 95% Confidence Interval
(I) DEVICE (J) DEVICE Mean Difference (I-]) Std. Error Sig. Lower Bound Upper Bound
SCALE 0.5193 0.43468 0.895 —0.7828 1.8213
LIGHT —0.1390 0.38779 1.000 —1.3006 1.0226
FRAME 0.4310 0.44152 0.958 —0.8916 1.7535
CAMERA
SPEAKER 0.5449 0.37464 0.771 —0.5773 1.6671
SENSORS 0.3186 0.42872 0.990 —0.9656 1.6028
INFRASTRUCTURE 0.2119 0.40190 0.998 —0.9920 1.4157
CAMERA —0.5193 0.43468 0.895 —1.8213 0.7828
LIGHT —0.6582 0.32465 0.403 —1.6307 0.3142
FRAME —0.0883 0.38724 1.000 —1.2482 1.0716
SCALE
SPEAKER 0.0256 0.30882 1.000 —0.8994 0.9507
SENSORS —0.2007 0.37258 0.998 —1.3167 0.9153
INFRASTRUCTURE —0.3074 0.34137 0.972 —1.3299 0.7152
CAMERA 0.1390 0.38779 1.000 —1.0226 1.3006
SCALE 0.6582 0.32465 0.403 —0.3142 1.6307
FRAME 0.5700 0.33376 0.612 —0.4298 1.5697
LIGHT
SPEAKER 0.6839 0.23835 0.070 —0.0301 1.3978
SENSORS 0.4576 0.31663 0.776 —0.4909 1.4060
INFRASTRUCTURE 0.3509 0.27924 0.870 —0.4856 1.1873
CAMERA —0.4310 0.44152 0.958 —1.7535 0.8916
SCALE 0.0883 0.38724 1.000 —1.0716 1.2482
LIGHT —0.5700 0.33376 0.612 —1.5697 0.4298
FRAME
SPEAKER 0.1139 0.31839 1.000 —0.8398 1.0676
SENSORS —0.1124 0.38054 1.000 —1.2523 1.0275
INFRASTRUCTURE —0.2191 0.35005 0.996 —1.2676 0.8295
CAMERA —0.5449 0.37464 0.771 —1.6671 0.5773
SCALE —0.0256 0.30882 1.000 —0.9507 0.8994
LIGHT —0.6839 0.23835 0.070 —1.3978 0.0301
SPEAKER
FRAME —0.1139 0.31839 1.000 —1.0676 0.8398
SENSORS —0.2263 0.30038 0.989 —1.1261 0.6735
INFRASTRUCTURE —0.3330 0.26067 0.861 —1.1138 0.4478
CAMERA —0.3186 0.42872 0.990 —1.6028 0.9656
SCALE 0.2007 0.37258 0.998 —0.9153 1.3167
LIGHT —0.4576 0.31663 0.776 —1.4060 0.4909
SENSORS
FRAME 0.1124 0.38054 1.000 —1.0275 1.2523
SPEAKER 0.2263 0.30038 0.989 —0.6735 1.1261

INFRASTRUCTURE —0.1067 0.33376 1.000 —1.1064 0.8931
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CAMERA —0.2119 0.40190 0.998 —1.4157 0.9920
SCALE 0.3074 0.34137 0.972 —0.7152 1.3299
INFRASTRUCTURE LIGHT —0.3509 0.27924 0.870 —1.1873 0.4856
FRAME 0.2191 0.35005 0.996 —0.8295 1.2676
SPEAKER 0.3330 0.26067 0.861 —0.4478 1.1138
SENSORS 0.1067 0.33376 1.000 —0.8931 1.1064
Based on observed means.
The error term is Mean Square(Error) = 0.936.
Homogeneous Subsets
GRID: AFFECTIVE VS COGNITIVE/MOTIVATIONAL
Tukey HSD #b<
DEVICE N Subset
SPEAKER 40 —0.4301
SCALE 13 —0.4045
FRAME 12 —0.3162
SENSORS 14 —0.2038
INFRASTRUCTURE 21 —0.0972
CAMERA 8 0.1147
LIGHT 28 0.2537
Sig0. 0.458

Means for groups in homogeneous subsets are displayed.

Based on observed means.

The error term is Mean Square(Error) = 0.936.
a. Uses Harmonic Mean Sample Size = 15.053.
b. The group sizes are unequal. The harmonic mean of the group sizes is used. Type I error levels are not

guaranteed.

c. Alpha = 0.05.
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