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ABSTRACT

Integrating industrial control system (ICS) with information technology (IT) and internet
technologies has made industrial control system environments (ICSEs) more vulnerable
to cyber-attacks. Increased connectivity has brought about increased security threats,
vulnerabilities, and risks in both technology and people (human) constituents of the ICSE.
Regardless of existing security solutions which are chiefly tailored towards technical
dimensions, cyber-attacks on ICSEs continue to increase with a proportionate level of
consequences and impacts. These consequences include system failures or breakdowns,
likewise affecting the operations of dependent systems. Impacts often include; marring
physical safety, triggering loss of lives, causing huge economic damages, and thwarting
the vital missions of productions and businesses.

This thesis addresses uncharted solution paths to the above challenges by investigating
both technical and human-factor security evaluations to improve cyber security in the
ICSE. An ICS testbed, scenario-based, and expert opinion approaches are used to
demonstrate and validate cyber-attack feasibility scenarios. To improve security of ICSs,
the research provides: (i) an adaptive operational security metrics generation (OSMG)
framework for generating suitable security metrics for security evaluations in ICSEs, and
a list of good security metrics methodology characteristics (scope-definitive, objective-
oriented, reliable, simple, adaptable, and repeatable), (i) a technical multi-attribute
vulnerability (and impact) assessment (MAVCA) methodology that considers and
combines dynamic metrics (temporal and environmental) attributes of vulnerabilities with
the functional dependency relationship attributes of the vulnerability host components, to
achieve a better representation of exploitation impacts on ICSE networks, (i) a
quantitative human-factor security (capability and vulnerability) evaluation model based on
human-agent security knowledge and skills, used to identify the most vulnerable human
elements, identify the least security aspects of the general workforce, and prioritise
security enhancement efforts, and (iv) security risk reduction through critical impact point
assessment (S2R-CIPA) process model that demonstrates the combination of technical
and human-factor security evaluations to mitigate risks and achieve ICSE-wide security
enhancements.

The approaches or models of cyber-attack feasibility testing, adaptive security metrication,
multi-attribute impact analysis, and workforce security capability evaluations can support
security auditors, analysts, managers, and system owners of ICSs to create security
strategies and improve cyber incidence response, and thus effectively reduce security risk.

Keywords:
Industrial Cyber Security, Cyber-Physical System Security, Cyber Security Evaluation,
Security Impact Analysis, Operational Security Metrics; Human-factor Security, Functional

Dependency Analysis; Security Criticality Analysis, Security Risk Assessment.
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1 NTRODUCTION

Industrial Control System (ICS) is an all-purpose (common) term used to describe
various types of automated industrial systems that control, monitor, and manage
industrial processes (Macaulay and Singer, 2012; Stouffer et al., 2015). The name
‘Industrial Control System’ was coined in 2008 by National Institute of Standards and
Technology (NIST) publication NIST 800-82: Guide to Industrial Control System
Security. It was used to refer to several types of control systems including; Supervisory
Control and Data Acquisition (SCADA) systems (Shaw, 2006; Radack, 2011), Process
Control Systems (PCS), Distributed Control Systems (DCS) (Kisner et al., 2010;
Karnouskos, 2011; Radack, 2011; ICSJWG, 2013), which are often found in industrial
and critical infrastructure sectors such as manufacturing, transport, electric power,
energy generation and distribution, water and wastewater management, chemical and
petrochemical operations, for handling production, processing, coordination, and
distribution services (Radack, 2011; Lu et al., 2014). Essentially, an ICS comprises of
combinations of control components (e.g., electrical, mechanical, hydraulic, pneumatic)

that collaboratively operate to realise an industrial objective (Stouffer et al., 2015).

The basic functions of ICS involve: sensor measurements, hardware control for
actuators (breakers, switches, monitors), human-machine interfacing, and remote
diagnostics and maintenance utilities (Amin and Sastry, 2015) (Nicholson et al., 2012b).
These are enabled using a collection of network protocols at varying levels. The control
system may be designed to operate open-loop, closed-loop, and (or) manual mode. In
an open-loop, predefined settings control the system’s output. In closed-loop, the control
system output has an influence on the input to sustain the desired objective. The manual
mode describes the outright control of the system by humans solely (Stouffer et al.,
2015). Figure 1-1 shows the architecture of a typical ICS comprising of the core
components and connection to IT networks. These include the supervisory control
centre, the field control, and physical process, all connected via a communications

gateway.
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Figure 1-1: Layered Architecture of a Typical Industrial Control System (Source: Author)

The supervisory control comprises of industrial components that handle control
initiations and monitoring such as master terminal units (MTU), human-machine-
interface (HMI) device, engineering workstations, historians, plus safety instrumented

devices.

The field devices include programmable logic controller (PLC) and other control
maintenance components used to automate control functions through the network.
Physical process comprises of machine, actuators, sensors and I/O ports connected to
physical equipment to accomplish input and output processes. The communication
gateway comprises of local/wide area network components, routers, switches, satellite,

etc, through which communication exchange is facilitated amongst the network



components. This is the bridge, allowing the OT system to communicate with IT
systems, which include ERP, finance, and administration, file servers, messaging, and

archives.

An Industrial Control System Environment (ICSE) refers to a domain where industrial
control operations and processes are performed. ICSE is comprised of a collection of
entities that function, operate, interact, and collaborate towards achieving a set of
industrial objectives(s). These entities often involve collection of technology assets that
interact over a network, a set of humans (operators, designers, developers, user, etc.)
that use and interact with the technology assets by supplying inputs commands or
responding to output instructions, and an array of processes enabled by the integration

of the functions, operations, and interactions between human and technology assets.

1.1 Research Background

1.1.1 Evolution of Industrial Control Systems (ICSs)

In the past, Industrial Control Systems (ICSs) were operated in secluded setups in a
process technically referred to as ‘Air-gapping’ (Gold, 2009; Neg et al., 2016). ICS
system and networks used only trademark protocols and were totally isolated from other
networks (Dumont, 2010). The components in use were typically designed without
security considerations. Design and development priorities were rather focused on
performance, productivity, reliability, flexibility, and safety (Honeywell, 2011; Stouffer,
Falco and Scarfone, 2011).

However, the desire to automate manual functionalities in control of industrial processes
brought about the increased use of computers, networks, and the internet to leverage
high performance efficiencies (Wells et al., 2014). The ill-fate is that the potentials for
misuse came inclusive in the new convergence between IT and traditional ICS (Alcaraz
and Zeadally, 2015; Bartman and Carson, 2017). The manufacturing ICSE is one of
such notable areas where cyber security threats and vulnerabilities are growing issues.
Clearly, a threat in cyberspace implies a threat to all that rely on cyberspace for normal
operations. Hence, implementers of ICS in the cyber domain are now seeking ways of

ensuring security and safety while remaining operational.



In this research thesis, ‘Cyber security’ and ‘Security’ are used interchangeably with the
same meaning. From NIST’s Glossary of Key Information Security Terms (NIST,
2013a), ‘Cyber security’ is defined as ‘the ability to protect or defend the use of
cyberspace from cyber-attacks”. Modern (ethernet/cyber-enabled) ICS infrastructures
need to be protected to ensure that they are not rendered unworkable by the nefarious
activities of malicious attackers, who have continued to show that no system is beyond
reach or impenetrable. Every prospective disruption or damage ensuing from a cyber-
attack on an ICS asset may well be as significant as the loss of revenue, or damage to

brand reputations. The targets and numbers are evident.

1.1.2 Industrial Control System Security Vulnerability and Attack Trends

The first popular attack incident against an ICS infrastructure termed a fYogic bomb’
targeted the Supervisory Control and Data Acquisition (SCADA) system of a Russian
Gas Company. This caused a massive explosion and damage to the Tran-Siberian gas
pipeline (Dickman, 2009). More recently (2010), ‘Stuxnet’ worm targeted and
successfully infected Programmable Logic Controller (PLC) systems in an Iranian
nuclear plant. Stuxnet caused centrifuges to spin faster and out of control while evading
monitoring and alert system controls. This damaged one-fifth of the overall working
centrifuges; putting them out of use in a time earlier than expected, and setting back the
Iranian nuclear program (Sadeghi, Wachsmann and Waidner, 2015). The ‘Shamoon’
Saudi Aramco spear-phishing attack compromised over 30,000 computers (Leyden,
2012). The combined ‘spear phishing and social engineering’ attacks on a German Steel
factory (Paul, 2014) aided the compromise of production network devices and damaged

factory equipment.

These exploit and compromise phenomena seem to be increasing as vulnerabilities
increase with time and technology evolutions (Andreeva et al., 2016a). Figure 1-2
indicates a steady increase in the number of ICS vulnerabilities from less than 10 in
2003 to over 170 in 2015. Similarly, recent security survey reports (IBM Security, 2015;
McMillen, 2016) summarised in Figure 1-3 indicates a steady increase in the number of
attacks against ICSs from about 600 in 2013 to nearly 2700 in 2016. The 2014-2015
Computer Science Corporation, Global CIO Survey (CSC, 2014), reported that 76% of
the manufacturing ICS respondents noted that emerging innovative technologies such

as ‘Industrial Internet-of-Things’ (lloT) were of critical priority following the increasing



enthusiasm by manufacturers to interact with real-time production and consumption
data. With 1loT, more industrial infrastructures are continually being connected to the

Internet; establishing presence in the cyberspace.
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As interconnectivity and convergence continue to grow, insecurity seem to follow similar
trend, and projections are that malicious activities will likely follow the same growth trend
while attack feasibilities may dwindle (Wells et al., 2014). Virtualisation, Bring-Your-
Own-Device (BYOD), Mobile Computing, along with other emerging IT trends and
technologies, while beneficial, have unlocked numerous security vulnerabilities and
risks that make ICSEs easily exploitable by cyber-attackers (Radack, 2011; Rautmare,
2011; Brenner, 2013).

According to Wells et al (2014), what is more worrisome is that as the number of cyber-
attacks grow, the attack visibility potentially declines, while their damaging capacities
increase. Generally, trends suggest that increasing connectivity and integration of
traditional ICSE (assets, protocols, and networks) with IT capabilities appears to
increase security vulnerabilities and risks within the ICSE. Although performance,
productivity, reliability, high-tech monitoring, and maintainability are improved by the
ICS-IT connectivity and integration, the resultant system often yield vulnerable and
insecure configurations. Figure 1-4 shows the evolution of ICS from its original state of
being solely isolated from external networks, to a state of convergence with IT to improve

operational and service performances, but also introducing security vulnerabilities.

1.1.3 Industrial Control System Security Enablers and Operational
Efficiency

Following from the current trend, cyber security has become a fundamental requirement
for ICSEs to function and operate safely. Implementing security for this system also
comes with tough challenges. Computing and IT security control measures are fairly
developed and standardised. However, IT security controls and measures cannot be
totally and directly applied to ICSEs without some form of modifications. This is due to
several differences between the two which bordered on security and operational
requirements and prioritisation (Macaulay and Singer, 2012). The authors (Macaulay
and Singer, 2012) argued that nearly all ICS security compromises have associated
physical consequences and impacts. These are often more severe and abrupt than in

the IT domain.

The main reasons for the difficulty of ensuring the security of ICSE include: vastly

dispersed assets with frequent compulsory remote access requirements, traditional IT



security applications such as antiviruses and firewalls may not be suitable for
compatibility issues, and when possible, application could affect system availability
which is not acceptable for ICS as a high-availability system. Older ICS systems are
often not open to patching or upgrades (Macaulay and Singer, 2012; Drias, Serhrouchni
and Vogel, 2015). Cyber security threats to ICS encompass threat vectors like non-
typical network protocols and instruction sets that cannot be blocked, as they were not

designed with the concerns of security.

Technical control may be easily subverted by intelligent adversaries, who can easily
deceive unaware, unskilled, and unsuspecting ICS operators and users into undertaking
actions and activities that can grant the attackers easy access and high privilege
capacities to execute their malicious intents. These are often also undetectable by
security alert systems until serious damages and anomalies begin to emerge
(Johansson, Sommestad and Ekstedt, 2009; Fan et al., 2015).

The above issues in ICS require the development and adoption of domain-specific
security approaches to ensure and improve cyber security in the industrial domain.
Enhanced and tailored efforts need to be built on the knowledge and understanding of
emerging security threats, vulnerabilities, attack patterns, impacts, security methods,
areas of weaknesses and non-conformities, which may require modifications and

improvements.

To achieve and sustain a more secure and safe operational ICSE, People, Process and
Technology (Figure 1-5) key system collaborating elements should be considered (King-
Turner, 2014), since they are prime to the ‘success’ of every operational electronic
IT/ICS system, from Business development (King-Turner, 2014), to Operations and
Performance Efficiency (Emerson Network Power, 2013). Success in this case implies
effective operations that bring about the attainment of desired or predefined system
and(or) service objectives without any form of undesirable impediments, interruptions,

or modifications.
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1.2 Research Gap

The industrial control system environment has become more attractive targets to cyber-
attacks across the three collaborating elements: people, technology, and process (Ani,
et al. 2016). Generally, the convergence of varied initially separated technologies and
protocols into modern ICS has introduced more functional complexities which have also
impelled the pressure from security and privacy legislations to obtain necessary
justifications for security features and solutions (Savola, 2009). Evidence to support
such security justifications can easily be obtained from the application of systematic
security analysis and evaluation guided by effective metrics development approaches.
This research addresses some of the gaps identified from reviews of existing security
solutions for ICSEs. The gaps are quite related in that they seek to address different
aspects of ICSE security vulnerability and impact evaluations, which can collectively
contribute to engaging a more strategic security control implementation. From the point
of using domain-specific security metrics methodology to generate appropriate metrics,
to the point of applying quantitative evaluation of vulnerability, capability and impact from
both technical and human-factor dimensions to support more precise and effective risk

mitigations in ICSEs. The specific research gaps addressed in this study include:

I.  Currently lacking and needed is an ICS-specific security metrics methodology for
metrics generation that considers the multi-entity nature of ICSEs — including

people, process, and technology elements and attributes (Fruehwirth et al.,



2010). Metric attributes related the target system segment, applicable security
objectives and control capability direction, and measurement formats need to be
well clarified when deciding on an appropriate metric for understanding certain
security contexts. This will provide ICS security auditors with options and
capabilities to derive metrics and measures for wider or narrowed security
evaluations, and which aligns with relevant standards such as the NIST SP 800-
82 (Stouffer et al., 2015).

Existing metrics generation methods are more inclined towards IT applications
and cannot be directly adopted for ICS due to differences in the prioritisation of
security objectives. There is the need for methods which can guide organisations
that run ICSs in the unambiguous outline of their security objectives, identification
of appropriate metric quantities for evaluating their desired cyber malicious
attributes (Fruehwirth et al., 2010; Barabanov et al., 2011). For example, the
method with nearest relevance to the contexts mentioned is the technical-centric
security metrics development model for SCADA (TSMM SCADA) (M. P. Azuwa
et al., 2012). However, TSMM SCADA focuses on metrics for technical security
controls alone, and does not consider people and(or) process security control
metrics. This falls short in that it ignores the crucial aspects of human-factor and
process security metrication which are very crucial and contribute to an
overarching assessment of vulnerability and security within an ICSE. There is a
limitation to use such existing approach for security metrics development
specified for ICSEs.

From a technical security perspective, vulnerability analysis is a common method
used to quantitatively evaluate and rank security severities and determine
suitable countermeasures. However, there is the need to effectively address a
further issue resulting from the above, which involves more precisely resolving
the uncertainties in severity prioritisation; enabled by the multiplicity of the same
vulnerability in different technology assets, and the same severity ratings for
different vulnerabilities within the same system. This problem seem to be caused
by the use of single and static severity ratings and attributes alone for
vulnerabilities, without considering the effects of environmental factors and other

external influences such as functional dependencies and impact cascades (Kheir
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et al., 2010; Wells et al., 2014). Here, ‘effective’ implies an ability to consider
multiple dynamic attributes of security vulnerabilities especially in relations to
their lifecycle and host environment changes while undertaking an impact
analysis. In ICSE, considering multiple and dynamic vulnerability attributes such
as functional dependency index during security analysis can help provide a much
more precise quantification of severities to resolve the uncertainties and improve

decision-making for countermeasures.

The need to quantitatively assess the security capabilities of the human-agents
(workforce) within an ICS operational environment can proffer a much more
precise indication of security adeptness in a way that is new and shifts from the
typical qualitative approach. This implies an ability to analyse human-related
security vulnerabilities in the ICSE such as skills and knowledge, and
quantitatively estimate users’ security capacities for appropriate response and
control and identifying the most vulnerable users within a group. This can also
simplify the process of engaging strategic security measures and controls related
to human-related vulnerabilities. This measure is significant contributory towards
achieving efficient workforce security consciousness and characterisation, as
well as support overall organisational security posture enhancement (Navarro,
2007; Beautement et al., 2016). While the gap in (i) addresses the issue of
security metrics methodology development with scope covering people, process
and technology aspects of ICSE, this gap more specifically focuses on the
application process for quantifying security knowledge and skills human-factor

attributes of the workforce to support decision-making.

There is the need for an operational security risk assessment and mitigation
approach that considers and combines both technical and human-factor
attributes into a single and purposeful ICSE security risk control (Cherdantseva
et al., 2016). Again, this differs from the gap in (i) in that it focuses on risk
reductions methods that considers technical and human risk factors, to provide a
wider and more precise view of security risk evaluations and the analysis of the

extent of control capacities achieved post implementation.
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This study adopts a socio-technical, risk-based, metrics-driven security improvement
approach in line with NIST SP 800-82 v2 (Stouffer et al., 2015) recommendations for
effective ICS security. This approach will contribute an in-depth security analysis
procedure with the compliance of NIST ICS security. The NIST guideline recommends
that industries running ICSs must develop risk evaluation models and processes that
can adapt to their operations and business objectives, and effectively resolve identified
security risks based on organisational priorities that account for both internal and
external constraints and dynamics. Security risk assessment processes and models
should be interactive and iterative in response to the evolutionary nature of cyber threats
in ICSE.

1.3 Research Aim and Objectives

The aim of this research is to develop a security risk reduction framework that
incorporates dynamic technical and human-factor vulnerability attributes and metrics to
support a more precise prioritisation of controls based on ranked estimates of impacts,
and improvement of cyber security in Industrial Control Systems Environment (ICSE).

In order to reach the aim, this research will achieve the following objectives:

I To learn the current state-of-the-art in cyber security risks (threats,
vulnerabilities, attacks, impacts and control techniques) of industry control
systems environments (ICSEs), identify current research gaps, and
demonstrate the feasibility of performing denial of service and privilege
escalation attacks on an ICS network.

. To develop an ICS-specific security metrics development framework that
considers technology, people, and process elements of ICSEs to support the
generation of suitable metric quantities for security assessment.

iii. To develop a quantitative vulnerability impact estimation method that
combines multiple vulnerability attributes (dynamic severity, attack probability,
and host component dependency) to resolve the uncertainties in prioritising
security control measures in an ICS network.

V. To develop a quantitative method for evaluating industrial workforce (human)
cyber security capacity based on security knowledge and skills to identify the
least capable workforce and the security area(s) needing improvement.

12



V. To propose a security risk reduction framework that integrates both technical

and human-factor attributes and evaluations to improve security in ICSE.

1.4 Research Scope and Limitation

The research is to address the operational cyber security of industry control system
environments (ICSEs) in regard of measurement, governance, and reduction of cyber
risks. The ISO/IEC standard 27000-4 (ISO/IEC, 2018) and NIST’s security metric guide
(Chew et al., 2008) provide general qualitative models that describe variables/concepts
in the security domain and how these concepts relate to each other. They defined how
an organisation should develop and maintain a measurement program for information
security management, but do not define the actual measurements that can be made
quantitatively and/or qualitatively in terms of various security scenarios. These two
documents provide the theory framework for this research on the operational cyber
security of ICSEs exploring improved security vulnerability and risk reduction

approaches.

In particular, the underpinning theory guiding the study is built on the submission that;
while in security evaluation, considering and combining vulnerability-related attributes
of ICSE technical and human elements can yield a criticality and impact estimation that
will be a much more precise representation of the dynamics of security risk, and to
support effective prioritisation and application of security controls. Examples of
vulnerability of interest include: buffer overflows due to low processing power, vulnerable
operating system platform (e.g. Microsoft Windows), weak authentication bypass, and
improper input validation in technology elements (Yusta, Correa and Lacal-Arantegui,
2011; Ani, He and Tiwari, 2017). Others include; a lack or low security awareness, lack
or low security response skills in human elements in ICSEs. These vulnerabilities are
noted to be more widespread in ICS components and networks (Andreeva et al., 2016a),
and represent the most typical and common concerns in the study domain (Pasqualetti,
Dorfler and Bullo, 2015). The research is not designed to cover other ICS vulnerabilities
such as cleartext transmission of sensitive information, SQL injections, Use of Hard-
coded credentials, cross-site scripting, malware (e.g. Stuxnet) injections, and
unrestricted file uploads. Aspects related to intrusion detection, and protocol security
analysis are also not covered within the scope of this study because of time constraints

of the research.
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The study covers security metrics framework development which considers technology,
people and process elements of ICSE, and necessary for generating relevant security
metric quantities for security evaluation. It also covers security risk assessment and
mitigation via technical and human-factor (people) vulnerability and impact
analysis.” The results could be used by security analysts, security auditors, security risk
assessors to identify and use the appropriate metric quantities that suite their unique
security assessment needs. The model achieves this by providing the factors and
guiding principles to consider in the metrics generation process to yield outputs that
relate to desired security contexts. This will in turn support efficient security monitoring,
prediction, and decision-support for risk managers and top management executives as

they strive to improve security in their ICSEs.

The technical aspect focuses the quantitative analysis and estimation of security
criticalities of identified vulnerabilities and based on dynamic attributes and scores from
the Common Vulnerability Scoring Scheme (CVSS) (Franklin, Wergin and Booth, 2014),
attack probability and vulnerability host component dependency values. These factors
and details obtained from a testbed allows for the testing and study of cascading impacts
due to the exploitation of technical vulnerabilities and determining associated security
control measures.” The testbed is representative of a small machine shop product/item
conveyor control system comprising of actual industrial-grade control hardware,
software, and services in the form they are configured in practice. It captures the basic
architectural components of ICS and reflects the basic control functions and processes
inherent such system. The physical process component is represented using a toy
conveyor system robot with sensors and actuators which is representative of the

functions of actual physical conveyor machine system.

The aspect of human-factor (people) covers the quantitative assessment of the security
capability and vulnerability of human agents (workforce) in an ICSE based on their
security knowledge and skills attributes and in line with prescribed policy(ies) and
standard(s). In this study, the NIST SP 800-82 v2 (Stouffer et al., 2015) standard, and
the UK ‘10 steps to Cybersecurity’ good practice guide (UK-Cabinet-Office, 2012) were
used. A method for achieving the evaluation based on these factors, policy and standard
is explored. The process element is only considered from the perspective of the

interactions between the people and technology elements. The direct assessment of
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process element attributes is not in the research scope. Implicitly, improving security
capacities in technologies and people could help improve security capacity of the

physical processes.

In the industrial facilities and setups of a small machine shop product/item conveyor
control system and the security guidelines in NIST SP 800-82 v2 and the UK ‘10 steps
to Cybersecurity’ guide, this is particularly important, for example, a shop floor
automation engineer typically interacts with control system workstation to programme
sensing and actuation control on a PLC to drive processes on conveying machines. The
engineer also interacts with HMI to monitor ongoing processes as the run. Such
engineer’s inability to timely recognise security anomalies related to unsolicited emails,
credential requests, access to workstations, patches and updates to PLCs, or control
activation or deactivation on HMIs, can cause the engineer to act inappropriately away
from precautionary or reporting actions that can deter any maliciousness. However,
efficient and timely recognition and actions against the compromises mentioned would
depend on security knowledge and skills. Drawing lessons from the popular security
breach against Target Corporation, it is noted that Target’s security technology detected
the breach, but the human agents who should have applied security responses to control
the attack impacts, lacked the necessary skills and knowledge (Hershberger, 2014).
Thus, the characteristics of the interactions between the people and technology
elements are shown in these types of scenarios that open-up vulnerabilities, and where
human actions or inactions as part of a security or operational process on the small

machine control system can make or mar cyber-attacks.

The study involved critical reviews of cyber security issues in ICSEs covering; evolving
security threats, vulnerabilities and attack patterns, security metrics methodologies,
vulnerability-driven  impact assessment, human-centred capability/vulnerability
evaluation techniques, and security risk mitigation. Critical reviews of existing security
analysis techniques covering architectural design, attack detection, attack modelling,

attack categorisation, and strategy implementation were also carried out.

The study also includes attack simulations on a developed ICS testbed, and is
representative of the attack modelling technique. The testbed approach is used as a
medium for testing and validating the outcomes of the research.” Literature suggests

that the importance of simulating attacks such as: denial-of-service (disrupting
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communications), deception attacks (controller hijack or manipulation), replay attacks,
protocol forgery attacks, and firewall exploitation attacks for a machine shop
product/item conveyor control system and security guidelines such as NIST SP 800-82
v2 and the UK “10 steps to Cybersecurity’ guide, can support understanding how
vulnerabilities can negatively impact on normal functionality and operations, affect
productivity and other potential consequences. The testbed is designed with the top 2

scenarios of the attack list.

The testbed design is demonstrative of a small machine product/item control-based
conveyor belt system/network covering the control centre, the communication
architecture, the field devices and the physical process, which form the basic
architectural characteristics of a typical ICS network as defined in NIST SP 800-82
Revision 2 (Stouffer et al., 2015). This is characteristic of the basic technology-oriented
functionalities that can be found in an ICS and chosen because it represents a sectional
process in manufacturing. Manufacturing is one of the most targeted sectors for cyber-
attacks, especially in the UK (DeSmit et al., 2016; Chapman, 2018). Thus, the testbed
design chosen provides a good platform for investigating security vulnerabilities and
attacks related to a part of manufacturing, and to come up with solutions that can
address (reduce) the prevailing security issues in this and other sub-sectors of

manufacturing.

The testbed is designed to be able to address specific types of attacks limited to: (i)
denial-of-service (DoS) via traffic flooding (buffer overflows) of field device components
such as the programmable logic controller (PLC) and extended (input/output) module
devices, and (ii) deception attacks such as process hijacking via the direct compromise
and escalation of privileges on control centre computer/workstation. They are chosen
for two reasons: (i) to capture the two dimensions of attacks feasible on ICSEs, i.e.,
insider attack and outsider attack. DoS attack represents an outsider attack, while the
process hijack is viewed as a form of insider attack. (ii) because they represent the most
frequent and common concerns in the ICSE in relations to the damaging impacts they
cause (Pasqualetti, Dorfler and Bullo, 2015; Andreeva et al.,, 2016b). Hence,
demonstrating these attacks can lead to insights into how attackers act, and help ICSE
security managers and administrators to understand how to proactively control or

mitigate the attacks.
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The DoS attack aims to target and exploit any vulnerability on the designed testbed PLC
or Network Switch related to Resource Exhaustion via a vulnerable network port, for
example Port 80. The process hijacking attack aims to target and exploit any
vulnerability on the testbed related to backdoors and design flaws in control system
software which can enable unauthorised access to the affected system and allow for the
lock-out of authorised users and alteration of preconfigured processes and operations
on the testbed. Although emerging design policies and updates are being put forward
to shut identified backdoors, however, these are vendor-specific and are often not
included in former products and burden of implementation are left on the users. Again,
patches or updates have been seen to open up new flaws, and even corrupt ICS
components (Leyden, 2018). Thus, it is important to test ICS components and networks
for available flaws even after implementing certain updates or security policies to find

out if other/newer flaws exist, and how to fix them.

The general understanding of the two testbed scenarios such as the aspect of target
profiling, tools for vulnerability assessment, tools and techniques for exploitation are
quite published and are known knowledge particularly in the IT domain. However, in
employing these attack simulation scenarios, the study aims to use the outcomes to
investigate an aspect of security impact assessment which has not been considered.
This aspect involves finding out how the topological link amongst components within an
ICS network and their functional dependency attributes can affect the impact estimates
of vulnerabilities. Also, to explore how such information when obtained can help to
achieve better prioritisation vulnerability controls based on evaluated cascading impacts
to improve security decision-making. Thus, the information gathered from these attack
scenarios can help the development of appropriate impacts assessment and security
reduction methods for ICSEs. The testbed operations and attack (DoS and deception)
scenarios only addresses technical vulnerability attributes and do not include any
human-technology interaction attributes. Human-factor vulnerabilities are not directly
considered in the testbed. These are derived from the evaluation of data collected from
sample ICS workforce respondents.
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The results from initial reviews and cyber-attack demonstration both provided insights
that guided the development of security frameworks and methodologies to support the
enhancement of cyber security in ICSE. The testbed also provided the platform for
testing and validating the technical vulnerability and impact estimation method
proposed. A use case scenario and data from sample ICSE workforce was used to test
and validate the human-factor security capability evaluation model. This is further
consolidated by expert opinions. The results from these studies will be beneficial to
security auditors, assessors, analysts, and managers. It will improve the process of
analysing and prioritising both technical and human-level security-related vulnerabilities
and impacts and increase their confidence in adopting the appropriate security controls

to achieve the best possible security improvements in ICSEs.

Other human-factor attributes such as security culture, attitude, behaviours are not
considered within this scope of work. This is because of the difficulty of deriving direct
human adeptness from these factors, and the time constraint to handle the qualitative
research activities that may be involved. The study does not include translating
developed framework and evaluation methodologies into automated (online) software
tools. The analysis and improvement of business-wide economic security impact is not

within the scope of this study too.

The results of this study will benefit both the academic and industrial communities. ICS
academic research community will benefit from the understanding that changing
technologies and attack trends means that security risks are no longer confined to
technical vulnerabilities alone. But includes vulnerabilities from human agents. Thus,
this research will spur developments of new security techniques and approaches
(architectures and protocol developments) that consider both technology and human
risks to enhance security. This will bring and keep the academic community in-tune with

security trends and developments in modern ICS domain.

With the results of this research, ICSE security practitioner community (security
analysts, assessors, administrators and managers) will be better informed about how
multiple technical and human-factor attributes can be used to evaluate and address
security vulnerabilities and impacts. These workforce group will be furnished with the
information that will enable them to make the right decisions about the metrics

methodologies to adopt, the security metrics of importance, the security risks to address
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to achieve highest possible security based on prioritised scale of impacts on industrial
operations. This way, the cost of security risk management can be significantly reduced,
and implementation also reduced. This is against the typical all-inclusive security
management approach being adopted in the industrial environments. It will motivate and
influence the change/modifications of viewpoints and policies in organisations where
emphasis have been more on technology security. It will provide the motivation to
include both technical and human-factor aspects in security risk assessments for better

security outcomes.

1.5 Research Justification

Cyber security has become a critical goal of ICSE, as required by Industry 4.0. Although
security control efforts have been made to mitigate cyber threats to ICSE, cyber
incidents are still happening. There is a need for new methodologies for security
evaluations to mitigate cyber-threats and improve security in ICSE. This study is
motivated by the need to improve the security of ICSEs where industrial organisations
run advanced ICSs enabled by IoT for improving performance and productivity and
increasing the global competitiveness. The research will be furthered by providing
details about existing security control approaches and their limitations towards achieving

effective security.

A testbed is a suitable approach for this because; it provides a way for evaluating the
performance or behavioural degradation of ICSs while undergoing cyber-attacks
(Candell Jr., Zimmerman and Stouffer, 2015). A testbed provides an easier and more
valid understanding of cyber-attack feasibilities and their implications on control system
networks/processes, thus guide the development and implementation of effective
security countermeasures (Candell Jr., Zimmerman and Stouffer, 2015; H. Holm et al.,
2015; Kavak et al., 2016). It also provides a strong path towards validating the output of
the research since it mirrors the realism of industrial control environments, providing a
high level of results credibility (Stouffer et al., 2015). Therefore, a small machine shop
conveyor industry control system is developed as a testbed. The basic operations of
ICS networks to simulate include; sensing, actuation, control, and monitoring operations
in line with NIST SP 800-82 Rev 2 (Stouffer et al., 2015). The values of the testbed
include: firstly, testing the feasibility of attack scenarios to demonstrate the importance

of this research; secondly, it will support the analysis of security risk attributes, such as
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vulnerability severities and impacts, and validate the research on vulnerability impact
analysis; thirdly, the testbed will also provide a practical use case for exploring the new
theories and knowledge in the combination of multiple dynamic attributes related to
security vulnerabilities and their host assets to achieve a better estimation of security
criticalities and impacts. This helps to identify the most critical technology assets, and
proffer basis for prioritising security efforts based on the estimated impact magnitudes

of vulnerabilities.

Other validation mediums employed in this research include: scenario-based formative
decomposition (Frechtling, 2002), and expert opinions (Perumal, 2014). These are used
to validate the research on framework for security metrics generation. The scenario-
based formative decomposition helps to test the applicability and effectiveness of the
research outcome to guide the generation of appropriate security metrics in ICSEs
contexts. This is further consolidated by expert-based opinions on the suitability,
usability and workability (Dodig-Crnkovic, 2002; Freitas, 2009) of the research outcome.
These validations will help support new concepts and associated value in clarifying the
security dimensions, segments, target constituents, security requirements, control
capabilities, and measurement formats, in metrics generation to obtain appropriate
security metric quantities. They also underscore the significance of considering good

metrics framework characteristics.

A test-based approach (Gilbert, 2008; Robson and McCartan, 2015) involving cross-
sectional data collection (Perumal, 2014) is also used in this research to validate the
research on human-factor security capability evaluation. This is explored through
collection and analysis of data from actual human subjects with work affiliates to ICSEs.
This will provide data which is representative of the scenario/condition that may be found
in the ICSE, and which can be used to demonstrate the application and impact of the
methodology adopted. Thus, this brings to light the significance and contribution of
human security knowledge and skills capability/vulnerability evaluations to the

overarching goal of improving security in ICSEs.

The outcome of these validations put together are used to further the research and
validation of the work on security risk reduction in ICSE. By identifying vulnerabilities in

both technology and human-elements of ICS, analysing associated severities and
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impacts, applying suitable controls to reduce the vulnerabilities and impacts; security

can be significantly improved.

1.6 Thesis Structure

Chapter 1 presents a background and generalised overview of security vulnerability and
control issues in ICSE. The chapter outlines the research aims and objectives along with

the scope and justifications.

Chapter 2 presents the methodology for this research and justification in relations to the

defined research aim and objectives.

Chapter 3 presents a review of literatures related to ICS security risks (threats,
vulnerabilities, attacks, and impacts), security control solutions in relations to metrics
development methodologies, vulnerability impact analysis, and security capability

evaluation of human elements.

Chapter 4 addresses the development of the PLC-based assembly-line testbed, with
which, vulnerability analysis, and penetration testing using attack scenarios was carried

out, and the outcomes of such attacks on the testbed were assessed.

Chapter 5 focuses on the development framework of security metrics in relations to

ICSE to fill the identified gaps in existing methodologies, and the framework validation.

Chapter 6 provides an evaluation model to assess technical vulnerability, criticality, and
impact in an ICS, and demonstrates the usability of the evaluation model on the

developed testbed from chapter 4.

Chapter 7 presents the work on human-factored cyber security capability evaluation,

and a test scenario for verifying the usability and suitability of the proposed approach.

Chapter 8 provides an ICS Security Risk Reductions framework, with the description of

concepts, structures, attributes and validation of the framework.

Chapter 9 summarises the contribution of the research to knowledge, research

limitations, and future work.
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2 RESEARCH METHODOLOGY

2.1 Introduction

The successful attainment of the research aim and objectives relies on appropriate and
well-designed scientific research methodology. This chapter presents a justification of
the selected research methods, and discusses aspects covering research purpose,
design, strategy, and data collections in relations to adopted research aim and

objectives

To achieve the research objectives, the research was structured into three work
packages: (i) Understanding the Contexts, and Issues of Cyber Security in Industrial
Control System Environments (ICSE), (ii) Security Metrication Framework and Security
Criticality Evaluation Models (Reviews, Analysis, Development, and Validation), and (i)
Security Risk Reduction via Security Risk Reduction through Critical Impact Point
Assessment (S2R-CIPA) Process Plan. These are structured in line with defined
research objectives. Each objective was achieved following the initial review of context,
research gap identification, solution development, validation, and the presentation of
conclusive results. Figure 2-1 presents the work package indicating the work flow of the

methods adopted.

2.2 Work Package 1: - Understanding the Contexts, and Issues of
Cyber Security in Industrial Control System Environments (ICSE).

This addresses research objective 1 which involved reviewing the current state-of-the-
art in open cyber security issues and demonstrating the feasibility of identifying and
exploiting security vulnerabilities in an ICS network to identify research gaps and
objectives (Creswell, 2014). This was achieved through a comprehensive critical review
(Ani, et. al. 2017) of ICSE security issues and risks.

At this stage, relevant numerous resources materials (journal and conference papers,
textbooks, trusted website articles, and security standards, etc.) on ICSE security were
reviewed. Key search terms included: cyber-physical security, industrial control system
security, SCADA security, ICS cyber-attacks, industrial control system cyber-attacks,
ICS security metrics development, ICS/SCADA vulnerability analysis, human-factor

security, security risk assessment, etc. Interactions with experts were also engaged to
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understand ICSE security state-of-the-art. Information acquired from this were analysed
critically based on the scale of suitability ICSEs, and responsiveness to the dynamics

such as changes in attack directions and operational requirements.

Initial review of literatures is used to uncover research issues and gaps in previous
studies within the same research area (Creswell, 2014). In this study context, it enabled
insights into issues surrounding ICSE security, such as; the lack of ICS-tailored security
metrics methodologies, lack of human-factor security evaluation methods, elements,
and the lack of baseline for understanding and prioritising the control of vulnerabilities
from a severity rating perspective. It also provided the necessary background to support
the understanding the research context and guided the pathway for the choice of

research techniques employed in the succeeding stages of the research.

2.2.1 Cyber-Attack Demonstration
2.2.1.1 Testbed Design Approach

The foundational part of the research design involved the development of an ICS
testbed. This was to support the achievement of the second part of objective 1 which
involved demonstrating the feasibility of identifying and exploiting security vulnerabilities
in an ICS network.

Typically, the best approach would be to use actual (real) ICS networks and
environments for the test as this will produce realistic results and insights to support
exploring other research objectives. However, significant operational risks exist that
make technical security audits such as penetration testing impracticable on real ICS
networks (H. Holm et al., 2015). ICS infrastructures are quite weak in withstanding even
the most basic vulnerability enumeration tools. Simple probing can crash ICS
components such as PLCs (Luders, 2006) within an operational industrial environment.
Therefore, applying security research and test activities directly on real ICS is too risky,
as the outcomes may well tamper with real industrial/ business processes and
operational continuity, or even damage infrastructure. It is safe to consider that the type
and scale of negative impacts may be better managed and coped with within a controlled
simulation network environment such as a testbed than within a real ICS network
operational environment. Thus, environmental replication via testbeds provides a more

viable alternative for this type of research (H. Holm et al., 2015).
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Similar researches (Soupionis and Benoist, 2015; Ahmed et al., 2016; Mathur and
Tippenhauer, 2016; Tekeoglu and Tosun, 2017) related to ICS have also used the testbed
approach to explore security-related research phenomena, solutions, and improvements.
This adoption have been chiefly influenced by constraints related to a non-availability of

realistic ICS data and environments (Hurst et al., 2016; Korkmaz et al., 2016).

2.2.1.2 Testbed Design Requirements and Credibility

The negative implications of using actual ICS networks and references to the works and
outcomes of prior similar studies informed the choice of research design to include the
testbed approach. This involved building an experiment platform of a small-scale shop-
floor control system comprising of actual industrial grade hardware, software, and services
in the form they are configured in practice. It is developed following appropriate and
commonly acceptable testbed structure and characteristics, and against which cyber-
attack scenarios can be executed, impacts observed and analysed. Again, the attack
scenarios are adopted to represent some past, current, and used to evaluate potential
future states. This can go a long way in emphasising the validity and credibility of results.

For research works using ICS testbeds, it is a common requirement that the testbed
infrastructure setup should capture the basic functionalities and processes of an ICS, and
clearly capturing the four component-level architectural characteristics of: (i) control centre,
(i) communication architecture, (iii) field devices, and (iv) physical process
segments/levels; over a range of temporal and dynamic time scale (Stouffer et al., 2015)
as indicated in section 1.4. To achieve this in the design, it was ensured that for each of
the four segments of ICS, an associated device/component was incorporated in the testbed
network. Each of the basic processes associated to each segment was also replicated in
the testbed process design and configuration using the Siemens’ Totally Integrated
Automation (TIA) Portal Software tool on available devices, as used in actual
environments. Typical ICS functional characteristics of sensing, communication and
actuation were be captured as required in commonly acceptable ICS design prescription
(Candell, Zimmerman and Stouffer, 2015). Proximity and photoelectric sensors were used
on capture and transmit signals on Fischertechnik robots for both movement and punching
of objects as a physical process. These signals are received and processed for actuation

by a field device PLC with extended 1/0O modules. The setup and configuration of network
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and process behaviour is performed on the Windows-based Control Workstation and
monitored by the human-machine-interface (HMI). The exchange of data (information flow)
amongst these devices is enabled via a communication architecture enabled by a network
switch and cable connectors.

The development of a framework for ICSE security metrics generation (objective 2) was
furthered following the understanding of gaps in existing methodologies obtained from
literature review (objective 1). Conceptual modelling with block diagrams is used to develop
and represent the structure and interrelationships amongst components of an improved
framework. Conceptual modelling provides a theoretical method for building
representations of tangible or intangible real-world features for the purpose of investigating
certain phenomenon (Freitas, 2009; The Open University, 2016). It can be used to develop
methodologies, construct logic and semantic models, and to reason about process,
procedures, and programs to prove their usability, workability, and correctness (Dodig-
Crnkovic, 2002; Freitas, 2009).

For the research on technical vulnerability impact analysis (objective 3) and human-factor
capability evaluation (objective 4), conceptual modelling is combined with mathematical
modelling (Freitas, 2009) in both cases. For research on vulnerability impact analysis,
relevant vulnerability attributes such as severity and probability of attack are often
represented in numeric formats. These are used to explore extended modelling while
incorporating new attributes like functional dependencies to help derive a more precise
estimate of impact and criticality.

For human-factor evaluation research, relevant human-factor security capability factors
(knowledge and skills) are drawn from literatures, and mathematical modelling technique
is employed for modelling the relationship between them. The models on technical
vulnerability impact analysis and human-factor security capability evaluation both combine

to form the basis for creating the security risk reduction methodology (objective 5).

Another aspect considered relates to the validity and credibility of experimental design,
tests, and outcomes. Key credibility requirements supported by a testbed approach
include: fidelity, repeatability, measurement accuracy, and safe execution of tests (H. Holm

et al., 2015; Kavak et al., 2016). These credibility characteristics were considered and
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captured in the testbed design process to strengthen the argument for the testbed’s

suitability for the research.

Fidelity emphasises the level of correlation between the security simulation model or test
predictions and the actual world observations. It relates to the design/model validation
method adopted which can include: validation against other simulations designs, validation
against expert opinion, or validation against test data (Muessig, Laack and Wrobleski,
2001; H. Holm et al., 2015; Kavak et al., 2016). The testbed in this study adopts the first
approach, i.e., in line with prior security simulation designs works, NIST SP 800-82 Rev 2
recommended guide to industrial control system security (Stouffer et al., 2015), and the
NIST’S Industrial Control System Cybersecurity Performance documentation (Candell,
Zimmerman and Stouffer, 2015). The basic component-level architecture of ICS was
capture each with a representative device and process configurations as described earlier

in paragraph 2 of this section.

Besides gaining realistic setup and results, repeatability is also crucial which refers to the
characteristics of ensuring that replicated security test scenarios produce identical or
statistically consistent results. To test this feature, 4 experiments at comprising of control
process activation and network vulnerability assessment were performed at different time
intervals (3 days) using ‘NESSUS HOME’ Vulnerability Scanner. This was done ensuring
that all hardware and network configuration parameters were the same. The analysis of
the results of these tests on the testbed indicated that the component ID, network, and
vulnerability details were the same. Further theoretical analysis and evaluation of impacts
depend on these data. However, a significant variation in results was noticed while using
NEXPOSE vulnerability scanner, where fewer number of vulnerabilities were discovered.
This phenomenon reflects the issue of vulnerability updates in database, which is perhaps
less regular in NEXPOSE (being entirely open source) than in NESSUS (being a

commercial tool).

Measurement accuracy emphasises an ability to ensure that the process of testing or
replicating cyber security test scenarios do not interfere with corresponding outputs. In the
testbed use case, it relates to validating the measurement tools used in the attack
scenarios. To demonstrate this, testbed network profiling was performed using Nmap and

Fping security tools to scan the network for live hosts and open ports on each host (See
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Appendices B-8 to B-12). Result statistics related to component IP addresses, MAC
addresses, component label and device type, and active hosts (hosts that are up) were
gathered and compared to the measurements of network profile data obtained from
NESSUS. The result was that all the tools provided the same information. Similarly, the
vulnerability results discovered in both NESSUS and NEXPOSE were also compared in
terms of their host information, severity ratings and CVSS scores. The results also

appeared to be the same.

2.3 Work Package 2: Security Metrication Framework and Security
Criticality Evaluation Models

The results from 2.2: work package 1 served as a foundation to the initiation of this second
work package. This package encompassed three key research activities: (i) the
development of a framework to guide the generation of cyber security metrics for ICSE, (ii)
the development of a technology (technical) vulnerability impact analysis model, and (iii)
the development of a workforce (people) cyber security capability and vulnerability
evaluation process model. Each of these activities are contained in objectives 2, 3, and 4

respectively.

2.3.1 Security Metrics Development Framework

From the review of existing security metrics methodologies, application gaps were
identified that made the each of the current methodologies directly unsuitable to be applied
to ICS domain contexts. There was a need for an improved security metrics development
methodology that would address some of the limitations of existing methods. A conceptual
modelling (block diagrams) was used to develop and represent the structure and
interrelationships amongst ICS-specific components of an improved framework. These
included the analysis of the interplay amongst metrics development stages such as target
and objective definitions, as well as how they can translate to the actual metric quantities

and their specifications.

In this framework development task, block diagrammatical structures are used for the ease
of representation and understanding of interrelationships amongst typical entities and
attributes required for security metric development. With reference to ICSE, this supported
a simplified analysis and justification of each component of the intending framework. The

conceptual development of the framework comprised of the process of clearly indicating
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the target ICSE scope and segment for which security metrics are required. Guides to
relevant security objectives, metric control capabilities, specific metric quantity selection
were presented. Validating the proposed framework involves demonstrating its usability,
workability, and correctness (Dodig-Crnkovic, 2002; Freitas, 2009) in relations to an
applicable use case. For this, a scenario-based case study that adopted a formative
decomposition approach was adopted. It was used to demonstrate the application and
validity of the framework to effectively guide the generation of suitable security metrics in
the ICSE within any initially defined context.

A second way of demonstrating validity adopted involved gaining analytical feedbacks
about perceived validity levels of the framework from multiple experts other than the
framework developer. A survey (web-based questionnaire) evaluation approach was used
to gain the opinion of security experts and professionals. The questions related to the
improved framework’s ability to meet the state-of-the-art needs of security metrics
generation in the ICSE. Statistical Package for the Social Sciences (SPSS) (IBM, 2013)
analysis tool was used to analyse and present acquired data. Degrees of relevance were
evaluated based on the framework validity criteria such as scope-delineations,
consistency, understandability, ease of use, tailorability, and verifiability, recommended by
Beecham et al., (2005), using the data from expert responses. This research also provided

an outline of recommended ‘good security metrics framework’ characteristics.

2.3.2 Technical Vulnerability Impact Analysis

For the technical impact analysis, a multi-attribute vulnerability criticality analysis model
was developed. A conceptual model was developed to represent the interplay amongst the
metric quantities that encompassed the criticality evaluation process. A graphical model
was developed to illustrate how each of the primary components of an ICS contributes to
the derivation of numeric values attributed to each component that could be hacked. Using
the testbed as a validation platform, vulnerability analysis technique (Johansen et al., 2016)
was used to characterise initial severities of vulnerabilities emerging from the ICS testbed.
Vulnerability frequencies were used to evaluate associated probabilities of attack, and
graph-based theoretical approach (Conte de Leon et al., 2002; Kundur et al., 2010) was
used to model the functional dependency of the components in the testbed system. These

were combined into the computation for estimating criticality of vulnerabilities. The
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proposed model was applied (validated) on the PLC-based assembly-line control system

testbed as a case study to demonstrate the model’s feasibility and usability.

2.3.3 Human-factor Cyber Security Capability Evaluation

The development of the workforce (people) cyber security capability evaluation process
model was also furthered following existing research limitations in human-factor security
approaches identified from literature review — see 3.4.4 The need for a quantitative security
capability assessment of the human elements within an ICSE is justified by a need to be
able to quantify the security states of industrial workers, identify weak links, and use such
information to drive effective security control enhancements (Beautement et al., 2016).
Relevant human-factor security capability factors that reflect human adeptness such as
security skills and security knowledge were drawn from literatures, and the relationship
between these factors was identified and modelled. The computational model was
incorporated into a larger conceptual process model approach (Freitas, 2009) for workforce

cyber security capability and vulnerability evaluations.

The conceptual model was evaluated using a test-based approach using questionnaire-
style online tool (Gilbert, 2008; Robson and McCartan, 2015) on real ICSE workforce
(personnel) as respondents. A cross-sectional approach (Perumal, 2014) involves data
collection from a sample of ICSE workforce, exploration of the behaviour of the model to
evaluate security capabilities of the samples, and the use of results to learn about the larger

population.

A web-based questionnaire-style test tool was considered more appropriate for the
acquiring respondents feedback data to be used to computed for security capabilities.
Web-based style was used to resolve accessibility issues by respondents spanning
different geographical areas. Test-based dimension was adopted, aligning with the study
context, which focuses on evaluating the security abilities of human subjects based on a
specific measurable security situation and baseline. The specific scenario relates to the
assessment of a subject’s security knowledge, and capacity to demonstrate this security

knowledge in the form of skills to resolve security situation(s).

Since the validation involved verifying how the proposed model works in relations to
evaluating workforce members in the ICSE, security-related data of actual industrial
workers (workforce) were obtained and used. The acquired data was fed into the proposed

30



evaluation model to estimate security capabilities and identify potential human weak-links,

as well as potential weak security areas.

2.4 Work Package 3: Security Risk Reduction via Security Risk
Reduction through Critical Impact Point Assessment(S2R-CIPA)
Process Plan.

The third stage of the study involved adopting a structured security risk reduction process
plan that can be followed to achieve improved security in the ICSE. The process plan
characterises a combination of technical vulnerability impact analysis and workforce
security capability evaluation. Process-flow modelling approach was used to develop
vulnerability analysis and critical impact point process. Conceptual analysis was used to
demonstrate how the process plan can be used to reduce security risk. The process plan
was evaluated using data acquired from phases 1 and 2, to demonstrate the usefulness of
the process plan to support the reduction of security risks and improvement of security in
the ICSE. A multi-level evaluation process was developed to demonstrate the validity of
risk reduction, where reductions in security vulnerabilities and severities were observed

from subsequent evaluations.
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3 LITERATURE REVIEW

This chapter presents a review of existing literatures that relate to ICSE cyber security
improvement, and which specifically proffers resources and knowledge of the state of the
art, and open research gaps. This literature review is presented after the methodology to
show the review results as satisfying the requirements of the research objective 1. This

also provides basis for exploring subsequent research objectives.

3.1 Industrial Control System Environment Security

ICS is typically an operation-critical system that places critical requirements for continuous,
uninterrupted, and unmodified functioning of collaborating components and assets. Thus,
the priority of IT security requirements (triangle) are reversed to Availability, Integrity, and
Confidentiality - AIC (Larkin et al., 2014). These are further supplemented with some
secondary security principles such as Non-repudiations, Timeliness, Graceful Degradation
(Zhu et al., Joseph and Sastry, 2011), etc. Appendix A-1 presents a summary description

of ICS security principles.

Safety is also a critically requirement in ICSE (ENISA, 2011). This requirement can also
be easily deduced from the definition of ‘security’ from NIST SP 800-82 Rev. 2: Guide to
Industrial Control Systems (ICS) Security (Stouffer et al., 2015). Here, security is defined
as: “freedom from conditions that can cause death, injury, occupational illness, damage to

or loss of equipment or property, or damage to the environment”.

Safety is prior to security in the modern ICSE. Any security measure(s) that weaken(s)
safety is unacceptable (Stouffer et al., 2015). Cyber security guards ICSs, and keeps
industrial processes and operations running safely and efficiently. It ensures that data and
process instructions remain uncompromised, communication flows and exchanges
uninterrupted, and malicious codes and applications barred from infecting control systems

and networks or upsetting control and processes.

The security risks in ICSE are characterised by threats, vulnerabilities, attacks, and
impacts from both technical, and socio-economic dimensions. Targets and victims often
range from industrial technologies (equipment, components, services), people (operational

workforce, suppliers, customers), and processes (controls, sensing, actuation). Effective
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security response lies in an adequate understanding of the array of risk features of ICS in

relations to threats, vulnerabilities, and attacks (agents and patterns).

A key issue in ICS security is that industrial network protocols typically do not undergo
widespread security testing for robustness before being adopted. Research records show
that it is quite easy to crash ICS networks just by simply establishing connection to TCP
ports on a functional ICS device (Austin, 2017; Gibbs, 2017; Symantec, 2017). Some

common ICS protocols are described in Appendix A-16.

Additionally, most ICSE components devices are now supporting web-enabled capabilities,
and yet do not come with strong authentication beyond passwords. Even passwords on
defaults are usually very weak and could be easily broken. Thus, current ICS authentication
methods are not seen to be commensurate to the criticality level of the system. In most
cases, there are very minimal access controls between the corporate network and the
control system (Stouffer, Falco and Scarfone, 2011), and an attacker only needs to
compromise the corporate network to get to the control system network segment. For
instance; Modbus was formerly developed for serial line communication, today;
Modbus/TCP implementations are commonly used in ICSs. Modbus and DNP3 protocols
currently do not support direct authentication, integrity checking, authorization, or
encryption. As a result, design flaws in the core protocols render ICS networks insecure
(Byres et al., 2007; Gervais, 2012).

Open standards and technologies of vulnerabilities and exploitation modes can be easily
employed by intelligent malicious cyber actors. Secondly, insecure technologies and
protocols are being introduced into today’s chaotic cyber domain without well-thought prior
security solutions in place. This indicates that ICSE users and operators have moved on
to a new insecure environment, but retained their age-long misconceptions that they are
yet isolated from other networks, and thus inaccessible by cyber attackers (lgure, Laughter
and Williams, 2006). This group are yet to grasp and acknowledge that so long as there
are the likes of gateways, some form of connection to the outside world (dial ups, or
internet), commercially-off-the-shelf devices, open standards or protocols, and human
operators/actors, determined attacks will always find vulnerable points from these to
achieve any targeted compromise on the ICSE infrastructure (lgure, Laughter and
Williams, 2006).
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3.1.1 ICS Security Threats

The security threats to the functionality of ICSE infrastructure typically engage attacks in
forms of illicit access to sensitive industrial information, disruption of the functions of
industrial infrastructure, physical damage to systems, and(or) harm to human operators
(Chandrika, 2011; CPNI, 2014). Threat agents include: direct external attackers, bot-
network operators, criminal groups, foreign intelligence services, insiders, phishers,
spammers, spyware/malware authors, terrorists, and industrial spies (Stouffer, Falco and
Scarfone, 2011).

3.1.2 ICS Security Vulnerabilities

A security vulnerability is a flaw that could allow an attacker to compromise the data,
functionality, or operations of a system. With respect to ICSE, adversaries are exploiting
organisations whose business models depend on the availability of digital infrastructures
and content (Roland-Berger, 2015). Therefore, it is important that all industrial actors
become aware of the cyber-attack threats and the full extent of their consequences (Wells
et al., 2014).

Macaulay and Singer (2012) present a classification of ICS vulnerabilities which is based
on the illustration of functional characteristics. They argue that waiting to recognise the
patterns of exploitation impacts before initiating responses is by far less ideal and not an
option. Thus, ICSE vulnerability analysis can start with considering ICS control devices to
include a combination of two distinct communication interfaces — Internet Protocol (IP) and
Input/Output (I/0) communication interfaces. Thus, given the feasibility of logically
accessing ICS devices, the exploitation options for security vulnerabilities would neatly fall
into the following 6 categories: (i) Denial of view (DoV), (i) Loss of view (LoV), (iii)
Manipulation of view (MoV), (iv) Denial of control (DoC), (v) Loss of control (LoC), and (vi)
Manipulation of control (MoC). Table 3-1 presents a summary of the impacts of exploiting
each of the vulnerability forms articulated in this section. The researcher asserts that
classifying technical security vulnerabilities from the viewpoint of functionality allows for the
investigation of previous known failures or unknown ICSE vulnerabilities. They argue an
instance that, an understanding of LoV and MoV vulnerabilities can support the access to
the potentials for erroneous or manipulated view of a current system state (Macaulay and

Singer, 2012). More specific technology-oriented vulnerabilities more common in ICS
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networks include: buffer overflows, authentication bypass, improper input validation,

cleartext transmission of sensitive information, and SQL injections.

Table 3-1: Functional Properties Classification of ICS Vulnerabilities

Denial (Temporary) Loss Manipulation
(Sustained)
View DoV 0
Control 0 0
White - View is Disrupted

- Disruption to reporting and Operator awareness
- Risks to infrastructure and production if left undetected or unchecked for
a long period of time

- Control is Disrupted

- Impacts (temporary or sustained) can cause erratic communication
- Control interface and logics typically stable and intact

- Risk vary widely with the process under control

- View and/or control unrecoverable automatically or remotely

- Damage potentials through delivery of wrong information to control room
personnel or production infrastructure

- Risk is highest

DoV - Denial of View DoC — Denial of Control
LoV — Loss of View LoC - Loss of Control
MoV — Manipulation of View MoC — Manipulation of Control

Source: (Macaulay and Singer, 2012)

3.1.3 ICS Security Attack Patterns and Impacts

Cyber-attacks on ICSE could be executed in various forms or modes. The more trending
techniques that often target human vectors include: phishing and other social engineering
attack methods (CLOUDMARK, 2016). More technology-oriented attack modes include the
compromise of domain controllers, attack on exposed servers, attack on ICS clients,
session hijacking, piggybacking on the system’s virtual private network (VPN), exploiting
firewall and other gateway vulnerabilities, misconfiguration of firewalls, forged Internet
Protocol addresses, circumventing the network security, and Sneaker net techniques
(Maize, 2014). Other authors (Pasqualetti, Dorfler and Bullo, 2015) have categorized ICS
cyber-attacks into four, these include; deception attacks, denial-of-service attacks, replay

attacks and covert attacks.
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The impacts of cyber-attacks on ICS could be instant and obvious, or dormant and(or)
subtle over a prolonged period. The degrees of damage can range from inconvenient
downtime for ICS inputs, outputs, control, and enterprise system equipment, to life-
threatening devastations of critical infrastructures (CACI International Inc., 2010). Choo
(2011a) highlights that cyber-attack impacts can yield either short or long-term effects.
Short term impacts would typically characterise effects on the daily activities of individual
end-users (workforce) and (or) systems (e.g. upsetting the ability to receive up-to-date
information), and the routine activities of businesses, companies, and governments. The
Long-term impacts could include: loss of intellect property, which can upset long-term
competitiveness, spur social discontent and unrests (e.g. loss of public confidence in

products or services), and potentially national security breaches (Choo, 2011).

With respect to manufacturing environments, specific impacts could appear in varying
forms including: disruption of normal operations, equipment damage, delayed or lost
productions and products launch (Honeywell, 2011), loss of customer trust, brand value
and competitive advantage, loss of revenue, loss or injury to human life (Nicholson et al.,
2012b; CPNI, 2014; Wells et al., 2014).

3.1.4 ICS Cyber Incident Analysis

A non-exhaustive survey study of the impact of recorded real attacks on ICSE or related
systems spanning 1982 to 2016 was carried out. Details about the incidents are presented
in Appendix A-21. As shown in Figure 3-1, results indicated a gradual increase in the
occurrence of popular cyber-attacks targeting the ICSE. These demonstrate proof that the
ICSE is being targeted and at rising frequency. It also drives the motivation for engaging

necessary solution actions.

The study also included a careful contextual study and analysis the of recorded information
and description for each incident, with focus on the malicious actions or activities engaged,
the attack vectors, corresponding effects, and the extent of cascading impacts. Special
attention was given towards identifying popular keywords and phrases that represent
similar descriptive meanings with already known and established security violation
principles. The incidents were grouped according to recorded and(or) perceived violation
of one or more of the primary security principles: availability, integrity, and(or)

confidentiality. Analysing cyber incidents in the light of reported, documented, or publicised
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details about the actors, targets, vectors, execution mode, and impacts facilitated the
clearer identification of the specific security principles violated. Most of the studied
incidents present obvious indications of the security principles violated. For example, the
German Steel Mill cyber-attack (Lee, Assante and Conway, 2014) can be viewed to have
targeted the violation of system availability. Attack outcome reported “an accumulation of
breakdowns of individual components of the control system or of entire facilities” such that
‘the furnace was then unable to be shut down properly which resulted in unexpected
conditions and physical damage to the system” (Lee, Assante and Conway, 2014). In this
study, breakdown of control system components meant that the affected control system
components became unavailable for use, thus violating the availability of those
components and connecting facilities. The overall impact, also indicated a “physical
damage” which took systems/components out of use at least for some time, thus affirming

the availability violation.

Another purpose for this systematic analysis was to corroborate or refute earlier
submissions on the emerging most widely targeted/violated security principle by attackers
in ICSE. Thus, provide justification to lending strong voice to the accent on security
prioritisation, and the adoption of security measures for mitigating the damages posed by
such most frequent violations. Figure 3-2 presents a set distribution of the reviewed
incidents based on perceived potential violations. From the records, a total of 32 cyber
incidents were sampled. 3 cyber incidents targeted the violation of all three security
principles. 2 cyber incidents target the violations of integrity alone, 3 incidents target
confidentiality violation alone, and 9 cyber incidents were thought to have targeted the
violation of availability alone.

Marked with the asterisk (*) symbol, some of the cyber incidents in Appendix A-22 led to
the violation of at least 2 of the three security principles: 6 incidents targeted both
availability and integrity, while 9 incidents targeted both integrity and confidentiality.
Generally, out of the 32 sampled incidents, only 2 were experimental, while 30 were
essentially real-life incidents that successfully targeted actual industrial control systems
infrastructures with varied degrees of successes. The experimental incidents reviewed
involved live and public demonstrations of the exploitation of identified vulnerabilities in ICS
networks, which enabled the manipulation of the system to behave in ways other than

initially designed.
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From the distribution in Figure 3-2, it can be observed that a bulk of the cyber incidents
against ICS infrastructures offered sole or contributory potentials towards the violation of
availability with the typical aim of disrupting routine industrial functions and operations as
evidenced in the attack and impact description. Therefore, it is reasonable that ‘availability’
is accorded the highest priority amongst the three primary security requirements, and the
availability of ICS considered of utmost concern. The two experiments demonstrated that
attacks on the ICSE are feasible from the technology and process perspectives. The
records of real incidents also demonstrate that similar domain attacks via exploiting the
human-factor (people) vulnerabilities are also feasible. Both aspects show that successful
cyber-attacks on ICSE bears enormous consequences and impacts that cannot be
ignored. Cyber security awareness still needs to be improved to forestall the growing
situation when lessons are learnt, and solutions sought after incidents and impacts have
occurred. New, improved, and proactive solution approaches are required if conventional

solutions become ineffective.
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Figure 3-1: Sampled ICS Cyber Incidents
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Figure 3-2: Distribution of Security Violations for ICS Cyber Incidents

3.2 Categorised Methodologies for ICSE Security

Different researchers have proffered different techniques and pathways towards achieving

security in the ICSE. These methods can be broadly classified into: architectural design,

strategy implementation, attack modelling, attack detection, and attack categorisation

approaches.

Architectural design approaches include the works (Cruz et al., 2014; Dong et al.,
2015) that explore security establishment through a description of potentially secure
designs - integrating ICS hardware and software into a structured setup to enable a
protection capacity. Such design setups are orchestrated to make it difficult for cyber-
attacks to happen. Examples (methods and authors) of the architectural design
approaches to ICSE security are presented in Appendix A-23.

Strategy implementation approaches include the researches (Northcutt, 2014; Lu et
al., 2015), which explore security enablement through applying scope analysis,
organisational policies, procedures, and technologies, to address security threats,
vulnerabilities, and potential attack patterns. Examples (methods and authors) of the
strategy design approaches to ICSE security are presented in Appendix A-23.

Attack detection approaches refer to works (Chen and Abdelwahed, 2014; Nourian
and Madnick, 2014) built on the popular technique of using Intrusion Detection and
Prevention System (IDPS) to enable a capacity to secure ICSEs from cyber-attacks.

This approach typical focuses on uncovering of attacks from functional and operational
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faults, anomaly, malfunction signatures, patterns, and behaviours, and proffering
isolation and recovery controls.

In ICSE platforms like manufacturing, anomalous conditions would encompass a range
of minor or major process disruptions that would require interventions by human
operators (workforce) to correct problems which the control systems cannot handle.
Often, a challenge involves the precise and accurate identification of the sources for
process misbehaviours to allow for appropriate remediation measures (Krotofil and
Gollmann, 2013). Examples (methods and authors) of the attack detection approaches
to ICSE security are presented in Appendix A-23.

Attack modelling approaches include research works (Srivastava et al., 2013;
Pasqualetti, Dorfler and Bullo, 2015) that explore ICSE security through the replication
of cyber-attack events in simulation, emulation, real environments. It involves the study
of vulnerability patterns, direct effects, and impacts of exploiting the vulnerabilities, and
using observed and evaluated results to bring about effective security solutions.
Examples (methods and authors) of the attack modelling approaches to ICSE security
are presented in Appendix A-23.

Attack categorisation approaches include the researches (H. Zhang et al., 2013;
Yuan et al., 2013), that explore security enablement through the classification of cyber-
attacks based on exploit modes for attacking ICS systems, and engaging specific
controls to meet specific attack modes. Examples (methods and authors) of the attack
categorisation approaches to ICSE security are presented in Appendix A-23.

3.3 Existing Works Related to Research Objectives

In the light of adopted research objectives, a review of related works is presented.

Research works were reviewed in relations to techniques for demonstrating cyber-attack

feasibilities, methodologies for security metrics development, technical vulnerability impact

analysis, human-factor cyber security capability evaluations, and security risk reductions
in ICSE.

3.3.1 Cyber-Attack Simulation in ICSE.

As earlier pointed, practical (experimental) security audits impact negatively on real

industrial operational environments, hence, the use of simulation techniques as suited

alternatives for ICSE security studies.
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Most previous works have used testbed simulation demonstrators, often conducted on
computers or laboratory control environments to show the techniques, consequences,
impacts of attacks, as well as the potential ways of ensuring or improving security. Several
works have leveraged on testbed capacities and setups for exploring varied aspects of

cyber security relative to ICSE and Critical Industrial Infrastructures (CII).

The National SCADA Testbed (NSTB) (U.S. Department of Energy, 2009) was developed
using real physical components to investigate vulnerabilities and security assessment
methods in electric and power grid. The authors argued that a better understanding of how
to safeguard SCADA systems could only be achievable via adequate test-bed approach
for vulnerability assessment and development of appropriate security mechanisms. Wells
et al (2014) used a testbed to investigate user-level diagnostic capabilities. The work
demonstrated a clear scenario of compromising a production system, and the unaware
state of future manufacturing engineers to the cyber-security threats and trends in modern

manufacturing control systems.

Korkmaz et al (2016) used a testbed approach to study the impacts of cyber-attacks on a
SCADA system. The cyber-physical testbed was based on power generations and
emulated the typical technologies that are seen functional in a critical infrastructure setup.
Cyber-attack patterns demonstrated included; Man-in-the-middle (MitM), Denial-of-Service
(DoS), and Malicious software injections. Similar Cyber-physical testbeds were used by
Soupionis et al (2015) for evaluating the impact of DoS attacks in power distribution
networks, and Hurst et al (2016) for replicating the scenario of a water distribution plant

and investing attacks that can affect critical infrastructures.

One general view shared by all these research is that the testbed approach supports cyber-
security research purposes, and the testing of new experimental methods for improving
the level of security in cyber-critical systems. The reviewed works also suggest that
testbeds involving real components offer a more viable and credible approach for
conducting cyber security demonstrations and researches in the ICSEs since they are able
to emulate industrial assets (H. Holm et al., 2015), and deliver the type of data and
information that can assist in a research analysis attributable to the actual industrial
environment. Testbeds have the potential to support several aspects of ICSE cyber

security research: threats and vulnerability research, impact and cascade/dependency
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analysis, controls and mitigations research, cyber-physical security metrics, data and
security model development, security validation, interoperability, cyber-forensics, and

operator training, etc., (Hahn et al., 2013).

3.3.2 Security Metrics Generation Methods

To understand the security capability or vulnerability state of an ICSE or its varied entities,
security metrics are required and used to measure relative attributes of the system or
components. However, generating and adopting relevant and good security metrics needs
to be guided by carefully planned and effectively designed approach, which should be
feasible, flexible, and adaptive to a wide range of ICS audience and use case security

scenarios; including technical and non-technical audience (Collier et al., 2016).

The effectiveness of a security metric lies in its ability to specify the degree to which
security objectives are being met, and to drive actions towards improving the security state
of an organisation or system (Cybenko and Cybenko, 2014). The need to clearly articulate
the characteristics of a metric development approach is ever crucial. Characteristics that
can guide security metrics formulation - give basis, relevance, and acceptability to
designed approaches, and their usefulness towards improving security. Essentially, a good
security metric is more likely a product of a good metric generation or development

approach.

Metrics generation approach can adopt a customised or compliance-based adoption
process. In either case, directional process-adoption methods like top-down or bottom-up
are considered when determining desirable assessment metrics (Payne, 2006). With the
top-down approach such as the Balanced Scorecard (BSC) (R. M. Savola and Abie, 2009;
Nguyen, 2012), security objectives are first defined, processes worked down to identify
specific security metric quantities that meet the objectives, and the measurements needed
to generate the security metrics. In the bottom-up approach, a reverse process,
categorising existing, easy-to-obtain data as a starting point for outlining the metric
guantities, and working up to the security objectives of a target system accordingly
(Stoddard et al., 2005; Payne, 2006).

Savola and Abie (2009) also present the enhanced version of an earlier security metrics

development approach. This revised model provides an iterative process for metric
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generation aimed at achieving balanced and comprehensive security metrics taxonomy for
any given system. Jonsson and Pirzadeh (2011) presented a security metrics development
framework based on operational system attributes that may be applied to an ICSE. The
model combines the concepts of security and dependability, studying operational system’s
interaction with its environment via the system boundaries concepts. The model regroups
conventional security and dependability attributes into 3 attributes: protective, behavioural,
and correctness. The model provides capabilities for generating at least two possible types
of security metrics: protective, which relates to the system input, and behavioural, which
relates to the system output. The researchers explained correctness to mean a possible
template state considered desirable of the system, and against which measures of actual
deviation can be deduced. This template state can be viewed as an ideal state suggested
in (McQueen et al.,, 2008), and describing the state of metric quantities that is
representative of the best and desirable security state of the system or entity being
evaluated. This ideal-driven concept essentially addresses the gaps of the operational

system model as described in (Jonsson and Pirzadeh, 2011).

An Adversary View Security Evaluation (ADVISE) model-based security metrics approach
is presented in (LeMay et al., 2011). The approach tried to create an executable model
that combines system information, adversary information, and desired security metrics to
produce quantitative metrics data. The resulting metrics generated by ADVISE indicate the
measurements recorded from discrete-event simulation and are used to assess the
probability of compromise within a specific period. The metrics also give insight to the

speed of compromise, and possible attack steps.

A technical-centric security metrics development model for SCADA (TSMM SCADA)
systems is presented in (M. P. Azuwa et al., 2012). This guides the generation of metrics
used to measure the effectiveness of network security management controls and services
such as firewalls, and Intrusion detection prevention systems (IDPS) in the protection of
SCADA systems. The model adopts a four-step process of: Plan, Do, Check, and Act
(PDCA), and the resultant metrics are basically targeted at meeting compliance
requirements of ISO/IEC 27001 Information Security Management System (ISMA)

standards.
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A resilience-centric approach to security metrics development for cyber infrastructure was
presented in (Linkov et al., 2013). A matrix framework (Linkov et al., 2013) was used to
develop and organise effective resilience metrics for improving cyber security in cyber
systems. The metrics formulation approach is such that policy goals are linked to certain
system measures, translating resource allocation decisions into actionable interventions
and investments. The developed matrix of resilience metrics combines the four stages of
system event management cycle for resilience by the National Academy of Science (NAS)
(Plan/Prepare, Absorb, Recover, Adapt), and the Network-Centric Warfare doctrine’s
situational awareness and decentralised decision-making domains (Physical, Information,
Cognitive, and Social) (Linkov et al., 2013). These strategies collectively integrate actual
data, technical judgement, literature-based measures to access system resilience across
physical, information, cognitive, and social domains of a cyber system (Linkov et al., 2013).

An ASPIRE (Aim, Select, Prepare, Introduce, Report, Establish) IT-centric metric
development approach was presented in (Chandrakumar et al., 2013) which slightly
addressed metrics related to the industrial environment. The steps of the metrics model
include: define the aim and objectives of a metric program, select the metrics to be
generated in line with business goals, prepare strategies for generating the metrics,
introduce measurable performance targets, report the plan for metrics, establish the
implementation plan, review, and refine the plan as necessary. These steps provide
organisations with an defense-in-depth approach to managing and mitigating operational
risks through the deployment of business information security program. A key advantage
of ASPIRE is that it can be utilised in security programme formulation yet without upsetting
existing system setups or processes.

In reviewing existing security metrics generation methods, there appears to be some
challenge in achieving adaptive security metrics approaches despite the exponential
control and security efforts of organisations. This difficulty is further exacerbated by the
non-linear efforts adopted by attackers, even where enterprises and organisations are
required to put in exponential efforts on security (Bellovin, 2006). Security metrics
developers should think themselves as pioneers, and be prepared to fine-tune their
approaches as circumstances and experiences dictate (Stouffer et al., 2015). Another
notable gap is that existing ICSE-specific methods lag in providing sufficient security

metrics generation guides to ICS organisations along widely accepted security frameworks
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requirements such as NIST SP 800-82 (Stouffer et al., 2015), NIST Framework for
Improving Critical Infrastructure Cybersecurity (NIST, 2014), and Security of Industrial
Control System Good Practice Guide (CPNI, 2009). It is noteworthy that current methods
are more inclined to ISO/IEC 27001 IT security metrics developments guidelines
(Fruehwirth et al., 2010; Barabanov, Kowalski and Yngstrom, 2011; M. . Azuwa et al., 2012;
ISO/IEC, 2013).

This situation reveals a need for an improved method that would be clearer - proffering an
inclusive, concise step-wise methods for developing cyber security metrics that would be
aligned to prevailing trends and features. Reviewed metrics development models do not
appear to be very suitable to meet the dynamic nature of security in the ICS domain.
Especially, the ability to eliminate ambiguities in the outline of relevant metrics generation
attributes. A methodology that allows for the clear definition of system security scope and
objectives, allow for measurements and comparisons, refinements, and predictions to

guard against potential future harms.

3.3.3 Technology Vulnerability Impact Analysis Techniques

Technical vulnerability analysis provides a way of investigating and identifying flaws that
can be exploited to violate or compromise security with a technology entity. One of the
most common model for evaluating vulnerabilities is the Common Vulnerability Scoring
System - CVSS (Wang et al., 2016).

CVSS is an open industry standard for assessing the security of system vulnerability by
attempting to establish a measure of concern attributable to a vulnerability in comparison
to other known vulnerabilities, to influence proper prioritisation of security efforts (Singhal
and Ou, 2011; Chejara, Garg and Singh, 2013). It allocates a discrete ‘score’ to each
vulnerability on a scale of 0 to 10 where higher values indicate greater severity and is
generally composed of three metric groups: Base, Temporal, and Environmental. Each of
these metrics also consist of a set of sub-metrics. The Base group embodies the basic
characteristics of a vulnerability that are invariable over time and user environments. These
include: access vector, access complexity, authentications, confidentiality impact, integrity

impact, and availability impact.
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The temporal groups represent the features of a vulnerability that vary over time but not
amid user environments. These include: exploitability, remediation level, and report
confidence. The environmental groups represent characteristics of a vulnerability that are
related and exclusive to a user’s environment, these include: collateral damage potential,
target distribution, confidentiality requirement, integrity requirement, and availability
requirement (FIRST, no date). Standards vulnerability scoring schemes like CVSS helps
organisations to normalise vulnerability ratings across all its technology platform (hardware
and software) and use same to leverage a single vulnerability management policy. It
provides an easy understanding of the individual characteristics used to derive vulnerability
score, and offers a way to achieve prioritisation of vulnerabilities in relations to the

dynamics of the environment (FIRST, no date).

Abraham and Nair (2014a) explored a cyber situational awareness means for improving
the understandability of cyber-attack impacts on networks and systems. They applied
stochastic modelling (absorbing Markov chain) and simulation techniques using attack
graphs to outline a complementary suite of quantitative metrics to aid security engineers in
visualising current and future security status of a network. They used CVSS exploitability
definition to estimate the transition probabilities of the absorbing Markov chain through a
normalisation approach. In another work (Abraham and Nair, 2014b), the same
researchers explored the use of non-homogenous Markov models that consider a
vulnerability’s age integrated into Frei’s model (Frei, 2009) to derive vulnerability temporal
weight scores from attack graphs, rather than adopting conventional CVSS scoring
scheme. Three key metric quantities were proposed for achieving this goal: expected path

length, probabilistic path, and expected impact.

Jaganathan, Cherurveettil and Sivashanmugam (2015) proposed a mathematical model
for predicting the impact of an attack. They adopted a multiple regression approach to help
predict the potential impact of a vulnerability well before the host IT application is released
for usage. The aim was to reduce impact through adequate cost and resource allocations
for prioritised vulnerabilities resolutions. They also used the CVSS score of vulnerabilities
as the dependent factor to derive the environmental and system characteristic of the target
host application.
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Another study (Yang et al.,, 2016), also adopted CVSS combined with Hierarchical
assessment model and Grey Clustering Algorithm (GCA) to effectively evaluate
vulnerability risk assessment in Electric Cyber Physical Systems. The work focused
specifically on Electric Power Information Network (EPIN). The approach was verified
using 4 typical EPIN vulnerabilities, and the results showed an improved vulnerability risk
method over conventional approaches for electric CPS cyber space. In another study
(Keramati, Akbari and Keramati, 2013), the CVSS framework was combined with attack
graphs to derive some security metrics that supported the measurement of attack impact
indicated or represented on an attack graph. Their work tries to resolve the non-
consideration of interrelations between vulnerabilities. It supported the quantitative
evaluation of network security through attack graphs analysis, and the determination of the

most critical vulnerability in the network.

A VEA-bility quantitative metrics were proposed and used for measuring the desirability of
varied network configurations (Tupper and Zincir-Heywood, 2008). The researchers
modelled VEA-bility as a function of the security scores along three dimensions:
vulnerability, exploitability, and attackability. The vulnerability dimension is accounted for
using the CVSS impact score and temporal score for a known vulnerability.

Younis et al (2016) proposed a model for evaluating the exploitability of a vulnerability in a
software system based on the existence of a function call connecting attack surface entry
point to a vulnerability location within the software. Their approach demonstrated the
feasibility of using systematic evaluation rather than subjective judgements in the
assessment of system security. The authors proposed a new metric: structural severity,
which is based on software properties name: attack entry points, vulnerability location,
dangerous system calls, availability and reachability. These sub-metrics are derivable

objectively from attack surface analysis, vulnerability analysis, and exploitation analysis.

A static graph-theoretic approach has been used to consider smart grid topological
information for vulnerability analysis (Conte de Leon et al., 2002). Researchers
(Dudenhoeffer et al., 2007; Rozel et al., 2008; Hadjsaid et al., 2009) adopted experimental
approaches to gain realistic details in power system simulations. They used reliability
metrics to assess impacts of cyber-attacks. A cyber-physical leakage approach (Tang and

McMillin, 2008; McMillin, 2009) was used to study the voltage measurement confidentiality

a7



of a power system cyber network for the purpose of learning cyber protocol activity.
Mechanistic approaches (Mander et al., 2007; Sheng et al., 2007) involving cyber
protocols, algorithms, and architectures have also been used to examine change impacts

in power systems

In (MacDermott et al., 2012), critical infrastructure cascading failure is simulated using a
virtual smart city. The simulation assessed failed telecommunication and demonstrated
how failure in one infrastructure can cause impact in another. Similarly, other researchers
(Sgouras, Birda and Labridis, 2014) evaluated the impact of denial-of-service attacks on a
simulated smart metering infrastructure servers, which was noted to have caused severe
communication disruptions. The researchers also investigated the impacts of cyber-attacks
on power systems wide-area frequency control applications. The outcomes reveal a
significant impact on system stability in the form of severe drops in system frequency due
to cyber-attacks. A graph-based model is proposed by Kundur et al (2010) for evaluating
the effect of control loops on physical processes, and used to measure the impacts of

cyber-attacks on electric power generation.

Kotenko and Chechulin (2013) proposed a cyber-attack modelling and impact assessment
component (CAMIAC) framework. The framework emphasises the representation of
malefactor's behaviour, attack graph generation, security metrics calculations, and risk
analysis, as the common approach to attack modelling and impact assessment. The
framework optimises attack graph and security evaluation using anytime algorithm with
different timeliness and accuracy.

A holistic criticality assessment methodology that considered existing security plans and
risk assessment of critical infrastructure is presented (Theoharidou, Kotzanikolaou and
Gritzalis, 2010), where a layered approach was adopted for modelling the needs and
requirements for criticality assessment, but the layers are categorised as operator, sector,

and intra-sector/national layer.

Cascading impact is described in the context of functional/operational failures
(Kotzanikolaou, Theoharidou and Gritzalis, 2013). The researchers assert that a cascading
failure ensues when a disruption in one infrastructure impacts one or more components in
another infrastructure, which sequentially causes a partial or complete unavailability or

non-functionality of the second infrastructure. Earlier works by the same researchers

48



(Theoharidou, Kotzanikolaou and Gritzalis, 2010) adopted a layered approach
underscoring the interdependence across layers to evaluate security risk and criticality.
The work based on a much earlier suggestion that risks ought be analysed on multiple
levels of hierarchy corresponding to the objectives and requirements of the respective
decision makers (Haimes et al., 2007). Analysis ought to aim at underscoring how micro-
level dependencies affect macro-level impacts in systems. The above suggestions and

recommendations also provide motivations for researching this context.

Reviewed literatures show that standard CVSS is a widely accepted scheme and method
for evaluating and rating the severities and risks of technical vulnerabilities. Some
researchers have used the CVSS base score metric to characterise and demonstrate these
severities within a network. Others have used the CVSS temporal or environmental metrics
scores, or some selected decomposable attributes or sub-metrics to demonstrate similar
severities considering the dynamic changes of the vulnerabilities in relation to their host

environment or components.

Even more, some researchers have combined CVSS metric attributes with other security
evaluation methods like attack graphs, Bayesian and Dynamic Bayesian Networks,
Stochastic and Non-homogenous Markov models, and Statistical approaches to
demonstrate better assessment approaches, schemes, and outcomes for technical security
severities and impacts. By this, they indicate that combining multiple attributes of a security
vulnerability in a security assessment, can yield better views, insights, and outcomes about
derivable security states.

Reviewed works also suggest that understanding the dependency relationship amongst
system collaborating components (cyber-physical) is key to achieving effective modelling of
cascading impacts. Graph-theoretical approaches (static or dynamic) appear to offer good
ways of representing dependencies and impacts within complex cyber-physical systems. In
relations to ICS, graphs enable a tighter coupling between cyber and physical domains, and
induce overall system status dynamism, allowing for convenient representation of cascading
effects (Kundur et al., 2010).

Despite the usefulness of current works on cascading impact analysis, a key drawback
observed is that of the use of static severity attributes and ratings for vulnerabilities without

considering the effect of environment and other external influences. Most existing solutions
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proffered are domain-dependent and chiefly focus on power systems, their applications to
the manufacturing domain are hardly feasible. Although CVSS base score metric can
provide a foundational understanding of the potential severity of a vulnerability, it does so
with the limitation of not considering the changes in the vulnerability properties or the

environment they reside.

This work suggests that a better valuation of such severities can be achieved while
considering temporal and environmental factors surrounding the vulnerabilities and their
hosts. Researchers (Ridley, Young and Carroll, 2004) have portrayed similar disposition,
asserting that “prioritizing of vulnerabilities based on such measures should be used with
caution”. The actual impact of security incidents have been shown to vary significantly
among varied types of users, organisations, and businesses (Ishiguro et al., 2006; Telang
and Wattal, 2007), which also necessitates varied prioritised mitigation modes (Lai and
Hsia, 2007). Hence, introducing the CVSS temporal and environmental metrics in a
security evaluation process bears the potential to account for the variations in prioritised
mitigation, and support improvement, since the reflection of actual impact of vulnerabilities

in specific organisations are better achieved (Fruhwirth and Mannisto, 2009).

Also, since the amount of CVSS information also potentially influences the effective
modelling of security (Holm, Ekstedt and Andersson, 2012), again it is suggested that
combining the varied sub-metrics characterised in the temporal and environmental score
metrics bear the potential to yield outcomes that are closer to the precise about the severity
state of a vulnerability. Analysing the distribution of CVSS environmental score showed that
the quantitative estimation of the impact of environmental metrics on vulnerability severities
was feasible. It further demonstrated that if such estimation is achieved, it could offer high-
level view of vulnerability severities, and thus support the prioritisation of the vulnerabilities
for responses, and appropriate application of controls to ensure improved security (Li, Xi and
Zhao, 2015)

3.3.4 Human-factor Cyber Security Evaluations
3.3.4.1 Security Issues and Requirements

As cyber-attacks continue to evolve, businesses and organisations are prone to security

concerns that threaten their business and operational relevance within the currently
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competitive business domain (Ralston, Graham and Hieb, 2007; Mirashe and Kalyankar,
2010). Many organisations keep upgrading technology assets equipped with defensive
capacities to protect automation processes from cyber intrusions or breaches.
Notwithstanding, cyber-attacks and incidents on industrial control environments have
continued to rise, chiefly due to changes in the direction of targeted attacks (Knowles et
al., 2015). While organisation continue to invest heavily in technology-oriented security,
attackers have strategically side-tracked attack concentration from technology to people
(human) assets (IRM, 2015).

Recorded cyber-attack events clearly demonstrate that the analytical proficiencies of the
human constituents through the exploitation of cognitive capacities are still crucial for
effective security in ICSE (Chen et al.,, 2012; Gonzalez et al., 2014; Ben-Asher and
Gonzalez, 2015). This is made possible by the existence and expression of easily exploited

human weakness in the system process interaction loop.

For instance, in 2013 Target Corporations network was breached. The most popular theory
describing the initial infection mode for the breach involved the compromise of a third-party
vendor via phishing attempt. This was viewed successful due to poor security training of
the third party, enabling an easy exploitation of the third party’s access to Target’s network
to get into Target's Ariba external billing system (business network), collected and
exfiltrated customer card details (including card numbers) (Shu et al., 2017). Further
analysis of the Target Corporation breach showed that Target’'s security technology was
capable of detecting the breach, but the people (leaders and general employees) who
should be able to take appropriate responses to control the attack impacts, lacked the
necessary skills and knowledge (Hershberger, 2014). The attack caused a disaster that
cost Target about $148 million, and other financial institutions about $200 million (Tobias,
2014). Target could have benefitted more from a proactive evaluation of its workforce cyber
security capability, which may have unveiled cybersecure weak links in the workforce, and
the areas affected. The organisation may could have responded better and earlier with
such understanding of the potential security knowledge and skills strengths and
weaknesses of its workforce. It is believed that such understanding may have spurred the
corporation into engaging capacity improvement efforts in the direction of the weaknesses

observed.
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From other works, weak cyber security knowledge and skills in the workforce and
leadership have become apparent to top the list of several human vulnerabilities in the
minds of corporate decision makers, governments, and academic researchers (Adams and
Makramalla, 2015). These have been quite dominant in the list of successful attack drivers
targeting industrial control system environments such as manufacturing and energy (Ani,
H. He and Tiwari, 2016). In one research, respondents believed that inadvertent human
error, lack of staff awareness, and weakness in vetting individuals contributed 48%, 33%,
and 17% respectively to the single worst security breaches, suffered by organisations (HM
Government, 2015). Similarly, UK businesses have identified human error as the most
single factor that they consider to have led to their most disruptive breach (Klahr et al.,
2016). Such precarious situations continue to press on industries and organisations due to
inadequate or complete lack of understanding of the security capacities of operational
workforce, and failure to provide operational staff (humans) with effective and up-to-date
cyber security knowledge and skills capability to defend against cyber-attacks (Ashford,
2016).

These suggest that despite any huge investments in technology-based security solutions
to safeguard the ICSEs, human-factor security characteristics still play very significant
roles towards achieving a holistic cyber security capacity and assurance. Security
knowledge and skills characteristics are still important. The statistics further suggest that
the value of an organisation’s chief security asset is more in its people — human
constituents (workforce), than in technologies or laws and regulations (Navarro, 2007). It
also points to human actors being potentially the weakest links (Kaspersky-Labs, 2015) in
the ICSE operation chain. The success of any security venture would often depend on the
human element — people are both the most significant resource and potentially the major

threats to security (PA Consulting Group, 2015).

3.3.4.2 Human-factored Security Evaluation

The assessment of workforce’s cyber security capability is quite instrumental towards
achieving an efficient workforce security consciousness (Navarro, 2007). Some
researchers have emphasised and suggested schemes for assessing cyber security

postures from the workforce perspectives.
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Wang (2013), explored an assessment of cyber security knowledge and behaviour using
anti-phishing scenario. The study investigated the relationship between the evaluation of
user’s knowledge of cyber security risks and solutions (in relations to phishing), and their
attitude and intention towards adopting and using cyber security solution. Important
findings indicated a positive correlation between direct assessment answers and self-

assessment responses.

Other works have considered the impacts of human perception (Bulgurcu, Cavusoglu and
Benbasat, 2010; Siponen, Adam Mahmood and Pahnila, 2014), attitudes, and behaviour
(Parsons et al., 2014; Evans et al., 2016) to organisational security capacities, and policy
implementations. These works have emphasised the relevance of social human attributes
to effective security performances. While these attributes are quite relevant and influential
in deriving security conclusions in terms of capacities and controls, the security knowledge
and skill levels of individuals can influence the outcome of each attribute. Thus, itis rational
to consider the primary influencing factors and how they impact resulting security

capacities and controls.

Beautement et al (2016) argued that effective security management requires that security
managers are able to evaluate the effectiveness of prescribed policies, as well as the
impact of employee behaviour. They proposed a Productive Security (ProdSec)
methodology for aggregating huge datasets on employee behaviour and attitudes using
scenario-based surveys. The approach involved the use of scenario-based surveys and
was designed to ensure repeatable and scalable data collection, from which better insights
can be deduced about security-related issues facing employees, their response
behaviours, and attitudes. The outcome of statistical analysis of collected data showed that
business area, age, and geographical location, all provide axis of differentiating response
maturity levels of employees, as well as intra-population group of employees. Details as
these can influence efficient planning of future trainings, communications, and policy-
making. It can also support proactive interventions (remediation) on specific employees,
which can save from inclusions in non-targeted interventions and reduce the expense on

employee compliance budgets (Beautement, Sasse and Wonham, 2009).

Generally, the work by Beautement et al (2016) advances a concept to employee security

analysis using group-level employee maturity evaluations. In contrast, this study
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emphasises individual-level security capability evaluations. It is submitted that group-level
evaluation alone does not support efficient individual attribution of security states within a
group. Rather, it ascribes group capabilities to all individuals within a group, which might
not exactly be true for all group members. Better interventions can be achieved if individual

security capacities of employees are derived and used to drive decision policies.

Also, Beautement et al (2016), focused on evaluating security behaviours and attitudes of
employees to derive security response maturities. The focus is on different human-factor
attributes: knowledge and skills and use these to derive security capabilities of employee.
While attitudes and behaviours are relevant human-factor security attributes, they can
easily be influenced by knowledge and skill levels. Thus, logical relationship exists
amongst the attributes. Thus, to effectively evaluate the security capabilities and
performance of employees, their knowledge and skill attributes are quite relevant and

important.

Individuals with varied levels of knowledge and experience in cyber security potentially
demonstrate different perceptions of cyber security. Typically, higher security proficiencies
imply better capability as experience can influence decision-making capability levels
(Asgharpour, Liu and Camp, 2007). Advanced knowledge and previous experience could

enhance the sensitivity to security threats and the performance of incident response.

The researchers in (Goodall, Lutters and Komlodi, 2009) highlighted that domain
knowledge in information and network security, as well as, situated environmental
knowledge grounded in an analyst’s unique environment; are required to boost the
expertise for effective intrusion detection by an analyst. The domain knowledge includes:
theoretical knowledge acquired through formal education, training, or certification (Chi,
2006), and practical knowledge cultured through hands-on practice and experience with
tools, methods of operation, and work- flows. The situated environmental knowledge is
acquired through continued interactions with a specific operating environment (Goodall,
Lutters and Komlodi, 2004). Researchers have used interviews and questionnaires to drive
easy understanding of both mental models and security workforce workflows (D’Amico
and Whitley, 2008; Paul and Whitley, 2013).

Ben-Asher and Gonzalez (2015) investigated the security capacity disparities between

security experts and novices. They focused on evaluating the expertise of cyber security
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analysts with specific interests in intrusion detection, and the use of intrusion detection
systems (IDS). The outcome suggested theoretical knowledge as being completely
independent of practical knowledge. Generally, the use of quantitative tools and measures
of performance relating to intrusion detection scenarios provided an effective means of
evaluating and characterising security control capacities of the expert groups as desired
(Ben-Asher and Gonzalez, 2015).

While this research bears close similarity with the work by Ben-Asher and Gonzalez (2015),
this work differs in the scope of security subjects covered. Rather than focus strictly on
security experts and their performance level characterisations, this study covers the entire
spectrum of ICS workforce, including IT security analysts (experts or novices), and non-IT-
oriented workforce (environment end-users) such as, operators, technicians, engineers,
supervisors, enterprise system users, etc. It is believed that the security performances of
all these workforce members can contribute to an overall security capability of an industrial
organisation. Also, based on security threshold definitions, this study tends towards the
identification of potential weak-links in the workforce, as well as, potential weak themes
(areas or aspects) of security performance. The intended evaluation approach would be
based on prescribed standards and covers multiple security focus areas, rather than single
security focus area adopted in previous work. The latter does not effectively capture the
entire spectrum of security that may be of interest or relevant for optimum organisation

security.

Security capabilities can be evaluated through interviews (structured and semi-structured)
(D’Amico et al., 2005), questionnaires (Botta et al., 2007), observations and gamifications
(Paul and Whitley, 2013; Adams and Makramalla, 2015; Ben-Asher and Gonzalez, 2015),
penetrations testing (Aloul, 2012), etc.

While some methods have been developed for evaluating workforce cyber security
capabilities, there is little research that has proffered a clear quantitative scheme for
representing the security capacity of an individual or the entire organisation according to
cyber security policies and/or standards in a specific environment. The Cybersecurity
Capability Maturity Model (CCMM) (Christopher et al., 2014) focuses on organisation-wide
dispositions rather than workforce-focused dispositions. Reviewed researches in security

performance evaluation of human constituents within organisations typically focused on
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comparative analysis of security perceptions, and most often emphasises on the security

staff (analysts) typically responsible for securing systems.

From the review of related works, it can be deduced that fewer researches have explored
non-IT security operational workforce and their security-related dispositions, as well as
contributions to overall system security. It is gradually being acknowledged that; user-
centred evaluation of security capabilities, individual-level security capability evaluation,
and identification of security-capable weak links are quite important and supportive of
overall organisational security analysis and control prioritisation. However, approaches and
methods that explore these areas have not been widely researched. This work explores a
potential solution that fill the research gap.

Cyber security knowledge and practical security response skills are two direct attributes of
workforce security capability, considered invaluable for achieving an improved secure
industrial operating environment. However, the effective input of security knowledge and
skills should be built on; a clear understanding of existing measures of capability, and the
identification of capability shortfalls that reveal user vulnerabilities (weaknesses) to cyber
attackers. This can only be achieved through evaluations.

A human-factor security approach is required to supplement existing technical-based
security approaches towards an overall cyber security assurance. This is necessary to
improve the capabilities of the operational technology human constituents, so that they can
appropriately recognise and respond to cyber intrusion events within the ICSE

environment.

Quantitative analysis can provide an easy approach to evaluating the security capability of
a user in relations to cyber-attacks, as it can help both senior managers and general
infrastructure users to intuitively understand the status of their cyber security capability. A
guantitative approach also simplifies result presentation and interpretations. Essentially,
guantitative approaches allow for consistent results, the production of trend interpolations
and forecasts, quicker situational understanding for decision-making, and the further
representation of results in better understood in formats like charts, graphs, and tables for
time-critical decision-making. These are necessary to improve security capacity and

assurance within the industrial operating environment, and without which top management
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is unable to retain high degrees of confidence about the security of their industrial asset
(Evans et al., 2016).

3.3.5 Security Risk Assessment and Reduction Approaches

Cyber incidents that have occurred within the ICSE demonstrate how much susceptibility
has been enabled due to the vulnerabilities, and the interaction between technology and
people entities that constitute the environment. The adoption of technical security controls
only provides a part of the overall solution, since human-factor vulnerabilities are often not
considered. Any effective security management process requires considering both human
and technology factors. Such security approach must focus on high-value targets in both
entity classifications, so that no potential vulnerability is overlooked in a security
management strategy. Security vulnerabilities in both technologies and people entities
translate to security risks when related to likelihood and impacts. In the ICSE, security risk
assessment offers a good method for controlling the impact of security threats,

vulnerabilities, and impacts on technologies and human assets

There have been studies (Ralston et al., 2007; Cherdantseva et al., 2016) on security risk
assessment approaches relative to the ICSE. In the approaches, varied schemes have
been proposed for identifying threats, determining vulnerabilities, evaluating impacts of the
vulnerabilities, and determining effective applications of security controls. To be able to
ensure or improve security within the ICSE, all assets that function within the environment
require to be protected. This can be achieved through analysing asset-level vulnerabilities
which can pose significant security threats and estimate their impacts. Then, appropriate
security policies, procedures, and tools can be applied to address the situations and reduce
security risks. Risk assessment is quite a vast area, as such, many methods and tools
have been proposed for assessing risk. A summary of the security risk
assessment/management approaches reviewed are presented in Appendix A-24,
however, these do not reflect an exhaustive outline, but only represent some selected

methods that relate to this study.

From the reviews, security risk reduction through an assessment process proffers an
invaluable means for improving security within ICSEs. Achieving this is characterised by
some security analysis processes, which must account for all possible vulnerabilities within

the asset that constitute the system and domain, especially the tangible active and
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interacting components. System-interacting components include both technical
(technology hardware and software) and non-technical (human and organisational) assets.
It is necessary to understand the potential magnitude or severity of impacts that may be
attributed to the successful exploitation of asset vulnerabilities. This can be effectively
determined if the likelihood of attacks can be derived, along with a dependency modelling
of data/communication flows amongst the system components. Dependency modelling is
a key feature of a goal-oriented approach to risk management, which is proposed as an
alternative to the reviewed failure-oriented approaches, and can proffer a better means
towards achieving a more substantial understanding of ICSEs and their security risk factors
(The Open Group, 2012). As against the hardly practicable failure-oriented mode of
foreseeing all possible failure-modes and estimating likelihoods from cause-related logic
trees alone, goal-oriented approach requires identifying elements and dependencies
required to keep a domain (e.g. ICSE) and system operational, safe, and secure (The Open
Group, 2012). This can support understanding the extent of impacts that may be enabled
if a certain vulnerability is exploited. Such knowledge in relations to other vulnerabilities
presents a good platform for deriving informed decisions about security control approaches

that can be effective to address existing security risks.

From the reviewed ICSE-related security risk assessment method and frameworks,
technology (hardware and software) asset form a huge and most tangible part of typical
ICSEs, and the part that has enjoyed significant attention in terms of security management
efforts and research. A contextual analysis of the risk management (assessment and
reduction) methods indicate a general focus on technology-oriented security risks. Most of
the studies that clearly address their contexts are observed to be limited to characterising
or evaluating technology components, systems, and network configurations. Thus, only
security risks associated to IT and OT components of an ICS are considered by the security
risk management (assessment/reduction) methods. Other non-technology aspects that
can attract security risks are not considered. 12 out of the 13 risk management
(assessment/reduction) approaches reviewed centred on technology-oriented aspects. 10
out of the 13 risk management (assessment/reduction) approaches reviewed centred on
technology-oriented aspects alone. Only 3 methodologies considered non-technical
aspects of security. Notwithstanding, none of the 3 methodologies considered human-

factor quantitative security capability and vulnerability evaluations from defender points of
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view. Also, other non-technical factors like knowledge, skills, and culture are not

considered.

Although beneficial, recent developments in security threats and vulnerabilities have made
the technology-centred security risk assessment approach insufficient to provide an
effective measure of security for ICSE assets. Both technical and non-technical (e.g.
human factors) attributes are not typically included into a security risk evaluation and
reduction method or framework. Human actors play significant roles in ensuring and
improving overall domain-level security even from a risk management perspective.
Cherdantseva (2016) stated that a clear and purposeful inclusion of human-factor security
vulnerability analysis can help to characterise overall security states and prevent human-
influenced compromises in the ICSE. Morgan (2013) also argues that monitoring and
evaluation of human-factors can support the prevention of human-errors which may bring

about unintended internal and external cyber compromises or intrusions.

When cyber security threats, vulnerabilities, and attack patterns are adapting both
technical and non-technical dimensions, security risk management
(assessment/reduction) methods and frameworks are required to adapt and cover both
outlooks. Risk reductions should consider both technical and non-technical factors to
achieve an all-encompassing view of security risks, controls, and improvements. An
effective and responsive security risk assessment and reduction method should benefit
from an in-depth understanding of an ICSE, including its components, interdependencies
between components, and non-technical factors affecting the industrial environment. New
risk assessment/reduction methods may draw from more precise accounts of human-
factors such as end-user knowledge, skills, organisational security culture, and business
processes (Cherdantseva et al., 2016). A holistic sense of security can be better gained
when both technical and precisely human-factor attributes are considered and combined

in a risk evaluation process and model.

3.4 Chapter Summary

The growing trends in ICSE security requires that effective security response depends on
an adequate understanding of the security issues and risks that plague the industrial
domain. Some of these issues include: security and safety implications of integrating open

IT with proprietary ICS protocols and components, inadequately educating human-
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elements about their capability/vulnerability states and impact on organisational security,
adoption of appropriate tailored security standards and best practices, and weak or

imprecise metrics development approaches.

A revealed need is for an enhanced method that would provide clearer, encompassing,
and structured approach for generating security metrics that would be aligned to prevailing
trends in the security landscape. It is noted that dependency relationship modelling of ICSE
components using methods such as graph theory can help improve the process of
vulnerability and impact analysis in ICSE. In addition, it is worth noting that regardless of
any deployment of technical security in ICSE, human-factor security remains crucial and
complementary towards achieving overall environment security. One way of achieving this
complementing security is through user or workforce-centred security assessment, such
that individual-level security capacities and vulnerabilities are characterised, as well as
dominant weak security areas. These can support effective security response prioritisation.
Combining both technical and human-factor security assessments can support a better

assessment and reduction of risk within the ICSE.
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4 INDUSTRIAL CONTROL SYSTEM TESTBED DEVELOPMENT
AND CYBER-ATTACKS DEMONSTRATION

4.1 Introduction

In order to gain first hand insight into the security landscape of ICSE and explore the
feasibility for determining and exploiting security vulnerabilities in an ICS, a real ICS
environment is needed for a case study. A common approach is to use a testbed as an
alternative to mirror the functionalities and processes of a real ICSE (H. Holm et al., 2015;
Soupionis and Benoist, 2015). A testbed approach can be used to support research in
several areas of cyber-physical system or ICSE security such as; vulnerability research,
impact analysis, mitigations research, cyber-physical metrics, data and model
development, security validation, interoperability, cyber-forensics, and operator training
(Hahn et al., 2013). Hence, a testbed is constructed to provide data and information that
can support research and analysis and bring about findings that can be attributed to the
real ICSE.

This chapter focuses on the development of an ICS testbed, and the exploration of the
potentials for identifying and exploiting technical vulnerabilities to compromise pre-
configured functionalities and processes on the testbed network. Attack demonstration and
insights related to vulnerabilities, attack patterns, and impacts dependencies are acquired,
and analysed to provide a basis for other research objectives.

4.2 Construction of the Testbed

In NIST SP 800-82, an ICS testbed architecture include: the control centre, the
communication architecture, the field devices and the physical process. The Control Centre
relates to the computing servers and operator workstations used to remotely monitor and
control field devices, such as Master Terminal Units (MTUs), Human-machine-interface
(HMI), Engineering workstations, and data historians. The Communication Architecture
comprises components that facilitate communication within the ICS network. Components
in this category include; routers, switches and modems. Field Devices refer to the
components that connect the physical domain to the digital or logical environment.
Example of devices in this category include Programmable Logic Controllers (PLC), or

other Remote Terminal Units (RTU). Scope of Testbed Representation and Description. A
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small PLC-based product assembly and conveying system, denoted as ‘ICS-CS’, can
replicate the assembly control process operation, and is representative of a small shop-

floor control system setup.

4.2.1 The Hardware of ICS-CS

The ICS-CS testbed is built over local area network (LAN) using real-time Profinet industrial
protocol for the communication between the field device controller and the physical process
devices. Ethernet-based IP protocol-enabled communications devices were used to
facilitate real-time deterministic data exchanges between the control centre and the field
devices. The ICS-CS meets the minimum acceptable component requirements for ICS
testbeds from NIST SP 800-82 standard. Thus, it can replicate control system
configurations with specific applications for operational control of discrete event processes
by reflecting the components of ICS control centre, communication, field devices and
physical process (See Table 4-1). Complete descriptions of the components are presented

in Appendix A-2. Screenshots of the physical testbed are presented in Appendix B-1.

Table 4-1: ICS-CS Testbed Components Mapping to NIST Standard

ICS Test_bed Component Components in ICS-CS Manufacturer
Categories
Control Workstation Lenovo PC
Control Centre - -
Human-Machine-Interface (HMI) Siemens
Communication Industrial Switch Moxa
Architecture Profinet Cable Generic
, , Programmable Logic Controller (PLC) - :
Field Devices with Extended 1/0 Modules Slemens
. : 3D Robot Arm . .
Physical Process Devices . Fischertechnik
Conveyor belt and Punching Robot

The testbed development included processes of technology (hardware and software)
integrations, configurations, programming, vulnerability assessment, and exploitation. The
ICS-CS components were assembled following the network wiring schematics presented
in Appendix B-2. System configurations and automation programming of discrete event
processes were implemented on the Siemens Totally Integrated Automation (TIA) portal
installed on the control workstation. Appendices B-3 and B-4 present screenshots of the
configurations performed. The PLC controls the conveyor/punching machine. The PLC and

I/0 Module share a direct communication connection on the Profinet network and makes
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provisions for any extended devices to be added in the network. The HMI provides visual
updates of processes running in the system. The HMI, PLC, and Control workstation are
connected via the Industrial Switch which serves as the central communication hub of the
network. Appendix B-29 and Appendix B-30 present the screenshots of the implemented

network ICS-CS testbed in line with the network diagram.

Industrial Control Devices

: PLC 1/0-Module

Touch Pane)

Field Device

Process Control
Machine
onveyor/
Puncher

Attacker
Machine

O Djrect device connection/control lines

Line Legend
——O— Logical device connection/control lines

Figure 4-1: ICS-CS Network Diagram

4.2.2 The Testbed Process

The automated process replicated in the process flow in Figure 4-3 describes the flow of
the activity for sensors detecting dropped items, and automatically actuating movement of
the sensed product on a conveyor belt system. The conveyor system upon detection of
item; moves the item to a punching position on the conveyor system, where upon a puncher
arm is let down, which punches (labels) the item appropriately. When punching is
completed, the punching arm is retracted back to its initial position, while the punched item
is conveyed back to its source position. Because the process describes a simulation, a

process loop is introduced to cause the item to be conveyed back to the puncher position

63



upon detection again. Each time the loop is executed the item conveyed assumes the
position of a new item. The loop is introduced to keep the process running continuously as
cyber-attack events are attempted. The aim is to observe the impacts in a continuous ICS
automated process in the event of attacks. The ladder logic automation programming for

the described process is presented in Appendices B-5, B-6, and B-7.

4.3 Cyber-Attack Demonstration

This section presents the demonstration of cyber-attacks on the ICS-CS testbed. Using
real industrial components as indicated in Table 4-1, the aim of the cyber-attack
demonstration was to explore practical potentials for identifying real vulnerabilities in varied
components of the testbed and exploiting some of the vulnerabilities to disrupt pre-
configured (normal) operations of the testbed system. This represented one of the potential

ICS cyber security objectives feasible using testbeds (Candell, Stouffer and Anand, 2014).

Generally, ICS cyber-attack incidents and scenarios (past and present) tended towards
exploiting one or more of six key broad vulnerability areas in the system. These include:
weak authentication for ICS protocols, low processing power for ICS hardware, weak file
integrity checks, weak user authentication in legacy control systems, vulnerable operating
system platform (e.g. Microsoft Windows), and undocumented third-party relationships
(Yusta, Correa and Lacal-Arantegui, 2011; Ani, He and Tiwari, 2017). For example, the
German steel mill attack exploited weak user authentications (Lee, Assante and Conway,
2014; Harp and Gregory-Brown, 2016). Attack scenarios were adopted to exploit
vulnerabilities in one or more of the above-mentioned vulnerability areas. The study
demonstrates security vulnerabilities that are representatives in an ICS. However, the
identification of vulnerabilities relied upon the outcome of a vulnerability analysis process
in line with common Penetration Testing Execution Standard (PTES) (Johansen et al.,
2016) and security testing methodology. To achieve this, openly available and

recommended security audit tools were used.

Key steps of PTES adopted included: (i) Reconnaissance (intelligence gathering), which is
characterised by network/device profiling and vulnerability assessment, (i) Target
exploitation; also characterised by target selection and exploitation, and (iii) Result
documentation; characterised by exploit outcomes and impact enumeration. Figure 4-2

presents the methodical flow described.
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1. Reconnaisance (Intelligence Gathering)
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/
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Scenario Outcomes Impact Analysis

Figure 4-2: Scenario Demonstration Attack-plan

4.3.1 Initial Assumptions

To effectively demonstrate attack scenarios, some assumptions were made to satisfy initial
testbed requirements and architecture, as well as provide sufficient justification for
engaging the selected scenarios. The assumptions made include;

o The attacker is not part of the system development team

o An insider approach is adopted, where the attacker has access to the ICS-CS
network.

o The insider attacker is actively connected to the ICS-CS network (LAN) as

shown in the network diagram (Figure 4-1).
o Security features like firewalls, IDP, antivirus and other security capacities are
not enabled in the system. This is in a bid to capture the potential states of

traditional ICS network segments prior to the proliferation of insecurity trends.

4.3.2 Reconnaissance

For intelligence gathering about vulnerabilities on the testbed, NESSUS, an open source
vulnerability Scanner (Tenable, 2017), was used . The tool was used to profile the network
to discover functional IP-enabled assets, alongside open ports and running services on the

network. Nessus was also used to scan each of the discovered devices, ports, and services
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for vulnerabilities. Nmap and Fping utility tools were also used to scan the network for live
hosts and open ports on each host. Nmap is a free and open source application software
for network discovery and security auditing. It adopts a command-line interface (CLI) for
executing security audit processes. Fping is a network utility program for probing active or
live network components by sending ICMP echo probes to multiple network hosts. The
results obtained from these tools were used to validate the results from the NESSUS scan
to see where necessary resolve inconsistencies. The screenshot of the Nessus Scan
results is presented in Appendices B-11 and B-12. Nmap scan results are presented in

Appendices B-8 and B-9, while Fping scan results are presented in Appendix B-10.

20 documented vulnerabilities were discovered from the NESSUS scan with varied levels
of severities. 1 vulnerability with ‘critical’ severity, 3 vulnerabilities with ‘high’ severities, 14
vulnerabilities with ‘medium’ severities, and 2 vulnerabilities with ‘low’ severities. In
addition, 1 undocumented vulnerability with presumed ‘critical’ severity was discovered
from extended research. Further analysis was focused on the critical, high, and medium
severity vulnerabilities because they presumably posed more significant security risks to
the network. The vulnerability with highest ‘critical’ severity of 10.0 was on the Engineering
Control workstation and indicated a lack of security update for Microsoft Windows SMB
Server. Exploiting this vulnerability could enable the total hijack of the affected asset and
its dependencies. The three vulnerabilities with ‘high’ severities are the PLC, I/0 module,
and Ethernet Switch. This meant that exploiting any of these could pose potentially
significant impact on the testbed. Also, 13 of the total vulnerabilities were found in the
Engineering workstation, 6 in the ethernet switch, and 1 each in the PLC and its I/O module.
This gives insight into the components where greater security evaluation and control are
necessary to block a large proportion of security vulnerabilities on a modern ICS testbed.
In this use case, directions point towards the Engineering workstation and the Ethernet
switch. The outline of vulnerabilities and impact enumerations are presented in Appendices
A-8 to A-13.
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4.3.3 Target Exploitation

The target exploitation stage comprised simplistic attack scenarios involving both insider
and outsider threat agents. The scenarios are adopted from a white box testing perspective
(Johansen et al., 2016), given prior knowledge of the internal and underlying technologies
used | the testbed. The scenarios are aimed at testing how feasible it was to accomplish
such attacks on the testbed type network. This would be different if the details of the
network were completely unknown, for which a black box testing approach would have
been used for scenario selection. The scenarios also represent the more common attack

types used against real industrial system networks (Klahr et al., 2016).

From the insider threat perspective, physical access privilege escalation was attempted on
the Engineering Control Workstation based on the operating system (Windows 7) design
flaw vulnerability discovered from extended research. Privilege escalation attack targets
the violation of system integrity and confidentiality and may further enable the violation of
availability. From the insider/outsider threat perspective, a denial-of-service (DoS) attack
was performed on the PLC component of the testbed to exploit a potentials resource
exhaustion vulnerability discovered from analysis results. DoS influences the violation of
availability on any targeted component and is often considered one of the key attack forms
that greatly threaten the functionalities of ICSEs. More so, availability is considered a
topmost priority in the ICSE. Using open source DoS execution tools such as Hping3,
Metasploit framework, and SMOD (SCADA and Modbus DoS penetration testing tool),
attacks were initiated against the PLC. In Table 4-2, the characteristics of the attack
scenarios are presented for better understanding of the objectives targeted by each
scenario. In Table 4-3, the attack scenarios and their target objectives are mapped to

relevant security principle violations.
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Table 4-2: Attack Scenarios Characterisation

Address Device Vulnerability Description Attack' Prospective
potential outcome
Vulnerability inherent | Windows o .
q in systems (including backdoor for Privilege escalation
Control sgiisurn?aw in servers) that run on file access and | attack
192.168.1.11 | Workstation | gn. Windows OS through |_modification
perating : .
(Computer) system which access is Privilege Administrative
y granted using a “KL Y
live” instance. escalation access
RESOURCE
EXHAUSTION: Modbus protocol port
Unauthenticated that Iister‘l)s to an dp Denial of service
192.168.1.2 | PLC users f0 cause | 5 :cepts connection SYN flood attack
e a denial of b attempt Privilege Escalation
: establishment ; i
service (reboot) requests Cross-site scripting
- Port 502 q

Table 4-3: Attack Scenario - Security Violation Relationship

- Attack Viol ri
Threat Vulnerability/Asset Ftac . Attack Pattern 9 at_ed Security
Direction Principle
. Control Workstation . Privilege Escalation, Data Integ.nty -
Insider Operating System Physical Exfiltration, System Hijack Confidentiality
perating sy el I Availability
Insider or PLC Modus Protocol Logical . . I
. . Denial-of-Servi Availabili
Outsider Communication (Network) enial-of-Service ailability

4.3.3.1 Scenario 1: Control Workstation Exploitation through Privilege Escalation
Attack

From information gathered at the reconnaissance stage, a computer system exists with an
IP address 192.168.1.11 and a computer name XXX’. NESSUS operating system (OS)
scan indicated that the system is running a ‘Microsoft Windows 7 Enterprise’. A further
research on security vulnerabilities attributed to this OS platform indicates the possibility
of a design flaw for service pack 1 distributions for computers running with default BIOS
settings. Following an insider attacker threat agent who has access to the control system
network and its components, the intent is to access the computer and steal data, and
possibly change administrative credentials to block other valid administrators or users from
accessing the system in the future. The exploit procedure included locating the system and
using available tools or techniques to obtain escalated level access to the system. Initial
assumption is that the physical security setups for protecting the target asset have been

bypassed or compromised. A ‘bootable Kali live USB’ is used to attempt to gain access to
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the computer and bypass the windows administrative login requirement that has been

setup on the control workstation. The procedure for this exploitation is described as follows:

A. System Access and Modifications:
A bootable Kali Linux Live USB is used to gain access to the target system files and
configurations. From systems32 folder of the ‘Windows’ partition, the file ‘cmd.exe’
is accessed renamed to ‘sethc.exec’, while the original ‘sethc.exec’ file is deleted.
On restart, this procedure causes the Windows platform to launch a ‘sethc.exe’ file
name with ‘cmd.exe’ executable instructions, which prompts and accessibility option

to the computer.

B. New User Creation and Escalation of Privilege:
On windows platform, the ‘Shift' key on the keyboard is pressed 5 times
successively to call-up the command prompt where a new user credentials can be

created with upgraded access privileges to Administrator.

The complete step-by-step procedure and screenshots for the above exploitation is
presented in Appendix B-31

4.3.3.2 Scenario 1 Results - Privilege Escalation Attack Impacts

Following a successful login attempt after the exploit procedures, access was established
to the target system (control workstation). The entire system resources; files, folders,
programmes, etc., where successfully viewed and moved to the USB drive. Assuming a
further intent of altering existence process functions in the system, the process-flow control
automation program (TIA portal) and file can be accessed and reconfigured to manipulate
the PLC into causing the conveyor machine to run in one direction alone, and not perform
the earlier designed activity process. It is also possible to covertly plant any malicious

virus/malware that could be used for executing future malicious activities on the system.

The elevated privilege enables the installation of new programs, modification of existing
programs configurations, deletion of files, folders and programs, and the execution of any
intending programs with malicious capabilities. Details and stored data of all other account

holders/users in the system also become accessible and modifiable.
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4.3.3.3 Scenario 2: PLC Denial-of-Service Attacks

A denial-of-service (DoS) attack is a type of attack that affects the disrupts or blocks the
availability of a system, functionality, or service. DoS aims to put the target component
services in an inaccessible state, and away from the desired or pre-planned objective state
of the component. Generally, DoS attacks pose very significant threats to ICSE technology
infrastructures due to the strict high-availability requirements of the system (Hahn et al.,
2013). In this scenario, potential impact of a DoS attack against the PLC component of the
ICS-CS is explored. From the position of an outsider attacker threat agent, the PLC
interface is flooded with massive volume of arbitrary data packets to overwhelm its
response capacity and cause a disruption of genuine communications and functionalities.
It is anticipated that the functions and operations of any component connected to the PLC
will be impaired when the PLC becomes overly unresponsive to the component thereby
disrupting designed system functionality. Flooding the PLC may be able to constrain its
ability to transmit control traffic/data to other connected devices such as extended I/O
module, HMI, and conveyor /punching device, which all rely on the PLC’s data to execute

their individual functionalities properly.

To execute this objective, two DoS attack patterns were adopted. The first included a TCP
Syn-Flood attack using the tcp-synflood auxiliary module of the Metasploit Framework from
a Kali Linux box, and the Hping3 network enumeration utility also from Kali Linux. One
instance of the Metasploit syn flood attack was combined with four instances of the Hping3
tcp syn flood attack. This generated huge number of packets directed at the PLC interface
IP address 192.168.1.2. The attack was sustained for 25 minutes to help establish the
stability of effects and impacts. Figure 4-4 presents the screenshot of the combined
instances of the DoS attack. The screenshots of other exploit activities and outcomes are
presented in Appendices B-15, B-16, and B-17.

A second DoS attack was executed using a freely available python modular framework
programme called ‘smod’. Smod is a full Modbus protocol diagnostic and offensive
application designed to run on the Linux platform. It can be used for vulnerability analysis
of a Modbus protocol. The smod module ‘modbus/dos/galilRIO’ was used to initiate the
DoS attack on the PLC interface IP address 192.168.1.2 as the remote host ‘RHOSTS’.
The attack was executed on port 502, which is the default port for Modbus protocol, and

using 24 concurrent threads. The attack duration was 25 minutes. Figure 4-5 shows the
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exploit execution module interface. The screenshots of other exploit activities and

outcomes are presented in Appendices B-18 to B-22.
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Figure 4-4: Metasploit and Hping Attack Execution Screens

4.3.3.4 DoS Attack Results and Impacts

The impact of the two DoS attacks on the PLC are expressed by observing the physical
and behavioural changes in the PLC, which may present a deviation from the predefined
and preconfigured behaviours of the PLC. The statistics from the Hping3 syn-flood
indicates that a minimum of 8,000,000 arbitrary packets were transmitted by each instance
of the 4 syn flood attacks. The Metasploit syn flood framework module also transmitted
about 6,000,000 arbitrary data packets to the PLC (from Wireshark packet analysis). These
transmissions happened simultaneously, constituting a massive volume of packet that

were hitting the PLC interface at the same time.

One of the direct effects of the floods on the PLC was an inability to maintain a connection
and communication to with the HMI for gaining updates on the status functions in the PLC
logic. This meant that the PLC only received partial and delayed data packets from the

conveyor/punching equipment and transmitted in like manner to the HMI. Seamless flow
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of data was being affected by the floods hitting the PLC and constraining it from giving full

attention to the its (PLC) communication to the conveyor/puncher and the HMI.

Prior to the attack, all communications were normal with diagnostic and communication
light indicator all ‘green’ on the PLC. However, during the attack, an error led (red light)
appeared and kept blinking on the PLC as the floods continued. A similar red error led (RN
light) was also blinking on the extended I/O module interface. This impact consequence
signified an impairment on availability of the PLC, which also affected the functionalities of
the extended 1/0O module and HMI interface devices. The configured processes handled
and controlled by these devices (PLC, I/O Module, and HMI) were interfered with and
stopped.
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Figure 4-5: SMOD DoS Utility Attack Execution Screen

A significant behavioural anomaly observed involved the HMI kept disconnecting and
attempting reconnection to the PLC via the configured profinet network, which continued
all through the attack duration. The blinking ‘RED’ error led indicates an error caused by a
communication disruption or failure between a PLC and a connected component. Since
the error was non-existent prior to the attack, it was certain that the error could only have

occurred due to the attack that influenced a disturbance in the PLC. It implied that the DoS
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attack on the PLC caused some disruption in communications between the PLC and
extended I/O module and created a malfunction in both components. This malfunction in
form of delayed or partial data reception and transmission affected the sensing and
actuation in the field equipment connected to the PLC by halting PLC control functions.

The continuous disconnection of the HMI link to the PLC implies that the HMI was
intermittently losing communication with the PLC, and every reconnection attempt also
failed. This rendered the HMI unusable since it was not able to provide status update on
the processes running in the control system during the attack period. The error lights on
the PLC and extended I/0O module, as well as the HMI disconnection-reconnection loop all
stopped as soon as the DoS attack instances were terminated.

The impact of the DoS attack using the smod framework presented similar effects as
already described. Blinking error led (lights) were observed on the PLC and the extended
I/0 module, which represented a faulty communication link between the two components.
However, the effect seemed rather more severe as the faulty communication led remained
even after the attack was stopped. This represented a permanent communication error on

both devices and prompted the suspicion for a more severe impact needing investigation.

While investigating the error codes implication and possible resolution approaches from
the Control workstation software terminal (TIA portal), it was discovered that the initial
component and profinet network configurations had been wiped clean. An IP configuration
‘RESET’ had occurred on the PLC and extended I/O module. The profinet network was
non-existent. This implied that the PLC was no longer having any link to any of the other
components, i.e., no communication. This further explains and justified the reason for the
permanent communication error led (red light) left on the components even after the Smod
DoS attack was terminated. The only feasible resolution involved calling up any backup
control configuration and reloading the configurations on all devices. In worst cases where
backup configurations are not available for immediate restoration, it required a fresh
reconfiguration process for the entire system including profinet connections. The system
would have to remain un-operational until the reconfiguration is completed. This impact
reflected a complete and permanent loss of system availability until a restoration is

achieved.
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4.4 Discussion and Conclusions

The outcomes of the attack scenarios indicated a strong feasibility for cyber-attacks on
ICSE technology infrastructures. These attacks can take both physical and logical
dimensions. The insider mostly relates to the attacks perpetrated by or with the support of
insiders with knowledge and(or) access to the ICSE infrastructure. While logical attacks
include both insider and outsider attack threat agents. The violation of system or service
availability poses a most significant threat to the ICSE due to the requirement of the system
to support high-availability and operational continuity. In real life situations, this physical
attack often involves the process of accessing and enabling elevated privileges on target
system for some other malicious intents. This type of exploitation and attack requires
knowledge of the internal structure and network of a target control system environment,
and(or) with some valid access credentials. Adequate system and target profiling is
necessary to learn the system that retains the desired data or information and vulnerability.
Nonetheless, key targets of this type of attack within ICSE include Central Controllers,
SCADA Servers, Web servers, data historians, which run Microsoft Windows OSs in their
default configuration states. Also, these systems often contain details about other potential

systems or process targets and used to control other industrial equipment.

Attacks on availability from the DoS perspective can also have varied levels of impacts on
an ICSE depending on the complexity and target objectives of the exploit, attack
techniques, and tools. Most often, a DoS attack targets a specific component within the
network, but by attacking a certain component, network bandwidth, seamless
communication and data/packet exchange, and component functionalities are potentially
going to be limited or inhibited. Non-targeted component may well share in the
consequences of a DoS attack either directly or from a cascade point of view. DoS attacks
on ICSE networks can cause temporal loss of availability, which can often be restored
when the attack is isolated or eliminated. However, there are extreme peculiar situations
where DoS attacks can also cause permanent losses of availability that often require a
significant amount of resources and time to restore availability for affected components.
Learning these varied vulnerability, attack, and impact potentials can help ICSE owners
and security expert to engage or adopt the appropriate measures and strategies for

protecting their ICS technologies and processes from malicious attacks. An illustration of
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the potential direct and cascade impacts (both observed and projected) of executed attack
scenarios is presented in Figure 4-6.

These attack scenarios and outcomes highlight that security vulnerabilities can be in any
ICS-CS setup. If these vulnerabilities are exploited, the consequences could bring about
severe destructive impacts in relations to the violation of very crucial security requirements
of the system and environment. The benefit of using this attack simulation design is that it
becomes easy to observe the direct impacts of exploiting certain vulnerable components
of a larger ICS network. With this it becomes easy to estimate the scale of impact and
determine the most appropriate measure of security and control required. The
disadvantage is that in large networks where components from several manufacturers are
in use, the knowledge of a vulnerability in one proprietary component may not be the same
in a similar component from a different manufacturer.
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Figure 4-6: Attack Scenario Impacts and Cascade Illustration

76



Thus, since a one-size fits all knowledge about vulnerabilities in components may not
feasible, nevertheless, such knowledge in one manufacturer infrastructure offers insights
about potential security audit lookouts in others and may well speed up audit processes

overall.

The impacts observed from the scenarios in this study can be related to potential impacts
in a real environment. For example, for the DoS scenario on the PLC, a successful attack
brought about the disruption of discrete event process control and monitoring.
Communication transfer to the Physical process equipment (conveyor robot) was also
inhibited. This demonstrates the interruption of interaction between the target PLC and
other devices linked to it, causing the process of moving and punching items enabled by
the interactions to be affected. In a real ICS environment, similar attack might not be
restricted to a single device target but can expand to other process control network
infrastructure depending on the damage objectives of the perpetrator(s). In extreme cases,
operational activities can be hindered, causing significant loss of operational downtime,
production losses, and additional recovery costs. Brand reputations and customer

satisfactions can also be affected.

Another point worth noting is that viable attack potentials might not require high skills and
expertise to accomplish. A low or medium knowledge and skill in hacking and intrusions
can as well do the job. This suggests that with the proliferation of free (open source)
exploitation tools and handy online guides, any system users that is highly motivated even
without expert hacking skills and knowledge but determined to sabotage such a system
can achieve their desired malicious objective(s) against any target ICS-CS critical
infrastructure. Not much training or difficulty is required to accomplish basic attacks on
typical industrial networks such as the ICS-CS network. Therefore, a capability is enabled
that empowers every potential cyber attacker; proving that a measure of capability for a

cyber-attack is genuinely a function of some measure of knowledge, and skills.

This work suggests that only a similar capability from a defensive (protective) perspective
would be able to nib these potential cyber coercions in the bud and bring about the
potentials of a more cyber-secure ICSE. It emphasises the need for improved security
criticality analysis, estimation of impacts, and prioritisation of controls, since it may be

infeasible to resolve all discovered vulnerabilities at once. More so, it may not be necessary
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to treat some vulnerabilities given their low severity and impact estimates. The attack
results also cast emphasis on the need for proper ICS-specific cyber-security threats and
vulnerabilities awareness, the building or enhancement of cyber-security skills of the
industrial, and all that depend on it. This can be considered the most reasonable measure

for amplifying protective capabilities within the industrial/manufacturing environment.

In addition, the attack results also provide a means for verifying the testbed design and
implementation. For example, from initial testbed design and implementation, the PLC is
configured from the Engineering control workstation to control sensing and actuation
events on the conveyor robot. The control flow is enabled through the Ethernet switch,
and these events are monitored from the HMI. Under unperturbed conditions, the discrete
event process execution remains unchanged and considered correct as desired. The
results of the DoS attack scenario can be used to verify this implementation. The flood of
spurious data packets to the PLC causes it to lag in it interaction with the conveyor robot
and inhibit updates to the HMI. This effect proves that there were prior connections and
interactions amongst these testbed components from design, which are altered by the DoS
action. Results also indicate that communications are restored to normal once the DoS
events were stopped. It is safe to conclude validity about the design and implementation
of the testbed as attack results can show a difference between the desired unperturbed

design and its altered state.
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5 SECURITY METRICS GENERATION FRAMEWORK

5.1 Introduction

The growing increase in targeted cyber-attacks and successful incidences on ICSEs have
stirred up the quest for improving capacities and investments in securing critical industrial
infrastructure platforms and setups. Security objectives in an industry control environment
can be chiefly achieved through regularly checking the performance of systems and the
environment guided by security metrics derived from the security objectives (Savola,
2009).

Here, security metrics are defined as ‘a collection of measurable properties of an ICS
constituent elements and attributes that enumerate the degree to which ICS cyber security
assurance are achieved’. Security metrics can be viewed as a system of related
dimensions (matched to a standard) that allow for evaluating the degree of freedom from
possibility of suffering damage or loss from malicious cyber-attacks, or to which the system
or network objectives are achieved (Reichert et al., 2007; Collier et al., 2016). They are
often designed to arrive at measures that facilitate decision-making, and improve
performance and accountability through evaluations (collection, analysis, and reporting) of
relevant system status (Chaula, Yngstrom and Kowalski, 2004). They are also supportive
for predicting system security states and determining security assurance level (Savola,
2007; Beres et al., 2009).

From an economic perspective, security metrics can be used to illustrate the business
impacts of security, thus enabling the integration of security functions into the overall
business process (Chandrakumar et al., 2013). However, precise and efficient security
metrics are feasible from a well-defined semantic process of identification and selection,
which helps to ensure that selected metric quantities and their outputs are relevant and fit

for purpose or use (Homer et al., 2013).

5.2 The Framework for Operational Security Metrics Generation
(OSMG)

The OSMG framework aims to overcome the weakness of a lack of clarity and methodical
guidance for producing security metrics in response to clearly defined security objectives

by organisations (Jansen, 2009). It should account for varied security scopes, dimensions,
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and attributes definitions, thus, to provide a step-wise guideline to relevant
component/attribute considerations in the selection and adoption of security metric
guantities. It can be used be use at the planning stages of security audits and analysis by

industrial security analysts, developers and system owners.

The framework illustration presented in Figure 5-1 defines the semantics for ensuring that
the output of a metrics generation process has clear relevance and meaning with respect
to certain pre-conceived objectives and resulting inputs. The inputs represent the factors
for consideration at varied phases towards arriving at desired security metric quantities
from a pool or collection of security metrics available. It seeks to clarify answers on if the
security metric quantities adopted is representative of the security objective(s) and
dimension(s) of interest and evaluated. To address the limitations in existing models, the
OSMG framework combines the features of existing security metrics development
frameworks, and best practice standards and guidelines, such as NIST SP 800-53 (NIST,
2013b), NIST SP 800-82 (Stouffer et al., 2015), NIST Framework for Improving Critical
Infrastructure Cybersecurity v.1.0. (NIST, 2014).

The OSMG framework extended the model for aggregating technical security metrics by
Holmer et al (2013) to capture other key areas beyond technical security metrics
dimensions for. It includes both process and people (human-factor) security metric
dimensions. All three dimensions of People, Technology and process are considered
necessarily in every metric selection process to capture the entire spectrum of an ICSE.
The uniqueness and strength of the OSMG framework is that it assembles several
framework characteristics into its structure by logically harnessing varied strengths of
existing approaches and producing an improved approach for security metrics generation
from a wider/large collection of metrics. For example, it integrated the merits from: top-
down and bottom-up concepts (Stoddard et al., 2005; Payne, 2006), ideal-driven model
(McQueen et al., 2008), adaptive capability concept (Nguyen, 2012; Linkov, D. .
Eisenberg, et al., 2013; Savola and Abie, 2013), hierarchical interdependency model (CIS,
2010), review and refinement concept (Payne, 2006), control and compliance-driven
models in TSMM (M. P. Azuwa et al., 2012), and defense-in-depth strategy (Chandrakumar
et al.,, 2013). Security analysts and experts within industrial organisations can use the
OSMG framework to guide the selection of appropriate security metric quantities relative

to defined security audit objectives of interest.
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The main differences between OSMG framework and other frameworks and methods lie
in that the OSMG framework provides (i) a broader view of relevant factors necessary to
be considered in the processing of selecting security metrics, (i) a decomposition of
associated sub-factors that whose consideration can simply the process of understanding
and identifying necessary security metrics in line with desired objectives, (iii) a structure
flow for input and outputs in the security metrics generation process, and (iv) a two-way

approach for accomplish security metrics generation following guided formats.

A good metrics development approach should have some essential characteristics such
as: scope-definitive, objective-oriented, reliable, simple, adaptable, and repeatable
(SORSAR). ‘Scope-definitive’ property of a security metrics development framework
should make for the specification of scopes and constraints in relation to the dimension of
security (offensive or defensive) for which metrics are required. It should also allow for the
articulation of target network segment (enterprise or industrial control), and the precise
system constituents (people, processes, technologies) to be measured. ‘Objective-
oriented’ characteristic provisions for the precise articulation of security objectives targeted
by the metrics. These could include both the primary (safety, availability, integrity,
confidentiality, and accountability) and secondary (decomposed) security objectives, and
the articulation of the violation principles being considered.

The TReliable’ property outlines the requirement of a development framework to yield
desired and consistent metrics in line with consistent objectives and scope. ‘Simple’
emphasises the characteristic of framework to be easy to understand and straightforward
to employ or use. ‘Adaptable’ defines the requirement of a development framework to be
easily bent or tractable. A good framework should be adaptable to different security
scenarios, objectives, and tweaked to suite varied dimensional changes. Repeatable’
emphasises the need for a development framework to allow for the repetition of process
and procedures where necessary; in response to the need for modifications and
improvements in metric quantities of measurements. The concept of iterations is a

necessary to keep pace with the dynamisms that might emerge.

The development of the framework of ICSE security metrics, following the SORSAR
properties, could contribute to creating strong and fit-for-use security metrics that can meet

the ever-dynamic changes in the current security landscape. As represented in Figure 5-1,
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the OSMG framework includes three phases: (i) Target definition, (ii) Objective definition,

and (iii) Metrics Synthesis.

5.2.1 Target Definition (Phase 1)

This involves describing the attributes that give clear information about the target system
or environment for which security metrics are being generated. It includes defining the
measurement scope, the target segment, and the specific constituent(s) from which

metrics will be derived.

5.2.1.1 Security Dimension (L1 Scoping)

This outlines the potential perspectives through which security can be rationalised.
Traditionally, security can be construed from 2 outlooks: (i) Capability, and (ii) Vulnerability.
The security state of a system can be measured based on how strong or weak the system
can be to circumvention. It is, therefore, important to articulate the dimension of security
especially at the beginning of every security metrics development process. This concept
presents a high level-1 (L1) scope definition that signifies the beginning of defining a clear

direction for the security metrics development process.

i. Capability

Security capability characterises the strength to uphold a protected state, and is measured
by how difficult it is (or will be) to circumvent inherent protected capacities (Schechter,
2004). Metrics for evaluating security capability or strength should include the
measurement of time, effort, and other resources necessary to breach a system’s
protections. These metrics can be observed when taking the perspective of an attacker or
adversary. Attack graphs, attack trees, and other security analysis paradigms (Kotenko
and Chechulin, 2013; Wang and Liu, 2014) can be used to characterise potential attacker

actions in the light of a system’s scope or configuration in the security capacity.
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Figure 5-1: Operational Security Metrics Generation (OSMG) Framework
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ii. Vulnerability

Vulnerability is the flip-side of security capability and emphasises the inability to achieve or
sustain a certain (normal or protected) state. Technically, vulnerability outlines the ease of
rupturing a system’s normal or security state observed from a defensive point of view. Many
methods have been used to derive metric values from representing system susceptibilities
to potential threats and attacks, such as defense trees (Bistarelli, Fioravanti and Peretti,
2006; Bistarelli et al., 2012), the CVSS paradigm (Abraham and Nair, 2014a; Keramati and
Keramati, 2014; FIRST, 2015), and the change-point detection evaluation approach (Lei
et al., 2016), etc.

5.2.1.2 Network Segmentation (L2 Scoping)

Typically, modern ICSE architectures encompass a wide area network (WAN) integrating
industrial operational technology (OT) networks with enterprise information technology (IT)
networks (Stouffer et al., 2015). The two networks are different in technologies and
protocols, and most times require different approaches, metric quantities, and policy
priorities for evaluating security features and states. System segment could also be based
on assets or system functionality, configurations, or security requirement (Defence Signals
Directorate, 2012). Hence, a level-2 (L2) scope definition is provided to specify a large
ICSE network architecture to which security evaluation is focused.

5.2.1.3 System Constituent (L3 Scoping)

With a clearly defined security dimension, and an understanding of the target segment of
a security metrics development process, it is also necessary to specify the constituent of
the segment of interest/focus. A network segment is a sub-system that would basically be
made up of several interacting constituents or entities. The IT and OT segments of an
ICSE are made up three inter-operating, value provisioning, structural constituents:
technology, people, and process. Every emergent metric quantity should measure
characteristics of one or more of the three constituents, and express corresponding
capabilities. It would be better to have a constituent-oriented metric development. This will
help simplify the task of generating and analysing metric quantities, and generally speed-

up the development process.
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5.2.2 Objective Definition (Phase 2)

Metric quantities should typically provide information that guide towards the attainment of
pre-defined or pre-conceived security goal and objectives. Such goal-oriented security

metrics require defining security objectives first.

5.2.2.1 Primary and Secondary Objectives

In the ICSE, safety seem more important than security and should be considered a
necessary critical objective. Safety seeks to preserve from death, injury, occupational
illness, damage to or loss of equipment or property, or damage to the environment (Stouffer
et al., 2015), while security emphasises the protection of technologies, processes, and
data from malicious compromise in the contexts of the AIC triads as discussed in section
3.1. The scope of this work does not extend in-depth to the concept of safety but focuses

on security.

For clarity in development process and results, it is necessary to decompose the primary
security objectives into corresponding secondary security objectives. This should be in line
with business/operational objectives, and the envisaged security violations that potentially

threaten the actualisation of the desired business/operational objectives.

The secondary objectives specify deeper actionable security principles targeted in the
metrics development process. For example, availability objectives could be decomposed
into timeliness, recoverability, redundancy, maintainability, etc. Integrity objective could be
decomposed into accountability, authentication, non-repudiation, dependability, veracity,
etc., while confidentiality objective could be decomposed to authorisation, access control,
etc., (NIST, 2013b; Stouffer et al., 2015).

5.2.2.2 Contextual Description

The objective definition phase is concluded with a contextual description of the target state
of the security objective desired by resultant metrics, and the analysis of violation concepts.
A descriptive statement should plainly states the objective end of the metrics selection and
measurements (Payne, 2006) in line with pre-defined security objectives. For instance, a
contextual security objective description could read ‘to provide security metrics that plainly
and easily communicate the degree to which system technologies can effectively control

security threats, vulnerabilities, and attacks, to guard against operational disruptions’.
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Here, primary objectives include ‘availability’ and ‘integrity’, and a secondary objective
could include ‘redundancy, reliability, veracity, dependability, and access control'.
Contextual security objective descriptions should be clear enough to enable the derivation
of prospective action plans for the attainment of prescribed security objectives. Contextual
description could be guided by relevant security standards such as NIST SP 800-53 (NIST,
2013b), NIST SP 800-82 (Stouffer et al., 2015), and NIST Framework for Improving Critical
Infrastructure Cybersecurity v.1.0. (NIST, 2014), etc.

5.2.3 Metrics Synthesis

In this phase, the focus of security controls is defined, appropriate metric quantities that
satisfy objective criteria are selected from the collection of available metrics. The criteria
considered include; control capability direction, related metric quantities, and metrics

specification.

5.2.3.1 Control Capabilities

Existing security control efforts and implementations basically take-on one of two broad
control capabilities: proactivity or reactivity (Lin, Wang and Huang, 2013; Kwon and
Johnson, 2015). Thus, security metrics should mirror similar disposition. Security metrics
can adopt proactive capability direction, where measures are derived to give perspectives
about future security or vulnerability states. Proactive capability directions can also help

guard against potential future security threats and risks (Abraham and Nair, 2015b).

Control capability sub-direction attributes within the proactive context include: prediction,
detection, and prevention. Security control efforts can also assume reactive dispositions,
in which case metric derivations are obtained to give outlooks about current security states
(Musliner et al., 2014), or indicate what is required to control or counteract the effects and
impacts of security compromises that already occurred. Control capabilities in this regard
include detection, prevention, response, and recovery. Furthermore, security metrics could
combine both capabilities into what is termed a ‘hybrid’ capability. This yield measures and
metrics that capture the perspectives of both proactivity and reactivity. The occurrence of
detections and preventions in both directions indicates their importance and relevance in
any security metrics development process. Any security metric taxonomy should capture
among other features; quantities that articulate capacities for both detection and

prevention.
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5.2.3.2 Metric Quantities

With a clear definition of desired metrics control directions, it becomes easier to generate
or select specific metric quantities and specify their attributes. Prior works (McQueen et al.,
2008) indicate that security metric quantities can be derived computationally; applying
mathematical concepts, or via measurements using scales and instruments. The outcomes
can be as a single measurable attribute that is representative of the state of a system or
security phenomenon, e.g., security evaluation deficiency count, known vulnerability days,
and password crack time metrics (Homeland Security, 2009). However, metrics can also
be derived from the combination of two or more disparate attributes, from which a single
guantity emerges and is representative of the security perspective desired. This is referred
to as ‘composite metrics’ (NSA, 2010). Metric quantities can be further defined based on
the unit or base for measurement, and accordingly; can be count or number-based, time-
based (McQueen et al., 2008; Abraham and Nair, 2015b), probability-based (O’Neill, 2013;
Keramati and Keramati, 2014), proportion-based (Abbadi, 2006), or cost-based
(Peuhkurinen, 2008; Aissa et al., 2014). It is appropriate to clearly clarify these units in
relation to each metric quantity in the taxonomy to be generated, and to understand the

interpretation of each metric in relation to pre-defined security objectives of the system.

5.2.3.3 Metric Specification

A metric specification profile is required for every metric quantity generated during the
development process. A metric specification refers to the identification and description of
the attributes and development procedure that embody the structure and totality of a metric
guantity. A metric specification is described as a function of a metric’s current state/value
(quantitative or qualitative), an ideal state, and an evaluation technique for obtaining the
metric measures. These are relevant in describing a metric since consistency (expressed
by the gain of repeatable results in measurement technique) is a characteristic of good
metrics (Chandrakumar et al., 2013), and is considered of higher priority than the decision
of measurement subjectivity or objectivity (Henning et al., 2002). Since the goal of any
measurement is to determine if a system constituent meets its security objective as defined
in the metrics profile description, such descriptions help proffer quicker and clearer
understanding and interpretation of each metric, and the corresponding implications in

relations to targeted objectives.
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i. Symbolic Representation of Specification

Symbolic representations offer an easy way to capture and visibly demonstrate concepts,
ideas, and attributes by showing the various features that encompass their relationship
structure. It is considered a suitable approach for gauging and representing plans
comprising of sequences of actions in a continuous, low-level domain or perspective
(Konidaris, Kaelbling and Lozano-Perez, 2014). For better understanding, the OSMG
framework can be represented symbolically as a septenary set comprising seven state
vectors, namely {D, S, d, PO, SO, CC, M} based on the relationship among the three (3)
development phases and their corresponding sub-phases as shown in Figure 5-1. The

symbolic septenary relationship is described in detail as follows:

D : {Cap, Vul} is a set of all security dimension for metrics development, where Cap and Vul
represent capabilities and vulnerabilities respectively.

S : {Entr, Indr} is a set of all target network segments within the ICS network for which security
metrics are required. Entr and Indr represent Enterprise and Industrial Network segments
respectively.

d :{d=1,23, ..., n}isa setof all system constituents or devices for a target network segment.

PO : {A, I, C} is a set of all primary security objectives targeted by the metrics development
approach, where A, |, and C represent availability, integrity, and confidentiality respectively.

SO : {sai|li=1...n, so 2 AUIlUC} is a set of all secondary security objectives related to a

targeted primary objective.

CC : {Prd, Det, Prv, Rsp, Rcv} is a set of all control capability directions, where Prd, Det, Prv,
Rsp, and Rcv represent Prediction, Detection, Prevention, Response, and Recovery

respectively.
Ma: {m;|j=1, 2, ..., n} is a set of all metric quantities deducible from constituent d.

With this, a metric specification (as described in subsection 5.2.3.3) for a resulting metric
guantity can also be represented using a quinary set comprising of five state vectors,
namely {Mg, d, I, C, E}, such that:

(Ma) =f (la, Cd, Eq)
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where:
la :{s1, Sz, S3,...,Sn} is the set of all respective ideal state values for the metric quantities Mg.
The value of | is defined based on acceptable security states of My from prescribed security

requirements.

Cq : {c1, c2 Cs,...,Cn} is the set of all respective current state values for the metric

guantities Mq. The value of C is derived via measurements or computationally.

Ed : {e1, €2, €3,...,6n} is the set of all respective evaluation techniques (approaches) for the
metric quantities Ma.

The above variable definitions and criteria provide basis for identifying and selecting
corresponding metric quantities for an available pool. A non-exhaustive collection of
security metrics from prior works is presented in Appendix A-25. This pool of security
metrics is used as a sample collection to validate the usability of the proposed OSMG

framework.

5.2.4 Structural Flow and Review

The proposed model supports the top-bottom approach of metrics development.
Nonetheless, it can as well adapt to a bottom-up approach. The top-bottom approach
describes the scenario of starting the metrics generation process from the definition of
target system and follow down to the point of achieving metrics specification profile. The
bottom-up approach describes the reverse process involving when generation may
commence from identifying a metric of importance and then working up the metric
characterisation process. These two approaches are captured by the two directional
arrows (one directing up and the other directing down) surrounding the framework
structures. It is suggested that the choice of direction should be entirely dependent on
organisational convenience, expertise, and the perception of a most suiting approach
towards achieving targeted goals. However, for easy, better structured, and most
appropriate synthesis of security metrics, the top-down approach is recommended.
Because, it might be better that the security metrics development should follow the system
development life cycle, where the system provides a broad concept of security metrics for
industry control environment. it may be a better approach to obtain metric quantities
following a holistic understanding of what the metrics are meant to target, measure, and

resolve.
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It is also pertinent to engage formal reviews and reassessments of metrics taxonomy
periodically, to check the relevance and appropriateness of current metrics taxonomy in
relations to evolving security trends and the operational dynamics of the industrial
environment. The two directional arrows at the top and bottom of the framework structure
are used to capture review and reassessment requirements accordingly. It is crucial to
resolve questions about continual relevance, accuracy and reliability of metrics, and their
usefulness in determining new courses of actions for the overall attainment of pre-defined
security objectives (Payne, 2006). The review will also help to assess the worth of efforts
and techniques for generating metrics, and the reassessment of emergent external security
metrics, standards, and best practices for improving existing internal metrics taxonomy.
This study lends voice to the NIST SP 800-82 r2 ICS security standard (Stouffer et al.,
2015), which emphasises that as trends continue to emerge and evolve in security threats,
vulnerabilities, breach patterns, techniques, and impacts, it is important for security metrics
and their development approaches to take-on adaptive natures, adjusting to strategies as

circumstances change.

5.3 Implementation and Application of the Framework

The OSMG framework can be implemented in various instances. The black-shaded phase
and sub-phase transition arrows indicate mandatory transitions of implementation flow,
while the grey-shaded sub-phase transition arrows indicate optional/selective transition
inclusions. By these, it means that it is not in all cases that all phases and transition features
will be reflected in a metrics generation process. Rather, the application environment’s
target security objective(s), desired security dimension, and control capabilities of interest
determine the phase and sub-phase transition to be followed. This will also determine the
varied security metric quantities that can emerge. For example, for an environment whose
security improvement focus is on the people (human) perspectives, the security metric
guantities that would be derived using the approach would clearly differ from the
environment with focus on technology security perspectives. Similarly, an organisation that
desires to evaluate security capability of its system via a combined technology and process
perspective, would most often use different security metric measures from the organisation
that desires to learn organisational security vulnerability of technology, process, and

people dimensions.
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The proposed framework presents an open approach to the enumeration of key
dimensions, objectives, and control capabilities that can be considered in a security metrics
development process. Security Capability and Vulnerability both represent different
viewpoints through which security evaluations can be explored. Such evaluations can
focus on either the business network or the industrial operations network, or both. Similarly,
technologies, people, and process, all represent distinct constituents where security
evaluations can be focused. In some cases, security evaluations may include any
combination of the three. Regardless of the dimensions and control capabilities, the
proposed framework emphasises adherence to a structured analysis process. This allows
for the consideration of all possible security dimensions, objectives, and control capabilities
to influence the correct identification and appropriate generation of security metric
guantities that suit specific environments and situations. The key end goal is to ensure that
suitable security metric quantities that suite every case scenario and(or) objectives be
achieved using the prescribed framework in its totality or in parts. This also portrays the

flexibility and adaptability properties earlier emphasised.

5.3.1 Validation of the OSMG Framework

A two-level validation approach was adopted for evaluating the proposed OSMG
framework. The first level validation adopted a theoretical case study that explored the
practical application of the proposed framework for selective security metrics aggregation.
A scenario-based simulation and application of the processes is developed to show how
the framework can be used, and to assess its effectiveness for guiding a cyber security
metrics generation process. The second level validation involved the use of expert
intuitions/opinions undertaken using an online questionnaire tool which was targeted at

experts and researchers in ICS security.

5.3.1.1 Scenario-based Validation

The case study is conducted to particularly target the workforce end-users (human
constituents) of the system. The employees within industrial environments are viewed to
be the weakest links in both the operations and supply chain (Kaspersky-Labs, 2015), and

potentially the most vulnerable vectors of industry-targeted cyber-attacks.
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i. Scenario 1 Description

An industrial organisation has been a victim of several cyber compromises of systems in
the industrial network segment. Initial investigation shows that most of the attacks targeted
and exploited human elements in the system. The organisation’s attention is drawn to the
vulnerabilities in its human elements, and desires to do something to improve the situation.
The organisation intends to learn the security capacities of the case study environment
workforce (people), and further characterise the security capability attributes of each
workforce individual and use same to influence security improvement decisions. Assuming
the organisation has access to a pool of security metrics quantities in Appendix A-25, and
desires to identify and select the metrics quantities that are most relevant towards

achieving its desired security inference and target improvements.

ii. Framework Process Application

The motivation for identifying and aggregating cyber security metrics in relation to the
evaluation of human security capabilities is to learn the security levels of human weak-links
by determining their security capacities. This will support engaging the necessary guided
control efforts on security to enhance security assurance of enterprises. Essentially, it is a
formative decomposition validation technique for the proposed framework. The succeeding
sub-sections will demonstrate how the framework may be applied towards achieving the
prescribe scenario goals. Note that, the collection of security metrics in Appendix A-25 are
used as sample collection for demonstrating the application of the framework.

a. Phase 1: Target Definition

In line with phase 1 of the proposed framework, this section demonstrates the process of
deriving outputs after feeding in the scenario description as input into the proposed
framework to support generating security metrics that are appropriate for the objectives
targeted:
i. Security Dimension (L1 Scoping): From the scenario description, desired security
metrics are intended to provide understanding “security capacities”, which conforms to
a ‘capability’ security dimension at the L1: high-level scoping process of the
framework. A weakest link objective describes a limitation status that can be obtained
through comparing evaluated multiple capabilities. At this point, several metric

guantities in technology, process, and people-oriented scopes that have the ‘Cap’
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b.

attribute in their characterisation all satisfy this criterion and are considered eligible for
adoption. From the metric list in Appendix A-25, 38 out of 53 technology-oriented
metrics are eligible,10 out of 15 process-oriented metrics are eligible, and7 out of 8
people-oriented metrics are also eligible.

. Target ICS Segment: Based on the scenario description, this points to the Industrial

Network Segment, which defines the working domain where cyber compromises have
been prevalent. At this point, the metric quantities in the L1: high-level scoping also
satisfy this criterion, because they can all be applied to obtained value measurements

relative to the industrial network segment.

Target ICS Constituent: From the scenario description, not all the elements of the
industrial network segment are the focus of attention. The focus of evaluation is on the
‘people’ (human elements), noted to be chiefly being exploited by attacks. At this
point, the narrowed focus on people or human-elements allows for the elimination of
other adopted metrics within the technology and people scopes. This leaves an output
of only 7 eligible security metrics focused on the human capability of the industrial
network segment. These include: Number of Personnel Needing Security Training,
Number of successful human-facilitated attacks, Number of thwarted human-facilitated
attacks, Number of incidents caused by terminated personnel, Number of Technology
Abuse Incidents, Personnel Security Knowledge Rating, Personnel Security Skill

Rating, and Harmonised Personnel Security Rating.

Phase 2: Objective Definition

Safety is not the focus of this study. In terms of security, the organisation desire to learn

workforce capabilities in relations to the primary and secondary security objectives;

availability, integrity, and confidentiality. The secondary requirement associated to these

objectives are automatically adopted. Furthermore, the contextual identification and

description of metric objectives in line with phase 2 of the framework, can be represented

as thus:

‘Understand industrial segment corporate cyber security state through from the evaluation

of individual workforce’s ability to pre-empt and respond appropriately to certain cyber-
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attack patterns, and determine the weakest-link amongst the workforce needing capability

security improvement’

c. Phase 3: Metrics Synthesis

From the contextual description derived from the scenario’s objective definition, the
grouped control capabilities of the desired metrics can be used for further decomposition
or selective adoption of appropriate security metrics. As shown in Figure 5-1, grouped
classification can include measures tailored towards proactive or reactive controls. The
ability to both “pre-empt and respond” to cyber-attack events reflect both proactive and
reactive control requirements, thus, security metrics within the selected 7 that do not satisfy
both criteria are eliminated, leaving resulting metrics as eligible for adoption. Accordingly,
6 metric quantities are selected.

Again, the scenario descriptions assert a need to “characterise the security capability
attributes of each workforce individual”. 1t is noted that all 6 metrics selected do not
characterise individual workforce capabilities, hence the need to further refine the set by
eliminating the metrics that do not satisfy the ‘individuality ability’ criteria. For example, the
security metric: Number of Personnel Needing Security Training does not reflect an
individualised measure, rather it reflects a corporate or generalised measure, likewise:
Number of thwarted human-facilitated attacks. It is believed that those that satisfy the
‘individuality ability’ such as; Personnel Security Skill Rating, are more appropriate for

the scenario description and evaluation objectives.

Accordingly, 3 metric quantities emerge as the final outputs of the selective generation
process that reasonably satisfy the scenario description. These include: (i) Personnel
Security Knowledge Rating (K¢), (i) Personnel Security Skill Rating (Sc), and (iii)
Harmonised Personnel Security Rating (CRp). The profile specification for these metrics
can be drawn from the literature (Ani, H. M. He and Tiwari, 2016) where the metrics were
presented. Personnel Security Knowledge Rating metric is used to evaluate the measure
of awareness and theoretical understanding about recurrent cyber threats, vulnerabilities,
attack patterns and impacts to the target system that a user, employee or operator has
while working in an ICSE. Personnel Security Skill Rating metric is used to evaluate the
measure of practical ability to use accrued knowledge either from experience or training to

spot cyber-attack attempts, patterns and techniques, and the degree to which the user can
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respond, prevent or recover timely with appropriate countermeasures. The Harmonised
Personnel Security Rating metric is used to represent a balanced security capability
potential for each individual workforce, obtained from the harmonisation of K¢ and Sc
metrics for respective workforce members into a set W = {CRy,..., CRy), and the
identification of the least value in W, which is the weakest-link CRp. Therefore, CRp = min
(W) = min (CRy,..., CRn), CRp € W, n = number of workforce members under evaluation
(Ani, H. M. He and Tiwari, 2016).

Kcand S¢ are computable as count-based quantities that are dependent on the specific
evaluation techniques, i.e., their measures are discrete values derived based on the nature
and type of evaluation (questionnaire, survey, gamification, etc) approach adopted. Their
respective maximum values represent their ideal states. CRp is thus a composite metric
since it requires the combination of two metric quantities. The metrics specification profiles
of the three-metrics taxonomy for workforce cyber security capability are presented in
Table 5-1 in line with the symbolic representation structure described in 5.2.3.3. The ideal
situation is the desirable state of every workforce member, while the current state would
indicate the actual state of each workforce member after the questionnaire application,
statistical analysis, and weakest-link analysis evaluation steps have been employed.
These, aid the accomplishment of the initial security objectives, and towards attaining the
pre-defined security aim of obtaining the metrics measures.

Table 5-1: Metrics Profile Description for Human Capability Evaluation

Metric Name Symbol | Metric Specification

No. f (la, Ca, Eq)
P I ity Knowl

PpIG er_sonne Security Knowledge (Ko) SP(Ke) = f (KCmar, KCp, QA)
Rating

Ppl7 Personnel Security Skill Rating (Sc) SP(Sc) = f (SCmax, SCp, QA)

PpIS Harmonised Personnel (CRy) SP(CR) = f (CRmax, min(W),

Security Rating WLA)
| = Ideal State, C = Current State, E = Evaluation Approach, QA =Questionnaire Analysis,
WLA=Weakest Link Analysis

d. Application and Result Analysis

The generated workforce (people-oriented) security metrics outlined in Table 5-1 were
further applied to a six-member team of postgraduate students undertaking a research
project for the development of a similar physical demonstrator of cyber security in

manufacturing. The team’s objective was to develop and keep operational a physical
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prototype manufacturing SCADA infrastructure and explore the potentials for executing
cyber-attacks on the prototyped systems with impact observations and recommendations

for enhancing cyber security.

£

In this scenario, it is assumed that the goal of ‘keeping operational’, ‘executing cyber-
attack’, and making ‘impact observations and recommendations’all depend on the security
knowledge and skills capabilities of the team members. This in turn describes the team
members’ knowledge and skills in actualising the primary and secondary security
objectives. Hence, prior to the team’s evaluation, the following extended assumptions were
made; (i) the team represents a small-scale industrial (manufacturing) workforce, (ii) all the
members of the team had equal action potentials to ensure the attainment of prescribed
objectives of the project. For this metrication scenario, an online (web-based) evaluation
tool (questionnaire) was developed guided by the UK’s ‘10 steps to cyber security’
guidelines (UK-Cabinet-Office, 2012). The questionnaire comprised of 40 security
capability test questions (20 for knowledge, and 20 for skills). Appropriate research each
ethics approval was obtained prior to administering the workforce evaluation. This is shown
in Appendix C-3. The evaluation tool was administered to each team member and
responses analysed using the workforce capability evaluation approach. The
corresponding knowledge and skills capability ratings were derived using the appropriate
evaluation functions (Ani, H. M. He and Tiwari, 2016). Accordingly, the capability priority
rankings include: 20.00 < h < 33.33 for high, 33.33 < m < 66.67 for moderate, and 66.67 <
| < 100.00 for low. The low priority range of scores represented the ‘Ideal state’ | of the
metric quantities. The result of the evaluation of capabilities is presented in Table 5-2. The

guestionnaire evaluation tool is presented in Appendix C-4.

The evaluation yielded different levels of capabilities for knowledge, skills, and normalised
capability ratings for the team members. The evaluation provided quantitative value
reflections of the team members security capabilities, from which the weakest link can be
identified (indicated in Table 5-2 and Figure 5-2). No other work has been found to provide
this type of quantitative, human-level tailored security evaluation and characterisation.
Identifying the human weak links reveal to organisations their most vulnerable human
elements in the face of human targeted attacks, since attacks typically target such most
vulnerable points of an organisation or enterprise. This requires organisations to improve

their security from these points. Otherwise, if a malicious person identifies such weakest
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links, then it potentially provides the easiest means for compromising the organisation. In
this scenario, the weakest link capability is attributed to the team member ID WF03 (Kc =
23, and Sc = 48) with a normalised capability rating CR = 33.23. Therefore, organisations
or enterprises need to ensure that the weakest link will be as strong as possible against

cyber-attacks.
Table 5-2: Capability Evaluation Results

Member ID Kc Sc CR Priority
WFO1 42 39 40.47 Moderate
WF02 38 32 34.87 Moderate
WFO03 23 48 33.23 Moderate
WF04 70 72 70.99 Low
WFO05 53 73 62.20 Low
WFO06 56 49 52.38 Low
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Figure 5-2: Workforce Capability Visualisation Chart

5.3.1.2 Expert-based Validation

The second level validation adopted an approach for validating improvement structures,
frameworks, and measurement mechanisms by eliciting a group of experts to complete a
detailed questionnaire or respond to oral structured interviews. The online questionnaire
approach offers ample time and opportunity for completion to the experts, while allowing

for flexibility of preferred times and places. Experts could also pause and return to the
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guestionnaire at their convenience. This method enables experts to view the model
framework and consider the validity of its output based on practical implementations in
their localised environment or theoretic analysis of feasible from inherent experiences in

security metrication.

i. Validation Questionnaire Design

The questionnaire tool was designed with the evaluation characteristics in mind.
Evaluations were undertaken to determine the relevance of the suggested good metrics
framework characteristics (i.e., scope-definitive, objective-definitive, reliable, simple,
adaptable, and repeatable - SORSAR), and against six other recommended framework
validation criteria which include: scope-delineation, consistency, understandability, ease of
use, tailorability, and verifiability (Beecham et al., 2005).

Scope-delineation advocates the importance to know the scope of the framework.
Consistency emphasised the need for a common language, and the description of
processes at similar granular levels at each stage of the framework. Understandability
emphasised the importance to ensure clear definitions that allow all users of the framework
to have a shared understanding of the process, especially when needing improvements.
Ease of Use property advocates that frameworks and models should be decomposed to a
level that is simple to grasp and follow. Tailorability advocates that a framework should be
responsive to the need for changes, it should be structured such that can be extended and
tailored to specific development environments. Verifiability emphasises the need for a
framework to provide for re-tests and re-measurements on how well the framework

satisfies its objectives, and what quality magnitudes are achieved.

This is to help affirm confidence and usefulness in the design and(or) implementation
structure of the model (Kitchenham et al., 2005). Other characteristics evaluated included:
industrial and academic usefulness, and applicability of the framework for yielding
desirable security metrics relative to industrial operations scenarios. The layout and
sequence of the questions was such that a first array of questions linked a one-to-one
relationship with the characteristics, and then a similar approach was used to present the
second round of questions. This was to ensure that no characteristic had two related
guestions in succession to control the potentials for cheap response consistencies due to

guestion proximities. Closed-ended questions were used, and the questionnaire
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(presented in Appendix C-1) was contextually structured in three sections (A, B, and C) to

capture all aspects of the study work.

Section A (consisting of 3 questions) covers the demographic details of experts. This was
aimed at determining how long and level of experience in cyber security capabilities of the
experts, and their scope engagements. This information is necessary to support and justify
eventual views asserted by each expert, and to lend credence to the validation process
and result. Section B (consisting of 1 question with 6 attribute queries) gains expert views
concerning the proposed characteristics of good metrics development framework. This was
aimed at gauging professional views about how relevant or unrelated the prescribed good
metric framework characteristics are to contemporary security metrics development needs.
This way, any characteristic widely viewed to be irrelevant or redundant in the group could
be removed or discarded, to allow for the identification of relevant foundational
requirements for developing and(or) adopting effective security metrics development
frameworks and models. Section C (consisting of 14 questions) also obtains expert views
of how and if proposed framework satisfies the initial criteria for its development in relations
to the needs of different users and environments. Thus, the framework is validated in this
context as recommended in Sargent (2010), to demonstrate that its constituents and
attributes possess an acceptable range of correctness consistent with the proposed
application of the framework. The overall purpose was to investigate whether the
essentially generic framework meets the initial criteria for its development in the first place,

with reasonable emphasis on satisfying the need of individual users.

Appropriate Ethics Approval was obtained before the validation tool was released and

shared for access by respondents (See Appendix C-2 for Ethics Approval).

ii. Response and Feedback Mapping

Eleven (11) cyber security experts from both industry and academic environment took part
in the survey. For the characteristics of good metrics framework (scope-definitive,
objective-definitive, reliable, simple, adaptable, and repeatable), each attempted mapping
to a criterion was characterised as either a ‘Strong Relevance’, ‘Average Relevance’, or
‘Weak Relevance’. A ‘Strong Relevance’ included the combination of clearly affirmative

responses (high and very high) and indicated that such attribute characteristic should be
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considered as reasonably required and be an incorporated feature in any ICSE security
metrics framework. An ‘Average Relevance’ encompassed only the ‘moderate’ responses
which indicated a fair significance for a characteristic as requirement feature in ICSE
security metrics frameworks. Hence, could be considered. A ‘Weak Relevance’ included
the cumulative of less affirmative expert responses (low and very low), indicative of the
attribute characteristic being barely important for consideration and representation in an
ICSE security metrics framework, thus, should be negligible. The mappings are clearly
outlined in Table 5-3.

Table 5-3: Context - Response Mapping Groups

Contexts Response Map Cumulative Mapping Group Selections
Strong Relevance High + Very High

Characteristics
Average Relevance Moderate

Relevance

Weak Relevance

Low + Very Low

Framework Validity

Strongly Represented

Consistent + Strongly Consistent

Little + Very Little

Appropriate + Strongly Appropriate

Agree + Strongly Agree

Realistic + Strongly Realistic

Easy + Strongly Easy

Useful + Strongly Useful

Applicable + Strongly Applicable

Weakly Represented

Inconsistent + Strongly Inconsistent

Much + Very Much

Inappropriate + Strongly Inappropriate

Disagree + Strongly Disagree

Unrealistic + Strongly Unrealistic

Uneasy + Strongly Uneasy

Not Useful + Strongly Not Useful

Not Applicable + Strongly Not Applicable

Not Represented

No Opinion/Don’t Know

Similarly, a second mapping of expert responses was performed for the validity of the

framework against earlier outlined criteria  (scope-delineation, consistency,

understandability, ease of use, tailorability, verifiability). Each attempted mapping was

characterised as ‘Strongly Represented’, ‘Weakly Represented’ or ‘Not Represented’. A
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‘Strongly Represented’ map encompassed the cumulative of the two most affirmative
experts’ responses and indicated a higher representation or expression of the criteria in
the proposed framework (see Table 5-3). A ‘Weakly Represented’ map encompassed the
cumulative of the two least affirmative experts’ responses and indicated a feeble and faint
representation or expression of the criterion in the proposed framework. Possible sets of

cumulative responses and their context groupings are shown in Table 5-3.

iii. Results and Analysis of Response Mappings

Prior to the analysis of the contexts and response mappings as enumerated in Table 5-3,
the work and capability demographics of 9 experts (that responded to the question) in this
evaluation indicated a mean work experience of 4 years in operational security aspect of
the industry environments. It is observed that 2 experts did not indicate their years of work
experience, however, these 2 rated themselves ‘very high’in knowledge, skill, experience,
and expertise in cyber/information security, metrics development and assessment. More
than half (54.54%) of the experts indicated to have worked for at least 2 years in the
industrial/operational security. It is notable that 90.91% (10) of the experts accented to
‘both security knowledge and skill capability’ classification, which suggests that most of the
experts were reasonably equipped with adequate information (knowledge) and technical
know-how in ICSE cyber security enough to enable them lend judgements as professionals
in the validation process. This is supported further by the security capability rating mean
value of 3.36, with 81.81% (9) of the sample indicating at least ‘moderate’ security
capability. Most of the experts admit to having a relatively good knowledge, skills,

experience, and(or) expertise in industrial cyber security and metrication.

a. Good Security Metrics Framework Characteristics Results

After mapping expert responses to corresponding cumulative mapping groups to evaluate
their views on the degree of relevance of each of the good security metric framework
characteristics proposed, analysis showed that for all the characteristics, considerably
large fractions (70.00%) of the relevance attribute mapped to ‘Strong Relevance’. It is
particularly noteworthy that there was a general unanimity amongst all the experts with
100.00% ‘Strong Relevance’ of the ‘scope-definitive’ characteristic. This was followed by a
90.90% ‘Strong Relevance’ on the ‘Reliable’ characteristic. ‘Simple’ and ‘Repeatable’

characteristics had the least valuations (72.70% each), although both reflected a ‘Strong
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Relevance’ mapping as well. The responses of experts did not indicate any ‘Weak
Relevance’ fractional map on any of the characteristics but had minimal fraction values on
‘Average Relevance’as shown in Table 5-4. The Chart representation of the three classes

of ‘relevance’ maps is presented in Figure 5-3.

Table 5-4:Good Metrics Characteristics Evaluation Results

Characteristics strong Average Weak Relevance Total
Relevance Relevance

Scope-definitive 100.00% 0. 00% 0. 00% 100.00%
Reliable 90.90% 9.10% 0.00% 100.00%
Objective-definitive 81.80% 18.20% 0.00% 100.00%
Adaptable 81.80% 18.20% 0.00% 100.00%
Simple 72.70% 27.30% 0.00% 100.00%
Repeatable 72.70% 27.30% 0.00% 100.00%

Repeatable

Simple

Adaptable

Objective-definitive

Reliable

Scope-definitive

0% 20% 40% 60% 80% 100%

Relevance Mapping

m Strong Relevance = Average Relevance mWeak Relevance

Figure 5-3: Relevance Mappings of Framework Characteristics

b. Analysis of Framework Validity Characteristic Mappings

To assess the validity of the proposed security metrics development framework, the
qguestions covering validity contexts were further mapped to corresponding validation
criteria, according to earlier mapped and grouped/cumulative response selections as
represented in Table 5-5. This was done to relate expert responses to corresponding

evaluation criteria, and to help simplify the process of evaluation through taking the
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statistical mean (average) of multiple mapping results that are related or attributed to a
single criterion. In this section, some of the questions were unanswered by some experts
in the group, which resulted that some questions had a total count response record of 11,
while some had lower total count of 9. These were aptly considered in the analysis of
overall mapping results for each criterion and used to evaluate the cumulative records as
presented in Table 5-5.

Table 5-5: Framework Validation Mapping Results

c Evaluations Weakly Strongly
29 Recorded Represented Represented Average
oz Criteria Mapping Map Map
=)}
© TC % TC % TC % Percent

col | Delineat 11 | 100.00% | 1 9.10% 10 | 90.90% o5 450

cope-Delineation .

c.Q7 P 9 | 100.00% | - - 9 | 100.00% °

cQz | ..o 11 | 100.00% | - - 11 | 10000% | oo

nsis .
C.Q8 y 9 | 100.00% | - - 9 | 100.00% °
CQ3 | |\ 11 | 100.00% | 1 9.10% 10 | 90.90% o5 450/
naerstandabnili .

C.Q9 4 9 | 100.00% | - - 9 | 100.00% ’

CQ | oo ofuse 11 | 100.00% | 6 | 54.50% 5 45.45% 22 73%
C.Q10 9 | 100.00% | - - 9 | 100.00% '

cos | bity 11 | 100.00% | 2 | 18.20% 9 81.80% 50,519

alloranill . 0

C.Q11 9 | 100.00% | - - 9 | 100.00%

C.Q6 | Verifiability 11 | 100.00% | 1 9.10% 10 | 90.90% 90.90%
C.Q12 I‘ﬁif;'&ess to 9 | 100.00% | - - 9 | 100.00% | 100.00%
C.Q13 Xigg‘g[ﬁs o 9 | 100.00% | - - 9 | 100.00% | 100.00%
C.Q14 | applicability 9 | 100.00% | - - 9 | 100.00% | 100.00%

TC = Total Count, % = Percentage equivalence

The results of individual questions and related average mapping values for multiple
guestions were used to evaluate the degree of representation or expression of the
corresponding criteria in the proposed security metrics development framework. This
helped to determine whether, and to what opinionated extent the criteria outlined were
reasonably captured or satisfied in the proposed framework. For example, two questions
(C.Q1 and C.Q7) mapped to ‘scope-delineation’, and while C.Q1 had a total count of 11,
C.Q7 had a total count of 9. It implied that two experts did not respond to C.Q7. As shown
in Table 5-5, all the other criteria followed a similar pattern in outcomes for number of
guestions mapping, and the total count values. However, only one question mapped to
‘verifiability’ property of the validation criteria. This had a total count of 11. Each of the total
counts was aggregated to a 100.00%.
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Verifiability
Tailorability
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Scope-Delineation
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Percent of Strongly Mapped Representation

Figure 5-4: Criteria Representation Maps

Results also show that both 90.90% (10) for C.Q1 and 100.00% (9) for C.Q7 all mapped
to ‘'scope-delineation’ were in the ‘Strongly Represented’ map. These had a mean percent
count of 95.45%. A result in like manner was replicated in the ‘understandability’ criteria as
presented in Table 5-5. In a similar but slightly diminished pattern, the ‘tailorability’ property
had an 18.18% (2) Weakly Represented’ fractional response for one of its questions
(C.Q5) but had an overall mean of 90.91%. The ‘verifiability’ property had a single question
mapped to it with 90.90% ‘Strongly Represented’ and 9.10% ‘Weakly Represented’
response maps. The questions C.Q2 and C.Q8 that mapped to ‘consistency’ criterion each
yielded a 100.00% map in ‘Strongly Represented’ mapping response. However, a slight
variation from others is observed with the ‘ease of use’ validation criteria. The question
(C.Q4) that had a total response count of 11 showed a 45.45% (5) ‘Strongly Represented’
fractional map response, and a 54.54 (6) ‘Weakly Represented’ fractional map response.
The second question (C.Q10) that mapped to ‘ease of use’ yielded a 100.00% ‘Strongly
Represented’ map, which introduced some inconsistency in the behaviours or patterns of
the results. This required further analysis towards uncovering possible influences on the
variations observed. The supplementary validation criteria: usefulness to industry,
usefulness to academic R&D, and applicability evaluated, each yielded a 100% ‘Strongly
Represented’” mapping as shown in Table 5-5. Figure 5-4 shows the ‘average

representation’ values accordingly.
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From the case study verification (level 1), it is observed that the outcome of a security
metric development can be dependent on the clear and concise articulation of system
scope, and target security objectives. Primary security attributes (e.g. availability) might
vary in meaning. Supplementary secondary objectives can depend on the constituent of
the target systems and environments, and the context of security definition. Adopting the
proposed OSMG-developed security metrics together with the evaluation model to the test
scenario helped the identification and understanding of the capability of each workforce
member with respect to cyber security knowledge and skills. It also aided the identification
of the security weakest-link amongst the workforce. Derived metric quantities can also be
reviewed as deemed necessary, especially when in response to changes, which weaken
or nullify the reliability of the outcomes expected. The nature of the development model
also allows for the development of security metrics that focus on other ICSEs, segments,
and constituents of control processes, which are expected to yield varied lists of security

metrics quantities depending on the security objectives.

From the expert validation (level 2), results from the framework characteristics evaluation
suggest a wide affirmation and acknowledgement of relevance of the prescribed
‘characteristics of good security metrics framework’. Based on the ‘Strong Relevance’
mapping cumulative values obtained, ‘scope-definitive’ criteria topped the list of
affirmations by the experts. This was followed by ‘reliable’, ‘objective-definitive’, and
‘adaptable’ criteria. The last two in the order included; ‘simple’ and ‘repeatable’ criteria.
Accordingly, this suggests that for an effective security metrics development framework,
being definitive in scope, objectives, reliable, and adaptable, were viewed as considerably
more prioritised characteristics than being simple and repeatable in situations where

preferences became necessary during process or methodology design and developments.

The framework validation result also shows that five (5) of the framework validation criteria
(scope-delineation, consistency, understandability, tailorability and verifiability) showed a
consistently ‘Strong Representation’ in the proposed OSMG framework. It implied that that
these criteria were considerably characterised and expressible in the proposed framework.
However, for the criteria (ease of use) that showed a slight variance with others, the
question labelled C.Q4 sought expert feedbacks on the perceived scale of previous
knowledge of security metrication required to interpret the proposed framework. A further

analysis of the results revealed that 3 out of the 6 experts whose responses resulted to the
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‘Weakly Represented’ (Much + Very Much) response had at least four years work
experience in industrial/operational security; with good security knowledge and skills. Their
probable elongated and diverse experience might influence and justify a supposed more
profound insight they presumed to have about understanding the ‘ease of use’
shortcomings. This limitation might not have been noticed by the less experienced experts.
2 other experts did not indicate their number of years of experience in the cyber security
field. However, the nearly half (45.45%) ‘Strongly Represented’ responses suggests that
the framework had some significant degree of ‘ease of use’. Clearly grasping this seem to
depend on the measure and diversity of security metrication experience and knowledge at
the disposal of a user or developer. This is view is backed by the 100% count for ‘Strongly
Represented’ map of the matching part question (C.Q10), which does suggest that very
significant ‘ease of use’ property in the proposed framework, indicating that the framework
was considerably realistic for industrial organisations to use to guide the security metrics

selection and aggregation processes.

5.4 Chapter Summary

In this chapter, a new framework for Operational Security Metrics Generation (OSMG) with
focus on industrial environment application is presented. The framework offers new
insights to security metrics adopter experts on how to resolve the issue of choosing and
using appropriate security metrics with added process capability improvements in the
aspects of adaptability and repeatability. The framework supports industrial organisations
that desire to develop security metrics for measuring certain security contexts within their
environment, by providing a structure approach for considering the necessary processes,
attributes, and dimensions required. It will support efficient security monitoring, prediction,
and decision-support for risk managers and top management executives as they work to
improve security in their ICSEs. Through formative decomposition and expert-based
validation approaches, the framework demonstrates capability and usability for security
metrics generation in the ICSE. In addition, an outline of good characteristic of metrics
generation methodologies is presented. These include: scope-definitive, objective-

definitive, reliable, simple, adaptable, and repeatable.
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6 MODEL-BASED TECHNOLOGY VULNERABILITY IMPACT
ANALYSIS

6.1 Introduction

A system or network is often as strong as its weakest link (PWC, 2013). The weakest link
refers to the frailest attack point on a system or component. From a security perspective,
vulnerability impact analysis offers a way of identifying and resolving the security weak
links in technology components. However, system-level evaluation of vulnerabilities is
often less informative despite assuming that all vulnerabilities do not have equal exploit
and impact likelihoods, thus, do not affect the system in the same way when exploited.
Thus, it is crucial to assess the exploit and impact likelihoods of each vulnerability
separately, and then determine the vulnerability that potentially amasses the greatest

impact criticality.

The Common Vulnerability Scoring Scheme (CVSS) (Franklin, Wergin and Booth, 2014) is
more commonly used to achieve analysis of technical vulnerabilities and their severities.
The CVSS Base Score metric is more commonly used to support response prioritisation in
cases were similar vulnerabilities do not occur with a system under study (Allodi, Woohyun
Shim and Massacci, 2013). However, this is hardly feasible since similar technologies and
development approaches often characterise the components of digital computing systems.
Repeated design flaws often bring about reoccurring vulnerabilities in different
components. This of course unveils a security control problem that needs to be resolved
to achieve improved security. Besides, vulnerability states have been shown to be quite
dynamic, and often change over a life cycle period (Frei, 2009), it is important for analysis
approaches to consider the subsequent state transformations of security vulnerabilities.
How can one select and prioritise technical vulnerabilities resolution, such that optimised

outcome is achieved?

6.2 Theoretical Concept for Technical Vulnerability Impact Analysis

This study explores an attempt to answer the above questions by providing an improved
methodology for evaluating the functional consequences and cascading impacts of
exploiting vulnerabilities in ICSE technology components. It also provides a priority-based

approach to implementing strategic and efficient vulnerability controls. Considering and
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integrating system components dependency attributes with component vulnerability
analysis can help achieve a more precise quantification of security criticalities that is closer
to the actual. Understanding and utilising the dynamic state attributes of a vulnerability can
provide a more realistic estimation of impact criticalities than using the typical non-dynamic
vulnerability attributes. It is believed that a more precise criticality and cascading impact
valuation can support speedy and productive engagement of proactive and reactive

responses to cyber incidences in the ICSE.

Therefore, a probabilistic Multi-Attribute Vulnerability Criticality Analysis (MAVCA) model
for estimating the dynamic severity and impact states of vulnerabilities within ICSE
networks is proposed. The purpose of the model is to provide a means of resolving
vulnerability management uncertainties with considering the potential to achieve the
highest possible impact control per response time. The MAVCA model can also support
prioritising vulnerability controls and resolutions based on quantitative attributions of
impacts. The MAVCA model will come useful to security analysts, administrator and
auditors during security and vulnerability analysis of industrial system and networks.
Industrial organisations can use the model for understanding, estimating, and managing

security vulnerabilities and potential impacts in their operational networks.

The MAVCA approach contributes knowledge and novelty by leveraging on three key
attributes to quantify potential impacts of exploiting security vulnerabilities in ICSE
networks. These include: (i) vulnerability severities influenced by environmental factors, (ii)
attack probabilities relative to the vulnerabilities, and (iii) vulnerability host’s functional
dependencies. These factors have been shown (in chapter 3) to support security
vulnerability, criticality and impact analysis (Abraham and Nair, 2015a; Wang et al., 2016;
Yang et al., 2016). Here, criticality refers to the magnitude of negative consequences
resulting from a successful exploitation of a vulnerability. The three factors are modelled
into two main network vulnerability metric dimensions: Vulnerability Exploit Potential (VEP),
and Vulnerability Impact Potential (VIP). An overall Criticality Index probability score value
in the range [0,1] is proposed as a function of the two metric dimensions. Priority for the
response and resolution of security vulnerabilities is performed by ordering the criticalities
indices in descending order. Priority is given to the vulnerability with the highest criticality
index probability values in the ordered arrangement. Given that it is hardly feasible to

accurately determine the impact of any exploitable vulnerability on a network without full
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details about both attacker and defender (or user), a probabilistic approach offers a viable
solution path. Also, it is more reasonable to consider security analysis from perspectives
that are known (e.g., the user and network characteristics and capabilities), rather than the

unknown (defender’s side).

6.3 Multi-Attribute Vulnerability Criticality Analysis (MAVCA) Model
Development Analysis and Presentation

In this work, it is proposed that a reasonable understanding of cyber-attack impacts is a
function of the vulnerabilities in the ICSE technology infrastructure, the likelihood of
exploiting the wvulnerabilities, and the functional dependency relationship amongst
technology components that make up the ICSE infrastructure. These are integrated into a
Multi-Attribute Vulnerability Criticality Analysis (MAVCA) model for ICSE technical security
impact estimation presented in Figure 6-1. The arrows show the process and output

transitions from one evaluation stage to a succeeding stage.

Since an impact is only feasible if an attempted attack successfully exploits a vulnerability
in the network, then an impact scale or ‘criticality index’ (m) of the vulnerability is also
practicable. This can be determined if the characteristics of any such vulnerability is known
in a way that reflects its severity, its probability of attracting interests by malicious persons,
and the functional dependency relationship and interaction with other components that
enable a cascading function or impact flow and transfer.

The Criticality Index (m) is conceived as a probabilistic security metric defined to capture
several factors which influence the security of a network. This is proposed to be a function
of security scores from two broad security metric dimensions: vulnerability exploit potential
(VEP), and vulnerability impact potential (VIP). For simplicity, the VEP and VIP scores will
be represented in equations as 8 and y respectively. Each of the two-dimension scores
yields a numeric value in the range [0,1]. The m probabilistic metric uses data from 3
sources: scores assigned from standard CVSS, functional dependency modelling
structure, and probabilistic frequency of vulnerabilities evaluations. Typically, this m metric
would yield an array of index values associated to vulnerabilities from which a weakest link
can be determined. The weakest link identifies the host that bears the vulnerability with the

highest m value in each array. Since a network is potentially as strong as its weakest link
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Figure 6-1: Multi-Attribute Vulnerability Criticality Analysis (MAVCA) Process flow
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6.3.1 Criticality Index Estimation

It is important to understand the extent to which a potential impact can ripple down a
network topology when a certain vulnerability is exploited. Such episteme can offer insight
into the scale of probable damage that can be incurred if a specific attack on a specific
node is successful. Evaluating the criticality level of cascading impacts is crucial as it can
support the identification of the key infrastructure resources that need to be protected,
based on a cost—benefit process (Stewart, 2010). Such information will further guide easy
and speedy placement and engagement of mitigation controls, and the prioritisation of
measures in the face of multiple exploitable nodes. It is believed that more profound
measure for the prioritisation of vulnerabilities can be easily derived based on the impact
and attack potentials to yield a criticality Index (m) that outlines the potential magnitude of
effects (consequences) amassable from the successful exploitation of a vulnerability within
a system/network. Thus, the criticality index (m) of a vulnerability (k) can be represented
as a function of the vulnerability’s exploit potential (8) and vulnerability impact potential
(y), and derived by determining the absolute or positive square root of the product of the
two variables as Equation (6-1). The exploit potential of a vulnerability (8) can be
determined with respect to the Vulnerability’s Probability of Attack; P4, and its Temporal
Severity Ratio (Rrs), while the impact potential of a vulnerability (y) can be determined
with respect to the vulnerability host’s Functional Dependency Ratio; (y,) and its

Environmental Severity Ratio (Rgs).

my = f(Br Vi) = VBrx X Yk (6-1)

In a given ICS network with multiple vulnerabilities, Equation (6-1) can be used to obtain a
set of Criticality Indices M = {m,,m,,...m,} for the corresponding set of discovered
vulnerabilities K = {k4, k,, k3, ...,k }, such that every k in K has a corresponding m in M,

and n imply the total number of elements in the vulnerability and criticality sets.

Thus, from Equation (6-1), and the set of estimated criticality Indices (M) for exploiting a
set K of discovered vulnerabilities, effective security response requires that control
measures be engaged that can enable the control of the vulnerability(ies) with the greatest
criticality index. This corresponds to resolving the highest possible technical/functional

impact estimation attributable to a vulnerability on the ICSE network. It then translates to
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enabling a highest possible security remediation and improvement per response time.
Since a decision is often required for the choice of a first priority’ response, this study
suggests that such priority be set based on the magnitude of functional effects amassable
by a vulnerability if successfully exploited.

This can easily be achieved following the criticality index (m) probabilistic values derived.
Since each discrete element in M describes a potential technical or functional impact scale
for a corresponding vulnerability in K, a suiting prioritised response would involve giving
priority Pry position to the highest value in M per remediation time. The highest value in M,
which takes on the priority Pr; position is also considered as the weakest link. This means
that each time a remediation effort is required, the vulnerability with the highest m value,
also considered as the weakest link, should be treated first. The cumulative of all elements
in M could imply the summed scale of criticalities for all vulnerabilities in the network and
remediating the highest value in the set per time is equivalent to plugging-in on the widest
possible critical security impact per time. The derivation of priority Pr; is represented in
Equation (6-2).

Pr; = max(M) (6-2)

This impact estimation approach can help efficient security information gathering, and the
resolve of potential queries if a final attack state is reached from a cyber-attack. Some of
these questions include: Which node or vulnerability if exploited can cause the widest,
cascading, and devastating effects on the control system infrastructure? What is the
estimated likelihood attributed to attacking each vulnerability? How far down or through the
network can the effect in the final attach state be felt? It will also guide effective decisions
related to the best set of actions and capabilities that can be employed to reduce (to as

low as practicably possible) the impact magnitude of a specific attack.

6.3.2 Vulnerability Exploit Potential (f8)

This attribute is used to indicate the measure of likelihood for exploiting a vulnerability
based on its dynamic characteristics that make it an attractive attack option over other
vulnerabilities. In this work, the exploit potential of a vulnerability () can be derived by the
probability of an attack that exploits a vulnerability P,, given its temporal severity ratio Ry

within a network at any given evaluation time.

112



This is conceived based on the phenomenon that the slightest malicious pressure,
exertion, or probe on an ICSE network or any given open vulnerability is capable of greatly
causing significant impact on the systems with respect to security and safety. The
assumption here is that the likelihood that a vulnerability will attract interest for exploitation
would depend on the ease with which the vulnerability can be exploited. Since the
availability of an exploit with varied levels and requirements for modifications, availability
of patches on official or third-party levels for remediation, and attack potential of the
vulnerability within the system also termed its report confidence, are all viewed to contribute
to a vulnerability temporal score metric (Mell, Scarfone and Romanosky, 2007). These also
contribute to determining the attack severity potential §. It is viewed that a more reflective
view of attack probability for any vulnerability can be derived in relations to other
vulnerabilities that are both internal and external the network. This probability can be
derived using Equation Error! Reference source not found.). The derivation of PA and

(Rys) are discussed in the following sub-sections.

B = Py X Rrs (6-3)

6.3.2.1 Temporal Severity Ratio

To capture this exploitation dependency factor, the CVSS temporal score attributes:
Exploitability (Ex), Remediation Level (RL), and Report Confidence (RC) are adopted as
notable influencing attributes, and, because of their wide acknowledgement and adoption.
Exploitability evaluates the likelihood of a vulnerability being attacked and is usually

dependent on the current state of exploit techniques or exploit code availability.

From CVSS, current state options of exploit techniques include being: Unproven, Proof-of-
concept, Functional, High, or Not-defined. Remediation level evaluates the present state
of control application reflecting the urgency of remediation. Remediation levels options
include having: Official fix, Temporary fix, Workaround, Unavailable or Not-defined. Report
confidence evaluates the degree of confidence in the existence of the vulnerability and the
credibility of known technical details with options of Unknown, Reasonable, Confirmed and
Not-defined.

All three attributes are viewed to contribute to a resultant temporal severity of a

vulnerability. For example, a vulnerability that has available and easily accessible exploit
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is most likely to be targeted than that without. The availability or accessibility of an exploit
implies easy handiness for the required weapon for perpetrating an attack. An attacker with
this type of weapon in hand is more likely to attack a respective vulnerability, rather than
seeking or developing newer exploits (weapons) to target other vulnerabilities whose
exploits are not readily available or accessible publicly or privately. More so, considering
the case of an advanced or intelligent adversary, it would be easier for such persons to

execute attacks targeting vulnerabilities with known or available exploits.

In extended cases, intelligent adversaries are likely to desire to modify or reconfigure
existing exploit to suit a certain attack target or vulnerability than initiate a fresh exploit
development process. Hence, they are more likely to first attack vulnerabilities whose
exploits they can easily access, or through the less stressful approach of tweaking existing
exploits. It is only when these options do not apply that attackers revert to attacking
vulnerabilities which require fresh exploit development. The CVSS severity rating scale
[0,10] is used; 0 indicating a no/low severity and 10 indicating a critical severity to represent
standard static base scores (BS) of vulnerabilities. The temporal severity ratio (R;s) of a
vulnerability can be evaluated using Equation (6-4). A temporal score (TS) value can be
derived from the combination of Ex, RL, RC, and BS attributes using Equation (6-5).
Appendix B-3 presents the standard metric values used for deriving the current CVSS

version 3.0 evaluation score.

TS
- (6-4)
RTS 10
where;
TS = round(BS X Ex X RL X RC x 10)/10 (6-5)

6.3.2.2 Probability of Attack

Furthermore, it is typical for a component or asset to have multiple vulnerabilities, each
with potentially multiple attack paths. In this case, it is hardly feasible to determine which
of the paths is more vulnerable using a CVSS alone, since CVSS only gives a single
machine vulnerability score, and multiple occurrence of such vulnerability need to be
calculated separately. CVSS temporal score alone might not sufficiently fulfil completely

and appropriately the predisposition for the probability of attack. A more realistic measure
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of likelihood can be obtained if multiple occurrence features of a vulnerability is factored
into the evaluation of attack probability. This study suggests that multiple paths towards
the exploitation of a single vulnerability widens the attack space and potentially amplifies
the likelihood of attracting the interest of attackers, since attackers would typically have
numerous paths to follow towards exploiting a target vulnerability. The likelihood of
exploiting a vulnerability in this sense would be in relation to the cumulative number of
attack paths for all discovered vulnerabilities on the system. To derive quantitative
dispositions for these, a proportionality concept is adopted that involves taking the ratio of
the occurrence of attack paths to individual vulnerabilities against their cumulative in the
entire network. This yields the probability P, of attacking a specific vulnerability amidst a
collection of vulnerabilities inherent the analysed system. One way of deriving this
probability is through path analysis using attack graphs (Chejara, Garg and Singh, 2013),
and the modelling of causal relationship amongst vulnerabilities (Wang et al., 2008a). The
frequency of occurrence of a vulnerability directly along an attack path can be determined
considering inputs (e.g. vulnerability information) from the system and its environment
(Shandilya, Simmons and Shiva, 2014).

In this study we consider the Access Vector description of vulnerabilities from CVSS
scheme, which defines how a vulnerability can be exploited using value attributes of Jocal’,
‘network’, or ‘adjacent network’ accesses (Mell, Scarfone and Romanosky, 2007). Through
these details about discovered vulnerabilities, all possible paths to the exploitation of each
vulnerability is developed accordingly considering each vulnerability’s host asset
topological positioning on the network, and its ease of access. The path outcomes give an
idea of the amount of work or effort required by an attacker to successfully exploit a
vulnerability and contribute to understanding the attack impacts on the network. Several
methodologies (Sheyner et al., 2002; Ou, Govindavajhala and Appel, 2005; Jajodia and
Noel, 2010) and tools (MulVal, NetSPA, TVA, Attack Graph Toolkit) (Yi et al., 2013) can
be used to generate the attack graphs, and subsequently used to derive the probability
value. In this work, the advanced cyber-attack modelling and analysis approach (Jajodia
and Noel, 2010) was used. This work also assumes that the knowledge and application of
attack graph tools for network analysis are disposed to users. The measure of effort greatly
influences an attacker’s choice of attack with respect to vulnerabilities and the further paths

to take, since attack efforts are reliant on capability expressed by the availability of
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sufficient resources (Ingoldsby, 2013). It is suggested that understanding the various
scales of efforts (expressed in probabilistic forms) towards breaching vulnerabilities can
contribute to the decision on target vulnerability, and by extension; the plausible impacts
of exploiting such targets. For example, if ki is a vulnerability in an ICS network that can
be exploited, and the path to ki appears n number of times in the set of N cumulative attack
paths for all vulnerabilities discovered in the network, then it is feasible to ascertain the
probability of exploiting ki amidst other vulnerabilities. The probability P, can represent Py,
i.e. probability of attack, as shown in Equation (6-6). This can be evaluated as the ratio of

attack paths having direct link to vulnerability ki denoted as n,_ , and the total number of

attack paths in the network denoted as N .

_ ey (6-6)

In the case where it is impossible to attack a vulnerability directly but requires following an
attack path from another vulnerability kz, before being able to access the target vulnerability
ki, then a conditional probability P, , of occurrence of the two vulnerabilities in
succession is evaluated. A similar concept is presented in (Chejara, Garg and Singh,
2013), and is computed as the ratio of attack paths having k2 and ki in succession, and
the ratio of the total number of attack paths in the network. The probability of k2 and ki1 in
succession can be represented as Py, nx,. The conditional probability Py, is represented

in Equation (6-7). The extended derivatives are presented in Equations (6-8) and (6-9).

P — P — P — Pklnkz (6-7)
A k1 kqlkz p
ko
where:
_ Total attack paths with k, and k; in succession -
Pic e, = (6-8)

Total Number of attack paths
And generally, for ki... Kkn,

Total attack paths with ky, kp—1,..ka, kqin succession (6-9)

P =
kinkaN..kn_1,kn Total Number of attack paths
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6.3.2.3 Vulnerability Impact Potential (y)

In order to provide an easy approach for analysing vulnerability impacts and how they
cascade (Kotzanikolaou, Theoharidou and Gritzalis, 2013) through an ICS network
structure, and guide the development of a cyber security plan, a conceptual functional
dependency modelling approach relating topological layering of devices in a typical ICS
network infrastructure (Haimes et al.,, 2007; Theoharidou, Kotzanikolaou and Gritzalis,
2010) is proposed, from which an impact dependency ratio attribute can be derived. It
focuses on the scope of impacts and consequences on the system. A dependency
modelling approach to cyber-attack impact analysis bears great potentials to be effective
in the ICSE, since it necessitates relating the attacks on one device or operational
infrastructure to its corresponding functional/operational impact on another device(s) that
interact with the attacked device. A cascading impact systems paradigm provides an easy
method to model the impact-flow relationship between an affected device and its
underlying connected device(s). It ultimately relates them to the extent of the overall
operational impact. It can guide the development of a strategic countermeasure for
significantly reducing if not eliminating potential impacts. The quantities derived can also

be used as metric inputs in a larger security risk management goal.

The key interest here is to determine the vulnerabilities and host components which when
attacked bear the potential to amass a wider scope of ripple effects in terms of failures or
malfunction on the entire system. This work underscores the functionalities of the ICSE
structured and layered classes as defined in the Purdue Enterprise Reference Architecture
(PERA) (Macaulay and Singer, 2012). These layered architecture classes include: Field
Execution, Data and Process Execution and Monitoring, Data and Process Control,
Gateway Communications, and Network-Based Defence Mechanism/Setup. This work
underscores the concept of learning their interrelationships and interactions with respect
to dependencies and using same to conjecture and represent cascading impacts. The ICS
network is broken down into operational functions consisting of nodes with similar function
but with relatively distinct operations depending on the environment. The connection
amongst nodes across multiple layers suggests a form of layered interaction and
dependency structure. For example, a PLC is dependent on the normal functions of an
engineering workstation to manipulate field sensors and actuators. Similarly, it is viewed

that a disturbing impact on the engineering workstation has the potential to cascade down
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to the PLC with significant effects, which also bear the potential to cascading further down
to the sensors and actuators. Since nodes are the pivots of activities on the ICS network,
it is typical for an attack on an ICSE to target a technology (infrastructure) node in some
way, and potentially affect the status availability, integrity, confidentiality, or any
combination of these for any connected downward-route-dependent nodes. To model node
dependency in relation to impact cascade, it is necessary to capture the component-link
relationship of an ICS network, which indicates the likely rippling of adverse impacts on the
ICS. This can help the appropriation of controls and countermeasures.

Environmental severity ratio (Rgs) measure enables the customisation of standardised
environment severity scores depending on the importance of affected asset to the
attainment of function and operational objectives. The attributes considered are measured
in relations to the availability of complementary/alternative security controls for attaining
availability, integrity, and confidentiality. Since different environment setups can yield
different severity potentials, the environment metric is considered the modified equivalence
of the base metric, and assigned values based on the status of the environment. The

impact dependency ratio Ryv derived from the functional dependency index vy, also

presents an attribute that relates to the environment with respect to impact, since the
position placement of nodes affects direct and indirect relationship interactions with other
nodes. Thus, this work proposes that a more profound impact potential of a device relative
to a known vulnerability is derivable using the device’s functional dependency index and

its environment metric score obtained from standard CVSS ratings.

These two quantitative metric values can be multiplied to yield a more reflective
dependency impact potential (y) for a device v with a known vulnerability and its
environmental severity, and represented mathematically in Equation (6-10). The
environmental severity and impact dependency ratio derivatives are explained in the

following sub-sections.
y = RES X Ryv (6'10)

6.3.2.4 Functional Dependency Modelling

In the functional dependency modelling, a relationship structure is defined based on the

connectivity of components in a network and the configuration of the network. A
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dependency is inferred if a specific node j is linked (physically or logically) to an upper-
layer component i and relies on the link from i for the receipt or processing of signal or data
streams to carry out its own basic functions. A directed arrow from i to j (i — j) indicates
the established connection for the flow or exchange of data streams between the two nodes
(components). It can also be used to represent a potential transfer of attack impact from
an originating component i to a dependent component j. Any form of impairment due to
cyber-attack on component i, the impact is presumed to potentially ripple down to
component j, altering its functionality or operations as well. In a multi-order dependency
structure, the impact could cascade from a single component to others in multiple layers.
To clearly articulate the dependency status of a given component or asset in the network,
it is necessary to provide answers to questions like: Does an asset have one or more
asset(s) depending on it for data or instruction set to accomplish a desirable process? Does
it depend on any node(s) to accomplish its set operation in the system? Is it connected to
an industrial LAN/WAN? Does it have a known exploitable vulnerability? and Does its
function contribute to the actualisation of a set of system operations? Providing answers
to these questions can guide the correct mapping of node dependencies in the ICS

network.

A typical ICSE network consists of a set of connected components, thus, can be
represented using a directed graph G as an ordered pair (V, E) composed of a finite set of
vertices V, and a binary relation E on V. The elements of E are referred to as edges
(arrows) and represent the ‘impact link’ that cascades along successive edges. These
arrows form an ordered pair e = (vi, vj), where v, vj € V represent components in the
network, and e represents the dependency impact link from an originating component v;i to

a destination component v;.

To develop a functional dependency and impact model, every component (physical
execution, logical execution and monitoring, control and workflow management, and
boundary-based devices) is mapped to a vertex and every dependency impact link to an
arrow in a graph. This graph-based structure can be used to model the topological
dependencies in ICSE network and used to capture attack impacts. On a typical directed
graph structure, this corresponds to the sum of the number of directed edges e going out

of a source node v, and that of the target destination node(s) v;. However, the impact of an
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attack starts from a source node, so that the determination of a dependency impact
captures all possible impact points on the graph or network.

For every vulnerability attributed to a component v on the network, a corresponding
functional dependency impact index y = f(v) is proposed as the cumulative dependency
links across the component from the vertex v inclusive. When a component is attacked,
the functional dependency index is conceived to as the number of components that are
included along a path following the arrows from the originating component. Depending on
the existence or otherwise of a functional dependency link, initial impact(s) of the attack is
typically expressed in the origin v; , and flows downward to any connected node v; along
the same path. A logical switch function is used to represent this conditional existence of
a functional dependency link between any two nodes on the network. A logical 0 (FALSE)
implies a ‘non-dependency link’, i.e., connection not configured, and a ‘1’ (TRUE) implies
a ‘dependency link’, i.e., connection configured. A switch function is defined as Equation
(6-11).

o(v) = {(1) : connectzZon configurled (6-11)
connection not configured

For a structural tree network, a component’s functional dependency index (denoted as yv)
can be construed as the sum of functional dependency indices of components connected

to component v, and it is formulated with Equation (6-12).

W = Z O X @) (6-12)

ueT,

where, Ty is the subset of components that can be reached directly from v.

The ratio of impact dependency may be derived in relations to the highest possible
dependency; representing the widest or worse case impact of an attack. This can be
assumed to involve cases where a dependency runs through all the devices on the
network, such that all are affected when a certain vulnerability is exploited. This should
typically yield an impact dependency ratio of 1. A zero (0) would mean no device is
affected. From Equation (6-12), let the highest possible functional dependency index be

represented as max (y,), so that the impact dependency ratio, (R,, ) can be represented

as the degree/proportion of dependency impact amassable from the exploit of a certain
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vulnerability in relations to the widest or worst-case dependency impact. This is
represented mathematically in Equation (6-13).
__ P (6-13)

max(yy)

It is noted that, for a non-tree network; the components to which component v links may

RYV

be reachable from component u. Therefore, Equation (6-12) may not be suitable for this
case. The algorithm for determining reachable vertices from a vertex v in a digraph G can
be applied to search components that a component v can reach to. Both depth-first and
breadth-first search algorithms for digraph can be used for this purpose. Addressing these

algorithms is not within the scope this work.

6.3.2.5 Environmental Severity Ratio

Cyber-attack impacts in ICSE are typically demonstrated in the physical environment,
hence, additional factors viewed to affect the impact of an attack in relation to the
environment are considered. These also contribute to an overall impact potential, and are
highlighted in the light of vulnerability environmental (severity) metrics defined by standard
CVSS severity scores (Mell, Scarfone and Romanosky, 2007). In traditional IT security
analysis, CVSS environmental score are often considered optional, however, this study
emphasises that with regards to the attainment of realistic impact estimates for
vulnerabilities and attacks in ICSE, environmental scores should be considered important
and necessary. The environmental metric domain is characterised by: collateral damage
potential of a vulnerability, its target distribution, and its target security requirement
violation all with respect to the target operational environment (Chejara, Garg and Singh,
2013). These allow scoring analysts to incorporate attributes for potential losses, the
proportion of such losses, and affected asset importance. It further allows for the integration
of security controls which may lessen any consequences, as well as promote or relegate
the importance of a vulnerable system according to functional/operational objectives and
risks (Mell, Scarfone and Romanosky, 2007). ES is used to denote the vulnerability
environmental severity while adopting the standard CVSS formula prescriptions as
presented in Equation (6-14). For this, the CVSS 2.0 is used because it retains a larger
base record for existing vulnerabilities. The newer CVSS 3.0 rating scheme is still being
updated, some vulnerabilities do not yet have CVSS 3.0 scores. Notwithstanding, this

evaluation approach can be applied to CVSS 3.0 environmental severity metric function in
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scenarios where all discovered vulnerabilities have CVSS 3.0 scores. It further provides a
background guide for the adoption of any future changes to standard vulnerability rating
scheme functions. To preserve the consistency of CVSS2.0, the values of all relevant
formula are rounded to 1 decimal. Similarly, using the CVSS severity rating scale [0,10]; O
indicating a ‘no severity’ and 10 indicating a ‘critical severity’ to represent standard static
base scores (BS) of vulnerabilities, the environmental Severity Ratio (ES,) can be derived
using Equation (6-15). This is derived using the environment score (ES) function

represented as Equation (6-14).

ES = round((AT + (10 — AT) x CDP) x TD x 10)/10 (6-14)
ES

= = (6-15)
RES 10

where:

AT = round(Al X Ex X RL x RC x10)/10

Al =min(10,1041(1—-(1—C X CR) x (1 —1 X IR) X (1 —A X AR)))

And:

AT = Adjusted Temporal, CDP = Collateral Damage Potential, TD = Target
Distribution, Al = Adjusted Impact, Ex = Exploitability, RL = Remediation Level, RC =
Report Confidence, C = Confidentiality Impact, | = Integrity Impact, A = Availability
Impact, CR = Confidentiality Requirements, IR = Integrity Requirements, AR =
Availability Requirements

6.4 Case Study

To test the realistic application of the proposed approach and evaluate its suitability in the
context proposed, a case study scenario was adopted involving the ICS-CS network
testbed developed in chapter 0. The testbed design satisfies standard ICS testbed
requirements and guidelines in NIST SP 800-82 r2 (Stouffer et al., 2015) for ICS security
and NISTIR 8089 (Candell Jr., Zimmerman and Stouffer, 2015) for ICS cybersecurity
analysis. The four basic ICS network architecture components: the control centre, the
communication architecture, the field devices and the physical process, are represented

using one or more associated devices prescribed by Holm et al (2015).
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As indicated in chapter 4, the testbed adopts a PLC-based product assembly and
conveying system referred to as ‘ICS-CS’ developed over LAN with real-time profinet
protocols for ICS components communications, and ethernet-based IP protocol-enabled
communications IT asset communications. This is to simulate the basic functionalities of
sensing and moving of items. A second field device; 3-dimensional Robot Arm was added
to the network and connected to the extended I/O module interface. This does not affect
the representativeness of the testbed as multiple field equipment and processes can be
enabled within a single ICS network (Candell Jr., Zimmerman and Stouffer, 2015). The
proposed MAVCA model was applied to the testbed for determining technical
vulnerabilities on the configured ICS components, estimate vulnerability severities,
impacts, and prioritisation of controls. This scenario is adopted as a simplistic
representation to demonstrate the application of the approach proposed, since it not
feasible to apply the approach on an actual industrial network for the reason of avoiding

the damaging functional impacts that may be incurred in the process.

6.4.1 Network Structure and Vulnerability Scan

To recap the testbed network structure including the new field equipment added, the
network consists of a PLC with extended Input/Output Modules, HMI, Industrial Switch,
Control Workstation, and two miniature field devices (Conveyor/Punching Machine and 3D
Robot Arm machine). In line with the assumption presented earlier, a computer
representing the attacker’'s machine is also included in the Network. Table 6-2 presents
the modified network architecture of the testbed. The 3-D robot and conveyor/punching
machines represent field equipment controlled by the PLC along with the extended I-O
module. The external /0O module, the HMI, and process control machine are connected
via the Industrial Switch, which serves as the central hub for the PROFINET network. The
PLC is linked to the same hub, sharing a direct communication connection on the
PROFINET network.

The test explored the application of the proposed methodology to estimate failure
criticalities and prioritise potential impacts of inherent vulnerabilities. Hence, the prescribed
procedures in the MAVCA methodology were followed starting with a network vulnerability
scan and analysis. This was performed using Nexpose (Rapid7, 2017) automated
vulnerability analysis tool to scan the network for possible vulnerabilities. The screenshots

are presented in Appendices B-23, B-24, B-25 and B-26. The results of the vulnerability
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scan are summarised in Appendices A-5, A-6, and A-7. For each discovered vulnerability
on the network, its corresponding severity base score (BS) was documented. For this test,
the CVSS/CWE 2.0 base score of the vulnerabilities were used. Though there is currently
a new and more updated CVSS 3.0 scheme for evaluating vulnerabilities, some of the
discovered vulnerabilities did not have updated and documented CVSS 3.0 scores. But all

vulnerabilities had CVSS 2.0 severity ratings.

6.4.2 Graph Structure for Functional Dependencies

As described in 6.3.2.4, a graph-based structure is used to model the functional
dependencies among components in ICSE network. This helps to capture the potential
rippling impacts of disrupted or distorted functions. We use functional dependencies to
represent the influence of a component’s (mal)functions on the functions of other
components on the network. For example, from Table 6-2, the conveyor/punching
machine’s functions solely depends on the normal functions of the PLC component it
connects. Similarly, based on connections and configurations, the PLC, its extended 1/O
module, and the HMI are all linked to the industrial switch. Hence, the unimpaired functions
of these three components would depend on the unimpaired function of the switch. It
means that if the switch is impaired, such impairment could cause a resulting impairment
on the PLC, which in turn can cause extended impairment on the conveyor/punching
machine. The functional dependency directed graph in Table 6-3 represents the various
functional relationships amongst the components in the network architecture. Same can
be used to infer functional dependency values for each component using Equation (6-12)

accordingly.

6.4.3 Results

From the testbed vulnerability scan, 11 vulnerabilities were discovered on the assets that
made up the system. It was particularly observed that some of the assets had multiple
vulnerabilities each with different base scores as indicated in Table 6-2. For example, two
vulnerabilities: k2 and ks were found in the programmable logic controller (PLC) with
severity CVSS 2.0 base scores of 10.0 and 8.0 respectively. Similarly, the Ethernet switch
had four vulnerabilities, while the interface module and control workstation had two
vulnerabilities each. Only the HMI had a single vulnerability. Using appropriate equations,

the corresponding temporal and environment score ratios of each vulnerability were
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evaluated. Functional dependency index was evaluated for each component that had a
vulnerability, and the probability of attack determined accordingly. These were done in line

with the attack path analysis concept earlier discussed in the proposed approach (6.2.2.4).

For example, analysing the PLC vulnerabilities, vulnerability k2 on the PLC indicated a
“Default or guessable SNP community names: public” vulnerability discovered in 1999 as
observed by the vulnerability number. The wvulnerability is expressed as a weak
authentication mechanism in the PLC as a network device through the use of unencrypted
‘community string’ (Gary A, 2000). Exploiting this, attackers can acquire a lot of details
about a network including system information, routing table, and tcp connections, with
which remote access, reconfiguration, and shut down of devices were possible. This
indicates a breach and threat to availability, integrity, and confidentiality of the PLC. The
enormous magnitude of damage that is opened-up to an attacker, and even worse; that
the attacks can be perpetrated unnoticed explains why a CVSS 2.0 base score (BS) of
10.0 is assigned to this vulnerability. However, this only accounts for the intrinsic features
of the vulnerability. This work further shows how the dynamic feature values can be derived
using the documented guide in Appendix A-3, and how respective metric quantities were
computed for each vulnerability. The dynamic feature values were derived following the
vulnerability descriptions from vulnerability analysis report and extended research about
the vulnerability in relations to the test network’s design, structure, and attributes. Table 6-
1 presents the dynamic feature variables and values of k> vulnerability as derived. The

complete evaluation data are presented in Appendices A-3 and A-4.

Note:

The impact dependency ratio, R,, = 7, implies worst case dependency impact feasible on the ICSE

testbed network from design architecture (it represents the case where a vulnerability on the
industrial switch is exploited, and whose functional impact can ripple down the entire network of

components). The calculation of dynamic metric features is presented as follows:
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Table 6-1: kz Vulnerability Impact Evaluation

Vulnerability Number: CVE-1999-0254

Description: - Default or guessable SNMP community names: public
Affected Device: - PLC

Label: - ka2

Base Score (BS): -  10.0 (CVSS 2.0 score from Vulnerability Scanning)
Metric Metric Value Numeric Value
Exploitability (Ex) Functional 0.95
Remediation Level (RL) Workaround 0.95
Report Confidence (RC) Confirmed 1.00
Collateral Damage Potential (CDP) Medium-high 0.4
Target Distribution (TD) Medium 0.75
Confidentiality Requirement (CR) Medium 1.0
Integrity Requirement (IR) High 1.51
Availability Requirement (AR) High 1.51
Confidentiality Impact (C) Complete 0.660
Integrity Impact (1) Complete 0.660
Availability Impact (A) Complete 0.660

v, = 4 (i.e. Total number of devices that are connected and depend on the PLC)

Al = min(10,10.41(1 — (1 — 0.660 x 1.0) x (1 — 0.660 x 1.0) x (1 —0.660 x 1.0)))
Al = min(10, 9.9999607)

Al = 9.9999607

AT = round(9.9999607 x 0.95 x 0.95 x 1.00 x 10)/10

AT=91

ES = round((9.1+ (10 —9.1) x 0.4) x 0.75 x 10)/10=7.1

Res = == =071

y = 0.57 x 0.71

y = 0.41

TS = round(10.0 X 0.95 x 0.95 x 1.00 x 10)/10
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Rrs = % =091

Pa = P(ky) = T;,ﬁ where ny, = 8,and Ny = 15,
K

8
Pa = P(k;) = 15 = 0.533

B =091 x 0.533
B = 048
CI(ky) = my, = 0.48 x 0.41

my, = 0.1969

The computed temporal score (TS) of k2 is 9.1, and a temporary score ratio (TSr) of 0.91.
Its environmental score (ES) is 7.1, and a corresponding environmental score ratio (ESr)
of 0.71. The PLC being the host asset of k> had a functional dependency index yv = 4
because it had a self-inclusive dependency link with four devices, the maximum
dependency expression on the network is 7. This yields a dependency impact ratio R(yv)
of 0.57. Analysing the attack paths to all the 11 vulnerabilities on the system, a total of 15
attack paths were derived, and 8 of those paths had k- in their path enumeration; yielding
a 0.53 probability of ko being exploited in the network. Accordingly, the overall exploit
potential of ko was computed at =0.49, its impact potential was 0.41, while the generalised
criticality index m;,was =0.44. Adopting the same approach for evaluating quantities for ks
also in the PLC yielded temporal score of 7.6, temporary score ratio of 0.76, environmental
score of 7.3, environmental score ratio of 0.73, vulnerability exploit potential of = 0.41,
impact potential of 0.42, and a criticality index m, = 0.41. Full details of all vulnerability
valuations are contained in Table 6-2. Severity Estimation results are presented in Table
6-3, and prioritisation results presented in Table 6-4. Accordingly, corresponding graphical
illustration of the vulnerability attributes are indicated in Figure 6-4, Figure 6-5, and Figure
6-6.
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Table 6-2: Testbed Vulnerability Results

Vulnerability Description Label | Devices Affected Base
Number Score
Default or guessable SNMP ke Ethernet Switch 100
CVE-1999-0254 community names: public ka PLC 10.0
ks I/0O Module 10.0
SNMP credential itted i K4 Ethernet Switch 8.0
CWE-319 credentials transmitted in K PLC 8.0
clear text
ke I/0O Module 8.0
Reset Password Backdoor .
Unnumbered Vulnerability in Windows 7 k7 Control Workstation 7.9
Resource Exhaustion:
CVE-2015-6465 authenticated users to cause a ks Ethernet Switch 6.8
denial of service (reboot) - Port 80
Ko Control Workstation 0.0
CVE-1999-0524 ICMP timestamp response Ko Ethernet Switch 0.0
ki1 HMI 0.0
Table 6-3: Severity Estimation Results
Vul. . R
Label Devices Affected TS Rrg ES Rgs Yo Vo P,
k1 Ethernet Switch 9.1 0.91 9.5 0.95 7 1.00 0.80
ko PLC 9.1 0.91 7.1 0.71 4 0.57 0.53
ks I/0 Module 9.1 0.91 2.4 0.24 2 0.29 0.27
Ka Ethernet Switch 7.6 0.76 9.7 0.97 7 1.00 0.80
Ks PLC 7.6 0.76 7.3 0.73 4 0.57 0.53
Ks I/O Module 7.6 0.76 25 0.25 2 0.29 0.27
ks Control Workstation 6.5 0.65 9.1 0.91 6 0.86 0.67
ks Ethernet Switch 6.0 0.60 9.4 0.94 7 1.00 0.80
Ko Control Workstation 0.0 0.00 Null Null 6 0.86 0.67
k1o Ethernet Switch 0.0 0.00 Null Null 7 1.00 0.80
K11 HMI 0.0 0.00 Null Null 1 0.14 0.07
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Table 6-4: Severity Estimation and Prioritisation Results
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kq 0.950 0.728 0.8316 Pry
Ka 0.970 0.608 0.7679 Pr,
ks 0.940 0.480 0.6717 Prs3
k7 0.780 0.433 0.5813 Pra
ko 0.410 0.485 0.4437 Prs
ks 0.420 0.405 0.4111 Prs
ks 0.070 0.243 0.1289 Pr7
ke 0.071 0.203 0.1203 Preg
K10 Null 0 Null Prg
ko Null 0 Null Prio
k11 Null 0 Null Pri1

6.4.4 Analysis and Discussion

From the results of initial vulnerability scan indicated in Table 6-2, 11 vulnerabilities exist
on the testbed network. However, there are multiple occurrences of the same vulnerability
with the same CVSS base score ratings in multiple assets (CVE-1999-0254 in Ethernet
switch, PLC, and I/O module, CWE-319 also in Ethernet switch, PLC, and I/O module,
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and CVE-1999-0524 in control workstation, Ethernet switch, and HMI), and occurrence
of different vulnerabilities in a single ICS asset distribution (ki, ks, ks, and kio in the
Ethernet switch: ke, and ks in the PLC, ksand ks in the I/O module, kz and ke in the control
workstation). Normally, using the standard approaches that use vulnerability CVSS base
scores alone for impact analysis would not provide suitable solutions due to the presence
of uncertainties. It is directly unclear which vulnerability can have the greatest impact on
the ICSE network. Having multiple occurrences of the same vulnerability in disparate
assets at the same time also introduces another uncertainty as to the specific host assets

bearing the vulnerability capable of the greatest impact.

Similarly, approaches that combine base score metrics and attack probabilities do not
account for environmental dynamics such as the position of the vulnerability host or the
impact on the number of components that depend on such vulnerable host. Thus, might
not provide sufficient representation of vulnerability impact. MAVCA model attempts to
address both limitations. It introduces additional vulnerability factors and metrics such
CVSS temporal metric and probability of attack to resolve uncertainties in vulnerabilities.
It also combines CVSS environmental metric with vulnerability host functional dependency
metric to account for environmental dynamics that support estimation of impact. Resolving
these uncertainties and accounting for environmental influences demonstrate the
reliability of MAVCA to support new insight into vulnerability and impact analysis, as well
as support control prioritisation in a way that contributes solutions to the limitation of

existing approaches.

From the results of severity/impact estimations and prioritisation, the proposed MAVCA
model can support strategic and effective security control response in a multilateral
insecurity domain. Strategic effectiveness relates to the capacity to resolve the largest
possible critical vulnerability per response time. Clearly, the CVSS base score metric
values of the vulnerabilities alone could not have been enough to support this type of
solution approach, since the score ranges presented similar standard scores for multiple
vulnerability occurrences. At this level, multiple vulnerabilities are considered to have the
same severity and impact magnitudes, which might not be true considering the testbed
network environment and the positions of the vulnerabilities. Further engagement of
procedures in proposed method potentially leads closer to the realistic state of severity

and impacts desired.
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Lower temporal score values are observed in comparison with respective base score for
all discovered vulnerabilities. Although the values for environment scores are slightly
higher than temporal scores, they are still lower than the base scores of all discovered

vulnerabilities. For example, as shown in

Table 6-3, ki, k2, and ks all had a uniform severity base scores of 10.0, which were reduced
to a uniform severity temporal score of 9.1, temporal score ratios of 0.91, but different
severity environment score of 9.5, 7.1, and 2.4, and environmental score ratios of 0.95,
0.71, and 0.24 respectively. The derivation of temporal and environmental scores and
ratios elucidate further and deeper considerations of dynamic features and criteria more
specific to the vulnerability, and in relation to its immediate host asset and environment. It
is learnt that a vulnerability life transformation demonstrated as changes in the
characteristics of vulnerabilities; for example, a remediation level change from
‘unavailable’ to ‘temporal-fixX’ or ‘official-fix’, a collateral damage potential change from
‘high’ to ‘low’, indicates a more valid updated state of the vulnerability than its initial base

State.

Essentially, this implies a shift from initial vulnerability severity characterisation from a
global viewpoint to a more localised viewpoint, thus, gaining more realism about the
vulnerability. This initial result indicate that standard vulnerability base scores represent
severity globally (i.e. in relations to external factors). However, a realistic measure of
severity can be estimated with corresponding magnitude ratios using the temporal score,
and even more using the environment score. It suggests that although a vulnerability can
have a generalised view of severity scale, the frequency of the vulnerability, the
topological positioning of the vulnerability’s host asset within the localised system, the
availability of a known remediation measure, and exploit at varied modification
requirements, all contribute to a more realistic and better measures of severity. Based on
these combined criteria, the vulnerability with the highest severity environmental score is
ks, with ES = 9.7, and ES,; = 0.97 (SNMP credentials transmitted in clear text) on the
Ethernet switch. However, the functional dependence of the component bearing the ka
vulnerability has not been considered yet. The magnitude of impact on other functional
components dependent on the ethernet switch is yet to be considered, which makes the
current severity consideration insufficient for resolving functional impact prioritisation of

the wvulnerabilities. More so, three vulnerabilities (ko, kio, and ki1) do not have
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environmental scores because their base score are 0.0; implying a no severity status.
Since both temporal and environmental scores are considered better precise
representations of vulnerability severities (base scores) that depend on the base scores
in relations to the dynamic changes in the local network environment, it is reasonable to

arrive at null scores for the two dynamic quantities.

With varied functional dependency ratios and attack path probabilities, each vulnerability
in the list yields a different vulnerability attack potential. Although different vulnerabilities
in a single asset as in the case of (ki, ks, ks, and kio) can have similar attack path
probabilities (0.8), overall individual vulnerability attack potential can vary based on each
vulnerability’s exploit modification requirement, and availability of remediation capabilities
all integrated into a temporal metric score. These account for the varied vulnerability
exploit potentials B; (Bkx1 = 0.728, Bxa = 0.608, Bws = 0.480, and Lkio = 0.000) for the
respective vulnerabilities in the industrial ethernet switch. Higher values for vulnerability
exploit potential indicates a higher likelihood of a vulnerability being attacked, and lower
values indicate less likelihoods. The results also indicate that multiple vulnerabilities in a
single asset or system can have different attack potentials that informs of the likelihoods
of each vulnerability to attract exploitation interest in relation to other vulnerabilities in the

system.

From Table 6-4, the vulnerability with the highest exploit potential is ki, Bk1=0.728 (Default
or guessable SNMP community names: public) on the Ethernet switch. Valuations for
vulnerability impact potential is also derived with the least quantifiable impact potential y
of 0.070 for ks vulnerability on the extended I/O module, and the highest to be 0.970 for
k4 vulnerability on the ethernet switch as shown in Figure 6-4. These probabilistic values
indicate a quantitative interpretation and representation of the potential scale of ripple
effects attributed to the exploitation of corresponding vulnerabilities on specific host assets
based on the presented architecture. Accordingly, vulnerabilities with no temporal scores
and ratios do not have computable vulnerability impact potentials. The Criticality index (m)
is derived based on the vulnerability exploit potential (8) and the vulnerability impacts
potential as indicated in Equation (6-1). The prioritisation of vulnerability control is

performed on the set M of criticality indices obtained using Equation (6-2).

From Figure 6-5 and Figure 6-6, and applying Equation (6-2) for determining first priority’

response, ki with the highest criticality index of 0.8316 takes-on the first priority position
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(Pr1), thus, should be resolved first. This is followed by k4 (m,,=0.7679), ks (m,,= 0.6717),
k7 (m;,= 0.5813), etc, in that order. Analytically, the ki vulnerability is resident on the

industrial switch that serves as the central communication medium for all other IP-enabled
devices (PLC, Extended 10, Control Workstation, and HMI) on the test network, hence, all
these devices alongside their connected field equipment all depend on the correct
functioning of the switch. Any malfunction of the switch can cause all other components

that depend on it to also malfunction.

From CVSS description, the ki vulnerability on the switch allows for unauthorised
disclosure of information; unauthorised modification, and disruption of services. It can be
exploited via a network medium and does not require any form of authentication to be
accomplished. The attack path from this vulnerability to other devices are more numerous
than any other device on the network. Attackers can gain view and gain access to
information like login details of PLC, HMI, Control workstation perusing the network switch,
and use same to illegally access and control the devices. This imply that if any of the
described violations is accomplished via ki vulnerability on the industrial switch, all other
connected devices stand the risk of also being victims of attacks like Man-in-the-middle,
denial-of-service, session hijack, etc. Attacks like these can cause the manipulation of
processes into forms other than the required, and the disruption of industrial processes
from the PLC or Control workstation points. Access details of operational devices means
that the devices can easily be misconfigured or stopped from being operational illegally.

However, similar direct attacks on this vulnerability but resident on the PLC and Extended
IO module would only affect the target devices and the equipment connected to them, and
not all other components. Hence, the impact in both cases would be much lower than that
of the switch, because both devices (PLC and IO module) have fewer devices connected
and dependent on them. Similarly, no other vulnerability on any other devices expresses
as much impact characteristics like the ki vulnerability on the switch, which is why its
criticality ratio is highest amongst all. Applying patch or any control fix on ki vulnerability
on the switch will help block the potential to reach or attack all other devices connected to
it, thus blocking the largest possible impact described. However, this must be done
cautiously after such patches have been audited, to ensure that they do not affect existing
configurations and functions of the industrial ethernet switch. Disabling the SNMP service

on the switch if not in use also offers a good solution towards resolving this vulnerability,
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and in cases where it is in use, the default community strings could be changed to private,
or filtering should be applied to incoming UDP packets going to the affected port (41028).
This way, access to details that can empower an attacker to exploit this vulnerability is
denied.

In terms of asset-level prioritisation, just as it has been noted that ki, ks, and ks
vulnerabilities all appear in the Ethernet switch, kz vulnerability appears in the Control
workstation, k> and ks vulnerabilities appear in the PLC, etc. It can be inferred that the
Ethernet switch as a single asset has the utmost number of vulnerabilities, and most
critical cumulative valuations of impacts, thus should be considered the most critical asset
of the testbed ICSE network considering its function, topological placement, and inherent
vulnerability criticalities. With these, all known uncertainties that can impede selective
prioritisation of vulnerabilities and impacts are potentially resolved. If using existing
approaches that adopt CVSS base metric score to solve the same problem, it would be
ambiguous and difficult to decide upon the order for resolving the vulnerabilities with a

reasonable justification.

Clearly, analysed results indicate that MAVCA model contributes to knowledge by
providing such missing basis and justification for the selection of vulnerabilities to be
resolved per time and ensures that such selections are done strategically such that the
highest possible solution is also engaged per resolution time. The effectiveness of the
proposed approach relies on the ability to distinguish adequately and accurately between
normal device/system functionalities and the outcome of a mal-functionality introduced by
inherited perturbations from connected, trusted devices. It also relies on the understanding
of known or identified vulnerabilities, their exploit potentials, and the dynamic nature of
impacts due to control and environmental changes. This brings to light the value of expert
knowledge and interpretations, which might be considered a limitation combined with the
emphasis on known vulnerabilities, and without considerations for unknown or ‘zero-day’
vulnerabilities. These limitations are only introduced to the extent to which the model can
be used for estimating exploitability impacts and the appropriation of remediation. The
model is effective to the correct characterisation of the temporal and environmental
attributes of vulnerabilities for which experience and expertise is required. Where this is
in shortfall, the accuracy of results can also be affected. Again, the model may not be

suitable for evaluating and characterising zero-day vulnerabilities since they would often
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not have globally evaluated and assigned temporal and environmental attribute score.
Although varied expert may allocate their own dynamic score based on knowledge of the
vulnerability and documented dynamic attributes for similar vulnerabilities, the chances of
inconsistency are high, which can raise the questions of accuracy of personalised scoring

schemes.

It is a limitation that the proposed approach considers the security vulnerability and the
impact of a domain environment solely from the context of technology security, it does not
factor other system constituents like people and process security vulnerabilities, hence
the sectoral view of security vulnerabilities and impacts, rather than an all-encompassing

perspective.

Another limitation emerges from the reliance on only documented vulnerability scores,
which makes the process unsuitable for estimating the impacts of undocumented
vulnerabilities (vulnerabilities not contained or updated in the vulnerability analysis tool
used). This is more constraining for ICSE networks as existing vulnerability databases
currently do not support all the major ICS protocol applications and their vulnerabilities.
This makes it infeasible for such vulnerability scanners to recognise vulnerabilities in
proprietary ICS components. Thus, precision and cogency of outcomes are dependent on
up-to-the-minute status of the vulnerability scanning/analysis database. Furthermore, any
limitation(s) associated with an adopted vulnerability scoring protocol (e.g. CVSS 2.0 or
3.0) also typically affect the proposed approach. For instance, the subjectivity in the
determination of temporal and environmental sub-group metrics in the CVSS scoring
system introduces a limitation since there are potentials for variability of scores for the
same vulnerability. The values would be dependent on the knowledge, expertise, and
interpretation of the security accessors, which often vary. These could enable
inconsistencies from multiple sources, especially due to uncertainties about software

configurations.

With reference to the outcome of testbed vulnerability analysis using real vulnerability
analysis tools and techniques, the proposed MAVCA model demonstrates value and
novelty by combining ICSE component functional dependency attribute with CVSS
environmental severity attribute, and Vulnerability attack probability with CVSS temporal
severity attribute. Both combinations are used to derive two new metric quantities:

vulnerability impact potential and vulnerability exploit potential respectively. These two are
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also combined into an evaluation method that targets a near-accurate measure of
function/technical impacts. This way, industrial organisations can consider and account
for the unique attributes of their operational network environment (systems, network
structure, components, and security controls), as well as, the changing state of
vulnerabilities over time while undertaking a security impact assessment procedure. This
presents a new contribution to prior works on vulnerability impact analysis which either
adopted the static CVSS base metric characteristic of vulnerabilities, or a selection of few
sub-metric attributes of the CVSS and no considerations for environmental attributes.

6.5 Chapter Summary

The proposed MAVCA model presents a scheme that improves technical security control
implementation through impact estimation and prioritised remediation to address the issue
related to the multiplicity of vulnerabilities, and dynamic environment factors. Asset
prioritisation approach allows for the ranking of criticality significances for components
relative to all other components of the network infrastructure, while vulnerability
prioritisation enables ranking for security impact criticality based on individual
vulnerabilities regardless of its host asset or frequency within the network. The criticality
index metric proposed can support the assessment of a vulnerability’s security impact
such that can enable speedy decision making and response, thus to prevent potential
damages. The security metrics derived from method can also be sub-metrics; proffering
valuable inputs to a larger quantitative security metrics taxonomy. The proposed approach
can also be integrated into a larger security risk assessment scheme of a larger distributed
system. Another strength of the proposed approach is that it is flexible and easily
adaptable to recurrent updates and changes. Although CVSS 2.0 scheme was adopted,
the emerging CVSS 3.0 scheme can also be adapted into the approach to replace the
CVSS 2.0 schemes for evaluating base, temporal, and environmental scores. That way,
continual changes can be made appropriately to represent most current status of

vulnerabilities and their corresponding impacts.
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7 MODEL-BASED HUMAN (WORKFORCE) CYBER SECURITY
CAPABILITY EVALUATION

7.1 Background

As cyber-attacks continue to grow, organisations have become concerned about how to
react to security trends that threaten their business and operational relevance within the
current highly-competitive business environment. Many recorded industrial cyber
breaches have effectively beaten technological security solutions through exploiting
human-factor limitations in knowledge and skills. These attack patterns have manipulated

human elements into unintentionally conveying access to critical industrial assets.

Therefore, cyber security can be defined as the harmonisation of capabilities in people,
processes, and(or) technologies to secure and control both authorised and/or unlawful
access, disruption, destruction, or modification of electronic computing systems
(hardware, software, and networks), the data and information they hold (Ani, H. M. He and
Tiwari, 2016). Essentially, ICS can be viewed as a system of industrial technologies and
infrastructures built and(or) operated by people (workforce) for the execution of processes

towards attaining target products or services.

Probable motivations for these attacks may have stemmed from the perception that: (i)
most ICSE workforce (personnel) are often unfamiliar with advanced digital (cyber)
security concepts, and (ii) Information Technology security workforce are often unfamiliar
with ICSE operational concepts. Updated security awareness and training can increase
security capabilities, thus, presents a viable solution to this issue. However, engaging
proper security capabilities hinges on an adequate understanding of recurrent security
capacities of the workforce, and a clear outline of areas of weaknesses and strengths.
Effectively improving security capacities of a workforce will typically require building

strengths in the identified weak areas.

7.2 The Evaluation Model for User-Centred Security Capability

This work aims to provide a human-centred security capability and vulnerability evaluation
method, which can be used to evaluate the security aptitude of human agents within ICSE.
This evaluation approach provides a complement to traditional technical capability and

vulnerability analysis, thus enables a wider view of vulnerability assessment of an
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industrial environment where both technology and human agents are involved. More
specifically, it explores how to understand and attribute quantitative ratings to security
aptitudes of human agents in ICSE and use such information to drive a robust industrial
cyber security responsiveness and resilience. The approach and measures can be useful
to security auditors, analysts, managers and industrial system owners in carrying out
human-level threats and vulnerabilities assessments, identify most vulnerable human
agents, as well as the areas where security is low. Responding to these can significantly

influence improvement of overall organisational security.

Workforce security capability is viewed from a normalised security proficiency for
appropriate actions, reactions, or inactions of a human agent (user) for effective protection
of operational systems. This is achieved by distinguishing between security knowledge
and security skills drawing from previous researches (Reyes-Garcia et al., 2008; Kightley
et al., 2013). Familiarity with theoretical security concepts, procedures, and information
about technology tools (software or hardware), process functionalities, scenarios, or
projects, does not translate to an understanding of how to handle or respond (skills) to
such tools, functionalities, or scenarios (Ryan and O’Connor, 2009). While knowledge
emphasises a “know-that”, skills describes a “know-how” (Snowdon, 2004; Ryle, 2009),
thus, should be evaluated separately (Beautement et al., 2016). When necessary, the
two constructs can be integrated to gain effective assessment of employee security
capacities. A theoretical knowledge about security systems and phenomena (antivirus,
IDS, firewalls, attack trends, etc), does not always translate to a practical ability to
appropriately manage or respond to those systems and phenomena in the face of

insecurity issues.

This study leans on the above distinction and explores the attainment of user-centred
security capability measures by assessing and combining a user’s security knowledge
and skill characteristics. It addresses an open research for such security approach to
support human actors in ICSE to fulfil operational and productivity objectives while
maintaining security from multiple perspectives (Ben-Asher and Gonzalez, 2015;
Beautement et al., 2016). Security knowledge is conceived as ‘theoretical know-that about
ICS security landscape; covering threats, vulnerabilities, attack patterns, and control
measures’. Security skills is conceived as ‘practical know-how for effective response or

actions to curb or enforce the desired security”. Security skills denote an ability to draw
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from theoretical security knowledge to apply practical security actions to specific
situations. Human actors in the ICSE such as IT experts, operations personnel, and OT
personnel (field operators, automation engineers, SCADA and telemetry engineers,
corporate management, etc) contribute directly and (or) indirectly, actively, or passively in
control system process activities. Their corresponding individual security capabilities

contribute directly and indirectly to the level of eventual organisational security capacity.

7.2.1 Model Formulation

In the model formulation, the ‘weakest link’ attribute is introduced into the capability
evaluation process where harmonised security capability ratings implicitly express
measures of weakness or susceptibility to cyber-compromise. The collection of different
values in a set of capability ratings is thus indicative of the varied, independent
susceptibilities or weak status that can allow successful cyber-attacks. The multiplicity of
capability values indicates the variety of potential attack surfaces corresponding to

multiple human vulnerability weak-points for the success of cyber-attacks.

In a set of capability rating scores, higher values suggest higher defensive surfaces and
lesser vulnerable surfaces in relations to a defined security baseline, and vice versa.
Security defence and vulnerability baselines, and their representation quantitatively are
used to support easy and clear identification, characterisation, and attribution of potential
weak-links. The least capability value together with its corresponding vulnerability rating
suggests the most vulnerable surface, and the highest likelihood of being targeted and
becoming victim of cyber-attacks. Hence, it represents the weakest link. The new
evaluation scheme presents a five-stage process: definition, data collection, formulation,
representation, and attribution as presented in Figure 7-1. Each stage comprises of sub-

stages that constitute an overall security capability evaluation of ICSE workforce.

7.2.1.1 Definition

This involves the definition of knowledge and skills security capability requirements, and

the outline of desirable security capability baselines.

A. Security Requirements

Workforce security evaluation should be built upon defined security policies and

requirements, compliant with relevant standards and best practices, and contextual
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objectives of the specific operational environment. There exist several standards focusing
on security in the ICSE, most of which are domain-specific, and do not cover all ICS types,
security functionalities and requirements. For instance, the UK ‘10 Steps to Cyber
Security’ guideline (UK-Cabinet-Office, 2012), NIST SP 800-53 Revision 4 - guidance on
security and privacy controls for systems and organisations (NIST, 2013b), NIST SP 800-
82 Reuvision 2 - guide on industrial control system security, etc., all have sections that
advise on requirements and guidelines regarding personnel security awareness and
training. Combining recommendations from these standards can provide a better
reference for situational security requirements to guide capability evaluations considering

the specific features of the system/environment under consideration.

B. Security Baseline

Security baseline defines the desirable the status of the metrics/measures, representing
varied capabilities and their corresponding attribute ratings from security requirements. It
can be considered as the point of ideal capabilities of all workforce members. Any status
lower than this ideal capability is considered a non-ideal capability.

In the proposed model, a capability ratio is introduced with value range of [0, 1]. Some
standard recommendations FIPS 199 (NIST, 2004), (NIST, 2012) security categorisation
recommendations are adopted to define three levels of capabilities: low, moderate, and
high. The capability classification is applied to personalised security capability (PSC)
metric and used to rank workforce security capability levels. However, the same priority
classification can also be applied to knowledge and skills ratings.

7.2.1.2 Data Collection Methods and Tools

To determine the status of an entity in the light of prescribed security requirements, it is
necessary to extract the information of the entity. It is pertinent for the workforce security
capacity evaluation to aggregate the data of the response or reactions of ICSE workforce
members to cyber threats, attacks and/or incidents through active and/or passive, direct
and/or indirect security capability investigation. The investigation should reflect prescribed
ICSE security policy guidelines, objectives, evaluation timeline, a targeted workforce size,

and quality of expected feedback.
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Figure 7-1: Human Workforce Security Capability Evaluation Scheme

For this evaluation, the test-based questionnaire tool is used for data collection following
similar approaches observed in related literatures. This approach is typically used to
determine if a tested subject qualifies in relations to certain prescribed standards as in this
case; the UK Cyber Security Essentials (10 Steps to Cyber Security). Feedback data are
collected and characterised to clearly represent attributes of individuals in the evaluated
group. Score ratings are attributed based on the coded response/feedbacks in relations

to the organisation’s view of the security risk implications of each response to the security
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objectives. These quantitative feedback data then serve as inputs to the computation

stage of the evaluation model.

7.2.1.3 Formulation

Mathematical procedures are applied on collected data to evaluate workforce capability
values. As described in 7.2, two groups of data corresponding to security knowledge and

security skills evaluations are derived.

If p is an element in set P of ICSE workforce personnel, whose security capacity will be
evaluated, and N denotes the total number of human agents in the set. Let K = {ky, ko, ...,
kn} represent the set of evaluation questions for knowledge capability. Every element in K
has a multi-choice list of feedback/response options each having a corresponding score
allocation based on expert judgment on the implications of the choice to an overall
assurance of security of the ICSE. A response knowledge score allocation (x) with range
of 1 to 5 is proposed. 1 implying a lower potential and 5 implying a higher potential of
resistance to the prescribed security scenario. Each response/feedback to an element in
K therefore has a value range: {x |1 < x <5}. The variety of feedbacks in K will yield varied
occurrence of x during the data aggregation. Hence, it is necessary to obtain the
cumulative knowledge capacity (CKC) for every p € P as the measure of the total
guantitative security knowledge capability (Kc) scores of a single workforce member. This

can be denoted using Equation (7-1).

x=1 )

Kc, = CKCp = [ ,VpEP (7-1)

where ny is the number of occurrences of respective response allocation x (i.e., 1-5)

Similarly, the cumulative skill capability (CSC) of p € P can also be derived from a set S
of skills capability evaluation questions, using similar scheme and range for skill score (y)
as in knowledge score (x), i.e. 1-5. The total quantitative skill capability (Sc) rating of a
single workforce member p can be denoted using Equation (7-2).

5
Sc, = CScp = Z(y.ny) ,VpEP (7-2)

=1
Y p
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Equations (7-1) and (7-2) can be used to compute corresponding knowledge and skill
capabilities of each workforce member p in the group P of the workforce under evaluation.
The harmonisation of Kc and Sc values using a Geometric Mean (GM) function type
shown in Equation (7-3), yields a Personalised Security Capability (PSC) metric. GM
computational approach offers the strength of less submissiveness to the vast skewness
influence of a very large values in a range of distribution (Manikandan, 2011), through
normalising quantities to ensure that no singular measure (knowledge or skills) perpetually
dominates the weighing of a final result. A set of PSCs will be generated, corresponding

to all members, p € P, and fed into the representation stage of the evaluation process.

1
PSC, = (Kc, x Sc,)’2vpeP (7-3)

Since PSC, represents the security capability of a specific user (workforce) within the
ICSE, there exists a PSC,,;, and PSC,,,, that represent the minimum and maximum
possible security capability scores respectively, which can be attributed to user p from
evaluations. An incapability (vulnerability) potential of p can be inferred as the complement
(fractional shortfall) Wc‘p from the maximum security capability score. This can be

quantitatively derived using Equation (7-4).

PSC, = PSCpayx — PSC,

(7-4)

m can be used to represent the security vulnerability of a user relative to prescribed
security baseline requirements. Assuming that PSC,,,, IS the security baseline, the
workforce vulnerability impact magnitude (y,) can be derived as a proportion of the overall
desirable capability score. This can be obtained using Equation (7-5). This variable can
be used to represent the proportion of security severity that can be attributed to a specific

user vulnerability.

PSC,
~ PSCpax

Vp (7'5)

It is assumed that the workforce vulnerability impacts are independent, i.e., a workforce
member’s vulnerability affects the system independently when exploited. Therefore, for a
set P of users in an ICSE, the user (human-factor) security criticality index estimations of

impact relate to the severity of inferred vulnerability as shown in Equation (7-6). This can
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be used to reflect a user-oriented entity-level impact index, which can also imply a user-

oriented risk impact h,,.

Y, = h, Vp €P (7-6)

7.2.1.4 Representation

The visualisation of workforce security capacity can drive easy and speedy understanding
of security perspectives, especially by top management and decision makers who are
often less technically savvy. A capability placement chart (CPC), and a capability priority
table (CPT) can be generated and used to represent the workforce security perspectives
as shown in Figure 7-2 (a) and (b) respectively. A PSC score for an evaluated workforce
member would fall between a minimum min(PSC) and maximum max(PSC) values, which
resptively correspond to the least possible and highest possible harmonised capability
scores that can be obtained from a security capability evaluation. Minimum and maximum
values would typically depend on the number of questions, assessment or test cases in
any evaluation category. As noted in 7.2.2.1.2, conventional information/cyber security
risk level classifications of low, medium, and high (NIST, 2004, 2012) are used to

categorise PSC scores, and further converted into corresponding priority ratings. A ratio
1:2:3 is used to implement the risk classifications. Fractional values: 1/5, 2/, 3/5,
corresponding to respective ratios are used to derive the upper limit of each ratio. Each

upper limit ratio also serves as the lower limit of the succeeding ratio in relations to the

minimum and maximum scores.

For example, High PSC scores fall into ratio 3 with 3/3 of the maximum score as upper

limit. These indicate a relatively high harmonised Knowledge (Kc) and Skills (Sc)
potentials, which suggest high likelihoods for appropriate security response and
management of security events and incidents. This can be considered as a Low Security

Risk potential, hence, a Low Priority Rating. Similarly, Low PSC scores fall into ratio 1 with
1/3 of the maximum score as upper limit. Scores in this category indicate harmonised low

knowledge (Kc) and Skills (Sc) potentials, suggesting low likelihoods for appropriate
security response and management of events and incidents. This can also be considered
as High Security Risk potentials, hence, a High Priority Rating. These three fractional

upper limits (Low, Moderate, and High) are used to evaluate corresponding thresholds of
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security capability depending on the number of questions or assessment cases in each
group of measurement scale. An example implementation is shown in the section on

validation. Table 7-1 presents a complete capability-to-priority classification accordingly.

Table 7-1: Capability-to-Priority Classifications

) ) o » Risk Priority

PSC Scores | Ratio | Fractional Upper Limit Capability Range .
Class. Rating

Low 1 . . .
L 1 Ly = (§) X max(PSC) min(PSc) < PSCp < Ly, High High
Moderate 2 .
) 2 My, = (§) x max(PSC) Lyp < PSCp < My, Medium Moderate
High 3
) 3 Hy, = (§) x max(PSc) = max(PSC) M, < PSCp < max(PSc) Low Low

The capability placement chart portrays a scattered diagrammatic representation and
placement of a set of PSC values between the potential minimum and maximum capability
ratings for the workforce group. It depicts the status of personalised security capacity

(PSC) for attribute workforce members.

A range of priorities assigned to each PSC indicates the degree of security attention that
should be accorded to it in line with the capability-priority rating range outlined in Table
7-1. The priority order for security control effort is in the reverse order of security capacity.
Workforce members who have high PSC values, suggestively retain a high degree of
security awareness and practical proficiencies. This also suggests a high likelihood to
respond appropriately to security incidents at least within the confines defined in the
evaluation tool. PSC values that fall within the moderate capability ratings suggest a
moderate priority rating. Those within the low capability rating suggest a high priority
rating. The latter group particularly indicate low level security awareness and (or) skills,
and thus require a higher need for security control measures that can improve their

capacities to an acceptable level and within the prescription of the evaluation objectives.

The priority table presents PSC values alongside corresponding Kc and Sc values; helping
to provide a holistic detail and comparative provisioning for the evaluation process. It
provides a means of easily identifying both initial and successive weakest links in an array
of PSC values. In the case where further or deeper insights are required about each metric
or the harmonised format, capability priority table also provides a means for the optional

analysis of derive measures using conventional statistical paradigms, such as measures
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of central tendency and dispersion. It can also support test of hypothesis where necessary

to compare or consolidate on findings and conclusion from initial evaluation results.

(a): Capability Placement Chart (b): Capability Priority Table
max A WF | ke | sc | psc | PR
1D
Low Priority
(&} L.
o Moderate Priority
High Priority
min

Workforce ID

Figure 7-2: Capability Representation Formats

The interpretation of results contextualises the significances therein and attaches real and
valuable meanings and implications to derived quantities and measures in both knowledge
and skills evaluations in relations security threats, vulnerabilities, attacks capability gaps
in the ICSE workforce. This makes it easy to identify high risks human agents (workforce),
their risk levels and implications. It also supports understanding the capability
requirements of high risk workforce members towards realising overall security of the
ICSE.

7.2.1.5 Attribution

This involves the clear identification and binding of the weakest link attribute to a relative
workforce member or group in line with a prescribed attribute function. In the approach
proposed, the weakest link attribute implies the workforce or group with the least possible
capability rating value and highest possible priority rating value in the capability priority
table (CPT). The focus is typically on the PSC array, however, depending on the targeted
objective, Kc and Sc arrays can also be used to attribute weakest link. Assuming Z
represent the set of PSC values in the CPT, the weakest link (WL) attribute can be

determined with simple mathematical minimum function using Equation (7-7).

WL = min(2) (7-7)
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The characterisation of weakest link also guides the process of determining the specific
security vulnerability areas demonstrated by workforce members. It also supports
determining potential control solutions as a means of remediating identified capability
gaps. Results and inferences from the evaluation process give an understanding of the
security incidence response and control measures that can be engaged. This is expected
to incline towards security capability areas where workforce members demonstrate a low

degree of knowledge and skills.

7.3 Scenario-Based Model Testing (Validation)

An online test-based questionnaire evaluation tool is adopted for scalable collection of
evaluation data. The purpose was to assess if the proposed model can support efficient
guantitative evaluations of ICSE workforce cyber security capability. The defined security
objectives for this testing/assessment included: (i) evaluate the knowledge and skills
security capability of the industrial workforce in relations to prescribed security guides, (ii)
ascertain the weakest link from computed workforce personalised security capability
values, and (iii) identify possible weak capability security themes and control areas in the

workforce.

Online questionnaire approach was to efficiently reach large numbers of industrial
workforce respondents while allowing for participation in the assessment from any
geographical location. This way, the demand constraints for participation is reduced, and
response rates likelihoods potentially increased. It was also meant to create more realistic
unsupervised assessment scenarios that will yield realistic data collection. The
assessment questionnaire was circulated via email links to forum members of the UK loT
Security Foundation. It was opened to those who shared concerns about human-factor
security vulnerabilities, and who desired a way of determining specific security capabilities
of respective workforce member within their industrial organisations, to support security
decision-making. The emails contained brief description of the security capability

evaluation questionnaire and its purpose.

7.3.1.1 Questionnaire Design

The questionnaire evaluation tool was developed using Qualtrics survey software for easy
accessibility. The tool was administered via online medium to specific audiences, working

directly or indirectly in an ICSE. The respondents assumed a sample industrial workforce
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group, which may include general ICSE operation workforce personnel (control system
operators, engineers, integrators, developers), enterprise and corporate business
management personnel, and ICSE security specialists (security managers, analysts,
architects, and incidence responders, etc.).

Direct response/feedback data were acquired from the sample respondents in relations to
defined security requirements. These data were used to represent respondents’ security
capabilities and fed into the proposed capability evaluation model. These are in turn used
to evaluate the varied security capacities of the respondents and determine the weakest
link. In applying the model steps, it was hypothesised that (i) the proposed approach can
guide the identification of the security-oriented weakest link in industrial workforce, (ii) this
approach can help identify predominant weak areas among a prescribed list of security
control areas; and (iii) non-security-oriented work designations and experience will not
allow the general operations workforce to make better judgement or demonstrate higher
knowledge and skills capabilities than the Digital/Cyber Security designate professionals

within an industry environment.

In line with the model approach proposed, the evaluation was made following some
recommended security control attributes and requirements for enabling cyber-attack
defence, effective security within a digital system like ICSE, as contained in NIST SP 800-
82 v2 (Stouffer et al., 2015), and UK ‘10 steps to Cybersecurity’ good practice guide (UK-
Cabinet-Office, 2012). From these standards, specific security themes were deduced
where human-factors can affect security states of an organisation, and where improved
security capabilities can help avoid or control potential breaches. Two sets of evaluation
questions - querying knowledge and skills (see Appendix C-4) were drawn using scenario-
based formats to evaluate the level of respondents’ capability from each of the security
focus areas, and corresponding feedbacks to the questions were used to perform
evaluations. Specific security themes considered include: privacy and access control,
system/network security monitoring, user awareness and training, secure configurations,
removable media protection, personnel/credential security, home and mobile security,
email security, malware protection, incident response, updates, and patch management.
These broad security themes also reflected similar security focus areas enumerated by
Parson et al (2014) that provide valid themes for evaluating human aspect of information

security.
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Prior to issuing the evaluation questionnaire, appropriate research ethics approval was
obtained (see Appendix C-3). It is also assumed that workforce members involved already
have prior awareness and guidance on adherence to the prescribed security guides and
essentials. Thus, the assessment was to determine the extent to which workforce
members are holding up or improving on the security knowledge and skills already
imparted by organisations. In structuring the questions, the design objectives included; to
present seemingly realistic and familiar security scenarios to participants, and to proffer
answer options that are seemingly realistic and familiar to the participants.

Each section of the questionnaire had 20 questions. Each question has 5 multiple optional
answers with respective score allocations, corresponding to the perceived severity or
implication of each answer to an overall cyber-attack susceptibility. The accompanying
multi-choice answers is to represent varied security susceptibility levels (from high to low)
for a respondent. The score allocation range is from 1 to 5, where an answer that implies
a least security implication has a highest score of 5, while that with a highest implication
has a least score of 1. A respondent’s (knowledge or skills) capability is inferred from the

selected answer to every question chosen by the respondent.

Response bias is a typical issue attributed to online surveys and questionnaires. It
exemplifies a phenomenon where respondents provide answers they consider most
acceptable, or expected from them, rather than a true expression of their personal views.
To avert this, short and precise scenario-based questions with close-ended Likert-style
answers were used to avoid potentials response biases that can emerge from too long
and unclear questions. The interval scale (1-5) implied coding of responses was designed
to help the acquisition of more accurate responses. The answer options were mostly
structured into short and concise sentences to forestall the difficulty of evaluating their
meanings by respondents. Response bias from incomplete set of answers was resolved
through introducing answer options. For example, the answer option “Don’t Know” was
used to cover other possible response options not included in the interval list, to avoid
getting ‘false-positive’ answers due to the absence of desirable options. The complete

questionnaire is presented in Appendix C-4.
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7.3.1.2 Results and Analysis

Based on the described parameters of the scenario-based questionnaire, the summary of
baseline definitions in line with earlier discussed capability classification ratios and groups
is presented in Table 7-2, a minimum capability rating is feasible assuming that all
responses for one workforce member have the same least allocation score of 1. A
maximum capability rating is derivable if all the responses each have the highest allocation
score of 5.

Table 7-2: Scenario Baseline Definitions

From Response Allocation Score, min = 20.00, and max = 100.00
Priority Class Range
High Priority Range (h) 20.00 < h < 33.33
Capab|l|t¥ Priority Moderate Priority Range (m) 33.33 < m £ 66.67
Rankings
Low Priority Range (I) 66.67 < | < 100.00

A total of 37 industrial workforce respondents participated in the evaluation with everyone
having a unique identifier. The feedback data were collected and used to compute the
knowledge, skills, and personalised capabilities of corresponding workforce members

using Equations (7-1), (7-2), and (7-3) respectively.

The ages of the respondents were grouped into three: Group 1 (20-35 years), Group 2
(36-50 years), and Group 1 (51-66 years). There were 18 respondents in Group 1, 18 in
Group 2, and 1 respondent in Group 3. The average age of the respondents was 36.
More than half of the respondents (workforce) were between ages 30 and 40. More
precisely, 48.6% of the sample workforce were under 35 years of age, and over three
quarters (91.9%) are under 45 years of age. These suggest that that most of workforce
evaluated were mid-age range. There were more male (33) than female (4) respondents,
which suggests that there are potentially eight times more male than female human
workers in operational ICS domains. Similarly, there were more OT personnel (34) than
IT personnel (3), which provides an indication that there are potentially more OT personnel
than IT in the ICSE.

A summarised capability-priority classification of the results is presented in Table 7-3.
Figure 7-3 presents the capability placement chart, Table 7-4 presents the capability

priority table of the first 15 least capability (highest priority) ratings, while Figure 7-4 shows
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a chart showing the Kc, Sc, and PSC representations of the 15 least capability (highest
priority) Workforce members. The CPT for the 37 workforce is presented in Appendix B-
28, while Appendix B-27 presents the CPC showing Kc, Sc, and PSC values of the 37
workforces. The complete workforce capability evaluation results are presented in
Appendix A-15.

Initial validity and internal consistency reliability test of the measurement scale for
knowledge capability (Kc) yielded Cronbach’s a = 0.868, which suggests a good measure
of reliability. However, a good measure of reliability for the Skills capability (Sc) -
Cronbach’s a = 0.803 was achieved in response to the need to remove the
guestions/assessment case Q35 item from the skills measurement scale. This item
affected the reliability of the scale and needed to be excluded to achieve the minimum
recommended level of reliability. The modified data was then used to analyse and derived
further statistical insights. A Pearson’s r data analysis revealed a low positive correlation,
r = 0.018 between PSC and workforce Age with significantly highly chances (0.914) of
occurrence. This indicates a slight convergent validity and suggests that although
workforce PSC and workforce Age were two separate constructs that measured distinct
properties about the workforce, there existed high likelihood of slight increase in PSC as
Age increases. This means that older industrial workforce personnel were more likely to
be more knowledgeable and skilled in security response and incident management in the
ICSE. Possible influences on this correlations relationship could be attributed to years of
experience working within the ICS domain and the corresponding incidents that may be
encountered, resolved, and learnt over the years. This outcome aligns with Beautement
et al’s (2016) findings of a positive influence of Age on employee security maturity levels.
Other measures that indicated slightly positive correlations to PSC, include: Workforce
Group with r = 0.130, and Capability Group with r = 0.416. The likelihoods of occurrence
for both measures were quite lower than that of Age. The results generally aligns with
Wang’'s (Wang, 2013) conclusion of a positive correlations between directly evaluated
(computational) and self-evaluated responses of workforce security evaluations. This
suggest that measures derived from directly evaluating capabilities most often follows

similar results pattern as measures from self-evaluated responses of the same workforce.
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A. Direct Evaluation Results

Records indicated only 3 (8.1%) respondents from the ‘security professional’ group, and
34 (91.9%) came from the ‘general ICS operations group’. This potentially reflects the
typical rationing of workforce members in the industrial environment, where there is a
greater proportion of the industrial workforce engaging in general process operations, and
fewer workforce working for the maintenance of security. The result of the normalised
individual security capability scoring of sampled respondents in line with the priority
grouping ratios prescribed in the capability evaluation model, indicates that more than half
of the respondents (23) representing 62.2% got categorised as ow priority’ regarding their
combined security knowledge and skills conforming to the prescribed security standards
and best practices. 12 (32.4%) respondents fell onto the ‘moderate priority’, and 2 (5.4%)
fell in the ‘high priority’ group. The latter group identifies the respondents with high-risk
weaknesses in cyber security, and which needed a quite urgent attention in terms of
education and security capacity-building. Contextually, the weakest link (WL) typically
emerges from this group, and is attributed to the personnel with workforce ID WF014 with
an approximate harmonised capability rating PSC of 32.47 (i.e., WL =min(Z) =
min(PSC; ... PSC,) = 32.47). This workforce individual had a knowledge capability rating
of 34, and a skill capability rating of 31.

Table 7-3: Capability-Priority Classification for Test Scenario

- Valid Cumm.
Cap. Priority Freq Percent Percent Percent
Low High 2 54 54 54
High Low 23 62.2 62.2 67.6
Moderate Moderate 12 32.4 324 100.0
Total 37 100.0 100.0

In assessing the areas of potential security weaknesses inherent the workforce evaluated,
the cumulative capability rating (CCR) of each of the security questions was evaluated.
The best-case scenario possible represents the maximum CCR (CCRmax), with a value of
185, if the highest capability score of 5 is assigned by all workforce responses to a specific
guestion. The CCR value for the specific question is the product of the uniform score and

the number of respondents (i.e., 5 x 37 = 185).
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Table 7-4: Priority Ranking for the 15 workforce members with the least security

capacities
WF ID Kc Sc PSC Priority Ratings
WF014 34 31 32.47 High
WF036 31 35 32.94 High
WF035 58 50 53.85 Moderate
WF023 64 48 55.43 Moderate
WF018 58 58 58.00 Moderate
WF037 60 60 60.00 Moderate
WFO034 65 57 60.87 Moderate
WF019 66 57 61.34 Moderate
WF016 57 67 61.80 Moderate
WF032 71 54 61.92 Moderate
WF004 68 63 65.45 Moderate
WF028 70 62 65.88 Moderate
WF013 64 69 66.45 Moderate
WF002 59 75 66.52 Moderate
WF031 70 64 66.93 Low
Priority Ranking
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Figure 7-3: Workforce Capability Evaluation Placement Chart (37-User Classification)
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The worst case possible represents the minimum CCR (CCRmin), which is 37 (i.e.
representing the scenario where a uniform score of 1 is obtained by all responses to a
specific question). The 15 least CCR values are presented in Figure 7-5. The records
indicate that the first 3 least CCRs were from the skills evaluation questions, 10 (66.67%)
of the least 15 CCRs compared came from the skills (Sc) evaluation questions (Table 7-
5), and only 5 (33.33%) of the least 15 CCR values came from the knowledge (Kc)
questions (Table 7-6).

Furthermore, the demographic details of WF014 workforce indicates an age of 29, no form
of certification in information or cyber security, and self-rated assessment of security
capability of 1, which corresponds to ‘least capability’ rating. This suggests a relatively
young age of work and perhaps experience, considering that three-quarters of the
workforce were over 30 years. Self-rated assessment of security capability is likely to

change as this personnel’s age and experience in the ICSE environment increases.
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Table 7-5: The Least 10 Skills Cumulative Capability Ratings (CCR)

Skills Capability Weakness Areas

Question_ID Security Evaluation Areas
Q37 Credential (Password) Management Policies
Q27 Malware (Virus) Attack Response and Controls
Q23 Removable Media Protection
Q40 Malware (Virus) Attack detection
Q30 Credential Management and email security
Q22 Updates and patch management in ICS
Q28 Credential (password) security deployment
Q34 Email security (phishing) attack management
Q24 Incidence Response
Q29 Identity and Privacy Security
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Figure 7-5: The Least 15 cumulative capability rating (CCR)
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Table 7-6: The Least 5 Knowledge Cumulative Capability Ratings (CCR)

Knowledge Capability Weakness Areas
Question_ID Security Evaluation Areas
Ql Security Controls Availability
Q17 Proper Attribution of Security Responsibilities
Q12 Awareness of respective Roles in Security
Q18 Knowledge of Available security controls
Q2 Security Monitoring Frequency

Other statistics results obtained include; the mean capability ratings for security
knowledge and skills which are 69.43 and 62.97 respectively. The standard deviation for
the security knowledge capability scores is 12.39, while that of the security skill capability
score is 11.69. In relations to the security requirements adopted and evaluated, it implied
that the workforce generally demonstrated higher theoretical knowledge than practical
skills. It could also be because of the perceived lack of keenness for security skills in
industrial workforce, who often assume that enforcing security should be solely left to the
IT security specialists. The standard deviation values indicated that there were slightly
more capability dispersions in security knowledge than security skill amongst the
workforce. That is, most of the workforce had very closely the same level of practical skills
in ICS security than they were closely levelled in awareness (knowledge) of ICS Security.
The results generally suggest some measure of capability gaps amongst the workforce
which may be influenced by their interactions, information sharing, personal capability
enhancement engagements, and possibly organisational policies on security. Out of the
37 workforce members; 34 (91.9%) belonged to the General ICS operations class, 3
(8.1%) belong to ICS Security class. 36 (97.3%) did not have any security training or
certificate, only 1 (2.7%) has a form of security training. This reflects the potential typical
rationing of workforce members in the industrial environment. There is by far a greater
proportion of the industrial workforce engaged with other industrial responsibilities other

than the maintenance or assurance of security.

B. Self-Evaluation Results

In the aspect of self-evaluated capabilities, more than half (19 or 62.2%) rated themselves
as low capability’in ICS security proficiencies. This contrasts with the computed capability

score class that showed 2 (5.4%) respondents under low capability. This suggest a
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significant variation between individual and organisational views about security capability
expectations, and further suggest that the respondents seem to have a higher capability
rating disposition than that adopted by the organisation (used in the evaluation). To
investigate and expound further on this capability variations, statistical hypothesis testing
was applied with a Null assertion (A/Ho): There is no difference in priority rating levels of
the workforce amongst the self-rated security capability groups. The self-rated security
capability attributes used in the evaluation tool (questionnaire) included: 1= least
capability, 2= low capability, 3 = moderate capability, 4 = high capability, and 5 = highest
capability.

Table 7-7: Statistical Crosstab for Security Capability by Priority Ranking

Security Capability * Priority Ranking Crosstabulation
Priority Ranking
High Low Moderate
Priority Priority | Priority Total
. Least Count 2 1 1 4
Z | Capability |Expected Count 2 2.5 1.3 4.0
2 Count 0 12 7 19
g 'C‘:%V;abmty Expected Count 1.0 11.8 6.2 19.0
> | Moderate Count 0 9 2 11
S | Capability |Expected Count 6 6.8 3.6 11.0
§ Higher Count 0 1 2 3
Capability | Expected Count 2 1.9 1.0 3.0
Total Count 2 23 12 37
Expected Count 2.0 23.0 12.0 37.0

Table 7-8: Statistical Crosstab for Workforce Group by Priority Ranking

Workforce Group * Priority Ranking Crosstabulation
Priority Ranking
High Low Moderate
Priority Priority Priority Total
General ICS Count 2 21 11 34
g Operations Expected Count |1.8 211 11.0 34.0
< S | Security Count 0 2 1 3
g g Professional Expected Count | 5 1.9 1.0 30
Total Count 2 23 12 37
Expected Count |2.0 23.0 12.0 37.0

As observed in Table 7-7, 2 out of 37 workforce members are in the ‘high priority’ group.
These same 2 workforces rated themselves as having feast capability’ in the self-

evaluation section of data collection. Similarly, 23 of 37 workforce members are in low
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priority’, and of the 23, 9 self-rated themselves as having ‘moderate capability’, 12 having
low capability’, and 1 each having ‘least’ and ‘highest capabilities’. Since this study
focuses on the weakest link, focused analysis is undertaken on the 1east capability — high
priority’ intersection. The row totals revealed 4 workforce members self-rated under least
capability, the column total shows 2 workforce individuals on high priority ranking. A
Pearson’s chi-square (x2) value of 20.431 was obtained for these statistics with a 0.002
significance level. The crosstab statistics in Table 7-8 suggests that there is a rather large
difference between the count and expected count in the sample if all self-rated least
capability workforce reactively behaved in like manner of high priority as other grouped
workforce members. However, a 0.002 significance level on the chi-square (x2) value
implies; the possibility of rejecting the null hypothesis with only 0.2% chance of being
wrong (i.e., less than 1 in 1000 chances of being wrong). The Null hypothesis could be
rejected, and an alternative hypothesis (A/Hi): There is a difference in priority rating levels
of the workforce amongst the self-rated security capability groups could be considered. It
can thus be assumed that the workforce self-rated under least capability are more in high
priority ranking group than in others. In the event of such variations, it becomes important
to engage with, and determine the workforces’ view about security capability expectations,
and work towards updating and bringing-up the seemingly low-rated organisation security

rating benchmark for personnel to a higher acceptable level.

Also, testing a second hypothesis (B/Ho) that: There is no difference in priority ranking
level between the general ICS operations and security professional workforce yielded a
Pearson’s chi-square (x2) value of 0.188 with 0.910 significance level. The crosstab on
Table 7-8 suggest very negligible difference between the real and expected priority
ranking behaviours of the general ICS operations group. The security group also behaved
in like manner. As expected, the results in the Table 7-8 crosstabs indicate that no security
professional emerged in the high priority (low capability) group. Thus, a 0.910 significance
suggests a 91% chance of being wrong if we reject the null hypothesis. This huge
likelihood of being wrong informs our basis for not rejecting the null hypothesis that there
is no difference in priority ranking level between the general ICS operations workforce and

IT security professional workforce.
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7.3.1.3 Discussion

The results suggest that irrespective of the number of high security-proficient cyber
security professionals in the workforce members in an industrial control environment, the
presence of other general operations ICSE workforce members with inherently low
capabilities can decrease overall organisational human-factor security capacity.
Circumstantially, this phenomenon supports that ICS workforce members with low security
capability ratings are presumed to be more of the weak-links, since they pose more

conspicuous targets of attacks.

If all the workforce evaluated all belong to the same organisation, then the workforce
individual with identity number WF014 represents the security capability of the
organisation. Notwithstanding the security capability strengths of all other workforce
members, the organisation may easily be compromised through the security and defence
capability of WF014 workforce individual. The organisation would be considered as weakly
penetrable as the capability of ID WF014, who in this context and based on evaluation
result is considered the weakest link. This represents the strawed portion of whatever
security fences or capability enabled or imbibed in the entire workforce. Figuratively, a
‘strawed’ portion in a brick wall suggests the weakest and most vulnerable point of breach.
This is a new approach to identifying security-oriented human weak links within an
operational setting. Reactively or proactively raising the capability ratings of potential
weakest link (via appropriate control measures) implies raising or strengthening
organisational security capability. A low capability in both attributes suggests an even
worse phenomenon. Basically, a workforce individual with high security knowledge and
low security skill ratings indicate being abreast with evolving industrial cyber security
landscape, but with a lack or gap in practical (responsive) proficiency to ensure security
within his/her domain. A workforce in this state is nearly as weak as the workforce who is
skilled in responding to primordial cyber security threats and attacks but does not
constantly keep up with updates and changes in the security landscape. This is a possible
scenario within ICS organisations that do not place adequate emphasis on human-factor

cyber security controls and assurance.

Arelated phenomenon is seen to play out in the contrast between self-rated and computed
capabilities of the workforce. The outcome indicate that more industrial workforce

members were more aware of cyber-attack trends and issues than they have the skills to
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respond appropriately to eventual incidences. Despite that, most of the workforce had not
undergone any formal education and(or) training on security concepts, norms, and best
practices, an information that would help them acquire appropriate knowledge and skills
in the assurance of cyber security within their working environments. It suggests that while
the organisation might feel comfortable about certain qualities and proficiency levels,
personal workforce convictions might not represent the same opinion. This could result
from a lack of updated details on emerging cyber security threat landscape on the part of
the organisation, which is reflected in the test for seemingly old and widely known security
capabilities. To avoid such precarious situations, organisations must continually keep
abreast with the changing security trends, and updates evaluations in the light of those
changes. Reviews and refinements of the security risk landscape should be continuous to
capture any new or left out changes. Comparing the two results helps the balancing of

security efforts between organisational view and workforce view about security capability.

The analysis of prime security-vulnerable areas reveals an interesting pattern inherent the
workforce. The cumulative capability rating (CCR) of each of the security
qguestions/parameters for all respondents can guide the identification of prime security
knowledge and skill vulnerable areas. A lower CCR value indicate a gap or weakness in
capability, and vice versa. It is therefore presumed that security weaknesses or
vulnerabilities would typically widen or increase with decrease in CCR values. In the
analysis of the least 15 CCR values selected, the first 3 least CCR values emerged from
skill evaluation parameters, and 10 out of the least 15 CCR values also came from skill
evaluation parameters. These suggest a potentially more incapacity and security gaps in
skill than in knowledge of the workforce evaluated. This also presents a correlated
perspective when compared with the overall knowledge and skill capability averages,
which indicated a higher average security knowledge than security practical skill in the

workforce.

Grouping the security areas of the least 10 skill CCRs into related family of security
controls reveals that the workforce evaluated are basically practically weak in 4 broad
areas of security control. These include: Credentials (Password) Management and
Security, Malware (Virus) Detection and Management, Removable Media and Email
Security, and Patch (update) management. The broad areas of theoretical knowledge

weaknesses include; awareness of available security control measures, and knowledge
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of self-duties and responsibilities towards overall system security. Most of the identified
workforce vulnerability areas are in their weakest states in the security capability
characterisation of the identified weakest link workforce individual (i.e., WFQ014). In this
context, rather than engage all workforce members in practice training and awareness in
all conceivable security areas, a strategic, cost, time, and resource-effective
implementation of control measures for enhancing cyber security assurance would involve
focussed awareness and practical training of selected purported weaker (more
vulnerable) workforce members in the fow capability’ areas enumerated. Security
assurance improvement should involve inculcating security proficiencies (knowledge and
skills) that are observed to be lacking, as it may be a waste of time, money, and other

resource giving the workforce what they already have.

It is apparent that a single human-factor attribute such as security knowledge alone does
not provide sufficient landscape and information to effectively characterise and represent
a human agent’s security aptitude. A better representation of security capability can be
obtained by combining multiple human-factor attributes such as knowledge and skills as
demonstrated in the results obtained. From the results, a low capability rating in any of
knowledge or skills potentially upsets an eventual PSC, and by extension an

organisational capability.

7.4 Chapter Summary

This chapter showed that the security capability and vulnerability of the human/people
actors (workforce) is exigent and contribute to attaining an overall improved security in an
ICSE. A single human-factor attribute alone provides an insufficient and skewed
representation of a personnel’s security rating. Combining multiple attributes such as
security knowledge and security skills appear to provide results. These attributes both
affect (can make or mar) overall ICSE security states. The presence of less
knowledgeable and less skilled workforce member in relations to desired security
requirements and policies significantly affects the security capabilities of an industrial
organisation. The organisation’s security capability is only as good as the capability of the
least security capable workforce members. Being able to characterise each member’s
security capability in terms of knowledge and skills can support decision for a strategic,

cost, time, and resource-effective security control implementation can be achieved.
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8 SECURITY RISK REDUCTION THROUGH SECURITY RISK
REDUCTION THROUGH CRITICAL IMPACT POINT
ASSESSMENTPROCESS

8.1 Background

This attempts to build on prior similar theories and works (Markovic-Petrovic and
Stojanovic, 2014; Woo and Kim, 2015; Cook et al., 2017) which focus on technical risk
assessment alone, and do not consider human-factor security assessments. These works

provide the baseline for knowledge contribution explored in this study.

In this chapter, a structured security risk reduction framework is presented. The aim is to
provide a risk assessment methodology that consider both technical and human-factor
risk attributes, enabling the representation of a broader landscape of the ICSE. Risk
assessment is explored in the context of vulnerability analysis and impact estimations.
These can support better prioritisation of interventions based on the combined
understanding of impact severities of technology and human agent vulnerabilities. This
approach can be useful to industrial security auditors, managers, and system owners

interested or engaging in security assessment of their operational environments.

8.2 Proposed Security Risk Reduction through Critical Impact Point
Analysis (S2R-CIPA)

Cyber-attacks thrive on security vulnerabilities in technology and(or) people assets. As
attacks become successful on ICSE assets, impacts are often enabled. Exploiting
identified vulnerabilities in these assets can result in negative impacts that can greatly
affect the ICSE. Often, these impacts are further propagated through the ICSE because
of the system/network design interaction amongst the assets. For example, in social
engineering attack modes, attackers often rely on the interaction between a user and a
workstation (e.g. clicking on email hyperlinks or activating a program) to propagate their
intended attacks and impacts through an operating environment. A significant control of
impact would require building on earlier works (McQueen et al., 2006) by considering
both technology and human vulnerability risk reductions. This is achieved through a
proposed Security Risk Reduction through Critical Impact Point Analysis (S2R-CIPA)

process framework.
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8.2.1 Overview of S2R-CIPA Process Plan

S2R-CIPA framework is proposed on the basis that security risk is related to the security
impact caused by exploiting vulnerabilities in both technology and people elements.
Reaching a risk level that is considered acceptable typically involves a process providing
guide to the characterisation of vulnerabilities impacts and reducing the likelihoods of
impacts by eliminating the vulnerabilities associated with high impacts. Traditional Hazard
Analysis Critical Control Point (HACCP) (US-FDA, 2017) with its seven principles process
structure; provides a suitable guiding process which can be adapted to the ICSE cyber
security context. These principles follow an ordered consistent process whereby a system
element is identified and characterised in terms of associated hazards that can ensue
from its functionality or operation, the scale of tolerable impacts, and the control actions

required guard against predicted impacts.

In this work, security risk is associated to the criticality indices of asset vulnerabilities

where criticality is the magnitude of loss or impact that can occur from exploiting a

vulnerability in relations to its likelihood (probability) (C’ardenas et al., 2011). A structured,

all-encompassing assessment of vulnerabilities can support a more precise and near-

realistic estimation of failure and cascading impacts. This can also guide the adoption of

appropriate security controls and risk mitigations. Adapting HACCP terminologies and

process-flow structure into forming S2R-CIPA for ICSE offers an ideal by which

appropriate inputs, outputs, and security response approaches can be engaged. Table

8.1 shows the translated HACCP principles to associated S2R-CIPA principles. The

questions addressed by S2R-CIPA include:

I. What Assets make up an Industrial Control System Environment?

ii. What security vulnerabilities exist in the assets of and ICSE?

iii. Which technology components retain the vulnerability if exploited can cause the highest
impact on the ICSE?

iv. Which workforce member is most susceptible and more likely to fall victim to human-
targeted attacks?

v. What security controls can be employed to resolve the most critical and impacting
vulnerabilities in both technology and people components of the ICSE.

vi. What significant vulnerability and risk reductions can be achieved from applying
identified security controls?

165



8.2.2 S2R-CIPA Concept Descriptions

From Table 8-1, S2R-CIPA follows a seven-step process to guide both initiation and
continuous adoption of ICSE security improvement; achieve through security risk
reductions. The resulting outcomes can be used as basis for subsequent evaluations and
control decision-making. At the core of S2R-CIPA include: (i) a variant of traditional
HACCP tuned into a Critical Impact Point (CIP) vulnerability analysis process for the ICSE,
and (ii) provisions for criticality index functions for evaluating individual-level, aggregate-
level risks, and reduction values. These functions can derive their input data from standard
temporal and environmental technology vulnerability (CVSS, NVD) scores, functional
dependency mapping of vulnerability host assets, people (workforce) vulnerability indices,
probabilities of exploiting identified vulnerabilities in the groups of ICSE assets. introducing
human-factor security vulnerabilities and impacts assessment follows standard need and
recommendations for achieving an organisation-wide security risk management.
Table 8-1: HACCP to S2R-CIPA Translation

HACCP Principles S2R-CIPA Security Impact Steps
Stepl:
Perform Asset (Technology and People)

vulnerability Analysis

Principle 1:
Perform a Hazard Analysis

Principle 2:

Identify Critical Control Points (CCPs) required to
control identified hazards

Principle 3:

Step 2:
Identify Security Impact Points

Determine Critical Limits (CL) that must be met at
each identified CCP

Step 3: Establish Critical Impact Point limits

Principles 4 and 5:
Develop procedures to monitor CCPs.
Establish Corrective Actions

Step 4: Implement Controls

Step 5: Evaluate Reductions

Principle 6: Step 6:

Perform verifications procedures Periodic Verifications
Principle 7: Step 7:

Establish effective record-keeping systems Documentations

In the NIST SP 800-82 Rev 2 (Stouffer et al., 2015), it is emphasised that the impacts on
an ICS cannot be adequately determined by focusing only on technical parameters, as
there are often non-technical factors that exist as weaknesses, and can enable or support
the initiation or aggravation of security impacts. Including such non-technical factors can
contribute to a better realistic view of ICSE security risks and help reduce negative impacts

that an attack on ICSE might cause.
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In ICSEs such as manufacturing, any stage of data exchange or electronic transactional
process amongst operating assets (technology and human components) can have varied
influential significances on the properties or outcomes of succeeding and(or) final

processes, product(s), and service(s). This demonstrates a form of functional dependency



amongst the interacting components. An impact point (IPt) is used to refer to any asset
(technology or user) whose malfunction or non-function can partially or wholly alter
predefined process functionality, control, or monitoring, and resulting into a loss
(operationally or financially). From a security point of view, the presence of vulnerabilities
provides one way of identifying IPts. An IPt is considered ‘critical’ if the estimated criticality
or risk of an associated vulnerability can significantly affect products, processes or
services to an intolerable level. For example, if a technology asset s bears a vulnerability
Vk , and vk can be exploited by an attack ax to effect changes in a defined process prc
(Aprc = prcg —preg, f = final, i = initial), such that Aprc results in an undesirable and
intolerable state in the system, then, s is considered a ‘critical impact point’. A control
action (CA) is used to define any activity or process that can either eliminate or reduce a
known security vulnerability and its risk or prevent its further development. An IPt, which
is critical to cyber security assurance is called a critical impact point (CIPt). It is necessary
and crucial to precisely delineate value designation to CIPt to achieve an efficient and
cost-effective deployment of security resources for controls and monitoring. While this
might seem an overly complex task to achieve due to the occurrence of a variety of factors
inherent an ICSE, such as temporal and environmental metric attributes, and architectural
variations, which can cause possible misalignment of CIPts and ineffective outcomes,
better CIPt assignments and security risk assessments can be achieved using a ‘multi-
attribute evaluation method’ as a means of simplifying the security risk assessment

process, while gaining wider characteristics view of the system under evaluation.

It is also possible to achieve extended classification of CIPts into CIPt-1 and CIPt-2. CIPt-
1 is used to depict critical impact points whose corresponding security vulnerabilities and
risks have ‘assured security control(s)’. Conversely, CIPt-2 classes refer to critical impact
points whose vulnerabilities and risks can only be minimised, and security controls cannot
be utterly assured, i.e., ‘non-assured security controls’. However, since it is hardly feasible
to achieve a state of absolute security or ‘zero security risk’ state, the emergence and
stability of a CIPt-1 is often unlikely. Instead, security trends, evolutions, and continuous
developments in ICSE would be for continuous transition of CIP-1s to CIPt-2s, and
sometimes vice versa. A CIPt-U class is also defined to account for unknown
vulnerabilities and risks. Typically, a CA for this class would also be indeterminate, hence,

CIPt values for such unknowns would usually be higher than the maximum known CIPts
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in the evaluation system. In the S2R-CIPA process, technical vulnerability criticality
index m;, and user (workforce) security vulnerability index m, are used to represent
impact point (IPts) for estimating corresponding risk reductions. IPts that go beyond a
tolerable baseline definition are used to represent critical impact points (CIPts). This
process helps to quantify and ascertain the most critical impact point, which can also be
viewed as the weakest link. The S2R-CIPA steps are described in more details in the next

sub-section.

8.2.3 S2R-CIPA Process-flow and Steps Descriptions

8.2.3.1 Step 1 - Perform Asset (Technology and People) Vulnerability
Characterisation

The S2R-CIPA process starts with asset vulnerability analysis. Technology analysis is
engaged where automated (public) vulnerability scanning tools/databases are used to
determine the existence of vulnerabilities in technology assets and their severities
analysed. The security severity ratings are then derived with respect to the uniqueness of
each system and the continual changes that occur. This process can support the
attainment of realistic measures of risk that represent a near-accurate security status of
the technologies evaluated. Vulnerability analysis tools and repositories such as NESSUS
(Tenable, 2017), Nexpose (Rapid7, 2017), and SimaticScan (Antrobus et al., 2016) are
examples of vulnerability databases and analysis engines that help with the enumeration
of existing vulnerabilities in ICSE technology components. An example of the

implementation of this process is demonstrated in chapter 6 section 6.4.

The human-factor (end-user) security vulnerability analysis methods that can help with the
enumeration of potential security capability weaknesses (vulnerabilities) in ICSE human
elements. For human-agent vulnerability analysis, a workforce cyber security capability
evaluation method (Ani et al., 2016) is adopted. A modified version of the concept and
method is presented in chapter 7. The key requirement includes an ability to characterise
security capability levels of individual end-users, derive quantitative values that
correspond to specific capability levels, and infer or derive compliment attributes and
values which may be considered as security vulnerability ratings. In the recommended
approach in chapter 7, end-user security capability level may be derived from the
quantitative evaluation of user-level security knowledge (Kc) and security skills (Sc)

capabilities. The two metrics are combined to obtain an end-user's (p) personalised
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security capability. Based on these, the vulnerability level of end-users (workforce set P)
may be derived as the complement of respective end-user personalised security
capabilities in relations to a defined baseline security capability requirement. This
approach can support the process of analysing end-user security capability score of the
ICSE workforce. A more precise estimation of environment-wide security vulnerability
impacts and risk may be difficult to achieved without properly enumerating the constituting
elements and their security vulnerabilities. Combining the two vulnerability aspects can
provide a better estimate of an overall system security risk potential. Engaging security
controls can affect the output of this process. This impact is represented by the dashed

arrow lines coming into the P1 process block in Figure 8-1.

8.2.3.2 Step 2 - Identify Security Impact Points

This involves evaluating asset-level vulnerability potentials to cause negative or
undesirable impacts within an ICSE. Recall that an impact point (IPt) refers to any
technology or user that retains a vulnerability which if exploited can influence partial or
complete disruption or destruction of industrial processes. Here, impact points evaluation
is done quantitatively with the aim of attributing specific impacts in discrete or numerical
terms to vulnerabilities in technology and people elements. All entity-vulnerabilities are
then identified and characterised alongside their corresponding asset hosts. Impact point

identification involves the estimation of criticality indices for all vulnerabilities identified.

The proposed Multi-Attribute Vulnerability Criticality Analysis (MAVCA) model in Chapter
6 presents an approach for identifying impact points via a quantitative technical
vulnerability impact analysis. The criticality index estimation subsection 6.3.1 describes a
step-by-step approach for arriving at numerical impact values for discovered
vulnerabilities. Impact values are derived considering; temporal and dynamic attributes of
vulnerabilities from CVSS, probabilities of attack, and functional dependency attributes of
vulnerability hosts (6.3.2). The evaluation process can help with the identification of
technology vulnerabilities which when exploited can cause damaging impacts on the ICS
domain. Similarly, the Workforce (Human) Security Capability Evaluations Model in
Chapter 7 provides an approach for identifying potential impact points from human agent
users’ vulnerability-based impact analysis. The formulation subsection 7.2.1 describes
how to infer corresponding vulnerability scores from derived workforce security capability

scores. Corresponding equations (7-4 to 7-7) indicate how the vulnerability score of a
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workforce member can be obtained considering both severity and probability attributes.
The numeric outcome of the evaluation reflects a personalised impact index, which
represents the potential impact scale of exploiting an associated user or workforce in the
ICSE. Criticality indices values are derived to represent entity-level risks whereby higher
criticality index values represent higher risk potentials. Typically, two sets of critical
impacts indices: G and H, corresponding to technology and people risk potentials are
generated. Each element within the two sets represents an impact point within the ICSE
and is associated to the vulnerability inherent an asset. This step helps to guide the
understanding of the possible impact and security risk attributed to all known
vulnerabilities in the ICSE. The impact points can also be affected by existing or applied
security controls. This is represented by the dashed arrow lines coming into the P1

process block in Figure 8-1.

8.2.3.3 Step 3 - Establish Critical Impact Point Limits

A critical impact point is a critical state for which security response/control is required to
prevent or reduce security impacts to a tolerable or acceptable level. Recall that a critical
impact point (CIPs) delineates a measure of damage that exceeds a predefined tolerable
baseline. The tolerable baseline may not be static nor generic but can vary amongst
organisations depending on operational objectives. A baseline definition would typically
distinguish IPts from CIPts. The baseline limits are defined by system owners relative to
the desired security functions and objectives of the assets, and the degree of failure of the
functions and objectives. Hence, the baseline limits describe an organisation’s conceived

tolerable vulnerability, capability, or impact state.

Once the impact baseline limits have been established, the impact points are ordered
according to the weight or index of impact from the highest to the least. Any IPt state,
description or index that goes beyond the defined baseline limit is considered a CIPt. In a
set of CIPts occurrences, the highest discrete CIPt indicates the vulnerability interaction
points or potentials where the highest security impact and risk can occur. This should be
accorded the topmost priority response for the two vulnerability classes of system
elements. Engaging the above approach, the viewpoint is that both technology and people
vulnerabilities are potential attack directions. Regardless of where the vulnerable element
is within the system/network structure, their exploitations can cause a unique negative

impact along the system chain from the point of initial influence. CIPt allows for identifying
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the worst impacting entity vulnerabilities in the two asset groups to help in appropriately

engaging strategic control interventions.

8.2.3.4 Step 4 - Implement Controls

When the impacts points of vulnerabilities, then security control are applied according to
priorities. Security Controls provide safeguards that can help detect, reduce, or eliminate
security impacts and risks. Essentially, for every vulnerability and associated CIPt, a
control action (CA) is required to address the vulnerability state. It is important to identify
a proper and deployable CA associated to a vulnerability or CIPt. CAs could include the
implementation of single activities in technology and(or) people, or a collection of
prioritised cyber security practices (technical and procedural) that culminate into a unified

strength that add measures of security at the identified CIPts.

The dynamics in information/cyber security presupposes that there is hardly a widely
acknowledged, single, static, and standard security control measure for ICSE security.
Sustained effective security thrives better on continuous response to changing security
landscape. Since ICSE comprise of legacy ICS devices, IT devices, and human users,
security controls may involve aspects of policy, oversight supervisions, manual processes,
actions by individuals, or automated mechanisms implemented by information systems,

hardware and(or) software devices (Stouffer et al., 2015).

Depending on the vulnerability and its potential impact, appropriate CAs may be adopted
following two approaches: (1) Vulnerability analysis solution results — Vulnerability
database tool (e.g. NESSUS), and (2) Recommended guidance from applicable standards
— e.g. NIST SP 800-82 Rev 2 (Stouffer et al., 2015), and NIST SP 800-53 Appendix F
(NIST, 2013b). Vulnerability analysis solution results refer to the corresponding
descriptive security control solution actions related to specific vulnerabilities discovered
by vulnerability scanning and analysis tool, e.g. NESSUS. For example, the ‘SNMP Agent
Default Community Name (public)’ vulnerability on the testbed PLC has a suggested CA
‘disable the SNMP service on the remote host if not in use’, or ‘either filter incoming UDP
packets going to the affected network port or change the default community string’. Both
CA descriptions offer some measure of enhanced security that addresses the vulnerability
described. Recommended guidance from applicable standards like NIST SP 800-82 Rev

2 presents 18 family of security controls, which include: Access Control (AC), Awareness
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and Training (AT), Audit and Accountability (AU), Security Assessment and Authorisation
(CA), Contingency Planning (CP), Configuration Management (CM), Identification and
Authentication (IA), Incident Response (IR), Maintenance (MA), Media Protection (MP),
Physical and Environmental Protection (PE), Planning (PL), Personnel Security (PS), Risk
Assessment (RA), System and Services Acquisition (SA), System and Communications
Protection (SC), System and Information Integrity (SI), and Program Management (PM).
One or more of these security control aspects may be engaged or combined to enable the
suitable security capacity to be exerted on CIPts. Each of these family of Security Controls
describe a list of related security CAs and measure that may be adopted to address
specific vulnerabilities and impacts. For example, Identification and Authentication control
family includes potential CAs like password authentication, challenge/response
authentication, physical token authentication, smart card authentication, and biometric

authentication to be adoptable within ICSEs to enforce enhanced security.

The above control families and actions are based on the ISA-62443 (ISA99, no date) and
the EPRI Report: SCADA system security guide (Mix, 2003). Other CAs related to privacy
of Personally Identifiable Information (PIl) are also described in Appendix J of NIST SP
800-53 Rev 4 (NIST, 2013b). Applying these security controls have been recorded to yield
significant results (Pescatore, 2017). Depending on operational objectives and
environment, other industrial security control guides may be adopted to ensure that the
right measure of security improvements are achieved. Most often, a challenge
encountered by industrial organisations involves adopting an appropriate set of security
controls that can lessen or eliminate security CIPts and risks. This becomes prominent in
the bid to conform to standard security requirements and support realising operational and
business objectives. The process described in this section can assist in resolving such
challenge based on clear security risk information and predefined baseline security

requirements.

8.2.3.5 Step 5 - Evaluate Reduction

To evaluate risk reduction, the approach used involves a time-dependent (current and
enhanced) risk differentiation. At every point in evaluating security impacts, the records of
current vulnerabilities and risk states are documented prior to applying controls. The
enhanced states are also reviewed and documented to provide basis for comparisons. At

the commencement of any security risk reduction activity in the ICSE (even in the case of
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repetitive or multiple application of the process) the enhanced system risk attributes for a
previous activity becomes the current risk attributes for a new activity. Thus, this enables
a time-dependent differential evaluation of successive system interaction-level risk and
the determination of the value of reduction. Essentially, a reduction is depicted by a
positive outcome or value of the differential comparison of any successive (current and

enhanced) security risk attributes relative to the occurrence of IPts and CIPts.

Assuming system security risk attribute is denoted by § and t denotes the time for which
6 is evaluated, 6, will represent a current system risk outcome, and 6, an enhanced
system risk outcome. A generalised system risk reduction can be represented as a time-
dependent change function A§, and can be represented as Ad = &6;, — 6. The values
for t1 and t2 is organisation-dependent, and may involve adhering to policy or standard
guidelines, evolving trends, or incidence emergence that are internal or external to the
organisation. Value ranges between t1 and t2 could be static or dynamic also depending
on organisational requirements and objectives. Time-dependent risk change Aé can be
determined relative to security vulnerability occurrences, entity-level impacts, and
aggregate-level evaluations. This approach helps to verify and validate genuine positive
reductions of security risk within the ICSE. A positive reduction is not always absolute or
certain since security and vulnerability landscapes are quite dynamic and uncontrollable.
After a security risk change/reduction evaluation, it is possible to obtain negative
reductions which imply a probable increase in risk. This should typically awake greater

alertness and response to review current security standards and practices.

8.2.3.6 Step 6 - Periodic Security Verification of Controls

Itis crucial to establish that applied methods, procedures, and tools for security monitoring
and control action (CA) implementations at the CIPts are adequate to control identified
vulnerabilities, and as intended. Verification ensures that the control implementations
deployed are in line with organisation’s security policies, and emerging security solution
trends. In the case of inconsistencies, the verification helps to determine specific areas of
updates and improvements in response to security state-of-the-art. Responding to such
improvement requirements may well include going through prior steps, which can pass as
an enhance process. This process can be performed periodically by internal security

auditors or external (third-party) auditors. Depending on the extent, cost implications, and
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objectives, security verifications may not well be performed as often as the prior steps

since the process can be quite extensive and expensive to accomplish.

8.2.3.7 Step 7: Documentations

This step emphasises the importance of historic data and record-keeping. Historic data
about vulnerabilities, their likelihoods, impact and risk attributes, as well as control actions
must be well documented. Records of verification procedures and outcomes must also be
documented. This step can help demonstrate the effective application of the CIPts, and
guide process of discovering any non-salient deviations or insights that can support better
decision-making on the improvement of security. This step is always executed while

engaging in other prior steps.

8.3 Evaluation: Case Study Results and Discussions

The proposed two-entity S2R-CIPA Process Plan was evaluated using the testbed system
described in chapter 4. To recap, the testbed comprised of components integrated over
an ethernet Local Area Network to mirror an industrial control system conveyors setup.
The ICS conveyor system testbed components integrated include: PLC, extended 1/O
module, a HMI device, programming workstation computer, industrial ethernet switch, and
conveyor belt equipment. The testbed also incorporated a six-member system
management workforce consisting of postgraduate research students. These students
presumably had some prior experience working in actual ICSEs.

The evaluation assumed the team of research students to constitute a small-scale ICSE
workforce, they could manage and control the testbed process through interactions with
the testbed technology assets. Together, the two asset groups: technology and people,
were regarded as the small-scale ICS environment that was used to evaluate the risk
reduction process plan. Similar exercise approaches have been used in the past for
security evaluation of methods. ICSE testbed evaluation approach has been widely
acknowledged and used (Beitel, Gertman and Plum, 2004; McQueen et al., 2006;
Markovic-Petrovic and Stojanovic, 2014) as a viable method for assessing security
vulnerabilities. The steps of the proposed risk reduction process plan were followed while
doing the evaluation of criticality impacts for both technology and people testbed assets.
This was implemented in two stages corresponding to two different time-intervals: current

(t1) and enhanced (t2) times. This is to reflect the time-dependent variations of risk levels
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in the testbed environment and demonstrate the usability of the process plan for security

risk reduction.

8.3.1 S2R-CIPA Steps 1, 2, and 3.

In Stepl: Assets Vulnerability Analysis, NESSUS vulnerability scanning tool was used to
scan the testbed network for vulnerabilities. A questionnaire workforce capability
assessment tool was used to evaluate the vulnerabilities of the six-member workforce that
were adopted as part of the testbed environment constituents. These were done in the
context of security knowledge and security skills as described in chapter 7. Since there
were available data from initial security capability evaluations of this workforce group from
chapter 7, the data was used to represent the initial states (t1) evaluations with no recourse

to repeating the process.

In Step 2: Impact Points (IPts) Identification, quantitative attributes were determined for
the identified security vulnerabilities. In technology assets, these referred to all severity
score attributes of all the vulnerabilities identified during the vulnerability scanning stage.
These were derived from the criticality impact computation of each vulnerability using
dynamic severity scores, probability of attacks, and functional dependency attributes. In
the people assets, it involved deriving the associated vulnerability attributes of each
workforce member following the process of workforce cyber security capability evaluation.
In both cases, numeric values were derived to represent the potential magnitude or impact

of the vulnerabilities in the assets.

In Step 3: Establishing Critical Impact Points (CIPts), some baseline requirements were
first set for both asset groups. Technology asset security baseline was set to Low. This
relates to the outcome of severity ratings from vulnerability scanning. It implied the
tolerable or acceptable severity level for technical vulnerabilities in the testbed
environment. This was used to establish CIPts for technical vulnerabilities. The CIPts
included any vulnerability whose severity rating was categorised as being above low, i.e.,
medium, high, and critical severities. For the workforce asset, the security baseline was
set to low as well, so that any vulnerability rating that was above the low priority-ranking
groups was considered a CIPt. This corresponds to the high security capability score
grouping in workforce security evaluation. Critical Impact Points (CIPts) were identified in

relations to the prescribed security baselines in both asset groups.
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8.3.2 S2R-CIPA Step 4

In Step 4: Implement Controls, the CIPts identified in step 3 were reviewed and available
security control implementations were deployed to resolve some of the CIPts. For
example, the PLC had a vulnerability ‘V1’- “SNMP Agent Default Community Name
(public)”, which indicated a ‘High’ severity rating. This vulnerability could enable gaining
of information about the PLC, sufficient to enable unauthorised changes to configurations
in the PLC. NESSUS results also indicated that exploits for this vulnerability were available
on the Metasploit Framework. Recommended correction approach for this vulnerability
was followed. The default community string value for the SNMP Agent was changed from
‘public’ to ‘private’ through the device configurations ‘totally integrated portal’ (TIA). With
the new settings, the SNMP Agent responds to the ‘GETBulk’ request with an error
message, which eliminates the vulnerability at the enhanced state (t2) vulnerability scan
of NESSUS. The extended 1/0O module also had vulnerability labelled ‘V2’, which was like
the PLC vulnerability. The vulnerability had similar base severities, but different criticalities
ratings. Control was established to address this vulnerability using similar approach as the
PLC. Secure reconfiguration of the I/O module was done via the TIA portal settings
platform. The vulnerability was also resolved. Appendix A-18 presents a summary of the
security vulnerabilities discovered from NESSUS scan, and those that were resolved in

the CIPt class as part of implementing step 4 of the S2R-CIPA risk reduction process plan.

For the people vulnerabilities, key vulnerability themes where the workforce expressed
significant weaknesses in skills include: Credentials (Password) Management and
Security, Malware (Virus) Detection and Management, Removable Media and Email
Security, and Patch (update) management. Significant weak knowledge areas include;
awareness of available security control measures, and knowledge of self-duties and
responsibilities towards overall system security. To address the vulnerabilities in these
areas, an informal security awareness in carried out in line with the UK “10 Steps to Cyber
Security” (UK-Cabinet-Office, 2012) guide relative to the identified weak areas/themes.
This was done from a capacity building point of view to help the workforce members
understand better and improve in the areas identified. For example, in Removable Media
Controls, the potentials for getting compromised via infected removal medias were
outlined and explained. The security risk related to the lack of removable media control

include: Loss of sensitive organisational information, introduction of malware into

177



organisation systems, and reputational damage. Specific risk control techniques such as:
limiting the use of removal medias, scanning all media for malware on standalone system
before connecting to organisation network, non-use of unofficial media, encrypting
information held on media, and proper media reuse and disposal policies. The need to
adopt proper media protection and management policies and adequate awareness of user
responsibilities were discussed. In similar way, security risks and control techniques
related to all other identified weak areas were discussed before the enhanced state
evaluation of workforce capabilities was engaged. Appendix Table A-19 also presents the
Impact Point enumerations of the current state evaluations based on the prescribed
security baseline. Appendix A-20 presents the enhanced state enumeration after the

application of control actions.

8.3.3 S2R-CIPA Step 5

In Step 5: Evaluate Reduction, the enhanced state evaluation process was initiated after
step 4 of the current state process. This was necessary since there were no prior multi-
state assessment and security data that could have been used for comparative analysis
and the evaluation of reductions. To evaluate reduction, metric results derived from the
enhanced state evaluation activities were contrasted against the metric results from the
current state evaluation. The metrics data represented security states from which risk
states can be derived. Appendix B-14 presents a summary of the evaluated testbed

vulnerability reduction outcomes for both technology and people constituents.

For the technology group assets, there were reductions at component-level vulnerability
occurrences. From Figure 8-2, there were reductions in the number of security
vulnerabilities in most of the technology components at the enhanced evaluation stage,
after associated controls were implemented. For example, the PLC had 1 vulnerability at
the current t1 state and O vulnerability at the enhanced tz state. The Control Workstation
had 12 vulnerabilities at t1, and 8 vulnerabilities at t2. Similarly, the Ethernet switch had 6
vulnerabilities at t1 and 4 vulnerabilities at t2. The differences in vulnerabilities between
the two states t1 and t2 indicated the elimination of critical impacts that translate to the

reduction of associated security risks.

From aggregate results perspectives in Figure 8-3, there was a 40% reduction in the total

number of technology-based vulnerabilities. It is worth noting that the reduction of
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vulnerabilities was on the bases of the ‘weakest-link-first’ approach. Hence, the 40%
reduction included the potentially most impacting technology-based vulnerability based on
derived vulnerability criticality impacts. In terms of the sum of criticality impacts at each
evaluation stage, it is shown in Table 8-2 that there were reductions from 4.444 at ti to
2.493 at t2. This also corresponds to a 43.9% decrease in overall security criticality
impacts. At t1, the weakest link was attributed to the control workstation component, which
had a criticality impact of 0.403. However, at the enhanced state, the weakest link shifted
to the ethernet switch with a lower impact criticality index of 0.364. This indicated weakest
link reduction by 0.038 (9.5%). These statistics point to a reduction of potentially high-

impacting security risks.

Table 8-2: Summarised Technology Risk Reductions

Current (t1) Enhanced (t2)
Weakest link Control 0.403 Ethernet Switch | 0.364
Workstation
Sum of Im_pact Criticalities 4.444 2493
for all devices
Reduction 1.951 (43.91%)

For the workforce group assets, reduction variations in individual vulnerability scores can
be observed from Figure 8-4. Those that recorded significant reduction in vulnerabilities
after control implementations were identified. These reductions translate to a
corresponding improvement in security capabilities. For entity-level reductions, the
number of impact points (IPts) remained steady for both current t1 and enhanced t2 states
evaluations. Both states yielded 6 IPts each. The unchanged occurrence of IPts was
because all the workforce members still expressed some measure of security
susceptibilities. These vulnerabilities expressed some potentials that can still be exploited,
thus, were considered impact points. However, for the CIPts, comparison against the
defined baseline indicated a significant change. At the current t1, 3 (50%) of the workforce
members were below the baseline. These had their security capability and vulnerability
scores categorised in the ‘moderate’ groups. At the enhanced tz state, there was only 1
(16.7%) workforce member categorised under the ‘moderate’ capability and vulnerability
groups. All the others where in the ‘high capability-low priority’ groups. This indicates an
improvement in workforce security capabilities, also demonstrated by an increase in the

number of ‘Non-CIPts’ from 3 to 5 (see Figure 8-5).
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Figure 8-2: Component-Level Vulnerability Reductions

Workforce Individual-level reductions can also be observed as shown in Figure 3 For each
of the workforce members, the associated vulnerability score in the enhanced state t> were
lower than the score in the current state ti1. This suggest that after the informal security
awareness and training guide, all the workforce members improved in security capacity
and correspondingly reduced their vulnerability levels. Comparing the weakest link
attributes of the two evaluation states t1 and t2, workforce with ID WF03 was considered
the weakest link with a vulnerability score criticality of 0.668 at the current state t1. At the
enhanced state t2, the same workforce member (WF03) retained the weakest link position
with a vulnerability score of 0.351. But as can be observed, the t2 vulnerability score was
much lower than the t1 score. This represents a significant reduction in vulnerability
potential of the workforce by 47.4% (0.316).
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Figure 8-3: Aggregate-Level Vulnerability Criticality Reductions

8.3.4 S2R-CIPA Steps 6 and 7

Step 6 and Step 7 (Periodic Verification of Controls and Documentation) required that the
security controls deployed to resolve the vulnerabilities in the PLC, Extended I/O Module,
Control Workstation, and Ethernet Switches, all conformed with updated security trends.
Since, the verification was done at about same time with prior processes, no
inconsistencies were observed. The adopted security controls were still the recommended
solutions as at when the verification was done, hence, there were no significant areas of

updates required.

Step 7 involved the proper documentation of all the data obtained from the evaluation
process. These included, current and enhanced states vulnerability records, their criticality
attributes, the controls deployed, and the comparative analysis results of reductions. In
the case of a future security evaluation. The results of the enhanced state evaluation

would be used as the basis for comparative and risk reductions analysis.
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8.3.5 Analysis and Summary

The results from evaluating security risk reduction suggests that reduction can be
achieved from both technology and people (workforce) perspectives, and at different
levels. Following the open-nearly closed-closed model, it can be observed that significant
security reductions were achieved at both component-level and aggregate-levels for the
technology entities. After system security enhancement that was guided by the
prioritisation of criticality impact, some initially open attack entity doors were closed in the
PLC and extended I/O module of the testbed. In the Control Workstation, 4 attack entry
doors including the most impacting were closed. This left fewer than initial less-impacting

attack entry doors open.

From the people perspective, the ‘nearly closed’ attribute applied since each of the
workforce was seen to improve in security capability. However, the vulnerability capacity
of each workforce did not close-up completely. This indicates a ‘nearly close’ door
characteristic since there were still partial opening for possible exploitations. Viewing risk
reductions through the ‘open-nearly closed-closed’ viewpoint presents some advantages.
If an attacker’s resource investment and target is solely pointing towards specific
vulnerabilities, closing-up such target vulnerabilities hardens if not make impossible the
process of an attack. McQueen et al, (2006) considers the approach to be seemingly
optimistic in nature since it adopts a linear relationship between vulnerability occurrences
that overlooks other crucial factors such as the exploit complexity of vulnerabilities, and
the attacker type. In this work, we believe that these factors have been considerably
addressed by the use of dynamic temporal and environmental metrics attributes, rather
than the usual base score metric used by McQueen et al, (2006).

In summary, of the five questions expected to be addressed by the S2R-CIPA process

plan, Table 8-3 is used to describe where these questions were addressed by the various
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components of S2R-CIPA. How the questions are addressed are also described to provide

a clear ICSE security risk reduction process plan.

Table 8-3: S2R-CIPA Mapping to Objective Questions

Questions Process Plan Approach for Questions Resolutions
Component
The use of vulnerability databases for
Stenl: scanning networks supports the process
- of identifying security vulnerabilities in
_ Perform Asset
(1) What security technology assets
- e (Technology
vulnerabilities exist in the and People)
assets of an ICSE? p Workforce Security Capability
vulnerability . .
. evaluation can also be used to derived
Analysis

vulnerabilities in humans within the

ICSE

(2) Which technology
components retain the
vulnerability if exploited can
cause the highest impact

Step 2:
Identify
Security
Impact Points

Establishing security baselines for the

criticalities in both technology and
people entities can support the
identification of the impacting

2

9

IS

<

()

S

>3

(&}

a

o
on the ICSE? @ | vulnerabilities. The highest impacting
(3) Which workforce Step 3: '% vulnerabilities and components can then
member is most Estgbl'.sh 2 | be derived while comparing each

| =, . - .
susceptible and more likely . g impacting vulnerability against the
. Critical Impact .
to fall victim to human- o L | baseline.
Point limits 3

targeted attacks? =
(4) What security controls o Following standard security guidelines
can be employed to resolve ; and best practices for
the most critical and Step 4: © | system/component hardening and
impacting vulnerabilities in | Implement ?-). defence-in-depth targeted the highest
both technology and Controls & | impacting vulnerabilities can support
people components of the improved security.
ICSE.
(5) What significant Obtaining the Vulnerability and Impact
vulnerability and risk Step 5: changes between the current and
reductions can be achieved | Evaluate enhanced state evaluations of Impact
from applying identified Reductions and Critical Impact Points supports the

security controls?

determination of risk reductions
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O DISCUSSIONS AND CONCLUSIONS

9.1 Appraising ICSE Cyber Security Landscape

One of the findings from the literature review on security control applications in the ICSE
involves a false sense of security often presumed by the operational technology (OT)
workforce. The results suggest that industrial workforce often think they cannot be victims
of cyber-attacks since they do not directly operate on the internet/cyber domain. This
group are also often unaware of the various ways cyber-attacks can be initiated against

them or the infrastructure they operate.

Another significant finding from the literature is the misplacement or lack of understanding
of the attack direction changes within the ICSE following incident records. This may have
been the reason most available security solutions were perceived to be non-holistic in
covering all aspects and dimensions of security with the ICSE. A trend analysis of attack
patterns to security control methods showed some variations. While defensive security
direction inclined towards consolidating technology-oriented patterns and solutions to
enhance security, attack direction inclined more towards exploiting people (human-factor)
patterns and incapability to sabotage security. Security solutions in this direction would be
considered timely and valuable. Understanding and responding to this disparity and need

can make the difference between an effective security solution and a less effective one.

The demonstration of cyber-attack on ICSE network using the testbed approach indicates
that the range of cyber security threats and vulnerabilities span both IT and OT
infrastructures, and can easily be compromised. It further demonstrated the need for
adequate ICS-specific security awareness and control improvement through varied
aspects relating to criticality and impact analysis that can support effective prioritisation of

control efforts and implementations to achieve a possible optimum security outcome.

9.1.1 Security Metrics Framework Development

Following the analysis of research findings, a novel Operational Security Metrics
Generation framework for ICSE was proposed. The framework provides a unified and
purposeful guide for generating security metric quantities in relations to specific security

requirements.
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that can be applied when measuring certain security perspectives within the ICSE. The
framework offers a conceptual and step-wise outline for selecting appropriate security
metrics and their associated specification profiles to support effective and more relevant
security evaluations. Building on the limitation of similar existing methods, the framework

offers improvements in the aspect of adaptability and repeatability.

The framework had three main phases: target definitions, objective definition, and metrics
synthesis. Target definition involves the outline of security dimensions (capability or
vulnerability), ICSE segment of interest, and constituent. Objective definition involves
identifying desirable security requirements, together with a contextual description. This
phase enables an understanding of the security characteristics of the system to be
measured and contributes to providing a knowledge-base for the varied security
objectives. Metrics-synthesis involves the process of outlining the control capacity
directions that can be adopted (proactive, reactive, or both), indication of how certain
security metric values can be derived (measurable or computable) and the metric

specification profile that provide a description of the metric characteristics.

An instance of the application of the framework was demonstrated using the people
(human) entity dimension. This served as a first-level (initial) validation of the framework
from a practical formative decomposition approach applied on a case study scenario. The
case study was used to demonstrate how the proposed framework can be applied to a
real scenario in the industrial environment to generate security metric quantities. Thus,
the human security capability scenario emphasised an example of the framework’s
generalisability, and aptitude to handle and direct the development of security metrics. To
further consolidate on the validity of the proposed framework, a second-level validation
was conducted using expert elicitation through an online questionnaire (survey)
technique. This approach was used to gain expert opinions on the framework’s structure,
its suitability to meet the requirements of supporting security metrics development, and
validity of its output. The results of the two validation approaches of the proposed
framework showed that the framework was supportive of the target objective for its
development. Also, the results from the validation were used to drive improvements on
the framework. These guided the identification of effectiveness and limitations of the

framework.
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9.1.2 Technical Vulnerability Impact Analysis

Based on the analysis of research gaps, and in relations to existing works, a novel
probabilistic Multi-Attribute Vulnerability Criticality Analysis (MAVCA) model is presented.
MAVCA provides a means for obtaining improved insight into vulnerability impacts and
how they can cascade through an ICSE network domain. This can be achieved by
considering multiple dynamic attributes of technology-based vulnerabilities, and their host
environments (components and systems). The improved insights are then used to proffer
solutions in the form of improved vulnerability resolution approaches built on an improved

estimation of security impacts associated to vulnerabilities with an ICSE network.

MAVCA provides value to security analysts and system owners by proffering basis for
prioritising security controls and responses based on estimated magnitudes of severity
impacts. This can be achieved through a step-by-step approach for enumerating

vulnerability exploit and impact potentials.

CVSS temporal attributes of vulnerabilities and their respective probabilities of exploitation
constitute valuable input variables in the evaluation of vulnerability exploit potentials.
CVSS environmental attributes of vulnerabilities and the functional dependency attributes
of vulnerability host components also constituted valuable input variables in the evaluation
of vulnerability impact potentials. Exploit and impact potentials are combined to achieve
criticality indices associated to vulnerabilities within the ICSE network. The criticality index
attribute indicates the potential cascading functional impacts that may occur when an
associated vulnerability is successfully exploited.

A probabilistic approach was used to evaluate the criticality index since it was impractical
to accurately determine the impact of attacks. Accuracy in this regard may only be
possible if several other factors within and outside the network environment are
considered. The criticality index represents a measure of likelihood for an estimated
impact scale considering factors from the user/defender point of view while assuming the
worst-case scenario from the attacker’s perspective. Understanding the cascading
negative impact magnitudes associated to all vulnerabilities, especially those classified as
‘critical’ from traditional CVSS ratings, can support the process of identifying the most

critical vulnerability, host component, and system. It can also provide basis for prioritising
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security control and response measures to achieve an optimum security outcome each

time security control/response becomes necessary and is engaged.

The MAVCA evaluation model was validated on a testbed environment, to demonstrate
the model’s usability and workability within an industrial network use case. Applications
underscore the identification of technical vulnerabilities on the network, characterisation
of vulnerability impact magnitudes, identification of the weakest link, and setting priority
for security controls and responses. The accuracy and validity of results depended on the
credibility of the testbed as representative of a real ICS network. This credibility is satisfied
using minimum acceptable design requirements from standards. The results of the
validation also revealed areas of improvements as well as the limitation of the model.

These indicated prospective areas where further research can be engaged.

9.1.3 Human (Workforce) Cyber Security Capability and Vulnerability
Evaluation

Following the analysis of research findings, a novel quantitative human-factor cyber
security capability and vulnerability evaluation model was proposed. In the ICSE, learning
the capability states of the human constituents (workforce) to appropriately recognise and
respond to cyber intrusion events within the ICS environment enables insights that can

support effective security improvement efforts.

The proposed capability evaluation approach was modelled based on two human-factor
security attributes: security knowledge and security skills. The model was aimed at
providing an approach to quantitatively evaluate and determine the security-complaint
weak-links amongst a group of human industrial workforce. The model also helps to
identify the security capability and vulnerability domain areas where a majority of the
workforce express weaknesses. This can help to direct strengthened actions on a first-

line defence against human-targeted security threats and breaches in the ICSE.

The proposed model offered a five-step evaluation process: definition, data collection,
formulation, representation, and attribution. At the definition stage, guided security
standards and best practices are defined, as well as; security baseline requirements for
security knowledge, skills, and personalised capabilities. At the data collection stage, a
test-style questionnaire tool is used to gather information from industrial workforce about

their security knowledge and skills in relations to defined baseline requirements. At the
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formulation stage, the results/data from the definition and data collection stages are fed
as inputs into the model evaluation functions to derive knowledge, skills, and personalised
security capabilities and vulnerabilities measures. This represents a gauge of the security
levels of the workforce. At the representation stage, charts and tabular structures are used
to visualise and represent the capabilities and vulnerabilities derived from the prior stage.
The identification of the weakest link capability and the adoption of appropriate
remediation measures are accomplished at the attribution stage. Depending on the
objectives, appropriate reviews and repetition of the process may be engaged to optimise

security capacity levels while reducing vulnerability levels in the industrial workforce.

The proposed human-factor (workforce) security evaluation model was validated using an
assumed real-life case environment involving actual industrial environment workers from
different industrial sectors. A test-based online questionnaire-style approach was used to
gather data from the workforce respondents about their cyber security knowledge and
skills. The UK 10 Steps to Cyber Security guide was used as a guiding standard, because
it offered a general security requirement that can support the improvement of cyber
security within organisations, a knowledge of which was necessary for organisation
personnel. The result of the workforce evaluation showed the model’s usefulness to
achieve workforce security capability evaluation. The result was presented as part of a
paper in a conference, where expert views were received. Although the model was
generally judged as usable, the comments from security experts revealed the extent of
effectiveness and limitation of the model. Some of the limitations were addressed through
further work and improvements on the proposed model.

9.1.4 Security Risk Reduction through Vulnerability Analysis and Critical
Impact Point Process

Based on the analysis of research gaps from literature, and in relations to existing works,
a Security Risk Reduction through Critical Impact Point Assessment (S2R-CIPA) model
was proposed. The case for this type of approach was made following evolving security
trends where threats now target and exploit security vulnerabilities in both technical and
human entities within the ICSE. The need for security assessment to include both
technical and human-factors has become more relevant. S2R-CIPA provides a holistic
approach for reducing security risks in the ICSE by ensuring that both technical and

human-factor vulnerability and security impact points are considered in security analysis
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procedure. This can support the early or proactive employment of appropriate security

controls and countermeasures to forestall future occurrences or reduce negative impacts.

The proposed S2R-CIPA model assumes that security risk level is proportionate to
security vulnerabilities and their impacts on overall system functionality. These impacts
are often aggravated by the interactions between technologies and human operators that
constitute the ICSE. On the other hand, security risks also relate to the criticality levels of
the vulnerabilities that exist in both technologies and human entities. Thus, the S2R-CIPA
process plan provides a flow guide for evaluating the attractiveness and criticality impact
of ICSE assets (technologies and humans). These assets function and interact to enable

industrial operations in the ICSE.

The dataset used for describing the nature of security vulnerabilities and risk reductions
were derived from a testbed and theoretical scenarios that were structured to include both
technology and people entities. Computational approaches were used to derive the
potential impact criticalities associated to vulnerabilities in the two-entity groups, and the
outcomes were used to derive linear-oriented security risk reductions. The process of
vulnerability identification, criticality evaluation, and risk reduction were built upon widely
recommended approaches and guidelines in vulnerability analysis, security impact
analysis, dependency analysis, and risk assessment. These drive risk reductions in the
ICSE assets; technology and process that retained highly impacting vulnerabilities, and
whose exploitation can potentially cause negative consequences that are critical to the
functions of other components and the ICSE at large. These are used to infer reduction
rates in security risks attributed to the vulnerabilities in identified assets following the two-

stage process flow and comparative analysis.

Numerical results obtained suggest that security risks are associated to attributes of asset
entities that function in an ICSE. The relationship between security risks and functional
entity attributes is quite coherent to normal security predisposition, and emphasises the
types of control strategy, action, and implementations required to effectively reduce
security risks to as much as possible. For example, the process plan demonstrates the
dynamic nature of technology security vulnerabilities in response to difference or changes
in the host evaluation environment. This, combined with the variations in functional
dependencies of each technology component hosting a vulnerability, further influences

the security impact criticalities that can ensue. The impact criticalities may only change

190



positively if consistent efforts are engaged and maintained to harden security in
components through reconfigurations, installation of security updates and patches, or
disabling unused services, etc., once new vulnerabilities are discovered. Further positive
changes in impact criticalities can be enabled by multiple evaluation and control
implementations. A reduction in component-level or aggregate-level criticality impacts can
be considered as reductions in security risks associated to the respective vulnerabilities.
Similarly, the process plan also demonstrates the dynamic nature of workforce security
vulnerabilities, and how this translates to security risks. Vulnerabilities in the workforce
suggest limitations in security knowledge and skills for effective response to security
scenarios. These can be reduced following systematic identification of potential weak links
whose vulnerability levels exceed the tolerable baseline and identifying the prominent
weak areas/themes. Security vulnerability blocking activities can then be engaged

targeting the less most vulnerable workforce, and the weak security areas.

In general, S2R-CIPA model suggests the need to strengthen the weakest-links in both
technology and people entities of a system. This constitutes an improvement to the usual
approach of focusing solely on technology component securities. The model also
emphasizes the importance of maintaining a view of security vulnerabilities from both
technology and people perspectives, as a means towards gaining a wider and better
understanding of overall security susceptibilities within an ICSE. Considering either
perspectives singly and separately does not provide sufficient disposition about
environment security postures and risks in an organisation. The process plan also re-
echoes the significance of selective security remediation of vulnerabilities and risk
reduction, which are based on prioritised associated security impact criticalities. This
offers a means for achieving resource-effective appropriation of security controls and

improvements.

9.2 Key Research Contributions

This section presents key contributions of this research in line with defined research

objectives.

From a combination of conference interactions and reviews of literature, a critical analysis
and description of the landscape of security issues and risk enablers in ICSE was

achieved. Knowledge gaps related to; (i) the misalignment or lag in current security
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approaches to include human-factor evaluations, (ii) their insufficiency to address the
dynamic and growing attack patterns in ICSE, (iii) security awareness and capability
enhancements of the workforce, (iv) security metrics generation, and (v) estimation of
vulnerability impacts with dependency attributes inclusive, all form parts of current

reflective fissures highlighted, and which require research attention.

A prior and clear understanding of these issues and their implications to improved security
in ICSE can assist both the academia and industry in characterising the relevant security
dimensions, types, and scope to engage in certain application contexts. For the academia,
it provides a wide overview of potential security research and development areas that can
be explored to improve security. For the industry, it will help the engagement of
appropriate and encompassing security analysis, threat and vulnerability identification,
and the development or adoption of new and suitable mitigation and control efforts to

improve security and productivity.

Exploring cyber security vulnerabilities and their exploitation potentials in ICSE was
achieved using a small-scale shop-floor ICS testbed network comprising actual industrial
components. Both insider and outsider threats and attack scenarios comprising
vulnerability assessment, denial-of-service (DoS), privilege escalation and System Hijack
were experimented. The outcome shows that ICSE networks can be reached and
exploited by motivated and determined malicious actors. Thus, the need for security
improvement solutions in line with the issues outlined above. Achieving these support, the

fulfilment of research objective 1.

9.2.1 A list of good characteristics for security metric frameworks

The fulfilment of research objective 2 contributes to knowledge by providing information
related to the characteristics of good security metrics development methodologies
following the prior lack of such precise information in literatures with respect to ICSE cyber
security. The proposed characteristics include: scope-definitive, objective-oriented,
reliable, simple, adaptable, and repeatable (SORSAR). The outlined characteristics can
be used as criteria and guiding basis for identifying, selecting or adopting trustworthy
metrics generation methods. They can also assist with the development of new

methodologies where needed. The metrics characteristics also provide insights to
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possible criteria that can be used to evaluate the reliability and up-to-date nature of

existing security metrics development tools and methods.

With these characteristics, future research paths in the areas of security metrics
methodology validations are opened, as well as future security metric development

advances.

9.2.2 A framework to guide a holistic generation of security metrics

The fulfilment of research objective 2 also contributes to knowledge by introducing a novel
ICSE-centric framework for Operational Security Metrics Generation (OSMG). The
framework demonstrates adherence to the proposed security metrics methodology
characteristics. It offers new insights on metrics development requirements to security
metrics developers and industrial owners, following the lack of such clarity in existing

methodologies to suite the nature of ICSE security.

The new framework proffers knowledge using analytical means to describe the factors,
dimensions, and scopes to consider while engaging the process of generating security
metrics for the ICSE. The framework incorporates several essential framework
components and features such as security environment dimensions, security objectives,
and control capability variations, which collectively offer a more detailed and clearer
guidance for the development of security metrics in ICSE. It will assist security metrics
producers and consumers within industrial organisations to derive robust and suitable

metric quantities for measuring security capabilities or vulnerabilities.

9.2.3 A novel approach for evaluating and prioritising technical security
criticality impacts

The fulfilment of research objective 3 contributes to knowledge by providing a new
probabilistic Multi-Attribute Vulnerability Criticality Analysis (MAVCA) approach that
combines dynamic attributes of vulnerabilities with attack graph probabilities and
functional dependency attributes. This combination, not found in any prior works reviewed,
can be used to better evaluate security criticality indices of technical vulnerabilities in ICS
networks.

The proposed MAVCA model provides a sound theoretical concept to the development

and application of security metrics, and their combination with dependency and probability
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metrics. The combination can help to realise more realistic security viewpoints like
severities and cascading impacts in response to recurrent environmental changes. The
proposed approach can assist organisations to effectively analyse the criticality impacts
of security vulnerabilities, and resolve the uncertainties often introduced by the multiplicity
of the same vulnerabilities in different assets, and the same base severity ratings for
different vulnerabilities. The model also supports easy prioritisation of security controls to

obtain the best possible security control improvement per remediation time.

9.2.4 A novel approach to evaluate and prioritise human cyber security
capabilities.

The fulfilment of research objective 4 contributes to knowledge by proposing a novel
approach to characterise and quantify human-factor security capabilities based on
security knowledge and security skills. It also supports the identification of potential
security weakest links amongst an evaluated industrial workforce (human agents). It
involves concept description and capability evaluations with reference to defined security
standards, guidelines, and baseline requirements. The methodology then prescribed
control interventions that are based on discovered weak links and weak security areas.
For the industrial organisations, the approach proffers a means of measuring the
effectiveness of continuous cyber security awareness, tailored and resource-effective
security control and remediation efforts, and speeds-up cyber security risk-related

problem-solving with the best possible results.

9.2.5 A novel approach for security risk reduction

The fulfilment of research objective 5 contributes to knowledge by introducing a security
risk reduction process flow based on vulnerability and impact analysis. The proposed risk
reduction process presents a novel Security Risk Reduction through Critical Impact Point
Assessment (S2R-CIPA) process model, which abstracts from traditional Hazard Analysis
Critical Control Point Process (HACCP) concepts and principles. The proposed S2R-CIPA
model supports risk reduction based on time-dependent evaluations stages, incorporating
both technical and human security evaluations. The level of generalisation provides
detailed information to support the process of performing security vulnerability discovery,
analysis, impact criticality analysis, weak link identification, and prioritised control

implementations across the entities that function in an ICSE.
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9.3 Research Limitations

This research focuses on investigating the development of security solution approaches
(techniques, frameworks, and models) that can be adopted towards improving cyber
security in the ICSE using manufacturing as a case study. However, there were some
limitations to the study. From a generalised perspective, the research explored security
concepts that can be typically applied to already active and operational modern
(IP/Ethernet-enabled) ICSE. It essentially exemplified a ‘security-in-operation’ - (SiO)
concept rather than a ‘security-by-design’ (SbD) concept. In this research, SiO is used to
describe the concept of introducing, adding, or improving security capabilities to an
existing and already operational system, which were otherwise not included in the design
process and stages of the system. This differs from ‘security-by-design’ concepts where
security capacities are included in the initial design structure and process of a system. It
involves critical reviews of cyber security issues in the ICSE, the evaluation of existing
operational ICSE with view to identifying security vulnerabilities in the domain, which relate
to the entities that constitute the ICS domain (ICSE). Thus, the outcomes of this research
may not be aptly suitably while considering security solutions at the initial design and
development stages of ICSEs. Outcomes focus on understanding the damage
implications of existing vulnerabilities and determining what can be done to optimally
improve security from both technology and human-factor vulnerability perspectives within
an ICSE that has been operational prior to the emergence of security issues or have been
upgraded via integration with IT infrastructures to improve performance and productivity.

Other specific research limitations are discussed accordingly.

i. Framework for Operational Security Metrics Generation: - The Operational
Security Metrics Generation framework did not directly consider the requirements that
related to safety within the industrial environment. Hence, the framework might not be
directly (literally) suitable to cater for metric developments for enhancing operational
safety in ICSE. Although safety is considered relevant and mutually related to security,
the concepts and phenomena that characterise safety within the ICSE is not within
the scope of this research. There is also the potential for not gaining accurate
information from the survey part of the work, and upon which more accurate

inferences could be drawn on the status (awareness and diagnostic abilities) of
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industrial/manufacturing personnel with respect to cyber security. This may limit the

accuracy of findings.

Technical Vulnerability Impact Analysis: - From the technology and risk security
evaluation perspectives, the effectiveness of the research outcomes depends on the
ability to distinguish sufficiently and correctly between normal system functionalities
and(or) human responses, and the outcome of a malfunctions introduced by inherited
perturbations from connected and trusted assets. The effectiveness of outcomes also
relies solely on known or identified technology-based vulnerabilities, their exploit
potentials, and the dynamic nature of impacts due to control and environmental
changes. These, combined with the lack of generic ICS-oriented vulnerability
scanning and assessment databases/tools introduce a likelihood of missing-out
certain ICSE technology vulnerabilities that may not be contained in the IT-oriented
vulnerability databases used. The reliance on known and documented technical
vulnerabilities and their associated base scores also presents another limitation. This
makes the impact analysis model and process directly unusable for assessing the
impacts of unknown or undocumented vulnerabilities, or vulnerabilities that are not
contained or updated in the vulnerability scanning and analysis tool at the time of use.
Usability of the model then depends on the subjective quantification of undocumented
vulnerabilities. Therefore, accuracy and strength of outcomes are dependent on an
up-to-the-minute status of the vulnerability scanning/analysis database in use, and
often limited by expert subjectivity in the case of undocumented vulnerabilities.
Furthermore, any limitation(s) associated with an adopted vulnerability scoring
protocol/scheme, such as CVSS 2.0 or CVSS 3.0 also typically affect the proposed
approaches. For example, the subjectivity in the determination of temporal and
environmental sub-group metrics in the CVSS scoring system allows for a potential
variability of scores for the same vulnerability. The values would be dependent on the
knowledge, expertise, and interpretation of the security accessors, which may vary.
These could enable inconsistencies from multiple sources, especially due to

uncertainties about software configurations.

Human-factor cyber security evaluation: - From the human-factor security
perspective, there are only a few researches on human-factor security that focus on

characterising and attributing security capacity or vulnerability levels to the ICSE
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workforce. Current research in security performance evaluation of human constituents
within organisations typically focused on comparative analysis of security perceptions.
The aspects of capability attributions using quantitative evaluation methods are under
study and development phases. This implied that the research had to adopt
engagement with experts from both information security and operational security fields
to guide the development and validation process of the research. Also, only
knowledge and skills factors are the only human-factor security attributes considered.
Other human-factor security attributes such as security culture, attitude and
behaviour, perception, policy, and guidelines, which can potentially contribute to
overall workforce security capability are not directly considered due to time and
research scope constraints. Typically, these human-factor security attributes are
mostly characterised by research that are qualitative in nature and include high-level
subjectivity. This typically makes direct quantitative evaluations using a uniform
measuring scale pretty difficult. Effective research in this regard often requires
independent and specialised researches that explore the varied factors and how they

affect security states in human elements.

. Security Risk Reduction: - The S2R-CIPA process plan bears some limitations. It

relies solely on known/discovered vulnerabilities, which also depend on recorded
inputs in conventional vulnerability databases. These databases are not always up-
to-date since updates for new vulnerabilities are included periodically. It implies that
evaluations will most often be as current as the vulnerability database used. There is
the likelihood of missing certain ICSE technology vulnerabilities that are not contained
in the IT-oriented vulnerability databases used. Combining outputs from multiple
vulnerability databases may yield more vulnerability occurrences than using just a
single database. This may also provide support solution to the first limitation. The
proposed S2R-CIPA process plan provides a uniform and integrated evaluation guide
for security vulnerabilities, their impacts, and relevant controls. It supports security risk
reduction based on time-dependent evaluations stages. The level of generalisation is
considered sufficient to provide reasonable and detailed information to support the
process of performing security vulnerability discovery, analysis, impact criticality
analysis, weak link identification, and prioritised control implementations across the
entities that function in an ICSE. We believe that the proposed process plan provides

a useful guide for adopting effective security risk assessment and reduction strategies.
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The research explored metric-driven approaches for security enhancements in ICESs.
Precisely, it investigated the development and utilisation of security metrics from
technology and people (human) perspectives to evaluate ICSE security capabilities and
vulnerabilities, prior to employing security controls and countermeasures. The aspects of
process security metrics, capacity, and vulnerability assessments were not considered
due to time scope and time constraints. Thus, in the actual industrial environment, other
system, or environment-specific process-oriented factors and metrics related to culture,
supply chain interactions, etc., which can affect overall system security are not accounted

for in the metrication concepts presented in this research.

An experimental testbed is used in this research as alternative to directly apply the
research on actual ICSE network. There was a lack of real ICSE to apply the research
objectives. Because of the direct severe consequences of cyber-attacks and intrusions on
ICSEs, and the potential cascading damaging impacts that such consequences may bring
to case study organisations, most industrial organisations are sceptical towards
supporting independent researches that can expose or divulge their cyber security
shortcomings and weaknesses. Moreover, organisations are often opposed to divulging
cyber intrusion incidents that they have fallen to victims to, for fear of losing corporate
reputation, staking clients’ confidence, losing competitive advantage, and exposing their
lack of requisite knowledge and in-house policies for spotting and resolving cyber-attacks.
In using the testbed approach, there were potentials for errors, imprecision, and limitation
of results and outcomes due to the use of free software tools with minimal features,
prototype field equipment, and the absence of a complete and realistic industrial
operational process. Essentially, the testbed experimental results are heavily affected by
the testing environment, which often do not account for all the factors and constraints
feasible in the real industrial environment network. Also, testing environments are most
often highly random and uncontainable. For example, a slightest change such as
temperature and(or) pressure increase around a testbed asset or communication nodes
can affect the communication quality, and thus affect their impacts, which may not be
necessarily due to attack exertions. The precision and validity of potential research
outcomes such as the Metrics frameworks and Security Evaluations models would be
limited to the weaknesses of the modelling approaches adopted. Thus, testbed results

might not clearly represent the exact or true nature of the system in real
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environment/world. However, testbeds still offer a more realistic representation of the

actual industrial network environment than simulation systems.

9.4 Conclusions

This research addresses crucial issues in the industrial control system environment

regarding practical solutions for improving cyber security capabilities. The following points

provide summaries of the main conclusions of this research study:

Cyber security is a growing issue of concern in modern industrial and manufacturing
developments driving the fourth industrial revolution (industry 4.0) and Industrial
Internet-of-Things (110T). The trends significantly impact on operational performance,
productivity, and business continuity in the modern ICSEs by enabling potentials for
interferences and sabotages to normal industrial and business processes.

Increased connectivity of the ICS infrastructure with Information Technology
infrastructures (open standards, protocols, and devices) potentially increases cyber
security vulnerabilities, threats, attacks, impacts, and risk in the modern ICSE. Cyber
security issues in the ICSE can be categorised into three key dimensions, which
include; technology, people, and process fissures. Human actions and(or) inactions
influenced by security knowledge and security skills can contribute to the vulnerability

potentials, and successes of cyber intrusions in the ICSE.

The cyber-attack demonstration corroborates literature dispositions that cyber-attacks
can be executed directly and(or) indirectly against an ICSE network infrastructure.
Typical attacks on ICSE network can cause significant damages or interruptions that
can affect industrial reliability: performance and productivity, and operational safety.
Cyber-attacks on ICSE network can be executed using open source tools and
technologies, and with little cyber intrusion knowledge, skills, and experience.

Relevant and practicable security metrics can be obtained when ICSE owners and(or)
security metrics developers are able to clearly define and describe three key metric
attributes: system scope, security objective of interest, and control capability
dimension. A security metric development methodology that may be considered

robust, strongly mapped to intended security capability objectives, and responsive to
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Vi.

security changes when it conveys the following characteristics: scope-definitive,
objective-oriented, reliable, simple, adaptable, and repeatable (SORSAR). This
means that such frameworks are easily usable, consistent in process applications,
can be verified and tailored to suite various environmental security objectives and

changes.

The proposed Operational Security metrics framework satisfies these criteria and
offers insights (for security analysts and decision-makers) towards learning the broad
developmental dimensions for effectively obtaining security metrics. Effective security

metrics depend on effective metrics development approaches.

In an ICSE security impact analysis, considering and combining vulnerability temporal
(exploit code maturity, remediation level, and report confidence) and environmental
(confidentiality, integrity, and availability requirements) attributes, probability of attack
(vulnerability frequency) attributes, and functional dependency (number of dependent
devices) attributes of vulnerability host components can help provide an easy
approach and basis for resolving typical security control uncertainties caused by the
presence of similar vulnerabilities in multiple components, and similar severity rating
for multiple wvulnerabilities. The proposed Multi-Attribute Vulnerability Criticality
Analysis (MAVCA) model demonstrates how these can be achieved by supporting the
identification of the most vulnerable technology component, and the prioritisation of
countermeasure and security controls based on obtained criticality indices of

vulnerabilities.

The level of security knowledge and security skills are important and relevant direct
human-factors attributes that can contribute to a workforce cyber security capability
state. If an organisation is only as strong as its weakest human link, the least capable
human user in an ICSE potentially represents the security strength of the organisation.
As the capability level of the industrial workforce increases, the overall security state
of the organisation also improves, and vice versa. Evaluating and understanding
workforce cyber security knowledge and skills can help to estimate and attribute
individual workforce cyber security capabilities. It can also help to identify the least

capable human entity (workforce weakest link), identify the specific areas of security
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Vii.

where most workforce members show weaknesses, thus, guide the process of

adopting prioritised security control strategy(ies).

Thus, people (human) cyber security knowledge and skills also contribute capacities
in the improvement of cyber security in the ICSE. This capacity can be improved
through security awareness and training, identifying the specific human with security
weaknesses, and the specific knowledge or skills training needs. The proposed
human-factor (workforce) security evaluation model shows how workforce security
relates to organisational security, and how improvements can be attained via
assessments techniques. Findings suggest that a lack of cyber security knowledge is
as bad as a lack of cyber security skill, and it is a matter of an organisation and(or)
system being only as strong as its weakest link. Potentially, the weaker links there are
in the organisation, the lower the security capacity. Applying a systematic and
strategic analysis of workforce security capacities can spur ICS organisations towards
good and well-informed cyber hygiene. It can help maintain effective responses to

possible cyber security factors through removing or reducing weak links in the system.

ICSE security risks are associated to vulnerability attributes of the entities that function
and interact to keep the ICSE operational. In ICSESs, cyber security risks can be
reduced, and security capability improved by reducing the security vulnerabilities
found in both technology and people (human, workforce) constituents of the
environment. The relationship between security risks and both technical and human-
factor attributes is quite coherent to evolving security predispositions, and can help
highlight the types of control strategy, action, and implementation approach required
to effectively reduce security risks to as low as possible. A reduction in component-
level or aggregate-level criticality impacts can be considered as reductions in security
risks associated to the respective vulnerabilities. Considering both technology and
human-factor vulnerabilities and associated impact criticalities, more encompassing
contexts about security can be improved by identifying and strengthening the weak
links in both technology and people entities of a system. This approach can enable a
selective and more precise security remediation of vulnerabilities, and drive risk
reduction based on prioritised impact criticalities. The technique offers a means for

achieving time and resource-effective appropriation of security controls and
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improvements. This can translate to economic rewards when considered from cost of

security maintenance and management.

In general, improving cyber security in the industrial control system environment requires
solution approaches that consider and combine technical and human-factor security
capabilities and vulnerabilities evaluations. Such evaluations enable the identification of
security weak links, the criticality of impacts associated to their weaknesses, and provide
bases for strategic and effective prioritisation of security controls. This research
underscores the significance of security capability and vulnerability evaluations
(assessments) in relations to the entities that constitute and interact in the ICSE.
Evaluations offer a means to learn the security state of an ICSE entity with reference to a
standard or desired baseline and providing bases for more productive decision-making.
Security capability and vulnerability evaluation can be considered as the first line of

defence in the processes of attaining security assurance.

In relation to the manufacturing control system environment, cyber security vulnerabilities
may exist in technology and human entities that constitute the operational environment.
These make cyber-attacks to be feasible anywhere in the production system setup and
lifecycle. A holistic security metrics development approach, and a guided enhancement of
security capabilities in both technology and human constituents through evaluation; can

contribute to a significant improvement of cyber security state in the ICSE.

9.5 Future Work

This PhD research has also identified some open areas of research that can be
beneficially furthered in the areas of improving cyber security in the industrial control

system environments.

The categorisation of security issues in the ICSE needs to follow a multilateral approach
that considers the different threats, vulnerability, attack patterns, target entities, and
potential impact dimensions that can emerge in an analysis process. Thus, the
development of a comprehensive taxonomy or categorisation scheme for security issues
within the ICSE remains an area that is open for further research. A comprehensive
taxonomy of security issues may assist in the investigation and analysis of relevant and

effective security improvement models and approaches.
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Further research can be engaged to explore the application of the proposed security
metrics development framework to handle the generation of process-oriented security
metrics. This will provide the potential for deeper insights to the strengths or limitations of
the existing framework and hewn a solution path for improvement. Investigations can be
conducted to ascertain the effectiveness of the different security metrics dimensions that
can be derived using the proposed framework. For example: comparing the effectiveness
of achieving improved security using proactive control capability metrics as against
reactive control capability metrics. Also comparing the effectiveness of results between
computable and measurable security metric quantities. Another area of further research
involves investigating the application and efficiency of the proposed framework in an
actual industrial environment and scenarios. These can help consolidate validity and
reliability of the framework to support the generation of effective security metrics in the
ICSE. It will also provide a means of discovering any metric parameters and dimensions
that may not have been considered in the development process, and which indicate
limitations in the current framework structure. This understanding can support further

improvements of the framework accordingly.

Existing parameters used in the dependency modelling part of the MAVCA model are
quantitative in nature. There are prospects for achieving better dependency modelling in
the context of ICSE considering qualitative parameters that extend beyond the boundaries
of an organisation, historic threat and vulnerability data. The MAVCA model can be
expanded to include qualitative parameters especially related to the dependency
modelling part of the model in relations to other dependency models. The MAVCA model
can be expanded into an automated process and software tool with the capabilities of
evaluating and refreshing security criticality attributes (dependency modelling, probability
of attack, security exploitability and impact potentials) by pulling together updated dynamic
security-related information in a consistent manner. Further investigations can be
conducted to determine the effectiveness and scalability of the MAVCA approach for
estimating the security cascading impacts associated to discovered vulnerabilities. Trade-
offs between the accuracy and timeliness of evaluation can be analysed. The potential to
use the methodology or a modified version to evaluate undocumented (non-scored)

vulnerabilities can also be explored.
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ICSs are federated systems, thus, there is a need to investigate models for assessing and
enforcing trustworthiness of system components managed in different structural security
schedules. The issues of trust in such distributed system setups need to be investigated.
The development of trust models to support dependency segregation for different
functional components of a system is an open area for future work. The trust model must
be such that different component of an ICS should be able to achieve self-availability and

reliability, and without a central point of vulnerability impact.

In the human-factor security evaluation perspective, developing an automated evaluation
tool that can be used to replicate and quicken the processes of the proposed approach
presents an area for further work. Another open research involves investigating the
relationship between ICSE cyber security improvement and other indirect human-factor
attributes such as culture, attitude and behaviour, perception, policies and management,
values, and concerns. It will be important to learn of the impacts of these indirect human-
factor attributes to the attainment of improved cyber security in the ICSE. Additionally,
investigations can be furthered on how these indirect human-factors attributes can be
combined with the evaluated direct human-factor attributes (knowledge and skills)
adopted in this study, to achieve a wider viewpoint of human-factor security capabilities
for effective security in the ICSE.

The security risk reduction approach can be further explored in the context of financial
implications. The modelling of cost relationships amongst the various security risk factors
and attributes can be explored to help achieve specific cost attributes in relations to the
vulnerabilities and impacts evaluated. This can help provide the business and investment

case for improving cyber security in the industrial control system environment (ICSE).

Other open research areas include exploring the security-by-design approach for
establishing and improving security in the ICSE. This would involves considering security
as part of initial design processes and structures. The development and application of
adaptive security architecture for ICSs needs to be investigated. This includes considering
the security implication of data placement structures, system control and monitoring.
Further researches need to consider and critically analyse how cyber-attacks affect control
algorithms, and the consequent impact on the physical world. Current security solutions
are quite supportive; however, they are insufficient towards actualising the popularly
prescribed defense-in-depth for ICSE. A clear and in depth understanding of the
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interrelationships and interactions inside the ICSE, and with the physical world can
support improved security capacities such as: (i) better understanding of attack
consequences from the perspective of an attacker who has successfully compromised a
control network, (ii) develop novel attack/intrusion detection algorithms that combine both
technology and human-factor attributes, and (iii) develop novel algorithms and
architectures that enforce cyber-resilience, so that control commands and instructions can
be easily and timely changed or updated in the event of an attack on the ICSE network or

system.
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APPENDICES

Appendix A: Tables

Table A-1: Reviewed Cybersecurity Principles Relative to ICS

SECURITY OVERVIEW AUTHORS SPECIFIC APPROACH/CONCEPT
REQUIREMENT/PRINCIPLES | (I/IMCS, CPS, SCADA)
AVAILABILITY Emphasizes the steadfast, uninterrupted access | (Work, Bayen and Jacobson, | High-availability-driven
and use of information services. 2008)
(Parvin et al., 2013) Multi-cyber security framework based on
Markov Model
INTEGRITY Guarantees that a system performs in the manner | (Wang et al., 2010) Concept representation

it is intended without alteration or manipulation of
information or functionality

(Larkin et al., 2014)

(Madden, McMillin and Sinha,
2010)

Automotive Engine
Management  System
approach

(EMS)  model

(Venkatasubramanian, 2009)

Cpysec solution -
Physiological Signal based Key Agreement
(PSKA).

(Ibrahim and Nair, 2011)

Physical Unclonable Functions (PUFs)
technology solution

CONFIDENTIALITY

The graceful preservation of products/production
(design, process, quality control, supply chain,
personnel) data and information from access by
unauthorised or external entities
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(Wang et al., 2010)
(Wang and Lu, 2013)
(Larkin et al., 2014)

Concept description

(Han et al., 2007)

Concept description and exploration using
humidity detection

(Pham, Abdelzaher and Nath,
2010)

Privacy

Measure perturbation

Algorithm based on mutual information
approach

(Gamage, Roth and McMillin,
2011)

A self-obfuscating, non-deducibility model
composed of simple CPS building blocks.

(Schneider, 2003)

Policy enforcement and adherence
approach




SECURITY
REQUIREMENT/PRINCIPLES

OVERVIEW
(IMCS, CPS, SCADA)

AUTHORS

SPECIFIC APPROACH/CONCEPT

(Amtoft and Banerjee, 2007)

Information flow analysis approach using a
Hoare-like logic.

(Jiang, Guo and Sang, 2010)

Risk-based security profit model using a
Security-Slack based Heuristic Algorithm
(SSHA) for periodic messages.

ACCOUNTABILITY

Ability to ensure unique trace of a user/entity’s
action to the user/entity

(Gollmann, 2011)

Concept description

NON-REPUDIATION

Ability to ensure that an entity is unable to
challenge the authorship of process or instruction
commands

(Gollmann, 2011)

Concept description

AUTHENTICITY

Ensures the substantiation of all ICS-related
processes like sensing, communications and
actuation, and their respective initiators,

emphasizing unpretentious data, transactions and
communications within any computing system or

(Wang et al., 2010)
(Stallings, 2010)

Concept description

process
VERACITY Process measurements and control instructions are | (Gollmann, 2012) in (Krotofil Concept description
truthfully captured from control algorithm | and Gollmann, 2013)
executions without fear of any misguidance from
external sources.
TIMELINESS Any demanded, reported, and distributed | (Zhu, Joseph and Sastry, Concept description

information should not be obsolete but correspond
to real-time

2011)

GRACEFUL DEGRADATION

Ability to localize attack impacts, suppressing
contaminated data flow within contaminated region
to avoid without further escalating into a full-scale
incident.

(Zhu, Joseph and Sastry,
2011)

Concept description

RELIABILITY

Ability to perform intended function(s) for a given
period under a given set of conditions
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(Stamp, Mcintyre and
Ricardson, 2009)

Concept description

(Wu and Kaiser, 2013)

Failure Analysis and Reliability Estimation
(FARE) Benchmarking approach

(Wu and Kaiser, 2012)

Autonomic Reliability Improvement
System  (ARIS); data-centric runtime
monitoring system for improving the

reliability using online evaluation approach




SECURITY
REQUIREMENT/PRINCIPLES

OVERVIEW
(IMCS, CPS, SCADA)

AUTHORS

SPECIFIC APPROACH/CONCEPT

(Mitchell and Chen, 2013)

Probability model based on stochastic Petri
nets for behavioural description of the
attacker-invaded CPS, and an intrusion
detection and response system (IDRS).

ROBUSTNESS

The degree to which a system or component can
function correctly in the presence of invalid inputs
or stressful environment conditions

(Rungger and Tabuada,
2013)

(Rungger and Tabuada,
2014)

(Tabuada et al., 2014)

An abstraction and refinement process
(input-output dynamical stability) model

TRUSTWORTHINESS

The extent to which a system can be relied upon to
perform exclusively and correctly the system
task(s) under defined operational and
environmental conditions over a defined period, or
at a given instant in time

(Boyes, 2013)

Concept description

(Chen, 2010)

Trustworthiness  Evaluation
(Software-oriented)

Approach

(L. Zhang et al., 2013)

Stability rule with which measurement
model using Monte Carlo method
(Software-oriented)

(Anwar and Ali, 2012)

A two tier (blanket) trust-oriented approach

(Stelte and Rodosek, 2013)

Device redundancy  approach for
trustworthiness in WSN

(Tang et al., 2010)

Alarms alerting approach for trustworthy
inferences
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Table A-2: Network Components of Industrial Control System Conveyor

Testbed Setup

S/N

Name of component

Description

Picture

Industrial robot

Fischertechnik 96785 Punching machine
with conveyor belt:
This in an object/item punching robot with a
conveyor belt, two light barriers and a
machining station.

Conveyor/Punching
machine industrial robot -
Fischertechnik (2013)

PLC

Siemens Simatic S7-1200:

This is a basic controller designed for
automation tasks within a small project
scope. Wiring workload (or program)
developed on a TIA portal (Siemens
automation software) can be saved directly
on this device, thus enabling it to control
connected robots independently off a
server.

Simatic S7-1200 -
Siemens (no date)

External /0O module

Siemens Simatic ET 200SP distributed 1/0
system:

This is a scalable and flexible system that
enables the connection of process signals
through an interface module (with a profinet
port); processes /O signals through a CPU
module; can accommodate up to 64 1/O
modules, plugged into passive base units (in
any combination: white, black, light blue or
dark blue) and a server module.

The experimentation system holds two 1/O
modules, 1 input and 1 output, plugged into
white and black base units respectively.

Simatic ET 200SP -
Siemens (2012)

Ethernet industrial

switch

Moxa EDS-408A Ethernet switch:
This is an 8-port Ethernet switch designed
specifically for industrial applications.

Moxa EDS-408A
Ethernet switch
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S/N | Name of component Description Picture
5. Firewall Moxa EDR-810-2GSFP:
This is an industrial secure router with
Firewall designed for Ethernet security
applications that provides an electronic
security perimeter protection for cyber
assets.
Moxa EDR-810-2GSFP
Firewall
6. HMI Siemens KPT700 basic panel HMI:
This is a 7” screen display device designed
for simple HMI applications.
Siemens KPT700 basic
panel HMI
7. Power pack TDK-Lambda DPP240-24-1 power supply

TDK-Lambda DPP240-
24-1 power supply
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Table A-3: CVSS 2.0 Standard Metrics Scoring Values [77]

Metric Metric Value Numeric
Value
Unproven 0.85
Proof-of-concept 0.90
Exploitability (Ex) Functional 0.95
High 1.00
Not defined 1.00
official-fix 0.87
temporary-fix 0.90
Remediation Level (RL) Workaround 0.95
Unavailable 1.00
Not defined 1.00
Unconfirmed 0.90
Report Confidence (RC) Uncorroborated 0.95
Confirmed 1.00
Not Defined 1.00
None 0
Low 0.1
Low-medium 0.3
Collateral Damage Potential (CDP) Medium-high 0.4
High 0.5
Not defined 0
None 0
Low 0.25
Target Distribution (TD) Medium 0.75
High 1.00
Not defined 1.00
Low 0.5
Confidentiality Requirement (CR) Medium 1.0
High 1.51
Not defined 1.0
Low 0.5
Medium 1.0
Integrity Requirement (IR) High 151
Not defined 1.0
Low 0.5
Medium 1.0
Availability Requirement (AR) .
High 151
Not defined 1.0
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Table A-4: Testbed Network Vulnerability and Impact Analysis Data (Nexpose Scan) — (1)

Vulnerability Number Description Vulnerability IP Address Devices Affected Base Bas_e Score
Label Score Severity Factor
CVE-1999-0517 41028 - SNMP Agent Default Community Name (public) V1 192.168.1.2 PLC 7.5 High
CVE-1999-0517 41028 - SNMP Agent Default Community Name (public) V2 192.168.1.4 1/0 Module 7.5 High
CVE-2017-0143, CVE-2017- | 97833 - MS17-010: Security Update for Microsoft
0144, CVE-2017-0145, CVE- | Windows SMB Server (4013389) (ETERNALBLUE) Control .
2017-0146, CVE-2017-0147, | (ETERNALCHAMPION) (ETERNALROMANCE) Vs 192.168.1.11 Workstation 10.0 Critical
CVE-2017-0148 (ETERNALSYNERGY) (uncredentialled check)
18405 - Microsoft Windows Remote Desktop Protocol Control
CVE-2005-:1794 Server Man-in-the-Middle Weakness va 192.168.1.11 Workstation o1
No Vulnerability Number 3529_1 - SSL Certificate Signed Using Weak Hashing V5 192.168.1.11 Contro‘I 2.0
Algorithm Workstation
No Vulnerability Number 42873 - SSL Medium Strength Cipher Suites Supported V6 192.168.1.11 Control 5.0
Workstation
- - . Control
No Vulnerability Number 45411 - SSL Certificate with Wrong Hostname V7 192.168.1.11 Workstation 5.0
No Vulnerability Number 51192 - SSL Certificate Cannot Be Trusted V8 192.168.1.11 Controll 6.4
Workstation
No Vulnerability Number 57582 - SSL Self-Signed Certificate V9 192.168.1.11 Contro‘I 6.4
Workstation
- 57690 - Terminal Services Encryption Level is Medium Control
No Vulnerability Number or Low V10 192.168.1.11 Workstation 4.3
- 58453 - Terminal Services Doesn't Use Network Level Control
No Vulnerability Number Authentication (NLA) Only Vil 192.168.1.11 Workstation 43
- 94437 - SSL 64-hit Block Size Cipher Suites Supported Control
No Vulnerability Number (SWEET32) V12 192.168.1.11 Workstation 5.0
. 30218 - Terminal Services Encryption Level is not Control
No Vulnerability Number FIPS-140 Compliant V13 192.168.1.11 Workstation 2.6 Low
- 65821 - SSL RC4 Cipher Suites Supported (Bar Control
No Vulnerability Number Mitzvah) V14 192.168.1.11 Workstation 2.6 Low
CVE-1999-0511 50686 - IP Forwarding Enabled V15 192.168.1.15 Ethernet Switch 5.8
No Vulnerability Number 42263 - Unencrypted Telnet Server V16 192.168.1.15 Ethernet Switch 5.8
CVE-1999-0517 41028 - SNMP Agent Default Community Name (public) V17 192.168.1.15 Ethernet Switch 7.5 High
OSVDB:125796 76474 - SNMP 'GETBULK' Reflection DDoS V18 192.168.1.15 Ethernet Switch 5.0
No Vulnerability Number 23817 - Modbus/TCP Coil Access V19 192.168.1.15 Ethernet Switch 5.0
No Vulnerability Number 83301 - Modbus/TCP Device Identification V20 192.168.1.15 Ethernet Switch 5.0
No Vulnerability Number Operating System Design Flaws enabling administrative UV1 192.168.1.11 Control

access

Workstation
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Table A-5: Testbed Network Vulnerability and Impact Analysis Data (Nexpose Scan) — (1)

Corrected
Devices Base Exploitability Exploitability Remediation RL Report RC Temporal Temporal
Vulnerability Description Label Affected Score (Ex) Value Level (RL) Value | Confidence (RC) Value Score Score
K1 Ethernet
Default or guessable Switch 10.0 functional 0.95 workaround 0.95 confirmed 1.00 9.025 9.1
CVE-1999-0254 | SNMP community K2 ; )
names: public PLC 10.0 functional 0.95 workaround 0.95 confirmed 1.00 9.025 9.1
k3 I/O Module 10.0 functional 0.95 workaround 0.95 confirmed 1.00 9.025 9.1
. Ethernet
CWE-319 tsrgln’\gﬁi(t:tr:c??r?glaelzr k4 Switch 8.0 h?gh 1.00 workaround 0.95 conf?rmed 1.00 7.6 7.6
text k5 PLC 8.0 high 1.00 workaround 0.95 confirmed 1.00 7.6 7.6
k6 I/O Module 8.0 high 1.00 workaround 0.95 confirmed 1.00 7.6 7.6
Reset Password
Sﬁlcnkg'(;(l))zlity in k7 \?V%T’It(rsc,)tlation 7.9 proof-of-concept | 0.9 workaround 0.95 uncorroborated 0.95 6.416775 6.5
Windows 7
RESOURCE
EXHAUSTION:
CVE-2015-6465 | 2uthenticated users | g Ethernet 6.8 | high 1.00 official-fix 0.87 | confirmed 1.00 5.916 6
to cause a denial of Switch
service (reboot) -
Port 80
k9 Control _ ) )
ICMP timestamp Workstation 0.0 functional 0.95 workaround 0.95 confirmed 1.00 0 0
CVE-1999-0524 response K10 Ethernet
Switch 0.0 functional 0.95 workaround 0.95 uncorroborated 0.95 0 0
k11 HMI 0.0 functional 0.95 workaround 0.95 uncorroborated 0.95 0 0
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Table A-6

: Testbed Network Vulnerability and Impact Analysis Data (Nexpose Scan) — (2)

Access Access Conf Integ : Avail Colat ot
Vabel | Vector | Yestor | iR, | Complex | aun. | Gl | (TN | mpact | (T8 impact | [T | mpact | Damage | pRRRE | (ROS o

Value Value Value Value Value Potential value
k1 gg‘t:vgggk 1.00 low 0.71 none 0.704 complete 0.660 complete | 0.660 complete 0.660 medium-high | 0.4 high
k2 ggé\gggk 1.00 low 0.71 none 0.704 complete 0.660 complete | 0.660 complete 0.660 medium-high | 0.4 medium
k3 ggé\gggk 1.00 low 0.71 none 0.704 complete 0.660 complete | 0.660 complete 0.660 medium-high | 0.4 low
k4 ggé\gg;k 1.00 med 0.61 none 0.704 complete 0.660 complete | 0.660 complete 0.660 medium-high | 0.4 high
k5 ggé\gggk 1.00 med 0.61 none 0.704 complete 0.660 complete 0.660 complete 0.660 medium-high | 0.4 medium
k6 ggt:v(\e/ggk 1.00 med 0.61 none 0.704 complete 0.660 complete | 0.660 complete 0.660 medium-high | 0.4 low
k7 lz;)cccagss 0.395 low 0.71 none 0.704 complete 0.660 complete | 0.660 complete 0.660 high 0.5 high
k8 ggé"gggk 1.00 low 0.71 single 0.56 partial 0.275 complete | 0.660 complete 0.660 high 0.5 high
k9 Iz?ccca:slss 0.395 low 0.71 none 0.704 UKN ﬁnknow UKN unknown UKN unknown none 0.0 none
k10 g)ccciss 0.395 low 0.71 none 0.704 UKN ﬁnknow UKN unknown UKN unknown none 0.0 none
k11 g)cccagss 0.395 low 0.71 none 0.704 UKN znknow UKN unknown UKN unknown none 0.0 none
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Table A-7: Testbed Network Vulnerability and Impact Analysis Data (Nexpose Scan) — (3)

. . . Adjusted g
ConfReq IntegReq . AvailReq AEL3 AEL3 AEjusize Temporal Environm =Environm
ConfReq IntegReq AvailReq Impact Impact Temporal Score
Value Value Value Value Score
Computed | Corrected Value Corrected
Corrected
medium 1.00 high 1.51 high 1.51 9.9999607 9.999960696 | 9.02496453 | 9.1 9.46 9.5
medium 1.00 high 1.51 high 1.51 9.9999607 9.999960696 | 9.02496453 | 9.1 7.095 7.1
medium 1.00 high 151 high 1.51 9.9999607 9.999960696 | 9.02496453 | 9.1 2.365 2.4
high 1.51 high 1.51 high 151 9.99999961 | 9.999999607 | 9.49999963 | 9.5 9.7 9.7
high 1.51 high 1.51 medium 1.00 9.9999607 9.999960696 | 9.49996266 | 9.5 7.275 7.3
high 1.51 high 1.51 medium 1.00 9.9999607 9.999960696 | 9.49996266 | 9.5 2.425 2.5
high 1.51 high 1.51 medium 1.00 9.9999607 9.999960696 | 8.12246808 | 8.2 9.1 9.1
medium 1.00 high 151 high 151 9.99991619 | 9.99991619 8.69992709 | 8.7 9.35 9.4
medium 1.00 not defined | 1.0 not defined | 1.0 Null Null Null Null Null Null
medium 1.00 not defined | 1.0 not defined | 1.0 Null Null Null Null Null Null
medium 1.00 not defined | 1.0 not defined | 1.0 Null Null Null Null Null Null
Functional Number of - . Vulnerability Vulnerable L
Dependency Attack Path ;?ttal Ii\lg 3: Z{?bib'“ty € \éuin(ﬂe;?killlty AT TSr Esr FD Ratio Exploit Impact grlttmallty U
Index Occurrence ack mains ac orentie Potential (B) Potential (y) o
7 2 15 05 728 001 |o%s ] 0728 E oo
4 8 15 0.533333333 4.853333333 0.91 0.71 0.571429 0.485333333 0.405714286 0.443741667
2 4 15 0.266666667 2.426666667 0.91 0.24 0.285714 0.242666667 0.068571429 0.128996124
7 12 15 0.8 6.08 0.76 0.97 1 0.608 B o coscs2 |
4 15 0.533333333 4.053333333 0.76 0.73 0.571429 0.405333333 0.417142857 0.411195701
2 15 0.266666667 2.026666667 0.76 0.25 0.285714 0.202666667 0.071428571 0.120317042
6 10 15 0.666666667 4333333333 0.65 0.91 0.857143 0.433333333 0.581377674
7 12 15 0.8 4.8 0.6 0.94 1 0.48 0.671714225
6 10 15 0.666666667 0 0 Null 0.857143 0 Null Null
7 12 15 0.8 0 0 Null 1 0 Null Null
1 1 15 0.066666667 0 0 Null 0.142857 0 Null Null
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Table A-8: Testbed Vulnerability and Impact Analysis (NESSUS Scan) - (1)

Vulnerability Number Description Yy IP Address Devices Affected Base Score EEEIE SEOIE SR AII
Label Factor
CVE-1999-0517 41028 - SNMP Agent Default Community Name (public) V1 192.168.1.2 PLC 75 High
CVE-1999-0517 41028 - SNMP Agent Default Community Name (public) V2 192.168.1.4 /O Module 75 High
CVE-2017-0143, CVE-2017-0144, CVE-2017- 97_833 - MS17-010: Security Update for Microsoft
0145. CVE-2017-0146. CVE-2017-0147 Windows SMB Server (4013389) (ETERNALBLUE) V3 192.168.1.11 Control _
CVE—’2017—0148 ' ' (ETERNALCHAMPION) (ETERNALROMANCE) e Workstation
(ETERNALSYNERGY) (uncredentialled check) 10.0 Critical
18405 - Microsoft Windows Remote Desktop Protocol va 192.168.1.11 Control
CVE-2005-1794 Server Man-in-the-Middle Weakness T Workstation 5.1
- 35291 - SSL Certificate Signed Using Weak Hashing Control
No Vulnerability Number Algorithm V5 192.168.1.11 Workstation 4.0
- . . . Control
No Vulnerability Number 42873 - SSL Medium Strength Cipher Suites Supported V6 192.168.1.11 Workstation 50
No Vulnerability Number 45411 - SSL Certificate with Wrong Hostname V7 192.168.1.11 | ontrol 5.0
R Workstation ’
S - Control
No Vulnerability Number 51192 - SSL Certificate Cannot Be Trusted V8 192.168.1.11 . 6.4
Workstation
No Vulnerability Number 57582 - SSL Self-Signed Certificate V9 192.168.1.11 | control
T Workstation 6.4
- 57690 - Terminal Services Encryption Level is Medium or Control
No Vulnerability Number Low V10 192.168.1.11 Workstation 43
o 58453 - Terminal Services Doesn't Use Network Level Control
No Vulnerability Number Authentication (NLA) Only Vil 192.168.1.11 Workstation 43
- 94437 - SSL 64-bit Block Size Cipher Suites Supported Control
No Vulnerability Number (SWEET32) V12 192.168.1.11 Workstation 50
- 30218 - Terminal Services Encryption Level is not FIPS- Control
No Vulnerability Number 140 Compliant V13 192.168.1.11 Workstation 26 Low
o . . . Control
No Vulnerability Number 65821 - SSL RC4 Cipher Suites Supported (Bar Mitzvah) | V14 192.168.1.11 Workstation 26 Low
CVE-1999-0511 50686 - IP Forwarding Enabled V15 192.168.1.15 Ethernet Switch 5.8
No Vulnerability Number 42263 - Unencrypted Telnet Server V16 192.168.1.15 Ethernet Switch 5.8
CVE-1999-0517 41028 - SNMP Agent Default Community Name (public) V17 192.168.1.15 Ethernet Switch 7.5 High
OSVDB:125796 76474 - SNMP 'GETBULK' Reflection DDoS V18 192.168.1.15 Ethernet Switch 5.0
No Vulnerability Number 23817 - Modbus/TCP Coil Access V19 192.168.1.15 Ethernet Switch 5.0
No Vulnerability Number 83301 - Modbus/TCP Device Identification V20 192.168.1.15 Ethernet Switch 5.0
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Table A-9: Testbed Vulnerability and Impact Analysis (NESSUS Scan) — (2)

- . . Corrected
Vulnerability Exploitability Exploit Remediation RL Value | Report Confidence RC Value Temporal Temporal
Label Value Level Score

Score
V1 functional 0.95 not defined 1.00 not defined 1.00 7.125 7.1
V2 functional 0.95 not defined 1.00 not defined 1.00 7.125 7.1
V3 proof-of-concept 0.9 official-fix 0.87 confirmed 1.00 7.83 7.8
V4 functional 0.95 workaround 0.95 not defined 1.00 4.60275 4.6
V5 not defined 1.00 official-fix 0.87 confirmed 1.00 3.48 3.5
V6 functional 0.95 temporal-fix 0.90 uncorroborated 0.95 4.06125 4.1
V7 proof-of-concept 0.9 temporal-fix 0.90 unconfirmed 0.90 3.645 3.6
V8 functional 0.95 workaround 0.95 confirmed 1.00 5.776 5.8
V9 proof-of-concept 0.9 temporal-fix 0.90 uncorroborated 0.95 4.9248 4.9
V10 High 1.00 workaround 0.95 confirmed 1.00 4.085 4.1
V11 High 1.00 workaround 0.95 confirmed 1.00 4.085 4.1
V12 functional 0.95 not defined 1.00 not defined 1.00 4.75 4.8
V13 functional 0.95 temporal-fix 0.90 uncorroborated 0.95 2.11185 2.1
V14 functional 0.95 temporal-fix 0.90 not defined 1.00 2.223 2.2
V15 functional 0.95 workaround 0.95 not defined 1.00 5.2345 5.2
V16 High 1.00 workaround 0.95 not defined 1.00 5.51 5.5
V17 functional 0.95 not defined 1.00 not defined 1.00 7.125 7.1
V18 functional 0.95 unavailable 1.00 not defined 1.00 4.75 4.8
V19 functional 0.95 unavailable 1.00 uncorroborated 0.95 45125 4.5
V20 functional 0.95 unavailable 1.00 unconfirmed 0.90 4.275 4.3
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Table A-10: Testbed Vulnerability and Impact Analysis (NESSUS Scan) — (3)

Access Access Access Authentic Conflmpact Integimpact Availlmpact
Access Vector | Vector Complex Complex | Authentic. value conflmpact value Integimpact value Availlmpact Value
Value Value

network access | 1.00 low 0.71 none 0.704 partial 0.275 partial 0.275 partial 0.275
network access | 1.00 low 0.71 none 0.704 partial 0.275 partial 0.275 partial 0.275
network access | 1.00 low 0.71 none 0.704 complete 0.660 complete 0.660 complete 0.660
network access | 1.00 high 0.35 none 0.704 partial 0.275 partial 0.275 partial 0.275
network access | 1.00 high 0.35 none 0.704 partial 0.275 partial 0.275 none 0.00
network access | 1.00 low 0.71 none 0.704 partial 0.275 none 0.00 none 0.00
network access | 1.00 low 0.71 none 0.704 none 0.00 partial 0.275 none 0.00
network access | 1.00 low 0.71 none 0.704 partial 0.275 partial 0.275 none 0.00
network access | 1.00 low 0.71 none 0.704 partial 0.275 partial 0.275 none 0.00
network access | 1.00 med 0.61 none 0.704 partial 0.275 none 0.00 none 0.00
network access | 1.00 med 0.61 none 0.704 partial 0.275 none 0.00 none 0.00
network access | 1.00 low 0.71 none 0.704 partial 0.275 none 0.00 none 0.00
network access | 1.00 high 0.35 none 0.704 partial 0.275 none 0.00 none 0.00
network access | 1.00 high 0.35 none 0.704 partial 0.275 none 0.00 none 0.00
adj. network

access 0.646 low 0.71 none 0.704 partial 0.275 partial 0.275 partial 0.275
network access | 1.00 med 0.61 none 0.704 partial 0.275 partial 0.275 none 0.00
network access | 1.00 low 0.71 none 0.704 partial 0.275 partial 0.275 partial 0.275
network access | 1.00 low 0.71 none 0.704 none 0.00 none 0.00 partial 0.275
network access | 1.00 low 0.71 none 0.704 partial 0.275 none 0.00 none 0.00
network access | 1.00 low 0.71 none 0.704 partial 0.275 none 0.00 none 0.00
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Table A-11: Testbed Vulnerability and Impact Analysis (NESSUS Scan) — (4)

ColatDamage ColatDam Target Tr_:lrg(_et . nfR IntegR . AvailRe
Potential ’ Pgt:ntiaal \?glie Distgribution 3|aslbrébut|on ConfReq \c/:glue = IntegReq Valeuge = AvailReq Value |
high 0.5 high 1.0 high 151 high 151 high 151
medium-high 0.4 medium 0.75 medium 1.00 high 1.51 high 1.51
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 151 high 1.51 medium 1.00
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 151 high 1.51 medium 1.00
high 0.5 high 1.0 high 151 high 151 medium 1.00
high 0.5 high 1.0 high 151 high 151 medium 1.00
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 1.51 high 151 medium 1.00
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 1.51 high 1.51 medium 1.00
high 0.5 high 1.0 high 151 high 1.51 high 1.51
high 0.5 high 1.0 high 1.51 high 151 high 1.51
high 0.5 high 1.0 high 151 high 1.51 high 1.51
high 0.5 high 1.0 high 151 high 1.51 high 1.51
high 0.5 high 1.0 high 1.51 high 151 high 1.51
high 0.5 high 1.0 high 151 high 1.51 high 1.51
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Table A-12: Testbed Vulnerability and Impact Analysis (NESSUS Scan) — (5)

Adjust Adjust Adjusted édJUSted . Environm Functional Number of Total . Vulnerability
Impact Impact Temporal emporal | Environm Score Dependency | Attack Path No. of | Probability Attack
Computed | Corrected Value Value Score Corrected Index Occurrence Attack" of Attack Potential
Corrected Paths
8.00054934 | 8.000549341 | 7.60052187 7.7 8.85 8.9 4 8 15 0.533333333 | 3.8
7.52098892 | 7.520988922 | 7.14493948 7.2 6.24 6.3 2 4 15 0.266666667 | 1.9
9.9999607 | 9.999960696 | 7.82996922 7.9 8.95 9 6 10 15 0.666666667 | 5.22

7.52098892 | 7.520988922 6.7876925 6.8 8.4 8.4 6 10 15 0.666666667 | 3.0685
6.58067438 | 6.580674375 | 5.72518671 5.8 7.9 7.9 6 10 15 0.666666667 | 2.32

4.1525 4.1525 | 3.37286813 3.4 6.7 6.7 6 10 15 0.666666667 | 2.7075

4.1525 4.1525 3.0271725 3.1 6.55 6.6 6 10 15 0.666666667 | 2.43
6.58067438 | 6.580674375 | 5.93905862 6 8 8 6 10 15 0.666666667 | 3.850666667
6.58067438 | 6.580674375 | 5.06382893 5.1 7.55 7.6 6 10 15 0.666666667 | 3.2832

4.1525 4.1525 3.944875 4 7 7 6 10 15 0.666666667 | 2.723333333

4.1525 4.1525 3.944875 4 7 7 6 10 15 0.666666667 | 2.723333333

4.1525 4.1525 3.944875 4 7 7 6 10 15 0.666666667 | 3.166666667

4.1525 4.1525 | 3.37286813 3.4 6.7 6.7 6 10 15 0.666666667 | 1.4079

4.1525 4.1525 3.5503875 3.6 6.8 6.8 6 10 15 0.666666667 | 1.482
8.00054934 | 8.000549341 | 7.22049578 7.3 8.65 8.7 7 12 15 0.8 4.1876
6.58067438 | 6.580674375 | 6.25164066 6.3 8.15 8.2 7 12 15 0.8 4.408
8.00054934 | 8.000549341 | 7.60052187 7.7 8.85 8.9 7 12 15 0.8 5.7

4.1525 4.1525 3.944875 4 7 7 7 12 15 0.8 3.8

4.1525 4.1525 | 3.74763125 3.8 6.9 6.9 7 12 15 0.8 3.61

4.1525 4.1525 3.5503875 3.6 6.8 6.8 7 12 15 0.8 3.42
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Table A-13: Testbed Vulnerability and Impact Analysis (NESSUS Scan) — (6)

Vulrll_erability Devices Base Temporal Envwsocrgr;weental RTS RTS Dzupl(;]té%r:ﬁlzly RYV Probability Vulgfglafiltllty VUIIrr]neF;zE'[“ty Criticality Prioritisation
abel Affected Score Score of Attack X ; Index Index
Corrected Index Potential Potential
V1 PLC 7.5 7.1 8.9 0.7125 0.89 4 0.571428571 | 0.533333333 0.38 0.508571429 | 0.193257143 11
V2 1/0 Module 7.5 7.1 6.3 0.7125 0.63 2 0.285714286 | 0.266666667 0.19 0.18 0.0342 20
V3 Control 5
Workstation 10.0 7.8 9 0.783 0.9 6 0.857142857 | 0.666666667 0.522 0.771428571 0.402685714
va Contro_l 9
Workstation 5.1 4.6 8.4 0.460275 | 0.84 6 0.857142857 | 0.666666667 0.30685 0.72 0.220932
V5 Contro_l 15
Workstation 4.0 3.5 7.9 0.348 0.79 6 0.857142857 | 0.666666667 0.232 0.677142857 | 0.157097143
V6 Contro_l 16
Workstation 5.0 4.1 6.7 0.406125 0.67 6 0.857142857 | 0.666666667 0.27075 0.574285714 0.155487857
Control
V7 Workstation 50 36 6.6 0.3645 0.66 6 0.857142857 0.666666667 0.243 0.565714286 0.137468571 1
Control
Ve Workstation | %% 58 8 05776 | 08 6 0.857142857 | 0666666667 | 385066667 | 0.685714286 | 0.264045714 6
V9 Contro_l 10
Workstation 6.4 4.9 7.6 0.49248 0.76 6 0.857142857 | 0.666666667 0.32832 0.651428571 | 0.213877029
V10 Contro_l 13
Workstation 4.3 4.1 7 0.4085 0.7 6 0.857142857 | 0.666666667 0.272333333 0.6 0.1634
Vil Contro_l 13
Workstation 4.3 4.1 7 0.4085 0.7 6 0.857142857 | 0.666666667 0.272333333 0.6 0.1634
V12 Contro_l 12
Workstation 5.0 4.8 7 0.475 0.7 6 0.857142857 | 0.666666667 0.316666667 0.6 0.19
V13 Contro_l 19
Workstation 2.6 2.1 6.7 0.211185 | 0.67 6 0.857142857 | 0.666666667 0.14079 0.574285714 | 0.080853686
vid Contro_l 18
Workstation 2.6 2.2 6.8 0.2223 0.68 6 0.857142857 | 0.666666667 0.1482 0.582857143 | 0.086379429
V15 Ethgrnet 3
Switch 5.8 5.2 8.7 0.52345 0.87 7 1 0.8 0.41876 0.87 0.3643212
V16 Ethe_rnet 4
Switch 5.8 5.5 8.2 0.551 0.82 7 1 0.8 0.4408 0.82 0.361456
V17 Ethe_rnet 1
Switch 7.5 7.1 8.9 0.7125 0.89 7 1 0.8 0.57 0.89 0.5073
vis Ethgrnet 5
Switch 5.0 4.8 7 0.475 0.7 7 1 0.8 0.38 0.7 0.266
V19 Ethgrnet 7
Switch 5.0 4.5 6.9 0.45125 0.69 7 1 0.8 0.361 0.69 0.24909
V20 Ethgrnet 8
Switch 5.0 4.3 6.8 0.4275 0.68 7 1 0.8 0.342 0.68 0.23256
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Table B-14: Testbed Vulnerability - Risk Reduction (Technology and
People Assets)

Number of Vulnerabilities
Technology Assets
Current Enhanced State
State (t1) (t2) Reduction
PLC 1 0 1
I/O Module 1 0 1
HMI 0 0 0
Control Workstation 12 8 4
Ethernet Switch 6 4 2
Total 20 12 8
Security Vulnerability Scores
Technology Assets Current Enhanced State
State (t1) (t2) Reduction
PLC 0.193 0.000 0.193
/0O Module 0.034 0.000 0.034
HMI 0.000 0.000 0.000
Control Workstation 2.236 1.285 0.950
Ethernet Switch 1.981 1.207 0.773
Total 4.444 2.493 1.951
Security Vulnerability Scores
People Assets Current Enhanced State
State (t1) (t2) Reduction
WFO01 0.595 0.252 0.344
WF02 0.655 0.315 0.340
WFO03 0.668 0.351 0.316
WF04 0.290 0.175 0.115
WF05 0.378 0.195 0.183
WF06 0.476 0.141 0.335
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Table A-15: Complete (37-Member) Workforce Capability Evaluation

Results

WEF ID Kc Sc PSC Priority Ranking
WF014 34 31 32.47 High
WF036 31 35 32.94 High
WF035 58 50 53.85 Moderate
WF023 64 48 55.43 Moderate
WF018 58 58 58.00 Moderate
WF037 60 60 60.00 Moderate
WF034 65 57 60.87 Moderate
WFO019 66 57 61.34 Moderate
WF016 57 67 61.80 Moderate
WF032 71 54 61.92 Moderate
WF004 68 63 65.45 Moderate
WF028 70 62 65.88 Moderate
WFO013 64 69 66.45 Moderate
WF002 59 75 66.52 Moderate
WF031 70 64 66.93 Low
WF012 67 67 67.00 Low
WF008 72 63 67.35 Low
WF026 72 64 67.88 Low
WF006 64 75 69.28 Low
WF003 72 67 69.46 Low
WF033 73 69 70.97 Low
WF029 72 70 70.99 Low
WF015 69 74 71.46 Low
WF007 80 66 72.66 Low
WF025 83 65 73.45 Low
WF009 79 69 73.83 Low
WF021 72 81 76.37 Low
WF001 76 77 76.50 Low
WF020 83 72 77.30 Low
WF024 81 75 77.94 Low
WF010 74 83 78.37 Low
WF017 84 76 79.90 Low
WF022 80 82 80.99 Low
WFO030 63 109 82.87 Low
WFO005 87 79 82.90 Low
WF027 81 88 84.43 Low
WFO011 90 80 84.85 Low
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Table A-16:

Common Industrial Control Systems Protocols

Protocols

Organisation/Standard

Main features

MODBUS TCP/IP

MODBUS-IDA
(www.modbus.orq)

Encapsulates fieldbus packets over
TCP; attempting to become an IETF
standard

DNP3 (IEC) Technical Committee Itis also a based on the 3-layer OSI
57, Working Group 03 model
standard

PROFIBUS Type 3 protocol of IEC 3-layer OSI model; has extensions for

Standard 11674 and 61158
(www.profibus.orq)

safety features; ProfiNet version
provides Ethernet compatibility

Ethernet/IP
(Industrial Protocol)

Open DeviceNet Vendors
Association (ODVA)

(www.odva.orq )

Object-oriented, protocol; provides
interoperability over Ethernet and
fieldbus networks

DeviceNet Open DeviceNet Vendors Belongs to the CIP (Control and
Association (ODVA) Information Protocol) family; CAN
(www.odva.org protocol defines layers 1 & 2; the rest
are defined by DeviceNet and CIP
ControlNet ControlNet International Belongs to the same CIP (Control and

(www.controlnet.org )

Information Protocol) family; new
physical layer with higher speed, strict
determinism, and repeatability with
greater range

Foundation Fieldbus

The Fieldbus
Foundation/open standard
protocol (www.fieldbus.org)

Incorporates many safety features that
make it a good candidate for mission-
critical applications
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Table A-17: IT and ICS Specific Security Standards, and Guidelines

Specific Application Area
& Scope

Publication

Information Security -
Cross-Industry (Generic)

ISO/IEC 27000 Series

NIST 800 Series

FIPS 199

FIPS 200

DoD Instruction 8510.01: DIACAP

DoD Instruction 8500.1 and 2: Information Assurance Implementation

Industrial Control System
Security - Cross-Industry
(Generic)

IEC 62443 (ISA-99)

CPNI Good Practice Guide

NIST SP 800-82

NIST Framework to Reduce Cyber Risks to the Critical Infrastructure
(forthcoming)

U.S. DHS Securing Your SCADA and Industrial Control Systems

U.S. DHS Catalog of Control Systems Security: Recommendations for
Standards Developers

U.S. DHS Cyber Security Assessments of Industrial Control Systems

NAMUR NA 115 IT-Security for Industrial Automation Systems: Constraints
for Measures in Process Industries

SEMA Guide to Increased Security in Process Control Systems for Critical
Societal Functions

New Zealand NCSC Voluntary Cyber Security Standards for Industrial
Control Systems v.1.0

Industrial Control System
Security — Industry-
specific (Oil and Gas)

U.S. TSA Pipeline Security Guidelines

API Security Vulnerability Assessment Methodology for the Petroleum and
Petrochemical Industries

API Security Guidance for the Petroleum Industry

API 1164 Pipeline SCADA Security

AGA Report No. 12

Norwegian Oil and Gas Association Guideline No. 104

Norwegian Oil and Gas Association Guideline No. 110

Norwegian Oil and Gas Association Guideline No. 123

Industrial Control System
Security — Industry-
specific (Energy)

IEEE 1402 Guide for Electric Power Substation Physical and Electronic
Security

OSCE Good Practices Guide on Non-Nuclear Critical Energy Infrastructure
Protection from Terrorist Attacks Focusing on Threats Emanating from
Cyberspace

NERC CIP 001-011

U.S. DoE 21 Steps to Improve Cyber Security for SCADA Systems

U.S. DoE Electricity Subsector Cybersecurity Risk Management Process

U.S. DoE Energy Infrastructure Risk Management Checklists for Small and
Medium Sized Energy Facilities

U.S. Nuclear Regulatory Commission Regulatory Guide 5.71, Cyber
Security Programs for Nuclear Facilities

VGB Guideline R 175

Industrial Control System
Security — Industry-
specific (Chemical)

U.S. DHS Chemical Facility Anti-Terrorism Standards

ACC Guidance for Addressing Cyber Security in the Chemical Industry
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Table A-18: Technology Vulnerability Analysis and Resolution Results

Vulnerability Devices Description Severity Criticality Resolution
Label Affected P Index State
V1 PLC 41028 - SNMP Agent Default High 0.19 Resolved
Community Name (public)
V2 VO Module | #1028 - SNMP Agent Default High 0.03 Resolved
Community Name (public)
97833 - MS17-010: Security
Update for Microsoft Windows
SMB Server (4013389)
Control (ETERNALBLUE) "
V3 Workstation | (ETERNALCHAMPION) Critical 0.40 Resolved
(ETERNALROMANCE)
(ETERNALSYNERGY)
(uncredentialled check)
Control 18405 - Microsoft Windows
V4 Workstation Remote Desktop Protocol Server Medium 0.22 Resolved
Man-in-the-Middle Weakness
Control 35291 - SSL Certificate Signed .
V5 Workstation | Using Weak Hashing Algorithm Medium 0.16 Not Resolved
Control 42873 - SSL Medium Strength . Not Resolved
Vi . . ) M A
6 Workstation | Cipher Suites Supported edium 0.16
V7 Contro_l 45411 - SSL Certificate with Medium 014 Not Resolved
Workstation | Wrong Hostname
Control 51192 - SSL Certificate Cannot . Not Resolved
Ve Workstation | Be Trusted Medium 0.26
Control 57582 - SSL Self-Signed . Not Resolved
Vo Workstation | Certificate Medium 0.21
Control 57690 - Terminal Services
V10 . Encryption Level is Medium or Medium 0.16 Resolved
Workstation
Low
Control 58453 - Terminal Services
V11l Workstation Doesn't Use Network Level Medium 0.16 Resolved
Authentication (NLA) Only
Control 94437 - SSL 64-bit Block Size Not Resolved
V12 Workstation Cipher Suites Supported Medium 0.19
(SWEET32)
Control 30218 - Terminal Services Not Resolved
V13 . Encryption Level is not FIPS-140 Low 0.08
Workstation .
Compliant
Control 65821 - SSL RC4 Cipher Suites Not Resolved
vid Workstation | Supported (Bar Mitzvah) Low 0.09
Eth . . Not Resol
V15 t grnet 50686 - IP Forwarding Enabled Medium 0.36 ot Resolved
Switch
V16 Ethgrnet 42263 - Unencrypted Telnet Medium 0.36 Not Resolved
Switch Server
Ethernet 41028 - SNMP Agent Default . Resolved
vi7 Switch Community Name (public) High 0.51
Ethernet 76474 - SNMP 'GETBULK' . Resolved
vig Switch Reflection DDoS Medium 0.27
Eth . . Not R |
V19 ;V;trgﬁt 23817 - Modbus/TCP Coil Access Medium 0.25 ot Resolved
V20 Ethgrnet 8330.1.- Modbus/TCP Device Medium 023 Not Resolved
Switch Identification
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Table A-19: Current State Vulnerability Impact Point Analysis Results
Current State (t1) Evaluation Results
Label | Host Component IPts ClPts Weakest Label | IPts ClPt Weakest
Link Link
Vi PLC 0.193 | 0.193 WF01 | 0.595 | 0.595
V2 I/O Module 0.034 WF02 | 0.651 | 0.651
V3 Control Workstation | 0.403 | 0.403 WFO03 | 0.668 | 0.668 0.668
V4 Control Workstation | 0.221 | 0.221 WF04 | 0.290 -
V5 Control Workstation 0.157 | 0.157 WFO05 | 0.378 -
V6 Control Workstation 0.155 | 0.155 WF06 | 0.476 -
V7 Control Workstation 0.137 | 0.137
V8 Control Workstation | 0.264 | 0.264
V9 Control Workstation | 0.214 | 0.214
V10 Control Workstation | 0.163 | 0.163
V11 Control Workstation | 0.163 | 0.163
V12 Control Workstation | 0.190 | 0.190
V13 Control Workstation | 0.081
V14 Control Workstation 0.086
V15 Ethernet Switch 0.364 | 0.364
V16 Ethernet Switch 0.361 | 0.361
V17 Ethernet Switch 0.507 | 0.507 0.507
V18 Ethernet Switch 0.266 | 0.266
V19 Ethernet Switch 0.249 | 0.249
V20 Ethernet Switch 0.233 | 0.233

Table A-20: Enhanced State Vulnerability Impact Point Analysis Results

Enhanced State (t2) Evaluation Results

Label | Host Component IPts CIPts | Weakest Label | IPts CIPt Weakest
Link Link
V5 Control Workstation 0.157 | 0.157 WF01 | 0.251 -
V6 Control Workstation 0.156 | 0.156 WF02 | 0.316 -
V7 Control Workstation 0.138 | 0.138 WFO03 | 0.351 - 0.351
V8 Control Workstation 0.264 | 0.264 WF04 | 0.175 -
V9 Control Workstation 0.214 | 0.214 WFO05 | 0.195 -
V12 Control Workstation 0.190 | 0.190 WF06 | 0.141 -
V13 Control Workstation 0.081
V14 Control Workstation 0.087
V15 Ethernet Switch 0.364 | 0.364 0.364
V16 Ethernet Switch 0.362 | 0.362
V19 Ethernet Switch 0.249 | 0.249
V20 Ethernet Switch 0.233 | 0.233
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Table A-21: ICS Cyber Incidents in History

Year Location Category Details (Impacts)

2014 Germany Real A blast furnace at a German steel mill suffered massive damage following a cyber-attack on the plant’s
network

2014 Ukraine, US, | Real Sandworm, a sophisticated malware that targeted and compromised the human-machine interface (HMI) of

and Others numerous popular ICS vendors. Attackers used the internet connected HMIs to exploit vulnerabilities in the

ICS software.

2014 South Korea Real South Korean nuclear plant in Wolseong had its computers compromised, and lost nearly 10,000 employee
details to hackers

2014 USA Real Sony Pictures Entertainment was hacked

2014 Norway Real More than 50 oil companies were hacked via phishing attacks for access to sensitive information.

2013 South  Korea | Real Icefog APT group sustained grip on corporate and government networks stealing sensitive information.

and Japan

2012 Saudi Arabia Real Saudi Aramco oil company had over 30,000 of its computers invaded by attackers. Information on the systems
were wiped clean, and system rendered unusable

2012 Qatar Real RasGas company computers were attacked with a virus and rendered dysfunctional for a while

2012 Global Real Elderwood Attacks, spear phishing emails, zero-day exploits, and watering hole were used to target defence,
technology, supply-chain, and human rights organizations in the so-called "Operation Aurora" attacks

2012 Middle East Real Flame was being used for targeted cyberespionage in Middle Eastern countries

2011 Not Specified Real Attack combinations tagged ‘Night Dragon’ targeted corporate networks belonging to some companies
operating SCADA systems.

2011 Global Real Duqu virus was found, a complex attack tool specifically for critical infrastructure

2011 USA Real Hackers attacked the control systems of water supply facilities in lllinois

2011 Japan Real Hackers invaded the control and management system of Shinkansen in Japan

2010 Iran, Global Real Stuxnet virus was found in Iran’s Nuclear Power plant that damaged equipment and delayed productions.

2009 USA Real Russia & Chinese spies purportedly penetrated the US power grid, leaving behind potentially disruptive
software programs

2008 Poland Real Teenager attacked the suburban railway system in Lodz, Poland

2007 Canada Real Attacker invaded one of Canada’s Water SCADA control system and destroyed the control computer system.
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2007 USA Experimental Idaho National Laboratory researchers on experimental display, blew-up a diesel-electric generator by taking
over its control remotely and changing commands and settings in a bid to prove that cyber-attacks were
possible on physical equipment.

2006 USA Real Hackers invaded the systems of the sewage treatment plant in Harrisburg, Pennsylvania

2006 USA Real Browns Ferry nuclear power plant got its PLC crashed by ‘data storm’ spikes in traffic, resulting in failure of
automation in some equipment, forcing a manual shutdown of reactors

2005 USA Real Zotob worm was found in the automobile corporate network and control network.

2004 USA Experimental ISA Expo 2004 attendees witnessed the compromise of a running PLC program. Attacker was able to alter
speed and direction of blinking light, and ultimately shut down the PLC system.

2003 USA Real Teenager invaded the computer system of Houston Ferry

2003 USA Real SQL-Slammer worm was found in the control network of Davis-Besse nuclear power plant. It disabled the
safety monitoring system for 5 hrs before it was fixed.

2001 USA Real Hacker invaded the control system of electricity transmission system in California (Cal-ISO attack)

2000 Russia Real Hacker had controlled Gazprom, the largest natural gas pipeline network in the world.

2000 Australia Real A former contractor compromised Maroochy Shire sewage plant, releasing copious quantities of sewage into
the environment

1997 USA Real A Teenager hacked into the Worcester-Massachusetts area NYNEX (how Bell Atlantic) telephone system
using his personal computer and modem. This led to the shutdown of the telephone service to 600 customers
in the local community; with a resulting disruption that affected all local police, fire 911 services, and inbound
airport operations at Worcester airport

1994 USA Real Hacker invaded the Salt River Project in Arizona

1992 USA Real Chevron former employee closed the emergency alarm system located in 22 states

1982 Russia Real A Trojan (virus hidden inside legal software) infected Siberian gas pipeline SCADA system, blowing up the

trans-siberian gas pipeline causing enormous damages.

Source: Compiled from (Dickman, 2009;

Miller and Rowe, 2012; Nicholson et al., 2012a; Shyamasundar, 2013; Larkin et al.,

2014; Morgan, 2014; Symantec Corporation, 2015)
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Table A-22: Analysed Incident Classification based on Security Principles Targeted

Violated Primary Security Principles

Year | Attack Description Category

Availability Integrity Confidentiality
2014 | German Steel Mill Attack Real v
2014 | Sandworm Attack Real v v
2014 | South Korea, Wolseong Nuclear Plant Attack Real v
2014 | Sony Pictures Attack Real v
2014 | Norway Oil Company Phishing Attacks Real v
2013 | Icefog APT group Sensitive Information Stealing Attack v
2012 | Saudi Aramco Oil Company Attack Real v'*
2012 | Qatar-based RasGas virus Attack Real v*
2012 | Elderwood "Operation Aurora” Attacks v
2012 | Flame Virus Middle East Attack Real v v
2011 | Night Dragon Attack Real v v
2011 | Duqu Global Virus Attack Real v v
2011 | Water Supply ICS Attack, lllinois Real v v
2011 | Shinkansen ICS Attack Real v v
2010 | Iranian Nuclear, Global Stuxnet Attack Real v v
2009 | USA Power Grid invasion attack Real v v
2008 | Suburban Railway System attack in Lodz, Poland Real v v v
2007 | Canadian Water SCADA system attack Real v
2007 | Idaho National Laboratory test attack, USA Experimental v
2006 | Harrisburg Sewage treatment plant attack, Pennsylvania Real v v
2006 | Browns Ferry nuclear power plant attack Real v'*
2005 | Zotob worm attack, USA Real v
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Violated Primary Security Principles

Year | Attack Description Category
Availability Integrity Confidentiality

2004 | ISA Expo 2004 test attack, USA Experimental v v
2003 | Houston Ferry system attack, USA Real v v
2003 | SQL-Slammer worm attack, USA Real v'x

Electricity transmission Control system attack, California Cal-

' v

2001 SO, USA Real
2000 | Russian Gazprom attack Real v v
2000 | Maroochy Shire sewage plant attack, Australia Real v
1997 Worcester-Massachusetts area NYNEX (now Bell Atlantic) Real v v

telephone hack
1994 | Salt River Project attack, USA Real 4 v
1992 | Chevron emergency alarm system closure Real 4 v
1982 | Trans-Siberian gas pipeline attack Russia Real v

* Availability only priority target incident
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Table A-23: Cyber Security Methodologies relative to ICS Critical Infrastructure

Security Approach
and Overview

Concept Description

ARCHITECTURAL
DESIGN:

Security though the outline
of potentially secure
integration of technologies
(hardware and software)
for industrial and (or)
service devices and
equipment into a structural
setup to enable protection
from attacks.

1. Employing the security machineries of a Trusted Platform Module (TPM) to protect the communication in an RPL (Routing
protocol) for LLNs (Low-power Lossy Networks) - (Seeber et al., 2013)

2. The use of defence-in-depth and hierarchical network structure strategies for attaining multiple security mechanisms on an
ICS/CPS infrastructure - (Dong et al., 2015)

3. Involves innovative solution approach that explores Organic Computing (OC) principles for designing and implementing a
potentially secure system/network architecture to meet the emerging cyber threats targeting both IT and OT infrastructure of
ICS/CPS - (Haehner et al., 2013)

4. The CockpitCl Approach which presented a technology-oriented cyber threat awareness improvement approach as a
measure towards effective cybersecurity in ICS environments - (Cruz et al., 2014)

5. A Hierarchical cross-layered design, game-theoretical approach with cross-layered security scheme for securing CPS/ICS -
(Zhu, Rieger and Basar, 2011)

6. Security Enhancement Using Testbed (protocol security), or structured design approach with enhanced security features
like Encryption and authentication, etc for ICS/CPS systems - (Ozturk and Aubin, 2011), (Bellettini and Rrushi, 2008),
(Majdalawieh et al., 2006), (Rrushi, 2012), (Fovino et al., 2009), (Edmonds et al., 2007).

7. A Trusted Computing (TC) architecture that combines TC engines with real-time access control infrastructure for system
protection. Functional by supporting application platforms for secure distributed applications and enforces the integrity of
execution targets, thus preventing the running of untrusted software and guards against insider threats - (Burmester, 2013)

8. The application of effective key management technology solutions like Public Key Infrastructure (PKI) for securing the smart
systems from cyber-breaches - (Metke and Ekl, 2010).

STRATEGY
IMPLEMENTATION
STYLE:

Security through scope and
landscape investigations,
and the structuring of
policies, procedures, and
technologies to meet
security threats,
vulnerabilities, and
potential attack patterns

9. A method that utilizes security patterns (a packaged solution to a recurrent problem) to analyse, build, and evaluate a
secure SCADA system. Security patterns are then used as tools to design a secure SCADA system that manages the
identified attacks - (Fernandez et al., 2009).

10. Threat analysis and risk assessment covering four different perspectives, which include; assets, threats, vulnerabilities, and
damages. And strong accent on defense-in-depth - (Dong et al., 2015), (Lu et al., 2013).

11. Critical Security Controls Framework that proffers cybersecurity through the combination of the outcomes of improved
malware reporting, and gateway monitoring with internal and external security intelligence resources - (Northcutt, 2014).
12. Context-aware security approach consisting of three (3) broad level security aspects; sensing security, cyber-security, and

control security - (Wang et al., 2010).

13. A Big Data algorithmic (data-intensive) approach for defending and safeguarding SCADA system from malware attacks -
(Shyamasundar, 2013).

14. A modelling technique based on weighted Attack and Defense Trees (ADT) structures on ICS/Scada architectures
representing attacks through Multi-Terminal Binary Decision Diagrams (MTBDD) that allow for the identification of most
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Security Approach
and Overview

Concept Description

probable attack scenarios, in term of probability cost and impact, and proffer mitigation countermeasures for located
breaches - (Bobbio et al., 2013).

15. The application of system-theoretic approaches to the real-time security of smart grids, which encompasses two main parts:
contingency analysis (CA) and system monitoring - (Mo et al., 2011).

16. Security framework based on adherence to the security objectives of ICS/CPS - (Lu et al., 2015).

ATTACK MODELLING:

Security through the
replication of cyberattacks
on real or emulator
environments and studying
the direct effects and
impacts, and making the
most of the observations to
bring about defensive
solutions

17. A self-contained unified modelling control-theoretic approach to securing ICS systems which employs geometric control,
deterministic static detection concepts for various cyberattack modes — (Pasqualetti, Dorfler and Bullo, 2011), (Pasqualetti,
Dorfler and Bullo, 2015).

18. A framework for modelling the security of a cyber—physical systems in which the adversarial behaviour is controlled by a
threat model that captures — in a unified manner — the cyber aspects (with discrete values) and the physical aspects (with
continuous values) of the cyber—physical system - (Burmester, Magkos and Chrissikopoulos, 2012).

19. The modelling and analysis of Vulnerability of information and communication (cyber) network using concepts of discovery,
access, feasibility, communication speed and detection of threat - (Srivastava et al., 2013).

20. Using simulation modelling approach for representing computer networks and intrusion detection systems (IDS) to
efficiently mimic cyber-attack scenarios and detection potentials — (Kuhl et al., 2007).

21. Using Hybrid Attack Graph (HAG) for modelling both the physical and cyber components of the attack. The HAG provides
insight into potential attack vectors, and potential points of security improvements - (Hawrylak et al., 2012).

ATTACK DETECTION:

Security through the
uncovering of, attacks,
faults, and malfunction
because of attacks, and
proffering isolation and
recovery controls.

22. A System Theoretical Accident Model and Process (STAMP) approach to safety and security, which views systems as
dynamic entities with safety and security control issues. STAMP methodology is based on three supports: (i) safety control
structure, (ii) safety constraint, and (iii) process model — (Nourian and Madnick, 2014)

23. A Model-based Approach to Self-Protection that employs autonomic computing technology to monitor system performance,
and proactive estimation of imminent attacks for a given system model of a physical infrastructure — (Chen and
Abdelwahed, 2014)

24. Intrusion/Anomaly Detection Systems and Approach for attack identification and remediation in ICS/CPS environments —
(Krotofil and Gollmann, 2013), (Pasqualetti, Dorfler and Bullo, 2013), (Zhu, 2010), (Hadziosmanovi¢, Bolzoni and Hartel,
2012), (Goldenberg and Wool, 2013), (Fovino et al., 2010), (Hieb, Graham and Guan, 2009), (Rrushi, 2011),
(Hadziosmanovic et al., 2012), (Rrushi and Campbell, 2009), (Tupakula and Varadharajan, 2014), (Méndez et al., 2011).

25. Recommends the adoption of the NIST Guide to ICS Security, with specific highlights security-oriented network
architectures via network segregation practices, as well as disengaging redundant connections, and maintaining a closed-
loop (air-gap) as much as possible — (Stouffer, Falco and Scarfone, 2011)

26. Enabling security through configuration management setup with application whitelisting system to lessen attacks that by-
pass firewalls and trick users into executing malware - (Beechey, 2010).

27. A generic hierarchical model for performance analysis of intrusion detection techniques as applied to a cyber-physical
system ICS/CPS consisting of mobile nodes with navigation, manipulation, sensing, and actuating capability. Intrusion
detection techniques developed for malicious discovery of ICS/CPS directed attacks include; positional discontinuity and
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Security Approach
and Overview

Concept Description

enviro-consistency, with propositions of potentially optimal design settings under which the reliability of the ICS/CPS may
be maximized — (Mitchell and Chen, 2011).

28. Security through a coupled design framework that adopts the cyber configuration policy of Intrusion Detection Systems
(IDSs) and the robust control of dynamical system. Uses design algorithms based on value iteration methods and linear
matrix inequalities for computing the optimal cyber security policy and control laws — (Yuan et al., 2013).

29. Using a unified modelling framework and an advanced detection procedure requiring only local network knowledge for
implementation. The modelling framework captures details about system properties like network components malfunction
and measurements corruption, and uses same to guide the detection of cyberattacks — (Dorfler, Pasqualetti and Bullo,
2011).

30. Modelling the causal relationship between devices in a cyber-physical system using a Bayesian Networks and a resultant
expansion called ‘causal event graphs’, used to model deterministic signatures which can be used by an intrusion detection
system to classify events — (Pan et al., 2013), (Adhikari, Morris and Pan, 2014).

ATTACK
CATEGORISATION:

Security through the
categorisation of
cyberattacks based on the
mode adopted for
exploiting ICS systems,
and engaging specific
control to meet specific
attack mode.

31. Concepts that project categorisation using taxonomy of cross-domain attack patterns — (Yampolskiy et al., 2013),
(Pasqualetti, Dorfler and Bullo, 2011).

32. Development of defensive solutions to guard against the excessive flooding of device controllers and systems with invalid
traffic data —(H. Zhang et al., 2013), (Yuan et al., 2013).

33. Jamming attack — using game theoretical framework to study the interactive decision-making process of attacks, and
effectively congestion communication channels, to slow or bar communication — (Li et al., 2013).

34. Solution through the study of the performance of Stealthy Deception Attacks from a systems perspective - (Kwon, Liu and
Hwang, 2013).

35. Solution potential against Man in the middle attack — the interception of correct messages, and sending of false messages
to a devices or operator — (Saltzman and Sharabani, 2009).

36. Security against the access and interpretation of encrypted or secure information using compromised-key attacks -
(Chalkias, Baldimtsi and Stephanides, 2008)

37. Study and proposition of new detection scheme against replay attacks based on prior control system solutions — (Tran, Shin
and Lee, 2013).

38. Security solution against Eavesdropping — the listening in on information communicated by cyber-physical systems - (Kao
and Marculescu, 2007)
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Table A-24: Comparative Review of ICS Security Risk Management (Assessment and Reduction) Methods

Risk Method

Author(s)

Concepts and Attributes

Scope & Limitation

Application

Industrial Control System
Cyber Defence Triage
Process (ICS-CDTP)

Cook et al (2017)

Combines: Diamond Model of Intrusion
Analysis (Caltagirone, Pendergast and
Betz, 2013), Mandiant Attack Lifecycle
Model (Mandiant, 2013), and the CARVER
Matrix (Schnaubelt, Larson and Boyer,
2014).

Framework process include: Attack
behaviour modelling, investigation of
deployed architectures, antagonistic target
determination, attack option analysis,
security testing and remediation, security,
monitoring, and incident response
planning.

Framework consider both
technical and non-technical
aspects of security. However,
non-technical aspects only
include attack capabilities, and
does not consider human-factor
defence capabilities

Generic ICS System

Quantitative Cyber Security
Risk Assessment
Methodology for SCADA

Woo and Kim
(2015)

Quantifying vulnerabilities from historic
data, threats, and asset value in terms of
outage costs using the optimal power flow
and power flow tracing concept.

Optimal power flow estimation is derived
by the minimum cost of power generation
for all generators subject to generators
and line capacities restriction

Considers only technology
aspects, does not consider
Human aspect of SCADA
vulnerabilities

Power Generation

Improved Risk Assessment
Method for SCADA
Information Security

Markovic-Petrovic
and Stojanovic
(2014)

uses weighting factors to

determine optimum level of security
investment, define varied levels of
acceptable risks, and achieve better
estimation of loss expectancy, i.e. Return
on Security Investment - ROSI

Considers only technology
aspects, does not consider non-
technical (human) weighting
factors in the evaluation of
ROSI.

Hydro-Power System
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Risk Method

Author(s)

Concepts and Attributes

Scope & Limitation

Application

The Phasor Measurement
Unit (PMU)-based risk
assessment framework for
SCADA

Yan et al (2013)

Risk assessment steps included:
identification of system configurations,
identification of security vulnerabilities,
guantification of vulnerabilities using the
Duality Element Relative Fuzzy Evaluation
Method (DERFEM), determination of
intrusion scenario using attack graph
techniques, and attack probability
evaluation.

Considers only technical risk
assessment, does not consider
non-technical risk assessment.

Power Grid

Quantitative Threat-Risk
Index Model (QTRIM)

Beitel et al (2004)

Predicting security risks in relations to
terrorist attacks against a national
infrastructure. Risk is evaluated on a
balanced scorecard framework, and from
terrorist-specific constrictions, goals,
system value, logistics, and opportunities.

Considers only technical risk
assessment, does not consider
non-technical risk assessment.

Critical Infrastructure

Application of CORAS-
based risk assessment
methodology to SCADA

Francia et al
(2012)

Specific steps in this application approach
include: identification of assets and relative
importance levels, outline of threats and
vulnerabilities, and threat modelling.

Considers both technical and
non-technical aspects of
security. However, non-
technical aspects do not include
the quantitative evaluation of
end-user security vulnerability
levels

Prototype Industrial
Control System

Cyber security risk
assessment methodology
for instrumentation and
control system processes

Song et al (2012)

Cyber security risk assessment at
component and system design, and
equipment supply stages plant
development. Steps include: system
identification and cyber security modelling,
analysis of assets and impacts to overall
system, threat analysis, vulnerability
analysis, security control design, and
penetration testing

Does not consider non-technical
security risk assessment
attributes

Nuclear Power Plant

Security risk assessment
methodology for
instrumentation and control
system processes

Shin et al (2017)

Adopts Bayesian network and event tree
models to evaluate cyber security risk for
nuclear instrumentation and control
systems. Method is guided by domain-
specific standards, e.g. U.S. NRC
Regulatory Guide 5.71.

Considers only technical risk
assessment, does not consider
non-technical security risk
assessment attributes

Nuclear Power Plant
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Risk Method

Author(s)

Concepts and Attributes

Scope & Limitation

Application

Real-time Monitoring,
Anomaly detections, Impact
analysis, and Mitigation
strategies (RAIM) SCADA
security framework

Ten etal (2010)

Real-time monitoring and anomaly
detection modules are aimed to achieve
continuous monitoring of system logs, and
the aggregation of anomaly data. Impact
analysis module comprise of: cybernet
capture of system configurations, power
flow simulations, calculation of vulnerability
index, and security improvement.

Considers only technical risk
assessment. Does not consider
non-technical security
vulnerability and risk
assessment/improvement
factors.

Electric Power Control

ADversary View Security

LeMay et al (2011).

combines system information, adversary

Considers both technical and

Generic SCADA

Evaluation (ADVISE) information, and desired security metrics non-technical aspects of Networks
metrics-driven model to produce quantitative metrics data. security. However, model

Model comprise a three-step process: (i) process does not consider

characterising adversaries and systems, human-factor defense

(i) attack graph development for potential | capabilities attributes

attack descriptions, (iii) graph execution.
Quantitative Security Risk McQueen et al determining quantitative measurement of Considers only technical risk SCADA Testbed

Reduction Estimation
Methodology

(2006)

reduction risks in modified control system.
Uses probabilistic attributes and
evaluation, and time-dependent
evaluations.

assessment. Does not consider
non-technical security risk
assessment attributes

Two-indices methodology
for quantitative assessment
of the vulnerability of critical
information systems

Baiardi et al
(2009)

Based on a set of hierarchical-labelled
hypergraphs reflecting the security
dependencies between infrastructure
components

Considers only technical risk
assessment. Does not consider
non-technical security risk
assessment attributes

Water Distribution
Graph Representation

Network Security Risk
Model (NSRM)

Henry and Haimes
(2009)

Model is based on directed graph
representation of an attack, and is aimed
at assisting the selection of risk
management controls through the
computation of risk measures for baseline
and enhanced system states

Considers only technical risk
assessment. Does not consider
non-technical security risk
assessment attributes

Crude oil pipeline pump
station

265




Note: Cap = Capability, Vul = Vulnerability, Proact = Proactive, React = Reactive, ¢ = computable, m = Measurable, cnt-b = count-based,

Table A-25: A Sample Collection Security Metrics from selected literature

(A). Technology-Oriented Security Metrics (Tc)

prop-b = proportion-based

No. Metric Quantities Source Characterisation

Tcl Rogue Change Days (Vul), Proact & React, c, t-b

Tc2 Security Evaluation Deficiency Count (Vul), Proact, c, cnt-b

Tc3 Data Transmission Exposures (Vul), Proact & React, c, cnt-b

Tc4 Reachability Count (Vul), Proact & React, c, cnt-b

Tch Attack Path Depth | (Vul), Proact, c, cnt-b

Tc6 Known Vulnerability Days l(_IMchfeeg Set 31" 22000098’ (Vul), Proact & React, c, cnt-b

Tc7 Password Crack Time omeland security, ) (Cap), Proact, m, t-b

Tc8 Worst Case Loss (Vul), Proact, c, cnt-b

Tc9 Detection Mechanism Deficiency Count (Cap), Proact & React, c, cnt-b

Tcl0 Restoration time (Cap & Vul), React, m, t-b

Tcll Root Privilege count (Cap & Vul), Proact & React, c, cnt-b

Tcl2 Vulnerability Counts (Vul), Proact & React, c, cnt-b

Tcl3 Number of Virus infections (Vul), React, c, cnt-b

Tcl4 Number of SPAM blocked (Vul), React, c, cnt-b

Tcl5 Number of port probes (Abbadi, 2006) (Cap & Vul), React, c, cnt-b

Tcl6 Number of incidents (Cap & Vul), Proact & React, c, cnt-b

Tcl7 Number of successful Logons compromise (Vul), Proact & React, c, cnt-b

Tcl8 Number of unsuccessful Logons compromise (Cap), Proact & React, c, cnt-b

Tcl9 Probability of attack (Wang et al., 2008b; | (Cap & Vul), Proact, c, prob-b

Tc20 Cumulative probability of attack Chejara, Garg and Singh, | (Cap & Vul), Proact, c, prob-b
2013)

Tc21 Expected Path Length (Abraham and Nair, | (Cap), Proact, c, cnt-b

Tc22 Probability Path 2014a, 2015a) (Cap & Vul), Proact, c, prob-b
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Tc23 Node Rank (Cap & Vul), Proact & React, c, cnt-b
Tc24 Number of Path (Cap & Vul), Proact, c, cnt-b

Tc25 Shortest Path (Cap & Vul), Proact, c, cnt-b

Tc26 Vulnerability Impact (Vul), Proact, c, cnt-b

Tc27 Weighted number of attack paths (Keramati and Keramati (Cap & Vul), Proact, c, cnt-b

Tc28 Probability of Vulnerability Exploitation 2014) | (Vul), Proact, c, prob-b

Tc29 Probability of Attack Path (Cap & Vul), Proact, c, prob-b

Tc30 Number of Shortest Path (Cap & Vul), Proact, c, prop-b

Tc31l Vulnerability danger degree (Vul), Proact, c, prop-b

Tc32 Vulnerability Emergency Degree (Vul), Proact, c, prop-b

Tc33 Exploitability (Tupper and Zincir- | (Cap & Vul), Proact, c, cnt-b

Tc34 Attackability Heywood, 2008) (Cap & Vul), Proact, c, cnt-b

Tc35 Vulnerability Base Score (Cap & Vul), Proact & React, c, cnt-b
Tc36 Exploitability (Cap & Vul), Proact & React, c, cnt-b
Tc37 Attack vector (Cap & Vul), Proact & React, m, cnt-b
Tc38 Attack Complexity (Cap & Vul), Proact & React, m, cnt-b
Tc39 Privilege Required (Cap & Vul), Proact & React, m, cnt-b
Tc40 User Interaction (Cap & Vul), Proact & React, m, cnt-b
Tc4l Vulnerability Impact (Cap & Vul), Proact & React, c, cnt-b
Tc42 Confidentiality impact (Cap & Vul), Proact & React, m, cnt-b
Tc43 Integrity Impact (FIRST, no date; Keramati, | (Cap & Vul), Proact & React, m, cnt-b
Tc44 Avalilability Impact Akbari and Keramati, | (Cap & Vul), Proact & React, m, cnt-b
Tc45 Vulnerability Temporal Score 2013) (Cap & Vul), Proact & React, c, cnt-b
Tc46 Exploit code maturity (Cap & Vul), Proact & React, m, cnt-b
Tca7 Remediation level (Cap & Vul), Proact & React, m, cnt-b
Tc48 Report Confidence (Cap & Vul), Proact & React, m, cnt-b
Tc49 Vulnerability Environmental Score (Cap & Vul), Proact & React, c, cnt-b
Tc50 Modified Base metrics (Cap & Vul), Proact & React, c, cnt-b
Tch1 Confidentiality Requirements (Cap & Vul), Proact & React, m, cnt-b
Tch2 Integrity requirements (Cap & Vul), Proact & React, m, cnt-b
Tc53 Availability Requirements (Cap & Vul), Proact & React, m, cnt-b
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(B). Process-Oriented Security Metrics (Pr)

No. Metric Quantities Source Characterisation

Prl Number of Policy Violations (Vul), React, c, cnt-b

Pr2 Percent of Systems with formal risk (Cap), Proact, c, prop-b

assessments

Pr3 Percent of Systems with tested security controls _ (Cap), Proact, c, prop-b
(Abbadi, 2006)

Pr4 Percent of weak passwords (Vul), Proact, c, prop-b

Pr5 Number of Identified risks and severity (Cap & Vul), Proact, c, cnt-b

Pré Number of systems with contingency plans (Cap), React, c, cnt-b

Pr7 Percent of Users with no background checks (Vul), Proact, c, prop-b

Pr8 Percent of users without security training (Vul), Proact, c, prop-b

Pr9 Mean time to failure (MTTF) (23001”15330” and Pirzadeh, | (cap & Vul), React, c, t-b

Prl10 Mean time to intrusion (MTTI) (Cap & Vul), React, c, t-b

Pril Mean time to catastrophic failure (MTTCF) (Jonsson and Pirzadeh, | (Cap & Vul), React, c, t-b

Pri2 Mean time between failure (MTBF) 2011; Al-Shehri et al., | (Cap), React, c, t-b
2017)

Pri13 Mean time to recover (MTTR) (Cap), React, c, t-b

Pri4 Mean effort to security failure (METF) (Dacier, Deswarte and | (Cap & Vul), React, c, t-b

Kaaniche, 1996)
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(C). People-Oriented Security Metrics (Ppl)

No. Metric Quantities Source Characterisation

Ppl1 Number of Personnel Needing Security (Cap & Vul), Proact & React, c, cnt-b
Training

Ppl2 Number of successful human-facilitated (Vul), React, c, cnt-b
attacks

Ppl3 Number of thwarted human-facilitated attacks | (Campbell, 2009) (Cap), React, c, cnt-b

Ppl4 Number of incidents caused by terminated (Cap & Vul), Proact & React, c, cnt-b
personnel

Ppl5 Number of Technology Abuse Incidents (Cap & Vul), Proact & React, c, cnt-b

Ppl6 Personnel Security Knowledge Rating (Cap), Proact & React, m, cnt-b

Ppl7 Personnel Security Skill Rating (Cap), Proact & React, m, cnt-b

Ppl8 Harmonised Personnel Security Rating (Cap), Proact & React, m, cnt-b

Ppl9 Mean Human-factor Security Knowledge | (Ani, H. M. He and Tiwari, | (Cap), Proact, c, cnt-b
rating 2016)

Ppl10 Mean Human-factor Security Skill Rating (Cap), Proact, c, cnt-b

Ppl11 Mean Human-factor organisation security (Cap), Proact, c, cnt-b

rating
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Appendix B: Figures

Figure B 1. Demonstrator System Testbed Setup (Screenshots)
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Figure B-2:Wiring Schematics for ICS-CS Conveyor Testbed Setup
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Figure B-3: Totally Integrated Portal ICS-CS Testbed Topology and Network
Configurations




Figure B-4: Totally Integrated Portal ICS-CS Testbed Device and Network
Configurations
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Figure B-5: Ladder Logic Programme for Conveyor Testbed Process Control
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Figure B-6: Ladder Logic Programme for Conveyor Testbed Process Control
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“Punch1” %003 Boo
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Figure B-7: Ladder Logic Programme for Conveyor Testbed Process Control

(3)

Totally Integrated
Automation Portal

Symbol Address Type Comment
"Puncher2” %10.3 Bool
Network 5:
Q03 =iz %002
“Funch 1™ “Puncher1” “Punchz”™
1 1 A
=002
Funch
{ |
Symbaol Address Type Comment
“Punch1” %00.3 Bool
“Punch2” %00.2 Bool
"Puncherl” %I10.2 Bool
Network 6:
w002 w02 RLT %002
“FunchZ” “Puncher1” Lightz" “Punchz”™
| {1 {1 LA
RO0.2
Funch
I/.
Symbaol Address Type Comment
“Light2" %I0.1 Bool
“Punch2” %00.2 Boo
"Puncherl” %I0.2 Bool
Metwork 7:
®OB1
“IEC_Timer_0_DE"
TON %Qot
Tima “roeyors
" Q L
- E
Symbol Address Type Comment
“conveyorl” %00.1 Boo!
“Punch2” %00.2 Boo!
Network 8:
w0 %1 ®Qo
“Funcher1® “Lighe “commeyor
i | ¥ {
wO01
“corwyard”
]l L
1T
Symbol Address Type Comment
“conveyor2” %00.1 Boo!
“Light2" %I0.1 Boo
"Puncherl” %I0.2 Boo
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Figure B-8: ICS-CS Testbed Network Live Host Scan Results (Nmap)

e : [~
n =1
(—_Tj' 2] C\Users\s234671\Docu O ~ C | & C\Users\s234671\Docume... N & I

!l File Edit View Favorites Tools Help
| [ . . .

| = m Suggested Sites - a Web Slice Gallery = a Save to Mendeley |
(|Starting Nmap 7.40 ( https://nmap.org ) at 2017-05-10 16:43 BST mass_dns: warning: Unable to

pen /etc/resolv.conf Try using --svstem-dns or specify valid servers with —dns-servers mass_dns:
warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --svstem-dns or
specify valid servers with --dns-servers Nmap scan report for 192.168.1.2 Host 15 up (0.0018s latency).

C Address: 28:63:36:89:51:D3 (Siemens AG - Industrial Automation - EWA) Nmap scan report for

192.168.1.3 Host 1z up (0.0010s latency). MAC Address: EO:DC:A0:03:13:69 (Siemens Industrial

utomation Products Chengdu) Nmap scan report for 192 1681 4 Host 1s up (0.0018s latency). MAC

ddress: 28:63:36:27:0A:0E (Siemens AG - Industrial Automation - EWA) Nmap scan report for
192.168.1.11 Host 15 up (0.0016s latency). MAC Address: 00:22:4D:55:0B:34 (Mitac International) Nmap
scan report for 192 168.1 15 Host 1s up (0.0034s latency). MAC Address: 00:90-E&8-49:21)-D6 (Moxa

echnologies) Nmap scan report for 192.168.1.16 Host is up. Nmap done: 256 IP addresses (6 hosts up)
scanned in 1 87 seconds

Figure B-9: ICS-CS Testbed Network Port Scan Results (Nmap)

- hl
v o e S e e E oo

File Edit Format View Help

¥ Nmap 7.40 scan initiated Wed May 10 15:43:51 2017 as: nmap -sP —oN netmapsweep.txt 192.168.1.0/24mass_dns: warning: -
Unable to open /etc/resolv.conf. Try using --system-dns or specify valid servers with --dns-serversmass_dns: warning: Unable to

|| determine any DNS servers. Reverse DNS is disabled. Try using —-system-dns or specify valid servers with ——dns-serversNmap scan
|| report for 192.168.1.2Host is up (0.0079s latency).MAC Address: 28:63:36:89:51:D3 (Siemens AC - Industrial Automation - EWA)
Nmap scan report for 192.168.1.3Host is up (0.0078s latency).MAC Address: E0:DC:A0:03:13:69 (Siemens Industrial Automation
Products Chengdu)Nmap scan report for 192.168.1.4Host is up (0.0078s latency).MAC Address: 28:63:36:27:0A:0E (Siemens AG -
Industrial Automation - EWA)Nmap scan report for 192.168.1.11Host is up (0.00083s latency).MAC Address: 00:22:4D:55:06:54
(Mitac International)Nmap scan report for 192.168.1.15Host is up (0.0017s latency).MAC Address: 00:90:E8:49:2D:Dé (Moxa
Technologies)Nmap scan report for 192.168.1.16Host is up.# Nmap done at Wed May 10 15:43:53 2017 -- 256 IP addresses (6 hosts
up} scanned in 1.99 secondsStarting Nmap 7.40 ( https://nmap.org ) at 2017-05-10 15:52 BSTStarting Nmap 7.40 ( https://nmap.org
)at 2017-05-10 15:53 BSTNmap scan report for 192.168.1.2Host is up (0.021s latency).All 1000 scanned ports on 192.168.1.2 are
closedMAC Address: 28:63:36:89:51:D3 (Siemens AG - Industrial Automation - EWA)Nmap done: 1 IP address (1 host up) scanned in
1.78 secondsStarting Nmap 7.40 ( https://nmap.org ) at 2017-05-10 15:54 BSTNmap scan report for 192.168.1.3Host is up (0.0016s
latency).All 1000 scanned ports on 192.168.1.3 are closedMAC Address: E0:DC:A0:03:13:69 (Siemens Industrial Automation Products
Chengdu)Nmap done: 1 IP address (1 host up) scanned in 0.18 secondsStarting Nmap 7.40 ( https://nmap.org ) at 2017-05-10 15:54
BSTStats: 0:00:05 elapsed; O hosts completed (1 up), 1 undergoing SYN Stealth ScanSYN Stealth Scan Timing: About 64.74% done; ETC:
15:54 (0:00:03 remaining)Nmap scan report for 192.168.1.4Host is up (0.0013s latency).All 1000 scanned ports on 192.168.1.4 are
closedMAC Address: 28:63:36:27:0A:0E (Siemens AC - Industrial Automation - EWA)Nmap done: 1 IP address (1 host up) scanned in
7.83 secondsStarting Nmap 7.40 ( https://nmap.org ) at 2017-05-10 15:54 BSTNmap scan report for 192.168.1.15Host is up
(0.00465 latency).Not shown: 996 closed portsPORT ~ STATE SERVICE23/tcp open telnet80/tcp open http4000/tcp open
remoteanything4001/tcp open newoakMAC Address: 00:90:E8:49:2D:D6 (Moxa Technologies)Nmap done: 1 IP address (1 host up)
scanned in 1.45 secondsNmap scan report for 192.168.1.11Host is up (0.014s latency).Not shown: 497 filtered ports, 496 closed
portsPORT ~ STATE SERVICE135/tcp open msrpcl39/tcp open netbios-ssnd445/tcp open microsoft-ds1025/tcp open NFS-or-
1151028/tcp open unknownl031/tcp open 1ad23389/tcp open ms-whbt-serverMAC Address: 00:22:4D:55:08:54 (Mitac International)
Nmap done: 1 IP address (1 host up) scanned in 150.34 seconds
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Figure B-10: ICS-CS Testbed Network Host Reachability Scan Results
(Fping)

- =
| fpingresult.txt - Notepad E@g
ping P

File Edit Format View Help

[192.168.1.15 is alive192.168.1.16 is alive192.168.1.2 is alive192.168.1.3 is alive192.168.1.4 is alive192.168.1.11 is alive192.168.1.1 is -
unreachable192.168.1.5 is unreachable192.168.1.6 is unreachable192.168.1.7 is unreachable192.168.1.8 is unreachable192.168.1.9 is F
unreachable192.168.1.10 is unreachable192.168.1.12 is unreachable192.168.1.13 is unreachable192.168.1.14 is unreachable
192.168.1.17 is unreachable192.168.1.18 is unreachable192.168.1.19 is unreachable192.168.1.20 is unreachable192.168.1.21 is
unreachable192.168.1.22 is unreachable192.168.1.23 is unreachable192.168.1.24 is unreachable192.168.1.25 is unreachable
192.168.1.26 is unreachable192.168.1.27 is unreachable192.168.1.28 is unreachable192.168.1.29 is unreachable192.168.1.30 is
unreachable192.168.1.31 is unreachable192.168.1.32 is unreachable192.168.1.33 is unreachable192.168.1.34 is unreachable
192.168.1.35 is unreachable192.168.1.36 is unreachable192.168.1.37 is unreachable192.168.1.38 is unreachable192.168.1.39 is
unreachable192.168.1.40 is unreachable192.168.1.41 is unreachable192.168.1.42 is unreachable192.168.1.43 is unreachable
192.168.1.44 15 unreachable192.168.1.45 1s unreachable192.168.1.46 is unreachable192.168.1.47 15 unreachable192.168.1.48 1s
unreachable192.168.1.49 is unreachable192.168.1.50 is unreachable192.168.1.51 is unreachable192.168.1.52 is unreachable
192.168.1.53 is unreachable192.168.1.54 is unreachable192.168.1.55 is unreachable192.168.1.56 is unreachable192.168.1.57 is
unreachable192.168.1.58 is unreachable192.168.1.59 is unreachable192.168.1.60 is unreachable192.168.1.61 is unreachable
192.168.1.62 is unreachable192.168.1.63 is unreachable192.168.1.64 is unreachable192.168.1.65 is unreachable192.168.1.66 is
unreachablel192.168.1.67 is unreachable192.168.1.68 is unreachable192.168.1.69 is unreachable192.168.1.70 is unreachable
192.168.1.71 is unreachable192.168.1.72 is unreachable192.168.1.73 is unreachable192.168.1.74 is unreachable192.168.1.75 is
unreachablel192.168.1.76 is unreachable192.168.1.77 is unreachable192.168.1.78 is unreachable192.168.1.79 is unreachable
192.168.1.80 is unreachable192.168.1.81 is unreachable192.168.1.82 is unreachable192.168.1.83 is unreachable192.168.1.84 is
unreachable192.168.1.85 is unreachable192.168.1.86 is unreachable192.168.1.87 is unreachable192.168.1.88 is unreachable
192.168.1.89 is unreachable192.168.1.90 is unreachable192.168.1.91 is unreachable192.168.1.92 is unreachable192.168.1.93 is
unreachable192.168.1.94 is unreachable192.168.1.95 is unreachable192.168.1.96 is unreachable192.168.1.97 is unreachable
192.168.1.98 is unreachable192.168.1.99 is unreachable192.168.1.100 is unreachable192.168.1.101 is unreachable192.168.1.102 is
unreachable192.168.1.103 is unreachable192.168.1.104 is unreachable192.168.1.105 is unreachable192.168.1.106 is unreachable
192.168.1.107 is unreachable192.168.1.108 is unreachable192.168.1.109 is unreachable192.168.1.110 is unreachable192.168.1.111 is
unreachable192.168.1.112 is unreachable192.168.1.113 is unreachable192.168.1.114 is unreachable192.168.1.115 is unreachable
192.168.1.116 15 unreachable192.168.1.117 i1s unreachable192.168.1.118 is unreachable192.168.1.119 is unreachable192.168.1.120 1s
unreachable192.168.1.121 is unreachable192.168.1.122 is unreachable192.168.1.123 is unreachable192.168.1.124 is unreachable
192.168.1.125 is unreachable192.168.1.126 is unreachable192.168.1.127 is unreachable192.168.1.128 is unreachable192.168.1.129 is
unreachable192.168.1.130 is unreachable192.168.1.131 is unreachable192.168.1.132 is unreachable192.168.1.133 is unreachable
192.168.1.134 is unreachable192.168.1.135 is unreachable192.168.1.136 is unreachable192.168.1.137 is unreachable192.168.1.138 is
unreachablel192.168.1.139 is unreachable192.168.1.140 is unreachable192.168.1.141 is unreachable192.168.1.142 is unreachable
192.168.1.143 is unreachable192.168.1.144 is unreachable192.168.1.145 is unreachable192.168.1.146 is unreachable192.168.1.147 is
unreachable192.168.1.148 is unreachable192.168.1.149 is unreachable192.168.1.150 is unreachable192.168.1.151 is unreachable
192.168.1.152 is unreachable192.168.1.153 is unreachable192.168.1.154 is unreachable192.168.1.155 is unreachable192.168.1.156 is
unreachable192.168.1.157 is unreachable192.168.1.158 is unreachable192.168.1.159 is unreachable192.168.1.160 is unreachable
192.168.1.161 is unreachable192.168.1.162 is unreachable192.168.1.163 is unreachable192.168.1.164 is unreachable192.168.1.165 is
unreachable192.168.1.166 is unreachable192.168.1.167 is unreachable192.168.1.168 is unreachable192.168.1.169 is unreachable
192.168.1.170 is unreachable192.168.1.171 is unreachable192.168.1.172 is unreachable192.168.1.173 is unreachable192.168.1.174 is
unreachablel192.168.1.175 is unreachable192.168.1.176 is unreachable192.168.1.177 is unreachable192.168.1.178 is unreachable
192.168.1.179 is unreachable192.168.1.180 is unreachable192.168.1.181 is unreachable192.168.1.182 is unreachable192.168.1.183 is
unreachable192.168.1.184 is unreachable192.168.1.185 is unreachable192.168.1.186 is unreachable192.168.1.187 is unreachable -

m

Figure B-11: ICS-CS Host Vulnerability Scan Summary (NESSUS)

HOStS VUInerablllty Scan Configure Audit Trail Launch = Export = -
Scans > Hosis B Vulnerabilities History
Host Vulnerabilities Scan Details
e [ Name: st VaertilyScan
Status: Completed
12108115 I Poicy:  Bisic Ve S
Scanner: Local Scanner
Start: May 15 at 12:45 PM
16216814 T B Maytswizerem
Elapsed: 11 minutes
192.168.1.3 Targets: 192.168.1.2,192.168.1.3,192.168.1.4,
182.168.1.11,192.168.1.15

Vulnerabilities

U

o0

278



Figure B-12 : ICS-CS Testbed Network Vulnerability Scan (NESSUS)

Nessus

vulnerability scanner

Nessus Scan Report
Mon, 15 May 2017 12:57:13 WEST

Table Of Contents

Vulnerabilities By Host

182.168.1.2
a5 1R

- 192.168.1.3
182.168.1.4
a5 1R

- 182 168.1.11
192.168.1.15

Vulnerabilities By Host
[-] Collapse All
[+] Expand All

192.168.1.2

Scan Information
Start time: Mon May 15 12:45:53 2017
End time: Mon May 15 12:48:52 2017

Host Information

IP: 192.168.1.2
MAC Address: 28:83:36:89:51:d4 28:63:36:80:51:d3
0s: Siemens Device

Results Summary

Critical High Medium Low Info Total
0 0 17 18

Results Details

192.168.1.3

Scan Information

Start time: Mon May 15 12:45:53 2017
End time: Mon May 15 12:47:20 2017
Host Information

IP: 192 168.1.3

MAC Address: el.dcal03:13:69

0s: Linux Kemel 2.4

Results Summary
Critical High Medium Low Infa Total

0 0 0 0
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192.168.1.4

Scan Information

Start time: Mon May 15 12:45:53 2017

End time Man May 15 12:48:20 2017

Host Information

IP: 192.168.1.4

MAC Address 28:63:36:27.02:10 28:63:36:27:0a:0e 28:63:36:27:0a:07
05: Siemens Device

Results Summary
Critical High Medium Low Info Total

en

192.168.1.11

Scan Information

Start time: aon May 15 12:51:27 2017
End time Ion May 15 12:57:13 2017
Host Information

Netbios Name SSW748571C

IF: 192.168.1.11

MAC Addrass
05: Microsoft Windows 7 Enterprise
Results Summary

Critical High Medium Low Info Tatal

192.168.1.15

Scan Information

Start time: Mon May 15 12:45:54 2017

End time Mon May 15 12:47:47 2017

Host Information

DNS Name gateway

1P 192.188.1.15

MAC Address 00:00:00:00:00:00 00:80:28:49:2d:d6
08 3Com Baseline Switch, FreeBSD 4.4

Results Summary

Critical High Medium Low Info Total
0 0 7 33
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Figure B-13: ICS-CS Testbed Network Control Workstation Privilege
Escalation Attack Scenario — Windows Login Attempt

Figure B-14: ICS-CS Testbed Network Control Workstation Privilege
Escalation Attack Scenario — TIA Portal Access

Create new project

Praject name: | Frojectl
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i Getting Staed
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*;. Rermete Desktop Connactian

Sticky Netes
% Snipging Teal
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Figure B-15: PLC Denial-of-Service Attack Scenario: Hping3 Flood Instance

H
Filg
Lapturing rrom etnu - uoxo o
W File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
M am 0 DR AerdJen=aaal
Ul (R Apply a disple -| Expression.. + 192.168.116
| No. Time Source Destination Protocol Length Padding Info =
5 0.803299212 179.105.65.54 192.168.1.2 TCP 54 6556 —+ 0 [SYN] Seq=0
6 0.8040815560 179.185.65.54 192.168.1.2 TCP 54 46783 — 0 [SYN] Seq=t
7 0.809329208 179.185.65.54 192.168.1.2 TCP 54 22814 - © [SYN] seq=C H
N A1AMQARAZCG 170 1A5 A5 B4 1Q2 1A 1 TCP R4 B06 — 0 [S\(N] SEq:E) v
root@UC-kali: ~ 7176 - © [S¥N] Seq=0
e oo 43613 - O [SYN] Se 4
File Edit View Search Terminal Tabs Help 8079 —~ O [SYN] Seq
omj 18067 - 0@ [SYN] Se
root@UC-kali: ~ x root@UC-kali: ~ x root@UC-kali: ~ x root@UC-kali: ~ x g 51753 — @ [SYN] Se
[o] S

:~# hping3 --flood 192.168.1.2
VtHPING 192.168.1.2 (eth® 192.168.1.2): NO FLAGS are set, 40 headers + 0 data byte
2

:

m_I_1ping in flood mode, no replies will be shown

- 192.168.1.2 hping statistic ---

8041184 packets transmittedfEvETs CIe-ENg=ld-NAV=To P LS E ol (Ca i T

round-trip min/avg/max = 0.8/0.0/0.0 ms

585 (100.0%) Profile: Default ‘

Figure B-16: PLC Denial-of-Service Attack Scenario: Packet Flood Analysis —
1 (Wireshark)

Lapturing rrom etnu ¥V @ YR

| View Go Capture Analyze Statistics Telephony Wireless Tools Help
P ® X0 Q «» 0= @ e @ ¥

" < -| Expression..  + 192.168.116 1
L
E - No. Time Source Destination Protocol Length Padding Info =
N 5 0.803299212 179.105.65.54 192,168.1.2 TCP 54 6556 = 0 [SYN] Seq=0
b 6 0.004081560 179.105.65.54 192.168.1.2 TCP 54 46783 - © [SYN] sSeq=C @
b M 7 0.809329208 179.105.65.54 192.168.1.2 TCP 54 22814 - © [SYN] Seqg=C
ol 8 0.010098429 179.105.65.54 192 .168.1.2 TCP 54 606 - © [SYN] Seq=0 Y 4
i e 9 0.010798601 179.105.65.54 192.168.1.2 TCP 54 7179 - @ [SYN] Seq=0
3 L 10 0.011524913 179.105.65.54 192.168.1.2 TCP 54 43613 - © [SYN] Se
3 11 0.014264613 179.105.65.54 192 .168.1.2 TCP 54 8079 - 0 [SYN] Seg
N il 12 0.015233075 179.105.65.54 192.168.1.2 TCF 54 18067 - @ [SYN] Se
2 @ 13 0.016010578 179.105.65.54 192.168.1.2 TCP 54 51753 — @ [SYN] Se
B 016785474 0 5 adb, i SYN] S
4 017596033 . .65, .168.1.2 9145 - 0 [SYN] Se
¢ ArnanEnaa - den a A Ten = Annr o a e oa
o » Internet Protocol Version 4, Src: 179.105.65.54 (179.105.65.54), Dst: 182.168.1.2 (192.168.1.2)
i ~ Transmission Control Protocol, Src Porft: 18215, Dst Fort: ©, Seq: O, Len: ©
A 2 Source Port: 18215
| Destination Port: O
3 [Stream index: 13]
B [TCP Segment Len: 0]

b Sequence number: @ (relative sequence number)
7 0000 28 63 36 89 51 d3 08 0@ 27 b5 4f ba [FEREE 45 00
1 00 28 29 61 00 00 ea 06 f1 24 b3 69 41 36 c0O a8
B 01 02 47 27 00 00 76 7d Qe 36 0@ GO0 GO0 0O 50 02
07 94 26 2a 00 00

N O 7 Type (eth.type), 2 bytes Packets: 7984076 - Displayed: 7984076 (100.0%)  Profile: Default
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Figure B-17: PLC Denial-of-Service Attack Scenario: Packet Flood Analysis —
2 (Wireshark)
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Figure B-19: PLC Denial-of-Service Attack Scenario: SMOD Utility Attack (2)
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Figure B-21 :
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Figure B-22 :
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Figure B-23: Nexpose Vulnerability Scanner Start-up from Metasploit
Framework in Kali Linux
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Figure B-25: Nexpose Vulnerability Scanner — Vulnerability Scan Results
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Figure B-26: Nexpose Vulnerability Scanner —=Vulnerability Description
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Figure B-27: Complete (37-Member) Workforce Capability Chart
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Figure B-28: Complete Chart Representation of Cumulative Capability

Ratings (CCR)
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Figure B-29: Testbed Control Network Components integration
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Figure B-31: Privilege Escalation Attack Procedures and Screenshots

System Access and modifications:

Vi.

Booting into the Kali Live USB (See Error! Reference source not found.)

Locating a file ‘'sethc.exe’ from ‘Systems32’ sub-folder in the Windows folder resident in the ‘Windows’ partition. The file ‘sethc.exe’ is an
executable file/process related to Windows NT High Contrast Invocation. The file is included in Microsoft Windows Operating System.
With default Windows settings, this file is called-up and executed when the shift key on the keyboard is pressed 5 times in succession
to invoke the Sticky Keys configuration window (See Error! Reference source not found.).

The file ‘sethc.exe’ file is renamed to ‘sethc.bak’. This is to keep a backup copy of the file for future system recovery. In real attack
scenario that involves a malicious insider attacker, such threat agents may well delete the file completely.

From the same ‘Systems32’ sub-folder, the file ‘cmd.exe’ is located and duplicated. ‘CMD.exe’ file/process is the Microsoft Windows file
responsible for loading user profiles on logon.

The duplicate ‘CMD(copy).exe’ is renamed to ‘sethc.exe’. This procedure causes the Windows platform to launch a ‘sethc.exe’ file name
with ‘cmd.exe’ executable instructions, which prompts and accessibility option to the computer.

Kali Live OS environment is restarted to enable booting into Windows platform.
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New User Creation and Escalation of Privilege:

i.  On windows platform, the ‘Shift’ key on the keyboard is pressed 5 times successively to call-up the command prompt.

ii.  Atthe command prompt, a new user and password is created using the desired details. The command “net user /add
MCSintruder Passwordl” creates a new user named “MCSintruder” with a password “Password1”

iii. A second command is used to add the newly created user to the ‘Administrators’ group of exploited system. The
command used was “net localgroup administrators MCSintruder /add”

iv. Normal system login was now attempted using the new credentials - username: MCSintruder, password: Password1l.
Access to the system was successful with capabilities to manipulate files and programs - (See Error! Reference source
not found.). Appendices B-13 and B-14 present other exploit access login screens of the attack.
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Appendix C: Questionnaires and Ethics Approvals

Figure C-1: Framework Validation Questionnaire (Tool)

Introduction:

As part of research being undertaken in SATM, PhD student, we are appealing for assistance in completing
and(or) sharing this research survey with individuals (industrial and academic research experts) working
or previously worked in security metrics and assessment, especially in the industrial environment. Our
research is looking at enhancing cyber security assurance in the ICS domain, part of which includes the
adoption of an effective all-encompassing metrics development framework that can guide the generation
of appropriate security metric taxonomies for the evaluation of security posture in an ICS environment.
The survey target experts with understanding/experience in metrics generation, evaluations, and
applications in cyber security, information security, network security metrics (development frameworks,
and quantities). It is focused on determining desirable properties of potential security metrics development
frameworks, the validity of a proposed framework and metric taxonomy; in response to the dynamic nature
of cybersecurity threats and vulnerabilities in the ICS environment.

If you know of anyone working in these areas who might be able to spare some time to complete the
survey, please send them a link to the survey:
https://cranfielduniversity.eu.qualtrics.com/jfe/form/SV_cCqg80t86uWykZk9

If you know of anyone working in these areas who might be able to spare some time to complete the
survey, please send them a link to the survey:
https://cranfielduniversity.eu.qualtrics.com/jfe/form/SV_cCqg80t86uWykzZk9

This research has been approved by Cranfield University ethics committee, and will not record sensitive
personal or commercial data.

If you have any queries, please contact Uchenna P Daniel Ani — u.p.ani@cranfield.ac.uk , or
h.he@cranfield.ac.uk

Consent:

If you are unsure whether your role is applicable, feel free to contact the researcher Informed Consent
This survey will take few minutes to accomplish. You are free to withdraw your consent and to ask for the
destruction of all or part of the data that you have contributed at any time up to 14 days after you have
submitted your response. After this time it will not be possible to distinguish your response from the
aggregated results. Withdrawing your consent will not be viewed negatively. Unless you otherwise give
permission, all data is collected anonymously. The data you supply will be used only for the research
purposes of this study and while the results may be published in (for example) scientific journals or
conference proceedings, it will not be possible to identify any individual from the published results. The
individual survey results will only be seen by the researcher and a select number of supervising staff at
Cranfield University. You may save your progress, close your browser, and continue completing the survey
later. Partially completed surveys however will not be counted in the final results.

| welcome any further questions or comments at: u.p.ani@cranfield.ac.uk
Do you understand and wish to continue with this survey?

O Yes (1)

O No (0)

Condition: No Is Selected. Skip To: End of Survey.
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https://cranfielduniversity.eu.qualtrics.com/jfe/form/SV_cCq8Ot86uWykZk9
https://cranfielduniversity.eu.qualtrics.com/jfe/form/SV_cCq8Ot86uWykZk9
mailto:u.p.ani@cranfield.ac.uk
mailto:h.he@cranfield.ac.uk

D1 How long (in years) have you worked in the operational security aspect of the industry?
O 1()

D2 Which of these security capability (knowledge and skill) classifications best describes you?
O Security Knowledge (1)

O Security Skill (2)

O Both Security Knowledge and Skill (3)

D3 Using a rating range of 1 — 5; 1 being least, and 5 being highest, how do you rate your knowledge,
skills, experience, or expertise in security metrics development, security metrics-driven assessment, and
general information/cyber-security?

O 1)

O 2(2)

O 3(3)

O 44

O 5(5)

The Operational Security Metrics Generation (OSMG) Framework for Industrial Environments
Operational security metrics are measures or attributes that tell or used to determine the state or degree
of security relative to specific operational reference points or objectives and informs of what is required for
improvement. Operational Security metrics are very crucial towards guiding the direction in the
measurement of security states and susceptibilities. However, practical security metrics lies in effective
development approaches. The characteristics of an effective framework for security metrics development
should include: feasibility, repeatability, adaptability, goal-definitive, scope-definitive (FRAGS). A
framework for Operational Security Metrics Generation (OSMG) for industry control environments is
presented, unifying existing approaches, inheriting their characteristics, and adding the characteristics of
adaptability.
The figure below presents the OSMG Framework that incorporates valuable requirements and features in
an inclusive, concise, step-wise method. The framework focuses on guiding security metrics development
in the industrial control system environment following three broad phases as described below:

i. Target System definition (scope definitions for security dimension, system, and constituent

segment).
ii. Target (Security) Objective definition (primary, secondary, and tertiary security objective
definitions).

Metrics-synthesis (control dimensions, metric quantities, and profile definitions). The framework will help
create effective and efficient security metrics taxonomies that can be used to enhance security assurance
within industrial operational environments
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Q1 Section B: Framework Evaluation

A good security metrics development framework should possess/retain the following characteristics:
Scope-definitive: Guide the clear outline of targeted system scope.

2 Objective-definitive: Guide the clear delineation of targeted security objectives.

3.  Simple: Easy and straightforward to employ or use.

4, Adaptive: Enable the adoption of reviews in response to dynamic changes in scope and objectives.
5

6.

=

Iterative: Enable repetitions of processes or procedures where necessary.
Reliable: Trusted to yield a consistent desirable outcome (metrics)

Scope-
definitive (1)

Objective-
definitive (2)

Simple (3)

Adaptive (4)
Iterative (5)
Reliable (6)

0000 O
0000 O
0000 O
0000 O
0000 O

Q2 The proposed OSMG framework for ICS Environment is considered complete in providing adequate
means for process and objective scoping.

Strongly Agree (5)

Agree (4)

Disagree (3)

Strongly Disagree (2)

No Opinion / Don't Know (1)

00000

Q

3 How consistent is the level of details given in the proposed OSMG framework?
Strongly Consistent (5)

Consistent (4)

Inconsistent (3)

Strongly Inconsistent (2)

No Opinion / Don't Know (1)

00000

Q4 How easy do you think it is to understand the path from initial 'security dimension' to final process of
'metrics specification' in the proposed OSMG framework?

O Strongly Easy (5)

O Easy (4)

O Uneasy (3)

O Strongly Uneasy (2)

O No Opinion / Don't Know (1)

Q5 How much previous knowledge of security metrics development do you think you need to be able to
interpret this framework?

O Very Much (5)

O Much (4)

O Little (3)

O Very Little (2)

O No Opinion / Don't Know (1)

Q6 How easy would it be to adapt (add/remove/mend) security target(s), objective(s), and(or) metrics from
the proposed OSMG framework?

O Strongly Easy (5)

Easy (4)

Uneasy (3)

Strongly Uneasy (2)

O
O
O
O No Opinion / Don't Know (1)
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Q7 The level of detail provided by this OSMG Framework can yield metrics that will enable a fair
assessment of the security strengths and weaknesses of an ICS domain

QO Strongly Agree (5)

O Agree (4)

O Disagree (3)

QO Strongly Disagree (2)

O No Opinion / Don't Know (1)

Q8 How appropriate is it to include/consider people, process, and technology security
attributes/dimensions to gain an overall, system/organisation-wide perspective of security postures and
vulnerabilities?

Strongly Appropriate (5)

Appropriate (4)

Inappropriate (3)

Strongly Inappropriate (2)

No Opinion / Don't Know (1)

00000

Q9 Each Phase and attribute-decomposition in the OSMG framework relates to a relevant security
requirement, standard or best practice guide.

O Strongly Agree (5)

O Agree (4)

O Disagree (3)

O Strongly Disagree (2)

O No Opinion / Don't Know (1)

Q10 Each Phase and sub-phase of the OSMG framework is easy to understand (i.e., clearly defined and
unambiguous).

O Strongly Agree (5)

O Agree (4)

O Disagree (3)

O Strongly Disagree (2)

O No Opinion / Don't Know (1)

Q11 How realistic is it for industrial organisations to use this OSMG framework to view their security
requirements, generate and use security metrics to understand organisational security capabilities
(postures or vulnerabilities)?

O Strongly Realistic (5)

O Realistic (4)

O unrealistic (3)

O Strongly Unrealistic (2)

O No Opinion / Don't Know (1)

Q12 How easy would it be to adapt (add/remove/amend) this proposed OSMG framework to meet
individual and varied industrial operational environments?

O Strongly Easy (5)

O Easy (4)

O Uneasy (3)

O Strongly Uneasy (2)

O No Opinion / Don't Know (1)

Q13 How useful would this framework be to the industrial community in the pursuit of operational security
assurance?

Strongly Useful (5)

Useful (4)

Not Useful (3)

Strongly Not Useful (2)

No Opinion / Don't Know (1)

00000
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Q14 How useful would this framework be to the academic and research community to guide further
developments towards effective operational security assurance?

QO Strongly Useful (5)

O Useful (4)

O Not Useful (3)

QO Strongly Not Useful (2)

O No Opinion / Don't Know (1)

Q15 to what extent do you think the proposed OSMG framework is applicable for yielding
desirable security metrics relative to industrial operations scenarios?

Strongly Applicability (5)

Applicable (4)

Not Applicable (3)

Strongly Not Applicable (2)

No Opinion / Don't Know (1)

00000

Figure C-2: Ethics Approval for Framework Validation Questionnaire (Tool)

120112017 CURES Submission: Approved - Ani, Uchenna p.

CURES Submission: Approved

donotreply@infonetica.net

Thu 11/05/2017 14:01

TocAni, Uchenna p. <up.ani@cranfield ac uk=;

CcHe, Hongmei <h he@cranfield.ac.uk=;

Dear Uchenna p.

Reference: CURES/2682/2017
Title: A Framewaork for Operational Security Metrics Development for Industrial Control Environments

Thank you for your application to the Cranfield University Research Ethics System (CURES).

Your proposed research activity has been confirmed as Level 2b risk in terms of research ethics. You may now proceed
with the research activities you have sought approval for.

Please remember that CURES occasionally conducts audits of projects. We may therefore contact you during or
following execution of your fieldwork. Guidance on good practice is available on the research ethics intranet pages.

If you have any gueries, please contact cures-support@cranfield ac.uk
We wish you every success with your project.

Regards

CURES Team

May we remind you of the importance of addressing health and safety issues in your research. Templates and further
guidance are available here.
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Figure C-3: Ethics Approval for Workforce Cyber Security Capability Test-
based Questionnaire

121172017 CURES Submission: Approved - Ani, Uchenna p.

CURES Submission: Approved

donotreply@infonetica.net
Thu 14/07/2016 11:08
To:Ani, Uchenna p. =u.p.ani@cranfield.acuk=;

CcHe, Hongmei <h.he@cranfield.ac.uk=;

Dear Uchenna p.

Reference: CURES/1811/2016
Title: Industrial Control System Cyber Security Assurance through Workforce capability evaluation approach and
Validation

Your proposed research activity has been reviewed by CURES and you can now proceed with the research activities
you have sought approval for.

Please remember that CURES occasionally conducts audits of projects. We may therefore contact you during or
following execution of your fieldwork. Guidance on good practice is available on the research ethics intranet pages.

If you have any queries, please contact cures-support@cranfield ac uk

We wish you every success with your project.

Regards

CURES Team

May we remind you of the importance of addressing health and safety issues in your research. Templates and further
guidance are available here.

299




Figure C-4: Cyber Security Capability Questionnaire

With focus on standard security models, best practices, 1SO, NIST, PCI-DSS, UK-Cyber Security Essentials, NIST Special
Publication 800-82 "Guide to ICS Security", and the Framework for Improving Critical Infrastructure Cyber Security.

Assessment of organizations cyber security susceptibility, via its employee’s conformance to the NIST’s Infrastructural Cyber security
framework core activities (identification, protection, detection, response and recovery). Current cyber security trends show that a
major challenge to effective cyber protection is not with the technologies or their applications, but rather with the human (employee)
workforce. Traditionally, the academia and industry have focused more on mitigating cyber insecurities associated with technical
capabilities and solutions, not much has been considered towards improving the fragile cyber security posture of the organizational
workforce, and lowering their susceptibility to prevailing cyber-attack techniques. A critical initiative and measure towards achieving
this is the building of capacities through awareness and diagnostic abilities, which usually should be guided by organizational policies
and standards for safe process operations, handling sensitive data/equipment, internet-use best practices, breach/compromise
identification, response, reporting, and effective recovery amongst others. This will potential help guard individuals and the
organization from compromise.

However, parallel to the significance of assessing and tracking the fortes of technological system defences, it is similarly essential to
gauge the latent efficiency of awareness and diagnostic abilities of the organizational workforce. This we prefer to suitably term as
their Susceptibility to cyber-attacks, which invariably offers a general view of the organization’s cyber-attacks susceptibility.
Assessing organization’s cyber-attack susceptibility posture from the perspectives of workforce awareness and diagnostic capacities.
The outcomes of such assessment could help identify and prioritize the workforce and susceptibility scope for improvement within
the context of unremitting and repeatable process, which will further give light on the progress towards a targeted attack susceptibility
state. Additionally, the knowledge inferred from such susceptibility assessment could spur improvements in the right directions and
reduce the overheads in resources needed to boost the cyber security capacities of the industrial workforce

A. Cyber Security Knowledge (Awareness) Questions
1. How well secure do you feel about your industrial equipment, networks, operations and(or) critical infrastructure against cyber
vulnerabilities, threats and attacks?

A. Very well secure [2]

B. Fairly well secure  [3]

C. Not very well secure [4]

D. Not at all secure [5]

E. Don’t Know [1]

2. The frequency of monitoring and tuning of the capacity or usage statistics of your Industrial Control Systems and IT critical

infrastructure?
A. Regularly [5]
B. lIrregularly [2]
C. As|deem necessary [3]
D. As prescribed by Company/Organization 4]
E. Not Necessary (since basic functionalities are stable) [1]

3. Clear understanding of your duties and responsibilities in the protection of industrial computing assets and critical infrastructures
as contained in the following: (i) CPNI Good Practice Guide, (ii) ISO/IEC 27002, (jiii) IEC 62443 (ISA-99), (iv) NIST SP 800-82,
and (v) COBIT 5

Totally agree [5]
Tend to agree [4]
Tend to disagree [ 3]
Totally disagree [ 2]
Don’t Know [1]

moow»

4. Clearly understand and able to recognise better and easily all potential forms of social engineering attacks (Physical Access,
ID/Email Spoofing, Phishing, Spear Phishing, etc.)?

Totally agree [5]

Tend to agree [4]

Tend to disagree [ 3]

Totally disagree [ 2]

Don’t Know [1]

apwNE

6. Cyber-security goes beyond just ensuring that physical equipment and computing devices are not directly compromised, it
extends to ensuring | am not compromised either.

Totally agree [5]

Tend to agree [4]

Tend to disagree  [3]

Totally disagree [2]

Don’t Know [1]

moow»

7. On the knowledge and availability of adequate recorded and evolving cyber threats, attack intelligence, potential consequences
and safeguard solutions provided by employer

A. Yesthereis, and | know and understand clearly [5]
B. Yesthereis, | know and understand only apart [4]
C. Yesthereis, | do not know and understand clearly [ 3]
D. No Not sure there is [1]
E. No thereis none [2]




8.

10.

11.

12.

13.

14.

15.

16.

Our operations and services make our industrial network/critical infrastructure is a potential target for cyber-attacks

A.  Totally agree [5]

B.  Tend to agree [4]

C. Tendtodisagree [3]

D. Totally disagree [2]

E. Don’t Know [1]

Being knowledgeable in the current Cyber Security Essentials and my role expectations in keeping to the guidelines
Totally agree [5]
Tend to agree [4]

Tend to disagree [ 3]
Totally disagree [2]
Don’t Know [1]

moow»

Availability and awareness of security policies on what, and how you can and cannot link-up or communicate with entities outside
the industrial network
A. Yes, there are policies limiting external communications via emails and other mediums, how to and not to communicate,
whom to and not to communicate to while at work, | agree to ALL [5]
B. Yes there are policies on external communication, and | do not understand and agree to SOME [ 4]
C. Yes there are policies on external communication, and | do not agree ANY [ 3]
D. No, there are no policies and | do not think it is necessary in this case, as | should be able to communicate freely to
everyone [ 2]
E. Noidea[1]

Do you agree to using personal (private) owned computing devices (phones, PDAs, laptops, etc) to store, transfer and (or)
process industrial/company information?

Totally agree [2]

Tend to agree [3]

Tend to disagree  [4]

Totally disagree [5]

Don’t Know [1]

moow»

For easy access and recollection, it is better to use same user access/authentication credentials (ID and password) for both
personal and work (company) accounts

Totally agree [2]

Tend to agree [3]

Tend to disagree [4]

Totally disagree [5]

Don’t Know [1]
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How well informed on strong password generation or selection techniques and ideas that can be used to strengthen your
password, and make it difficult to guess or crack?

A. Very well informed [5]
B. Fairly well informed [4]
C. Not very well informed [3]
D. Not at all informed [2]
E. Don’t Know [1]

How well informed do you feel about the risk of cyber-attacks and cybercrime on your ICS infrastructure and working
environment?

A. Very well informed [5]
B. Fairly well informed [4]
C. Not very well informed [3]
D. Not at all informed [2]
E. Don’t Know [1]

Please to what extent do you agree or disagree with the following statement?
You believe the risk of your industrial process/operational environment becoming a victim of a cyber-attack has increased in
the past year, and you are conscious of the this while undertaking your routine duties in the workplace.

Totally agree [5]
Tend to agree [4]
Tend to disagree [3]
Totally disagree  [2]
Don’t Know [1]

«-I@em

Please to what extent do you agree or disagree with the following statement?

You are able to recognise and respond appropriately to all forms of cyber-attacks that target you, or your industrial process
operations, or infrastructure
Totally agree [2]
Tend to agree [3]
Tend to disagree  [4]
Totally disagree [5]
Don’t Know [1]
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17. Equipment Vendors, Supplier, Customers, Specialist Contractors, Internet Service Providers, Social Networks, etc, RARELY
contribute to increasing security threats and vulnerabilities for cyber-attacks to your immediate working (industrial/operational)

domain.
A. Totally agree [2]
B. Tendto agree [3]
C. Tendtodisagree [4]
D. Totally disagree [5]
E. Don’t Know [1]

18. Please to what extent do you agree or disagree with the following statement?

In the event of being a target or victim of a cyber-attack, you know where and whom to report to for support
Totally agree [5]
Tend to agree [4]
Tend to disagree  [3]
Totally disagree [2]
Don’t Know [1]
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19. Which statement best describes your knowledge of potential solutions available for addressing cyber security threats to
ICS/SCADA infrastructure and(or) enterprise network

A. | know what solutions are available for ALL ICS/SCADA security threats [2]
B. | know what solutions are available for MOST ICS/SCADA security threats [3]
C. | know what solutions are available for SOME ICS/SCADA security threats [5]
D. | know what solutions are available for FEW ICS/SCADA security threats [4]
E. |1 DO NOT know what solutions are available for ICS/SCADA security threats [1]
20. Who do you think is, or could be attacking your ICS/SCADA infrastructure and networks

A. Outsider Hackers [3]

B. Insider Hackers [4]

C. Bothinsiders and Outsiders [5]

D. NoOne [2]

E. Don’t Know/Not Sure [1]

B. Cyber Security Skills Questionnaire

Note: Higher capability for appropriate response implies lesser security risk potential
1. How do you manage your passwords/credentials to prevent loss, or not being locked-out of your industrial/production system?

A.  On mobile devices [4]
B. In Physical or Electronic Dairy [ 3]
C. On Sticky Notes on Desk [1]
D. Memorised (Off-heart) [5]
E. Shared-password with colleagues [2]

2. How often does the company update its industrial antivirus and antimalware applications?

A. Weekly [2]
B. As prescribed by security policy [4]
C. Monthly [3]
D. Idon't Know [1]
E. Assoon as Available [5]
3. How do you access and exchange files and documentations on your Industrial Network USB drives and other external medias
A. Using External Storage media [1]
B. Using Remote Access Configurations/Networks [5]
C. Through Email attachments [4]
D. As intuition directs (alternates between A and B) [3]
E. Using Wireless Mediums (e.g. Blutooth, Near Field, Infrared, HotKnot, etc) [2]
4. Knowing the channel and mode of reporting in the event of being a victim of a (suspected) cyber-attack/intrusion/infection.
A. Totally agree [5]
B. Tend to agree [4]
C. Tend to disagree [3]
D. Totally disagree 2]
E. Don’t Know [1]

5. Ever noticed/discovered any form of hack/attack/intrusion or compromise in your work system or industrial control
network/equipment?

A. Yes, One or more of these have been attack/compromised before [5]
B. No, None of these have been attack/compromised before [4]

C. Ido not know if any of these have been attack/compromised before  [2]

D. Never had to consider such potentials [1]

E. My work domain is completely isolated and unreachable for hackers  [3]

6. Knowing what to look-out for, and how to tell if your industrial domain (work station, network or other critical infrastructure) is
attacked or infected
A.  Totally agree [5]
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10.

11.

12.

Tend to agree [4]
Tend to disagree  [3]
Totally disagree 2]
Don’t Know [1]
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How do you respond to the either of the following; the mouse on your workstation screen begins to move around on its own and
click things, or the controls on your monitoring station (HMI) get activated on their own.

A. Call your co-workers over so they can see and witness [3]

Inform your supervisor / line manager immediately, and call for technical support [5]

Run system and antivirus updates/patches immediately to fix the problem [2]

Disconnect the mouse, control station network from others, and power off the abnormal system immediately [4]

Don’t worry, take time to observe the behaviour and only inform your supervisor/line manager if problem persists or is
beyond your control [1]

In your opinion, which of these offers a stronger and more secure password type to adopt?
WHE-@*$! [1]
B. 1234pwd [2]
C. Qwert#xk [4]
D. UdG7@zml[5]
E. Password8[3]

Because you are keen on enhancing your cyber security knowledge and skills, you subscribed to a number of free online
ICS/SCADA Security Magazines. To activate your free subscription, you are required to register with your work email. One
magazine askes for your year of birth, a second asks for your month of birth, a third asks for your mother's maiden name. How
do you respond to all these?

A. Supply all the correct information as the organisation needs to know you better to provide you with the best and most useful
information [1]

B. Give out your personal email rather than your work email [2]
C. Do not trade-off your private information for any information you are not certain about, not to unknown persons or organisation

[8]
D. It does not matter what information you supply, so long as you gain access to the Information/Cyber Security Magazines you
subscribed. [3]

E. Supply false details [4]
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Two different offices in your workplace are working to straighten out an error in your Single Sign-On Account (Login)
configurations and Bank payments details. Office 1 asks you to email your correct account details. You send the requested
details via email to office 1, which is subsequently forwarded via email to office 2. Office 2 confirms to have straightened the
error out. What do you thing could be wrong here?

A. Nothing could be wrong, as the error has been straightened out [3]
B It is wrong sending your bank details, but OK sending your login details [4]
C. ltis wrong sending your sensitive information via unsecure channels like emails [5]
D | am not sure if anything is wrong here. [1]
E It is wrong not sending emailing the required information to the bank [2]

Your line manager / supervisor is very busy and asks you to log into the Industrial Control System Server / Data Historian using
his/her user credentials (User-ID, Password, Pin, etc) to retrieve some control system data for reporting. What should you do?

A.  Obey your boss, and do as instructed following official procedures [4]
B. Ignore the instruction, and hope that he/she forgets [3]
C.  Decline the request, and remind your boss that it is against user compliance policy [5]
D. Do as instructed, but keep it a secret [2]
E. Do nothing [1]

You are an industrial staff whose duties involves interaction with external or third party vendors, suppliers, engineers, contractors,
etc. How do you respond when contacted (email, instant messaging, phone, etc) with the following information;

Three days from now, we will be deleting all inactive business/email accounts in order to create space for more users. You are
required to reply back with the following information in order to continue using your business/email account. If we do not receive
this information from you by the end of the third day, your business/email account will be deleted. (1) Full Name on Account
(2) Account/Email Login ID (3) Password. Please contact the webmail team for any inquiries. Thank you for your timely
response.

A. Reply immediately with the required information to meet the short notice [1]

Ignore the information and do not report to anyone [4]

Do not provide the information required to anyone, and report or confirm with technical support for actions [5]
Do your private investigation and only send the requested information when satisfied [3]
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Reply with the requested information, and copy your line manager and(or) technical support [2]
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13.

14.

15.

16.

17.

18.

19.

20.

As an industrial workforce (operator, technician, engineer, supervisor, etc) you notice that a configured process now completes
at a time 2 to 3 minutes earlier than the known or pre-configured duration. What do you do?

A. Perform your own private investigation about the change, and only divulge after you are done [3]
B. Do not worry as any anomaly would soon be discovered [2]

C. Discuss the time change with other operators and take their opinion [4]

D. Itis a sign of efficiency and improvement, so do not do anything [1]

E. Report the change to appropriate line manager and verify the authenticity of the change [5]

It is festivity time; you receive an electronic greeting card (e-card) to your work email from a friend. The mail requires you to click
on the attachment to view the electronic card. What should you do?

Use other means possible to verify the origin and authenticity of the email before opening the attachment [3]

Open the email and attachment to verify it truly came from your friend, if not delete it. [2]

It is OK and normal to receive e-cards from friends and family during festive seasons [1]

Forward the email to your private/personal email and open it there [4]

Do not click or open the attachment, delete it immediately [5]

Which of the following character set do you, or are you likely to use for your strong account password as a system user?
A. Combined Upper Case, Lower Case, Numbers, and Symbol (special characters) [5]
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B. Combination of any 3 [4]
C. Combination of any 2 [3]
D.  Any one set of characters will do [2]
E. Not keen on password character set and strength. [1]

Outside the scheduled/planned maintenance period, you receive an email or pop-up notification on your workstation to urgently
initiate a ‘critical’ security update or patch that you are not sure has been tested but addresses certain security flaws on your ICS
node.

A. Do not install the update/patch, and leave the security flaw [4]

Quickly install the update/patch to enhance the security of your ICS node. [2]

Test the acceptability of the patch yourself, and install when satisfied [3]

Seek and verify the approval and accountability for the update/patch from technical support [5]
Neither install or verify patch since your system is not breached and is working normal [1]
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How often do you change/review your account password assuming organisational security policy is in place for that?

A.  Whenever | deem necessary [1]
B.  Bi-annually [4]
C.  When my password is compromised [2]
D.  Monthly [5]
E.  Annually [3]

How often do you use your personal device or email for office works?

A. Most times [2]
B. Not at all [5]
C.  When necessary [4]
D.  Always [1]
E.  When asked to do so [3]

You possess the requisite operational cyber security certification(s) that affirm your security capability to secure your operational
endpoint (HMI, Control station, MTU, RTU, etc) from cyber-attacks while undertaking your job duties and responsibilities?
Totally agree [5]

Tend to agree [4]

Tend to disagree  [3]

Totally disagree 2]

Don’t Know [1]
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Itis the sole responsibility of the information security department to protect company assets by engineering protection and proper
use of information assets, deploying security technologies for securing industrial processes, and developing proper security
practices for daily activities

Totally agree 2]

Tend to agree [3]

Tend to disagree  [4]

Totally disagree [5]

Don’t Know [1]
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