In: 2024 International Conference on Cyber-Physical Social Intelligence (ICCSI), 8-12 Nov 2024, Doha, Qatar
DOI:10.1109/iccsi62669.2024.10799418

An Enabling Architecture for Computational Cost Efficiency in
Predictive Maintenance Digital Twins

Ibrahim Abdullahi', Stefano longo', and Mohammad Samie!

!School of Aerospace, Transport and Manufacturing, Cranfield University, Bedford, UK, MK43 0AL.

*corresponding author: ibrahim.abdullahi@cranfield.ac.uk

Abstract— As digital twins emerge to provide a replication
of physical assets in the digital space, the application of
predictive maintenance of industrial asset becomes more
effective. Developing digital twins for the predictive
maintenance case study leverages Internet of Things, cloud
computing and machine learning. While these technologies
extend the necessary tools for deploying predictive maintenance
digital twins, an enabling architecture facilitated by fog
computing positions predictive maintenance digital twins for
improved computational cost and latency than centralizing in
the cloud or running locally at the edge. This work presents the
application of a distributed digital twin framework, showing the
benefits of better compute utilization and latency by adopting a
distributed digital twin framework for predictive maintenance
of wind turbine components in a wind farm.

Keywords—Digital Twins (DT), Machine Learning (ML),
predictive maintenance, computational cost, fog, cloud, edge.

I. INTRODUCTION

The emergence of digital twins (DT) has improved asset
management and predictive maintenance in industrial
internet of things (IIoT) applications [1] [2] [3]. These virtual
representations of physical systems enable continuous
monitoring, data synchronization, and performance
optimization, leading to substantial benefits throughout the
system's lifecycle [4].

However, a common challenge in digital twin
implementation is the difficulty in accurately modelling
every detail of the physical system, particularly for large-
scale and complex systems [4]. This often results from
computational inefficiencies and bottlenecks, which can
hinder the real-time decision-making capabilities essential
for effective predictive maintenance.

To address this challenge, this paper proposes an enabling
architecture that leverages a hybrid approach, by breaking
down the digital twin into layers corresponding to the unit,
system, and system of systems digital twin, each with
differing levels of model fidelity and computational capacity
needs [5] [6]. The core concept is to provide a cost effective
architecture by bringing higher compute capacity closer to the
data sources, enabling efficient data processing and decision
making at the edge, while maintaining a centralized digital
twin that synchronizes the full system state and enable high-
level optimization with historical data [7].

This builds on the need and benefits of running machine
learning algorithms with real time data at the edge, for swift
decision making and simulations that can be facilitated by
digital twin models. In the Internet of Things (IoT) domain
with limited and constrained edge devices, some research
outputs have shown that some techniques can balance

accuracy trade-off and computational cost thereby enabling
both training and inference on edge devices [8] without
requiring expensive cloud compute resources. However, for
critical industrial infrastructure, such as the wind turbine
predictive maintenance in this case study, the proposed
architecture combines the strengths of edge computing, cloud
computing, and multi-level digital twin models to achieve
computational cost efficiency in predictive maintenance
applications, for enabling better performance of the DTs.

The key elements of the proposed architecture include
decomposing the digital twin instances by modularizing data
streaming, processing and inference using the concept of
microservices, such as containerization technologies like
Docker [9]. The framework used in this work also supports
the standardization of the architecture by adopting the
1SO23247 standards for digital twin framework for
manufacturing [10].

The key contribution of this paper is two-fold, by answering
the following questions/hypothesis.

e How can a distributed digital twin framework
improve computational efficiency and reduce
infrastructure costs for a wind turbine predictive
maintenance application?

e What are the enabling technologies and design
principles to realize such an architecture that can
improve the over solution, from edge to cloud?

The remainder of this paper is organized as follows. Section
2 discusses some related work. Section 3 presents the
methodology with a case study on applying the proposed
architecture to a wind turbine predictive maintenance use
case. Section 4 describes the experiment and results in three
scenarios. Section 5 discusses the refinements because of the
results and section 6 concludes the paper, mentioning
limitations and future research directions.

II. RELATED WORK

Research on the evaluation of machine learning cost is more
prevalent in IoT applications where edge devices usually
have limited computational capacity to run machine learning
and deep learning applications. Work by [8] has shown that
by using model compression techniques, machine learning
models can be efficiently deployed on low-power edge
devices without compromising accuracy. However, these
techniques are yet to be extensively explored in the context
of digital twins for industrial applications, where the
computational burden is often higher due to the complexity
of the physical systems being modeled [11] [12]. The need
for a hybrid approach that combines the strengths of edge and
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cloud computing has been highlighted in literature on digital
twin architectures [6]. Authors in [5] presented a digital twin
architecture that consists of a service system, containing data
and algorithms. These two concepts have been shown to
enable an important functionality called the prediction
feedback loop in [7], where the continuous synchronization
between the physical and the digital twin allows utilizing
machine learning to generate prediction results used to guide
the operations of the physical system.

Providing the necessary compute resources to support the
data processing and simulation requirements of industrial
digital twins, while maintaining cost efficiency, remains a
challenge [4]. The proposed architecture in this paper aims to
address this by leveraging edge computing, cloud computing,
with a distributed and modularized digital twin framework.
Federated learning has been explored as a technique that uses
distributed nodes to train machine learning models
collaboratively, enabling privacy-preserving and
computationally efficient digital twin modeling [13]. With
digital twins, predictive maintenance applications can use the
feedback loop functionality to optimize the operation of the
physical asset by providing an interface for operators to
simulate “what-if* scenarios discussed in [6] [7]. Because
these scenarios will be running pretrained models with
triggers from a global digital twin, a computationally efficient
architecture is required.

1. METHODOLOGY

The methodology adopted for this work involves the
deployment of a predictive maintenance digital twin in
different scenarios and evaluating the performance by
recording some important metrics such, specifically the
latency and CPU utilization based on each approach. Earlier
work established the framework assessed in this paper is in

[7].
The key components of the proposed architecture are:

e Edge Layer: This layer consists of sensor nodes that
collect and pre-process data from physical wind
turbine components. The edge layer is responsible
for initial data collection, filtering, and aggregation
before transmission to the higher layers. For our
experiments, a raspberry pi device and an edge PC
were used to represent the edge layer.

e Fog/Cluster Layer: This layer receives the pre-
processed data from the edge layer and either runs
the predictive maintenance models and simulations
(feedback) or provides real-time storage and
processing in the middle of the edge and cloud. In
our experiments, we use a small-scale cluster of
‘dockerized’ applications [9] running on computers
to represent the fog cluster layer. Additionally, the
fog layer consists of a set of micro-services that run
lightweight real-time data streaming and storage,
run models and inference tasks in a distributed
manner. As discussed in [7], this enables the digital
to physical twin feedback mechanism on receipt of
alerts from the cloud layer. With higher compute
capacity than the edge layer, it serves the purpose of
optimizing resources utilization. The layer uses

micro-services such as containerized applications
using technologies like Docker [9].

e Cloud Layer: This layer hosts the global digital
twin model and orchestrates the overall predictive
maintenance workflow. It receives the processed
data from the fog layer, runs the high-fidelity
simulations, send signals to lower layers, and
updates the global digital twin accordingly.

The proposed architecture distributes the computational load
across the edge, fog, and cloud layers based on the processing
requirements and available resources that make the solution
cost effective. This methodology uses the architecture in
comparing the metrics in order to validate the effectiveness
of using such an approach [14] [6] [15] [16]. Figure 1 below
depicts the workflow broken down in this wvalidation
methodology.
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Figure 1: Workflow for methodology/experiments

A. Case Study

To demonstrate the implementation of the proposed
architecture, a case study involving a wind turbine predictive
maintenance is presented. Research on the use of digital twin
for wind turbine predictive maintenance has been explored in
previous works, such as [15] [16], which highlight the
benefits, requirements and challenges of using a DT for wind
turbines. Work by [7] gives a comprehensive application of a
DT for predictive maintenance. However, [7] did not discuss
strategies for handling computational bottlenecks. This work
therefore addresses the design and implementation
constraints of computational latency and CPU Utilization.
The following describes the case study in summary.

DATA: Real-time operational data from a wind turbine, such
as gearbox temperature, vibration, and rotor speed are
collected at the edge and transmitted to the fog layer via an
MQTT publish/subscribe communication interface.

MODELS: The cloud layer does the heavy lifting of training
and retraining ML models with historical data, hosting more
complex prognostic models, while the fog layer runs
lightweight machine learning models to simulate on detected
anomalies and predict operational behavior of the system
based on impending failures. The models evaluated are



Multiple Linear Regression (MLR), Gradient Boosting
(XGBoost) and Long Short-Term Memory (LSTM) based on
an Actual run or a feedback run.
o Actual Run: Training and Testing of model with
full historical data
o Feedback Run: Training and testing of simulation
based on fault trigger from actual run.
PLATFORM: The edge layer is implemented using a
Raspberry Pi and an Edge PC, the fog layer is a small cluster
of computers running containerized applications, and the
cloud layer uses cloud-based infrastructure with GPU.
o Edge Device: Raspberry Pi 3: Quad Core 1.2GHz
Broadcom BCM2837 64bit CPU 1GB RAM
o Edge PC: Intel(R) Core (TM) i5-4590 CPU @
3.30GHz 3.30 GHz 8GB RAM
o Fog PC: 13th Gen Intel(R) Core (TM) i5-1345U
1.60 GHz
o Cloud PC: Apple M1 chip (8-core CPU with four
performance cores and four efficiency cores, 8-core
GPU, 16-core Neural Engine)
METRICS: The key metrics evaluated are computational
latency and CPU utilization at each layer to assess the cost
efficiency of the overall architecture.
e CPU utilization (%) as resource usage efficiency
measure.
e Computational Latency (Time (s)) as processing
time

B. Digital Twin Framework

Work by [7] discussed a methodology of how a distributed
digital twin framework serves the purpose of enabling a
prediction feedback loop. The framework simply provides a
DT architecture from edge, fog to cloud, and a workflow that
supports data gathering, pre-processing, training and inference
and a condition monitoring threshold powered by machine
learning models. On fault prediction, feedback signals are sent
back to the fog layer that regulates the affected component by
giving an option of reducing certain parameters in real time.
This framework is depicted in figure 2, which forms the basis
of the evaluation of the compute workload described in figure
L.
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Figure 2: Predictive Digital Twin Workflow with Feedback

IV. EXPERIMENT AND RESULTS

A series of experiments were conducted to evaluate the
performance of the architectures under different load
conditions and comparing it to the proposed edge-fog-cloud
approach. The following scenarios were used for the
evaluation, described in table 1.

Scenario Architecture | Description

All DT functionalities
deployed on raspberry pi
device and Edge PC with
support from local servers
for data storage.

A Edge only

Global DT functionalities
placed in cloud and System
and Unit functionalities on
edge device and edge PC.

B Edge-cloud only

C Edge-fog-cloud | DT functionalities split into
a three-layered

architecture.

The scenarios above were used to run experiments on where
and how the predictive maintenance DT workload is
deployed. From the overview in Figure 1, each of the
scenarios were used and the metrics recorded and evaluated.

A. Scenario A: Edge Digital Twin Deployment

This scenario is modelling the traditional legacy systems
retrofitted with sensors at the edge. While these sensors may
have some compute capability, it is very limited. It relies on
local industrial networks and servers top run localized ML

models on the devices. The cost of scaling can be substantial.
Alert
signals

Compute Workload: Compute Workload:

— Data transmission, Data processing Control Data processing and long term
- and short term sterage, Machine signals storage, Machine learning training
— learning fraining and inference , and inference, alert on fault
feedback to actuators in edge layer. prediction to DT modules in fog
= = Sensing - layer
Edge Layer Trasmit

Actuating

Figure 3: Architecture for Scenario A

The following figure shows the CPU Utilization and
computational latency for this scenario by running the three
algorithms from our methodology. In Figure 4a, we analyze
the CPU utilization for three algorithms during overall
training and in figure 4b we show the CPU utilization during
feedback simulation on Edge PC. In both instances, both on
the edge device and local servers. The hardware capacity
could not handle the compute requirements for the DT
workload in this scenario. As can be seen in Figure 4, almost
70% of the CPU was occupied running the LSTM model for
one turbine component only.

Percentage CPU Ultilization by Algorithm/DT Workload
(Edge-PC):
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CPU Utilization (%)
n w s

¥ 8 8

o

g2
5

Percentage CPU Utilization by Algorithm/DT Workload
(Edge-Rasp):

Figure 5a shows the regular performance by CPU of the
raspberry Pi edge device during MQTT publishing of sensor
data of some components. Figure 5b shows the performance
of running only MLR feedback on Raspberry pi edge.
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CPU Latency by Algorithm/DT Workload (Edge-PC):
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Figure 6a: Edge PC CPU Latency — Actual vs feedback run
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run CPU Latency

From the comparison in Figure 6b, considering both edge
devices show the least latency and CPU utilization, we can
see the raspberry PI struggling to handle the feedback
algorithms/simulation almost close to what it takes for an
actual run in the edge PC. Also, the raspberry pi could not run
the LSTM deep learning model for feedback.

B. Scenario B: Centralised Cloud-Edge Digital Twin
Deployment

In this scenario, the edge devices are connected directly to
cloud systems where the ML solutions are centralized. The
edge devices simply transmit the raw sensor data to the cloud,
where all the computational and decision making is
performed. In this approach, the cloud must process all the
data and run all the machine learning models, causing high
latency and computational overhead for the edge layer to
handle feedback. This scenario represents the traditional
cloud-only approach for digital twin implementation.
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Figure 7: Architecture for Scenario B

From the results in this scenario, we can deduce that the cloud
system performs quite well in terms of both latency and CPU
utilization percentage for all instances of running the three
algorithms in handling the fault of the gearbox component.
Figure 8 shows the CPU utilization on the cloud system
which is less than 15% in all cases, and figure 9 shows the
latency between feedback on edge and actual runs on cloud.
LSTM took 149 seconds for an actual run on cloud.
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Figure 8: Cloud system % CPU Utilization — Actual run
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C. Scenario C: Hybrid/Distributed DT Deployment

This scenario corresponds to the proposed distributed digital
twin framework [6] where an edge-fog-cloud architecture is
employed along with a microservices design pattern. In this
scenario, the strengths of all layers are utilized to provide
computational efficiency leading to a more robust solution.
This scenario also adopts microservices for modular DT
approach.
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Figure 10: Architecture for Scenario C

This approach involves providing the necessary compute
platform to balance the requirements of the DT workload in
a middle layer called the fog between the edge layer and the
cloud layer. By running the same algorithms as before, we
got the following results. Figure 11a and 11b shows the CPU
utilization for Actual and Feeback runs, while figure 12
shows the Actual vs Feedback runs in terms of CPU latency,
for the gearbox component of 1 wind turbine.
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D. SCENARIO C — with Microservices Architecture:

The fog-based architecture is complemented with a
microservices architecture to support the modular DT. When
this was implemented using the containerized infrastructure,
Docker [9], the following results were achieved. The docker
environment virtualizes the host system and takes the 12
CPUs of the fog CPU 1200% available. From the following
results in figure 13a for actual run and figure 13b for feedback
run, we can deduce that containerizing the DT modules in the
fog layer also enhances both CPU utilization and latency as
Figure 14 further shows the Actual vs Feedback latency.
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V. DIGITAL TWIN FRAMWEWORK REFINEMENT

From the results highlighted in the Scenarios A, B and C. We
can see that Scenario C offers the best approach in terms of
feedback with a negligible CPU utilization percentage during
feedback. The placement of the actual training workload for
the DT can be seen to take the best performance in the cloud
system. This supports the hypothesis that Scenario C, which
balances the DT workload in the fog layer for feedback
between the cloud and the edge is valid and stands to improve
the prognostics of the wind turbines by allowing operators
simulate feedback instantly at the fog with enabling compute.
This is also because the edge layer struggles to perform
optimally. Using the approach of Scenario C, a simulation of
concurrently running multiple algorithms for multiple
components and received the same results.

The ISO 23247 framework provides a guiding principle
towards standardizing DT development for different use
cases [10]. Work by [7], applied this to a predictive
maintenance digital twin. In this work, we analyzed the
computational performance of a case study for deploying a
predictive maintenance digital twin of a wind turbine
component. Figure 1 below shows a high-level mapping of
the scenario C architecture to the four layers of ISO 23247
[10] [7].
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Figure 15: ISO 23247 mapping to Séenario C
VI. CONCLUSION AND FUTURE WORK

This work extended research on a distributed DT framework
by comparing three architectural approaches of how
components in an industrial Internet of Things (IIoT) systems
collect, process and effect decisions from machine learning
and deep learning models. From comparing the metrics, the
results answers the research questions by inferring that by
splitting the DT work load into unit level to run on Edge layer,
system level to run on Fog layer and System of Systems (i.e.
Global DT) to run on cloud layer, a more computationally
efficient predictive maintenance DT is achieved. The
complementing of the architecture with a microservices
driven approach further enhances performance. Future work
will cover limitations in scalability and integration with
common cloud platforms, along with security considerations
for integration with a real-world industry setting.
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