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Abstract—This paper investigates the secure transmissions in
the Unmanned Aerial Vehicle (UAV) communication network
facilitated by a Reconfigurable Intelligent Surface (RIS). In this
network, the RIS acts as a relay, forwarding sensitive information
to the legitimate receiver while preventing eavesdropping. We
optimize the positions of the UAV at different time slots, which
gives another degree to protect the privacy information. For
the proposed network, a secrecy rate maximization problem is
formulated. The non-convex problem is solved by optimizing
the RIS’s phase shifts and UAV trajectory. The RIS phase shift
optimization problem is converted into a series of subproblems,
and a non-linear fractional programming approach is conceived
to solve it. Furthermore, the first-order taylor expansion is
employed to transform the UAV trajectory optimization into
convex function, and then we use the deep Q-network (DQN)
method to obtain the UAV’s trajectory. Simulation results show
that the proposed scheme enhances the secrecy rate by 18.7%
compared with the existing approaches.

Index Terms—Unmanned aerial vehicle, reconfigurable intelli-
gent surface, security.

I. INTRODUCTION

The World Health Organization (WHO) defines e-health as

“a digital ecosystem that uses information and communication

technology (ICT) to support health in the cost-effective and

safe manner”. The appropriate use of e-health ensures the

integrity of an individual’s health information and contributes
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to the development of health education through privacy protec-

tion. As ICT is becoming more and more sophisticated, people

have higher demands on secure, ultra-reliable, and low-latency

communication requirements [1]. Typically, the communica-

tion links are vulnerable to being blocked by obstacles. UAVs

have high maneuverability and deployment flexibility, so they

can restore communication links and improve the accuracy of

information transmission. However, due to the light-of-sight

transmission links in the UAV networks, private information

can easily be captured by the eavesdroppers, resulting in the

risk of information leakage.

The physical layer security (PLS) technique is a promising

solution to protect privacy information. To prevent information

leakage, the authors of [2] and [3] modeled a UAV-assisted

communication network, thereby optimizing the movement

of UAV and maximizing the secrecy rate. Besides, some

researchers have introduced reconfigurable intelligent surface

(RIS) to protect the primary information [4]. The author of [5]

introduced RIS and derived the mathematical expression of the

active beamforming vector to optimize the two-dimensional

(2D) UAV trajectory. The authors of [6] and [7] proposed to

deploy RIS on the surface of the building as a relay. They

formulated a Markov decision process to improve secrecy per-

formance, while deep Q-learning(DQL) was used to maximize

the secrecy rate. The authors in [8]–[10] applied successive

convex approximation (SCA) algorithm, and presented an

alternate framework for optimization to guarantee information

security.

All the above works investigated information security with

PLS technique. However, the information secure transmission

assisted by the UAV equipped with a RIS has not been

fully studied, especially in scenarios involving dynamic UAVs.

Since the RIS integrates numerous tightly arranged electro-
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magnetic reflective elements that can intelligently configure

the wireless communication environment by changing its

location, the system can acquire another degree of freedom

to protect private information. Inspired by the above, we

examine secure transmission in UAV networks aided by the

RIS. Explicitly, we optimize RIS phase shifts and the trajectory

of UAV for secrecy rate maximization. The main contributions

are summarized below.

• For the RIS-assisted UAV network, which includes a

remote base station (Alice), a legitimate receiver (Bob),

and an eavesdropper, a RIS-assisted UAV is employed to

protect private information. We formulate an optimization

problem for maximizing the secrecy rate by respectively

optimizing the RIS phase shift and UAV trajectory.

• We decouple the secrecy rate maximization problem into

two subproblems: optimizing the RIS phase shifts and

UAV trajectory. For the first phase shifts problem, we use

a non-linear fractional programming approach, thereby

obtaining optimal phase shifts. A first-order taylor ex-

pansion is employed to convert the non-convex UAV

trajectory problem into convex forms, and then we apply

the deep Q-Network (DQN) algorithm to determine the

optimal UAV trajectory.

• The simulation results substantiate that our proposed

scheme increases secrecy rate by 18.7% and ensures

secure communication in comparison with the current

works.

II. SYSTEM MODEL

We investigate a UAV communication network facilitated

by RIS, as depicted in Fig. 1. The network has a base station

(Alice), a legitimate receiver (Bob) and an eavesdropper (Eve).

The eavesdropper can easily acquire confidential information

transmitted to legitimate receiver due to the wireless chan-

nel’s broadcast property. For private information protection,

the RIS-equipped UAV is utilized as an air relay to ensure

legitimate transmission and reduce information leakage.

In this network, Alice, Bob, and Eve are located on the

ground. RIS has M reflecting elements and can change its

location and phase shift depending on the movement of the

UAV. We use a 3D coordinate system, and the horizontal

positions of Alice, Bob, and Eve are expressed as ZA =
[xA, yA]

T
,ZB = [xB , yB ]

T
,ZE = [xE , yE ]

T
. The flight time

T is divided into N time slots. The UAV’s horizontal position

at n-th time slot is defined as Z[n] = [xn, yn]
T

, and the initial

altitude of UAV is Huav .

A. Communication Channel Model

There are M reflective elements on the RIS and the elements

are arranged in a square, which is considered as a uniform

planar array (UPA) with M = P × P . RIS is located in the

xoz plane, then RIS’s antenna array response is given by

a (θ[n], φ[n]) =
1√
M

[1, e−j 2πd

λ
(sinφ sin θ+cos θ), · · · , (1)

e−j 2πd

λ ( (
√
M−1) sinφ sin θ+(

√
M−1) cos θ)) ]T ,

Base Station
Legitimate User

Eavesdropper

UAV-RIS

Legitimate link

Eavesdropping link

Fig. 1. A RIS-assisted UAV secure transmission network.

where antenna response vectors for the x and z axes can be

denoted as

ax (θ, φ) =
1√
P
[1, e−j 2πd

λ
sinφ sin θ, · · · , (2)

e−j 2πd

λ
(P−1) sinφ sin θ]T ,

az (θ, φ) =
1√
P
[1, e−j 2πd

λ
cosφ, · · · , e−j 2πd

λ
(
√
M−1) cosφ]T , (3)

In addition, θ is the horizontal azimuth angle and φ is the

elevation angle. The wavelength is λ, and dui (i ∈ {a, b, e})

is the distance between UAV and the communication devices

on the ground, which can be denoted as














cosφ = Huav

dui

,

sinφ sin θ = xi−xn

dui

,

dui =

√

(xn − xi)
2
+ (yn − yi)

2
+H2

uav,

(4)

Thus, the channel from RIS to the ground devices is

represented as

hui[n] =
√

ρ0d
−α1

ui

(

ζ1 · hLOS
ui [n] + ζ2 · hNLOS

ui [n]
)

, (5)

where ζ1 =
√

L
L+1 , ζ2 =

√

1
L+1 . ρ0 represents the path loss

at a reference distance of 1 m and α1 denotes the air-to-ground

path loss. The air-to-ground channel is dominated by the LoS

component and follows Rician fading, with L denoting the

Rician factor. The LoS channel is denoted as

hLOS
ui [n] =

√
M · ax (θ, ϕ)⊗ az (θ, ϕ) (6)

= [1, e−j 2πd

λ
sinφ sin θ, · · · , e−j 2πd

λ
(P−1) sinφ sin θ]T

⊗[1, e−j 2πd

λ
cosφ, · · · , e−j 2πd

λ
(
√
M−1) cosφ]T .

The NLoS channel component h̃NLOS
ui [n] ∈ C

M×1

can be viewed as the complex Gaussian distribution, i.e.,

h̃NLOS
ui [n] ∼ CN (0, 1). The ground devices have single an-

tenna and the communication channels follow Rayleigh fading.

h̃ab and h̃ae follow the small-scale fading with a mean of 0
and variance of 1. Thus, the channel from Alice to Bob and

Eve are denoted as






hab[n] =
√

ρ0d
−α2

ab h̃ab[n],

hae[n] =
√

ρ0d
−α2

ae h̃ae[n],
(7)



where







dab =

√

(xA − xB)
2
+ (yA − yB)

2
,

dae =

√

(xA − xE)
2
+ (yA − yE)

2
,

(8)

dab and dae represent the distance between Alice and Bob and

the distance between Alice and eavesdropper, respectively. α2

is path loss exponent of terrestrial communication. h̃ab and

h̃ae follow independently and identically distribution.

When the Alice sends privacy information, the received

signal at Bob and Eve are denoted as

{

yb [n] =
√
Pa · hb [n] · xa [n] + nb [n] ,

ye [n] =
√
Pa · he [n] · xa [n] + ne [n] ,

(9)

where hb [n] = hab [n] + hH
ub [n]Φnhru [n], and he [n] =

hae [n] + hH
ue [n]Φnhru [n]. xa [n] is the transmit signal of

Alice, Pa is the Alice’s transmit power, nb [n] and ne [n]
are the interference noise in the n-th time slot at Bob

and Eve. The expression of RIS phase shift Φn is Φn =
diag

{

ejϕ1[n], · · · , ejϕM [n]
}

, ϕ ∈ [0, 2π], where ϕi is the

phase shift corresponding to each RIS reflective element.

B. Problem Formulation

The communication links from Alice to Bob and Eve

consists of direct and indirect links. Thus, the information rates

at Bob and Eve can be derived as














Rb [n] = log2

(

1 +
|hab[n]+h

H

ub
[n]Φnhau[n]|2
σ2

)

,

Re [n] = log2

(

1 +
|hae[n]+h

H

ue
[n]Φnhau[n]|2
σ2

)

,
(10)

where σ2 is the noise power.

The secrecy rate is Rs,r [n] = (Rb [n]−Re [n])
+

, where

(x)
+

= max(0, x). The total secrecy rate optimization prob-

lem can be expressed as

P1 : max
Φ,Z

N
∑

n=0

Rs,r [n] (11a)

s.t. ϕm ∈ [0, 2π] ,m = 1, 2, ...,M, (11b)

Z[1] = Zinitial,Z[n] ∈ X × Y, n ∈ {2, . . . , N} ,
(11c)

||Z[n+ 1]− Z[n]||2 ≤
(

TVmax

N

)2

, n ∈ {2, . . . , N} ,
(11d)

where Vmax is UAV’s maximum velocity. T/N indicates the

time for each time slot. The constraint (11c) indicates that the

initial position of the UAV is fixed and it cannot move beyond

the given region (X×Y ). And the constraint (11d) represents

the maximum horizontal displacement that the UAV can move

in adjacent time slots.

III. THE PHASE SHIFT AND UAV’S TRAJECTORY

OPTIMIZATION

A. Phase shift Optimization

We first fix UAV trajectory Z, and denote the RIS phase

shift optimization problem as

P2 : max
Φn

Rs,r [n] (12a)

s.t. ϕm ∈ [0, 2π] , (12b)

where the secrecy rate can be denoted as

Rs,r[n] = log2

(

σ2 +
∣

∣hab [n] + hH
ub [n]Φnhau [n]

∣

∣

2

σ2 + |hae [n] + hH
ue [n]Φnhau [n]|2

)

. (13)

Then, the RIS phase shift optimization problem is restruc-

tured as

P3 : max
Φn

σ2 +
∣

∣hab [n] + hH
ub [n]Φnhau [n]

∣

∣

2

σ2 + |hae [n] + hH
ue [n]Φnhau [n]|2

(14a)

s.t. ϕm ∈ [0, 2π] ,m = 1, 2, ...,M, (14b)

We define sH [n] = [ϕ1[n], ϕ2[n], . . . , ϕM [n]]. From the

theorem xHΦny = sHdiag
{

xH
}

y, the problem can be

formulated as

min
Φn

σ2 +
∣

∣hae [n] + sH [n] diag
{

hH
ue [n]

}

hau [n]
∣

∣

2

σ2 +
∣

∣hab [n] + sH [n] diag
{

hH
ub [n]

}

hau [n]
∣

∣

2 , (15)

where
{

hH
ub [n]Φnhau [n] = sH [n] diag

{

hH
ub [n]

}

hau [n] ,

hH
ue [n]Φnhau [n] = sH [n] diag

{

hH
ue [n]

}

hau [n] ,
(16)

The problem (15) is a nonlinear fractional programming

problem, and we transform this optimization problem into a

number of subproblems containing parameters [11]. In the r-

th iteration, we introduce a non-negative value to represent the

problem as

min
s[n]

σ2 +
∣

∣hae [n] + sH [n] diag
{

hH
ue [n]

}

hau [n]
∣

∣

2
(17)

− η(r−1)
(

σ2 +
∣

∣hab [n] + sH [n] diag
{

hH
ub [n]

}

hau [n]
∣

∣

2
)

,

where

η(r) =
σ2 +

∣

∣hae [n] + s(r)H [n]diag
{

hH
ue [n]

}

hau [n]
∣

∣

2

σ2 +
∣

∣hab [n] + s(r)H [n]diag
{

hH
ub [n]

}

hau [n]
∣

∣

2 . (18)

η has an initial value of 0. η(r−1) denotes the value of η in

the (r − 1)-th iteration.

Note that the objective function (17) is still non-convex,

which cannot be directly solved by convex optimization.

Therefore, we intend to find an objective upper bound of (15)

as (19) at the top of the next page. In (19),


































A [n] =
∣

∣

(

diag
{

hH
ue [n]

}

hau [n]
)∣

∣

2

−η
∣

∣

(

diag
{

hH
ue [n]

}

hau [n]
)∣

∣

2
,

B [n] = h∗
ae [n] diag

{

hH
ue [n]

}

hau [n]

−ηh∗
ae [n] diag

{

hH
ue [n]

}

hau [n] ,

c [n] = σ2 + |hae [n]|2 − η|hab [n]|2 − ησ2.

(20)



σ2 +
∣

∣hae [n] + sH [n] diag
{

hH
ue [n]

}

hau [n]
∣

∣

2 − ηr−1
(

σ2 +
∣

∣hab [n] + sH [n] diag
{

hH
ub [n]

}

hau [n]
∣

∣

2
)

= (1− η)σ2 + sH [n]A [n] s [n]− 2Re
{

sH [n]B [n]
}

+ |hae [n]|2 − η|hab[n]|2

≤ λmax

(

A [n] |s [n]|2
)

− 2Re
{

sH [n]B [n]
}

+ c [n] , (19)

Then, we abbreviate the RIS phase shift optimization prob-

lem as

P4 : min
s[n]

λmax

(

A [n] s [n]
2
)

− 2ℜ
{

uH [n]B [n]
}

+ c [n]

(21a)

s.t.
∣

∣

∣
eϕm[n]

∣

∣

∣
= 1. (21b)

λmax represents the maximum eigenvalue corresponding to

the matrix. We can derive that ||s[n]||2 = M due to the

existence of the constraint (21b) (
∣

∣eϕm[n]
∣

∣ = 1). Thus

λmax

(

A [n] ||s [n]||2
)

is simply constant. Specifically, the

RIS optimal phase shift can be obtained by maximizing the

second half of the minus sign of this optimization problem.

Then, the mathematical expression of RIS optimal phase shift

is denoted as

Φn = diag[ej arg(B1[n]), ..., ej arg(BM [n])]. (22)

B. UAV Trajectory Optimization

According to the obtained RIS optimal phase shift Φn, the

UAV trajectory optimization problem is

P4 : max
Z

σ2 +
∣

∣hab [n] + hH
ub [n]Φnhau [n]

∣

∣

2

σ2 + |hae [n] + hH
ue [n]Φnhau [n]|2

(23a)

Z[1] = Zinitial,Z[n] ∈ X × Y, (23b)

||Z[n+ 1]− Z[n]||2 ≤
(

T

N
· Vmax

)2

, n ∈ {2, . . . , N} .
(23c)

We find that the non-convexity of objective function in

(23a), and can be turned into a convex optimization problem

after some mathematical transformations. Specifically, the

information rate Rb [n] and Re [n] are neither concave nor

convex. For the Bob, we transform the mathematical form of

its received signal,
∣

∣hab [n] + hH
ub [n]Φnhau [n]

∣

∣

2
(24)

= |hab [n]|2 + d
−α

2

au d
−α

2

ub Db [n] + d−α
au d−α

ub Eb [n] ,

where gb [n] = hH
ub [n]Φn, Db [n] and Eb [n] are constant

coefficients, which are defined as
{

Db [n] = 2Re
{

gb [n] h̃ab [n]
}

,

Eb [n] = gb [n]hau [n]h
H
au [n]g

H
b [n] .

(25)

Similarly, we can transform the signal expression at the

eavesdropper into the following form
∣

∣hae [n] + hH
ue [n]Φnhau [n]

∣

∣

2
(26)

= |hae [n]|2 + d
−α

2

ue d
−α

2

au De [n] + d−α
ue d−α

au Ee [n] ,

where ge [n] = hH
ue [n]Φn, Db [n] and Eb [n] are denoted as

{

De [n] = 2Re
{

ge [n] h̃ae [n]
}

Ee [n] = ge [n]hau [n]h
H
au [n]g

H
e [n] .

(27)

The objective function after the above transformations is

reconstructed as

max
Z

σ2 + |hab [n]|2 + d
−α

2

au d
−α

2

ub Db [n] + d−α
au d−α

ub Eb [n]

σ2 + |hae [n]|2 + d
−α

2

au d
−α

2

ue De [n] + d−α
au d−α

ue Ee [n]
, (28)

where the UAV position is one of the objectives, and the

corresponding variable is dui (i ∈ {a, b, e}). To obtain the

approximate solution of the problem (28), two auxiliary vari-

ables u, v, (u ≥ 0, v ≥ 0) are introduced as follows

{

d
−α

2

au d
−α

2

ub ≥ u ⇒ daudub ≤ u− 2

α ,

d
−α

2

au d
−α

2

ue ≤ v ⇒ daudue ≥ v−
2

α .
(29)

The non-convex constraint (29) can be reconstructed as

daudub ≤ u− 2

α and daudue ≥ v−
2

α . Specifically, the first-

order Taylor expansion is used for converting their mathemat-

ical form to

drudub =
1

2

(

(dau + dub)
2 − d2au − d2ub

)

≤ 1
2

(

(dau + dub)
2 − d2au − d2ub

)

−(2Z0 − Za − Zb)
T
(Z− Z0) = Ξ. (30)

Then the objective upper bound can be obtained. The left side

of the inequality can be regarded as approximating at u0.

u− 2

α ≥ u
− 2

α

0 − 2

α
u0

2

α
−1 (u− u0) . (31)

Analogously, we can also transform the constraint (30) to

daudue ≥ 1
2 (dau (Z0) + due (Z0))

2

− 1
2

(

d2au (Z) + d2ub (Z)
)

+X(Z) = Ψ, (32)

where

X(Z) = (dau (Z0) + due (Z0)) (33)

·
(

Z0−Zr

dau(Z0)
+ Z0−Ze

due(Z0)

)T

(Z− Z0) ,

can be seen as an approximation at Z0. We denote the denom-

inator of the optimization problem (28) as Υ = |hab [n]|2 +



uDb [n] + u2Eb [n], and then reformulate the UAV trajectory

optimization problem as

P5 : min
u[n],v[n],Z,Υ

|hab [n]|2 + vDe [n] + v2Ee [n]

Υ
(34a)

s.t. Υ ≥ 0, (34b)

Ξ ≤ u
− 2

α

0 − 2

α
u0

2

α
−1 (u− u0) , (34c)

Ψ ≥ v−
2

α , (34d)

|hab [n]|2 + u0Db [n] + u2
0Eb [n]

+ (Db [n] + 2u0Eb [n]) (u− u0) ≥ Υ. (34e)

The DQN algorithm is conceived for the UAV trajectory op-

timization. DQN is based on reinforcement learning algorithm

that a neural network is used to learn the Q-value function. The

function maps states and actions to Q-values, representing the

expected reward in a specific state by performing that action.

Discretising UAV trajectory in each time slot is core of DQN

algorithm, and we use a dual neural network with a current

network (θ) and a target network (θ−). The initial parameters

are set identically (θ = θ−). For the state sn and action an,

the value of Q can be expressed as

Q(sn, an) = rn + γmax(sn+1, an+1), (35)

where the discount factor is γ (γ ∈ [0, 1)). The reward is r. In

the n-th time slot, the reward is set in two cases: rn = Rs,r [n]
when the UAV is within the flight area, and rn = Rs,r [n] /100
when the UAV flies beyond given area.

For the UAV motion, we divide the given flight area into

a grid-like shape. In the horizontal direction, UAV can fly in

four directions: east, south, west and north, and can only move

up, down or maintain original altitude in the vertical direction.

Furthermore, UAV can only fly to the adjacent horizontal cells

and altitude levels within adjacent time slot, which can be

represented as

Ln+1 = Ln + ln,Hn+1 = Hn + hn, (36)

where ln ∈ {(xn, 0) , (−xn, 0) , (0, yn) , (0,−yn)}, and hn ∈
{hn, 0,−hn}. The reward r and Q value are stored in the

experience pool, and trained iteratively to maximize the se-

crecy rate, thus obtaining optimized UAV trajectory. The DQN

algorithm framework is shown in Fig. 2.

IV. SIMULATION EXPERIMENTS

In this section, we emulate the communication network’s se-

curity performance. In the simulation, the transmission power

of Alice is set to 0.2W , the RIS reflective elements M = 100.

The UAV flight time T = 240s, with a total of N = 2000 time

slots. The noise density is −160 dBm/Hz, the initial position of

UAV is [50, 50, 180], and the horizontal position of the Alice,

Bob and eavesdropper are [350, 920], [610, 900] and [810, 940].
In addition, we also introduce other benchmark schemes for

comparison with proposed scheme. The specific parameters

used in the simulation are outlined in Table I.

state: s ...

...

original network target network

...

...

action: a

experience 

pool reward

r(a(n),s(n))

 next state

 s(n+1)

deep neural network (DNN)

training

reaching the 

episodes

NO

Yes

reward

next state

s(n(( +1)1

DQNEnvironment

Fig. 2. DQN algorithm framework.

TABLE I
SIMULATION PARAMETERS.

Parameter Value

path loss at d = 1m, ρ0 -40 dB
path loss, α1, α2 2

UAV flight region, X × Y 1000 × 1000 m
UAV maximum velocity, Vmax 10 m/s

initial UAV altitude, Huav 100 m
UAV flight altitude range (30m, 210m)

noise density, σ2 -160 dBm/Hz

Fig. 3 shows the UAV’s 3D trajectory for the three different

schemes. The blue, red, and green lines in the figure corre-

spond to the proposed scheme, without RIS (Algorithm 1), and

without RIS phase shift optimization (Algorithm 2), respec-

tively. In Fig. 3, the UAV gradually approaches the legitimate

receiver Bob, which allows for better information transmission

to increase the secrecy rate. The proposed scheme achieves

the shorter distance to the legitimate receiver, enabling faster

movement toward Bob. Simulation results substantiate that the

proposed scheme is more effective in improvings secrecy rate

compared with the two benchmark schemes.

In Fig. 4, we plot the tendency of secrecy capability of the

network with episodes. As the number of training sessions

increases, the secrecy performance improves. The proposed

scheme for UAV trajectory optimization adapts more rapidly

to the surrounding environment through the experience pool,

thus guiding UAV to choose the next movement and gradually

move to Bob. The secrecy rate is effectively increased, and

convergence is faster. Compared to Algorithm 1 (without

RIS), the RIS-assisted communication increases the signal

multiplexing gain by adding additional communication paths

and channel subspaces. Furthermore, secrecy rate is improved

with RIS phase shift optimization.

Fig. 5 depicts the secrecy rate performance for the proposed

scheme and the two benchmark schemes. As we can see, the

secrecy rate increases as T increases, but eventually levels

off. Because the larger T is, the longer the UAV stays near

the legitimate receiver Bob. The secrecy rate that without UAV

trajectory optimization is significantly lower than the proposed

scheme. Without trajectory optimization (Algorithm 3), the

UAV moves away from Bob and Eve, resulting in a lower



Fig. 3. The 3D UAV trajectory.

Fig. 4. Secrecy rate VS episodes.

secrecy rate. Additionally, the assistance of RIS effectively

prevents eavesdropping compared to the scheme without RIS,

while providing better service to the legitimate receiver.

V. CONCLUSION

In this paper, we investigated a RIS-assisted secure commu-

nication network. For maximizing secrecy rate, we decoupled

the optimization problem into two subproblems: RIS phase

shifts and UAV trajectory optimization. For RIS phase shifts

optimization, the fractional programming was designed. Sub-

sequently, we used the DQN algorithm to obtain the optimal

UAV trajectory. The secrecy rate of the proposed scheme

was increased by 18.7% compared with the two benchmark

schemes.
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