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ABSTRACT This paper presents a unique security approach for detecting cyber-attacks against embedded
systems (ESs). The proposed approach has been shaped within an architectural framework called anomalous
resource consumption detection (ARCD). The approach’s detection mechanism detects cyber-attacks by
distinguishing anomalous performance and resource consumption patterns from a pre-determinable refer-
ence model. The defense mechanism of this approach acts as an additional layer of protection for ESs. This
technique’s effectiveness was previously evaluated statistically, and in this paper, we tested this approach’s
efficiency computationally by using the support-vector machine algorithm. The datasets were generated and
collected based on a testbed model, where it was run repeatedly under different operation conditions (normal
cases (Rs) versus attacked cases). The executed attack scenarios are 1) denial-of-service (DoS); 2) brute force
(BF); and 3) remote code execution (RCE), and man-in-the-middle (MITM). A septenary tuple model, which
consists of seven determinants that are analyzed based on seven statistical criteria, is the core of the detection
mechanism. The prediction accuracy in terms of classifying anomalous patterns compared to normal patterns
based on the confusion matrix revealed promising results, proving this approach’s effectiveness, where
the final results confirmed very high prediction accuracies in terms of distinguishing anomalous patterns
from the typical patterns. Integrating the ARCD concept into an operating system’s functionality could help
software developers augment the existing security countermeasures of ESs. Adopting the ARCD approach
will pave the way for software engineers to build more secure operating systems in line with the embedded
system’s capabilities, without depleting its resources.

INDEX TERMS Anomalous detection, cybersecurity, embedded systems, machine learning, support vector

machine algorithm, anomalous resource consumption detection framework.

I. INTRODUCTION
A. EMBEDDED SYSTEMS AND

CYBERSECURITY CHALLENGES

An embedded system (ES) is a processing unit integrated
into a larger cyber-physical system (CPS) to steer its func-
tions. Papp er al. [1], [2] described ESs as follows: “An
embedded system is a computing system built into a larger
system, designed for dedicated functions. It consists of a com-
bination of hardware, software, and optionally mechanical

The associate editor coordinating the review of this manuscript and

approving it for publication was Xiali Hei

parts. Thus, the term refers to any computing systems other
than general-purpose [personal computer], (sic) or mainframe
computers.”.

ESs typically consist of a central processing unit (CPU),
memory, peripheral interfaces, and are constructed optionally
with instruction or data caches [3]. In addition, local bus
channels are built around them to support communication
and data exchange. ESs are connected to a power subsystem,
providing power to the components’ systems, and most of the
ESs are powered by battery.

However, the enormous expansion of the applications of
ESs in many different domains highlights the urgent need
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to secure these systems against cyber-attacks; the conse-
quences of not doing so might be catastrophic for individu-
als, companies, organizations, and governments [4]—[6]. The
resource limitations of ESs impose tight constraints on com-
puting capacity [7], [8]. The limited processing capability
and the limited energy of the ESs block the implementation
of high-level security measures, as in conventional computer
systems [6], [9]-[13]. Therefore, the capabilities of ESs face
the significant challenge of meeting advanced security solu-
tion requirements. Marwedel [13] shed light on many tight
constraints on ES resources, particularly for SoCs; these
limitations are hindering the implementation of advanced
security solutions. Therefore, the ESs must be designed with
resource-awareness [ 14]. These constrained capabilities have
made the applicability of conventional security mechanisms
for ESs impossible [15]. The processing gaps, battery gaps,
and costs are at the top of the security challenges list [13].
The high barrier of constraints on computational capabil-
ity, storage, power, and other aspects of ESs characteristics
are complicating the implementation of advanced security
solutions, making it difficult to maintain data confidentiality
through encryption and key management, as mentioned by
Liu et al. [16]-[18].

Neglecting security countermeasures at the early stages
of ES design increases the number of unprotected entry
points, which can result in unauthorized access to the sys-
tem. As many ESs are battery-powered, and as long as the
enhancement of security solutions might sacrifice part of
the power sources, it is crucial to at minimum reduce the
amount of power consumption with lightweight and efficient
solutions [17]. Running robust encryption on ESs with their
constrained resources is a critical challenge [19], [20]. Thus,
the inability of ESs to handle intensive cryptographic calcu-
lations on SoCs is due to their limited resources, giving rise
to the need for suitable solutions [14].

Ali et al. [21] stated that “‘the major point of concern is
due to the limited resources’’; thus, complicated requirements
such as higher computational capability and lower power
consumption impose serious challenges for the implementa-
tion of effective and efficient security solutions. Traditional
advanced security solutions in this field offer impractical
solutions, considering the ESs’ abilities. The best security
solutions must consider the capabilities of software and hard-
ware in the early stages of design; in addition, adopting the
“security by design’ concept is recommended to avoid unex-
pected modification costs. Furthermore, we have previously
published a comprehensive analytical study of all aspects
related to the cybersecurity of ESs [22].

Therefore, I would like to emphasize this study’s main
motivation, which is the lack of compatible security solutions
in line with ES capabilities. As long as ESs are exposed to the
same security threats as multitasked computer systems but
with significant limitations for handling advanced security
solutions as effectively as conventional systems, and as long
as ESs have the same generic security goals (confidential-
ity, integrity, and availability) as conventional systems, the
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implementation of efficient security solutions in line with ES
capabilities remains a critical challenge. Therefore, there is
an urgent need for efficient security solutions [17], [22]. Effi-
cient and compatible security solutions for ESs are necessary
because of their decisive roles in a diverse array of domains.
In this paper, we are presenting a new security architecture
framework (ARCD), bridging the gap by contributing to this
aspect of ES cybersecurity. The ARCD approach derives
its rationale in detecting cyber-attacks from the ability to
define a comparable reference performance pattern for the
ES; this is due to its functions’ determinability. After that,
the anomalous pattern (if it exists and is observable during
the attack presence) will be used as an indicator to detect the
attack, activate an autonomous response, and warn the system
administrator.

Based on what has been addressed in this introduction,
it has become apparent that one of the most distinctive
features of the ES is that ESs are dedicated to performing
specific functions, which distinguishes them from conven-
tional systems. Accordingly, we assume that these systems
have identifiable performance patterns, and in the event of a
cyber-attack, these systems may form abnormal patterns in
terms of performance and resource consumption. Therefore,
we have reached the linkage point between the main research
topic “‘cybersecurity of ESs” and the purpose of adopting
machine learning (ML) methods, where we seek to calculate
the prediction accuracy for classifying typical patterns against
anomalous patterns that were monitored during the system’s
exposure to various cyber-attacks. The collected data values
were previously evaluated statistically. Therefore, to com-
plete the validation of the approach, we created training
models followed by test models for the datasets to find the
predictive accuracy ratio based on selected parameters, which
represent the features of datasets in the ML context. Also,
the relevant studies to the concept of this approach have been
addressed in part I of this work.

B. MACHINE LEARNING FOR ES CYBERSECURITY

Machine learning, as described by Zhang, is ““‘a subset of arti-
ficial intelligence, which builds (sic) a mathematical model
based on sample data, known as ‘training data, in order
to make predictions or decisions without being explicitly
programmed to perform the task” [23]. The exploitation of
ML algorithms in the field of cybersecurity is drawing many
researchers in this direction, as it is taking security counter-
measures to a new level. Concepts such as anomaly-based
detection, recognition strategies, and network traffic pattern
analysis have been intensively discussed in many stud-
ies [24]-[28]. Therefore, adopting artificial intelligence (AI)
concepts, and ML algorithms in particular, contribute to the
development of innovative and effective security solutions
that differ from known traditional solutions such as anti-virus
software, firewalls, and encryption. The domains of anomaly
detection implementations are endless, as they can be imple-
mented across many applications such as network traffic,
resource utilization, behavioral profiling, statistical analysis,
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FIGURE 1. Machine learning roots.

and machine learning algorithms. However, ML as a branch
of artificial intelligence is a forked domain, and its algo-
rithms and applications are divergent. ML methods can be
placed into many categories based on dataset nature or desired
purpose (clustering, classifying, regression), or according
to the implications of influencing factors, such as environ-
ment, object, event, or intended action or decision. Accord-
ing to Zhang, ML can be categorized into two main roots:
(1) Euclidean structured data learning and (2) non-Euclidean
structured data learning [23]. Based on these two roots,
ML methods can be classified into six different types of
learning, as illustrated in Figure 1.

Supervised learning, semi-supervised learning, and unsu-
pervised learning are classical learning approaches. The
algorithms of the classical learning methods are based on
computational statistic concepts. According to the nature
of the dataset, the supervised learning methods are suitable
when the datasets are labeled, and they can be pre-categorized
into groups. The semi-supervised learning method can be
divided into three classes: (1) Self-training, by using its
own predictions to teach itself; (2) co-training, by using
the co-training setting and use their own predictions to
teach themselves; (3) active learning, based on an active
or participatory role in determining which data points it
will be asked to label by an expert or teacher [23]. The
semi-supervised method can be adopted when the datasets
are partially labeled. Each of these methods has its own algo-
rithms for learning and prediction based on different math-
ematical equations. The supervised learning methods can be
used for classification or regression, while the unsupervised
methods can be used for clustering or association, where the
features are unknown in early stages.

The fourth and fifth machine learning types based on
Euclidean data learning are reinforcement learning and trans-
fer learning. The concept of reinforcement learning is to
learn by interacting with an environment, event, or object.
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A repeated response to a specific event or object within the
surrounded environment will enhance the machine’s ability
to learn. The reinforcement learning method can be used in
a dynamic environment by feeding the learning system with
feedback based on the interaction experience. The transfer
learning method can be applied to transfer knowledge from
the source domain to the target domain [23]. The second
root of the ML tree is graph machine learning, which is a
sub-category of the non-Euclidean structured data learning
root. With this method, the machine will learn based on
training samples of the structure of a graph.

Typically, the main purpose of using ML is to establish a
regressor or classifier through the training group of a dataset
and then to evaluate the performance through a test model
with a test dataset. Thus, the two main tasks of ML are
classification of discrete data and prediction of continuous
data [23]. In the machine learning discussion context, there
is an essential term that must be referred to, namely ““pattern
recognition.” A pattern, as described by Watanabe [29], is the
“opposite of chaos (sic); it is an entity, vaguely defined, that
could be given a name.” Pattern recognition aims to classify
or to cluster a dataset into classes based on their distinctive
features, using one of the following four typical approaches:
(1) template matching, (2) statistical classification, (3) syn-
tactic or structural matching, or (4) neural networks [23].

In this study, we are applying machine learning method to
design a classifier, or predictor model to separate the anoma-
lous patterns from the typical patterns of ES performance.
Since the ESs are dedicated to performing specific functions,
we assume that they consume their resources in a deter-
minable pattern; thus, we can define a standard performance
pattern acting as a reference model; in addition, we assume
that during the ES attack, an observable anomalous pattern
in resource consumption and performance might be mon-
itored. Thus, our suggested security approach is to detect
cyber-attacks based on discriminating anomalous patterns in
comparison to a predetermined standard pattern, which can
be identified in the early design stages extracted from typical
performance patterns. Based on the dataset features and pur-
pose of applying machine learning algorithms, the classifica-
tion algorithms are the most appropriate algorithms, as we are
trying to calculate the prediction accuracy percentage in terms
of separating anomalous patterns values from the typical
pattern values. Therefore, using classification algorithms for
machine learning will prove the validity and efficiency of
this technique, or the opposite, depending on the prediction
accuracy percentage.

The remainder of this paper is organized as follows.
Section II addresses the machine learning role in the cyber-
security of ESs and presents the approach hypothesis.
Section III presents our case study design, with explanations
of normal operating conditions and attack scenario cases.
Statistical classification results are evaluated and presented
in section IV. The support-vector machine (SVM) algorithm
implementation and prediction accuracy results are explained
and discussed in sections V and VI. Section VIl illustrates the
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architectural framework for approach adoption. Finally, the
conclusion and future works are summarized in section VIII.

Il. APPLYING THE MACHINE LEARNING METHOD FOR
ARCD APPROACH VALIDATION

A. APPROACH HYPOTHESIS

We conceptualized a research hypothesis, as follows: “In
ESs, which are designed to perform specific functions, perfor-
mance and resource consumption are within a determinable
pattern. Thus, an anomalous pattern (if it exists and is iden-
tifiable) can be exploited in comparison to a pre-identifiable
reference pattern as an indicator to detect cyber-attacks.” In
the ML context, defining a standard pattern means labeling its
parameter values as the standard consumption and categoriz-
ing any outlier values from the normal range, or typical pat-
terns as abnormal values that belong to an anomalous pattern.
Based on the ARCD approach, we do not focus on the impact
of the attack on the system’s functions but instead focus on the
changes in system performance and resource consumption,
regardless of the type, method, or surface of this attack—in
other words, we detect attacks based on anomalous pattern
recognition, which is comparable to a pre-definable reference
pattern model.

To test the validity of the hypothesis, we designed a
realistic experiment as a case study, using the Smart PiCar
(manufactured by SunFounder) as a testbed, reflecting a
real-life example of an ES application. The Smart PiCar
is designed to carry out reconnaissance missions within a
specific geographical area. It was equipped with a recording
camera and ultrasound avoidance module. The following fig-
ure demonstrates the assembled and configured Smart PiCar.

Raspberry Pi 4 Model B

ultrasonic obstacle
avoidance module

driver

FIGURE 2. Assembled Smart PiCar as a testbed.

B. MACHINE LEARNING ALGORITHM SELECTION

MATLAB [30], [31], a numeric computing environment plat-
form, was used to train and test the datasets; in particular,
we used the classification learner app. The datasets have
been examined against 24 different algorithms based on six
different training models. These models are (1) decision
trees, (2) discrimination analyses, (3) naive Bayes classifiers,
(4) support-vector machines, (5) nearest neighbor classifiers,
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and (6) ensemble classifiers. The support-vector machine
algorithms, along with several other algorithms (such as fine
K-nearest neighbor), revealed the highest accuracy percent-
ages in terms of classification, based on the data training
sessions. The quadratic support vector machine (QSVM)
algorithm was the most accurate algorithm overall, based
on the prediction accuracy percentage; accordingly, the test
models have been generated.

The SVM algorithm was initially proposed by Vapnik et al.
[32], [33]; it is based on the Vapnik—Chervonenkis (VC)
theory [34], which is related to the statistical learning the-
ory [35], [36]. The SVM algorithm concept involves finding
a hyperplane to classify the datasets into classes based on
their features. The hyperplane acts as a separator and falls
in the middle of a margin, and the margin represents the
maximum possible width between two classes supported by
support vectors; the support vectors are the closest data points
to the hyperplane. The following figure depicts the concept of
the SVM algorithm.

? Hyperplane

° Anomalous

e Pattern

Normal
Pattern

Support Vector

[ >

FIGURE 3. The support vector machine algorithm principle.

IIl. CASE STUDY DESIGN

This section is divided into two parts. The first part describes
the normal operating conditions of the Smart PiCar as an
example of CPS applications, with its structure, components,
and functions. Based on running the Smart PiCar repeatedly,
the parameters’ values have been collected to evaluate the
possibility of determining a reference pattern. If the PiCar
shows consistency in its performance and resource consump-
tion, we will be able to generate a standard performance
pattern act as a reference model; otherwise, defining a ref-
erence model will not be possible. The second part explains
a set of different attack scenarios that have been executed
against the testbed (PiCar) to study ES behavior under these
circumstances. If anomalous patterns are observed, and the
ability to determine a standard pattern is confirmed, we will
develop our approach by merging these two findings and
then delivering an architectural framework to facilitate the
adoption of this approach.

A. NORMAL CONDITIONS
The Smart PiCar was assembled and programmed for recon-
naissance purposes. It was equipped with a built-in camera
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and ultrasonic avoidance module to ensure constant move-
ment and avoid collision with obstacles. In terms of the
embedded processing unit, a Raspberry Pi 4 Model B was
embedded to take over the computational tasks. During the
test period, system performance and resource consumption
were monitored, based on seven parameters:

I. Resource consumption:

1 — CPU utilization.

2 — Memory load.

5 — CPU temperature.

6 — Power consumption in terms of:

A — Voltage.

B — Current.

C — V(D) and V(D-).
II. System performance:

3 — Alive processes count.
4 — Executed threads count.
7 — Rate of transmitted and received data.

The terms resource consumption and system perfor-
mance have been shortened to resource consumption per-
formance (RCP) for the rest of this paper. The proposed
approach does not address how the system performs its func-
tions but instead focuses on how it consumes its resources,
considering the cyber-attack as an external factor. Regarding
the operating condition, the system functions were operated
three times repeatedly and separately, and all the data was
evaluated statistically. The statistical classification results are
discussed in section I'V. The three rounds of typical operation
were labeled as R1, R2, and R3 and grouped based on mod-
ified features, such as dataset-1 and dataset-2, to be tested
against different random datasets where their values were
collected under attack circumstances.

B. ATTACKED CASE SCENARIOS

1) DENIAL OF SERVICE ATTACK

The first generated attack scenario is the denial-of-service
(DOS) attack. The DoS attack was accomplished by flooding
the smart PiCar with directed arbitrary data traffic using the
low orbit ion cannon (LOIC) tool. While the Smart PiCar was
being attacked, the testbed’s parameters were observed, and
their values were collected and stored.

2) PASSWORD ATTACK

The second attack scenario is the password attack; some of
these techniques include the brute force attack and the dictio-
nary attack. In order to generate the attack, several tools were
used. BruteDum was used as a brute-forcing tool, and for port
scanning, the Nmap tool was used as the network mapper. The
Hydra framework as a parallelized network logon cracker was
activated, and it was supported with a random text password
list. The password list contained some of the most common
and random meaningful words. As in the previous attack
scenario, the parameters’ patterns were observed, and their
values collected and stored.
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3) REMOTE CODE EXECUTION AND MALICIOUS SOFTWARE
In the third attack scenario, malicious software was executed
remotely as a remote code execution attack. The malicious
code is designed to disrupt the Smart PiCar’s function by
disabling the PiCamera remotely. The expected impact of this
attack on the hardware and software performance patterns of
the Smart PiCar were observed during the attack period. The
testbed’s parameter values were collected and stored to be
added to the datasets.

4) MAN-IN-THE-MIDDLE ATTACK BY EXECUTING

COMMAND REMOTELY

Unlike the previous attack, in this type of attack, the attacker
redirects the camcorder recording to their device and gains
unauthorized access to a live camera broadcast. To carry
out this type of attack, the attacker executes the following
command remotely against the victim’s device:

“raspivid -0 - -t 0 -w 960 -h 540 | cvlc -vvv
stream:///dev/stdin —sout *#rtp{sdp=rtsp://:8554/} :demux=
h264.”

The expected impact on system performance patterns was
monitored in terms of test parameters. Finally, the parame-
ters’ values under these circumstances were collected to be
added to the dataset for computational validation.

IV. STATISTICAL CLASSIFICATION METHOD RESULTS

As we are dealing with real numbers (values of specific
parameters), not imaginary values, the principles of real
analysis, which is a branch of mathematical analysis and
statistics, have been adopted. Based on the research hypoth-
esis (section II.A), we analyzed the collected data according
to several statistical criteria (mean, median, mode, standard
deviation, range, minimum, and maximum). To evaluate the
possibility of defining a standard pattern of system perfor-
mance and resource consumption under different operational
conditions, the above statistical criteria were calculated to
define the range and pattern of the RCP, whether in typical
or attacked cases.

Based on the statistical criteria results, we determined that
the system performs its functions in a similar pattern in terms
of performance and resource consumption each time when
operated and has an identifiable pattern in a form that can
be identified, and a standard performance pattern has been
defined accordingly (Part I, Sec V). To test the second part of
the approach hypothesis, we generated different attack sce-
narios to determine if the system was behaving irregularly in
terms of its RCP; thus, anomalous patterns might be formed;
these anomalous patterns are supposedly distinguishable in
comparison to the standard generated pattern. The analysis
results proved the validity of what we assumed, as the system
showed abnormal performance patterns in all cases while
exposed to a cyber-attack. The following table summarizes
the statistical classification results.

Table 1 presents a summary of the statistical classification
analysis. These results are what encouraged us to measure
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TABLE 1. Statistical classification results.

CPU Utilization Threads Number Current
Case Mean _Mode Rang Min Max Case Mean __Mode Rang Min Max Case Mean __Mode Rang Min Max
— R1 123875 7.9 202 62 264 — R1 228.0119 232 14 219 233 — R1 0.6241 0.61 0.08 0.59 0.67
§ R2 12.6762 7.7 20.5 4.6 25.1 § R2 2289315 232 12 222 234 § R2 0.6254 0.62 0.09 0.59 0.68
R3 12.7369 7.5 228 57 285 R3  228.2768 232 14 220 234 R3 0.6204 0.61 0.07 0.59 0.67
DoS  31.8988 30.9 47.3 6.8 54.1 DoS 241.7589 249 33 226 259 DoS 0.6119 0.61 0.08 056 0.64
g BF 31.1613 30.5 54.7 6.5 61.2 g BF  249.2262 240 50 223 273 f‘:’ BF 0.6264 0.63 0.15 0.54 0.69
< RCE 12.3324 6.2 322 4.9 37.1 < RCE 220.5565 221 11 215 226 < RCE 0.557 0.55 0.14 0.51 0.65
MIMT 158685 74 336 53 389 MIMT 239.8929 241 10 235 245 MIMT __0.6174 __0.61__0.17 0.53 0.69
Memory Load Temp RX Ket
Case Mean __Mode Rang Min Max Case Mean __Mode Rang Min Max packets
E‘ R1 9.5238 9.5 14 93 107 .é R1 53.4494 54 5 50 55 Case Mean__Mode Rang Min Max
g R2 9.508 9.5 1.5 93 108 g R2 46.5982 50 14 38 52 E R1 4.0357 0 24 0 24
R3 9.5226 9.5 1.4 93 107 R3 49.3363 51 10 43 53 5 R2 4.2887 0 27 0 27
DoS 10.1381 10.2 1.8 9.7 11.5 DoS  61.5714 64 10 55 65 = R3 4.997 0 27 0 27
g BF 9.7842 9.6 1.9 94 11.3 g BF 58.1071 6_() 13 50 63 i RCE 3.9881 0 27 0 27
< RCE 9.9 9.9 0 9.9 99 < RCE 54.631 54 8 52 60 MIMT  7.7887 0 55 0 55
MIMT 10.5003 10.5 0.1 10.5 10.6 MIMT 56.1488 55 6 54 60
Tasks Number Voltage
Case Mean __Mode Rang Min_Max Case Mean __Mode Rang Min_ Max TX Packets
— R1 167.8958 172 14 159 173 — R1 49945 499 0.01 499 5
g R2 168.8065 172 11 162 173 g R2 4.996 5 0.01 499 5 Case Mean __Mode Rang Min_Max
= R3 168.1458 172 13 160 173 = R3 4.9952 5 0.01 499 5 g R1 4.0268 0 24 0 24
DoS 181.6369 171 33 166 199 DoS 4.9822 498 0.01 4.98 4.99 1) R2 4.2917 0 29 0 29
g BF 189.1012 180 50 163 213 o BF 4.99 4.99 0.01 499 5 = R3 5.0536 0 27 0 27
2 RCE 167.4524 169 11 162 173 g RCE 5.0001 5 0.01 4.99 501 g RCE 4.0565 0 26 0 26
MIMT 171.7887 173 10 167 177 MIMT  4.9948 5 002 498 5 < MIMT 2842887 1 645 1 646

Normal Cases : (noml. R1, R2, and R3), Attacked Cases: (Attc., DoS, BF, RCE, and MIMT)

the prediction accuracy in distinguishing anomalous patterns
from the normal typical pattern by using machine learning
algorithms. Some statistical parameters, such as the mini-
mum and the maximum, were calculated to determine the
range of the RCP. The other criteria, such as the mode and
mean, were calculated to find out the pattern of the RCP,
where it was observed that the performance and resource
consumption rates might be within the limits of the normal
range, but at a different pattern. One of the most accurate
and reliably applied statistical criteria are the mode values of
threads count. By looking at Table 1, the mode value columns
show that, in most cases, the significant similarities reached
the point of congruence in the typical performance pattern
(Rs) cases. We can recognize the anomalous patterns in the
system’s performance during a cyber-attack by looking to
the same criterion. For example, we noticed that the mode
values of the threads count for the R1, R2, and R3 cases were
identical (232 threads).

In contrast, when the system was subjected to a cyber-
attack, the mode values were 249, 240, 221, and 241 threads
for each of the DoS, brute force (BF), remote code execution
(RCE), and man-in-the-middle (MITM) attacks, respec-
tively. The results were similar for the rest of the sta-
tistical results applied within the testbed parameters (see
part I for more details). The statistical classification method
showed encouraging results, the approach efficiency defin-
ing a standard pattern and distinguishing between typ-
ical performance patterns and anomalous patterns. The
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significant similarity often reached identical limits in terms
of the performance and resource consumption rate and
under normal operating conditions proved the possibility
of determining a standard reference pattern. In contrast,
the anomalous patterns of the system while being exposed
to different attack scenarios confirmed that it is possible
to detect attack existence through the anomalous patterns
caused by abnormal levels of performance and resource
consumption.

For an overall evaluation at a glance, two graphs (4 and 5)
have been generated. Looking at the left side of Graph 5 or
6, we notice the significant similarities in the system’s per-
formance patterns in the R1, R2, and R3 cases. On the other
hand, by looking at the right side of Graphs 5 and 6, we can
see the system’s performance pattern anomalies more clearly
while the system is under attack. For example, in Graph 5,
the system performance pattern was abnormal in the case of
aDoS or brute-force attack. Likewise, in Graph 6, anomalous
patterns were inconsistent with the conventional patterns that
were formed during the RCE and MITM attacks. Therefore,
defining the regular performance pattern as a reference model
for the system’s performance and then monitoring any devia-
tion from it to predict the presence of suspicious activity is an
effective mechanism for ESs dedicated to performing specific
functions. Based on this compelling mathematical evidence,
it is possible to test the validity and feasibility of the proposed
security approach computationally through machine learning
algorithms.

VOLUME 9, 2021



A. Aloseel et al.: Attack-Detection Architectural Framework Based on Anomalous Patterns

IEEE Access

60

Temp. 11 gy |V b T

¥4 goss L ‘M
If

Y

i

L \hmult\”u"l\'

VD) 907

%
A i lp il

W

I “\ W J'\.\‘uw ",l \hhl“u,ﬂ\#‘ jy’\}I_’l“'ﬁ"_(\jyﬂg'\{"\f‘}(\ﬂj{'\f\_l ) alrrt#i‘slww Jij"l M w ‘um ] M W l\ Uu Il u I ‘ ‘!m" \HIJ‘ |‘N r|||\

TR o ek

o prh st

u l"\

ﬂ HWWF i HWIMI \|\|“I|\rlﬂ|||\\|\d ‘||H\|[|\ M“Ww}[ﬂ'

i

Password attack

RSP ST
A '
e Gt | T

o i
hadugia”

At

0l
CPULoad 2 n
i A A fH
1 L ' ! | i L
==t L L g g L Lk iy
95 L " L L ug TN ) O o s
Tasks No. N s M S : ‘ ‘ L L 77\ [
- 260 |— WA ‘ | ‘ l‘ “‘ ‘ l‘l [ ‘
Threads Sl 7 W AN I O 0 I T I
M"'i' i W T ! Hp ™ V-I AP r.v__w{‘,r-‘.“\:,r\-.‘k/r \,-:yi[‘;’v’\li‘.pj‘ff‘ ¥ ."Jfy,_w‘l{'ﬂ"\”r\,-V\'LV‘Lr\M\‘."vI‘gr-.‘\“\..‘ e w‘l‘”‘.’h - B I,'I"‘
Voltage m 6499 — " | ¥ 1 ‘“T*’WM v.,w-»\,\.‘. VW
s Wy, T 1n P 4 oSt A
065 H- | H T Y \.‘. b Al .| gl
i n ‘m ] ” s IHH/. il th‘ ,'//« ,‘u,l ﬁ M .w ’J \; J ‘ bl \H‘ i W‘ HzJ Mh “ qu le l* ! ‘."‘.*'«;'qu‘!‘\#]‘-‘ ;‘J"th“l Juf-a—‘dw‘ A AL, [ Al A Wy "
T

e ™ By

VAR
i H |

up "‘ I \HI
il u,!ufﬂ[h Il ;w Mnh\'\u \"| JJ\I‘u“wM

‘J‘ﬁ‘f\‘ﬁ.‘"ﬁl'\ i

WG

|MI il
“lw“r wp"

I

'mi“‘ﬂl\

|n#

Seconds

IZUﬂ

FIGURE 4. Typical patterns (R1, R2, and R3) vs. anomalous patterns under DoS and password attacks.
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V. MACHINE LEARNING: DATA NORMALIZATION,
MODELING REQUIREMENTS AND

ATTACK PREDICTION

Three main components are mandatory for successful
machine learning modeling and for accurate computational
statistic results. These components are (1) the data, (2)
the features, and (3) the algorithm. In this work, we have
24,528 observations that have been generated and collected
under different operation conditions. The collected data has
been extracted and stored by executing Python code that
has been written for this purpose. These datasets represent
the performance and resource consumption values of spe-
cific parameters and variables that express the features of
the dataset. The last component is the algorithm, which is
addressed and determined in section II.B.

A. DATA PREPARATION AND TESTING

For data preparation (DP), the datasets have been grouped
or labeled into multi groups. The dataset values of the R1,
R2, and R3 cases were grouped into one group and labeled
with —1 as the response. Rs cases represent the typical RCP
pattern, which was generated by running the Smart PiCar
three times under normal conditions. For the attacked cases,
the dataset values of the Smart PiCar’s performance under
DoS attack were labeled with 1 as the response. Likewise,
the values of the performance and resource consumption
of the PiCar under the brute force attack were labeled with
2 as the response. Also, the collected data under the RCE and
MITM attacks were labeled with 3 and 4 respectively, which
represents the third and fourth attack scenarios. The purpose
of labeling the datasets is to determine the response variable,
which is mandatory for the creation of trained models based
on the supervised learning method. The unbalanced data or
misclassification cost factor was taken into account during the
data normalization step. The datasets were classified asym-
metrically to simulate reality, where the normal pattern is
usually the default or the dominant situation (has more obser-
vations) and the exception is the anomalous performance
pattern. The following table summarizes the classes of the
datasets.

TABLE 2. Case classification and response.

Cases Response / Label
R1
Normal Cases
(Typical Perf ) R B
ical Performance
» R3
DoS 1
BF 2
Attack Cases
RCE 3
MITM 4

B. MACHINE LEARNING MODELING

Determining the data features will contribute to defining
its patterns; the data features will act as predictors in the

87618

TABLE 3. Dataset features.

P Features / Predictors
pl CPU Temp.
p2 CPU Utilization

p3 Memory Load
g p4 Task Number
S p5 Thread Number
E p6 Received Bits
w D7 Received Packets (RX)
3 p8 Transmitted Bits
g p9 Transmitted Packets (TX)
[=%

pl0 Voltage (V)
pll Current (A)
pl2 D+(V)
pl3 D-(V)

TABLE 4. Dataset classification.

Data group ~ Cases Features Observations

Dataset 1 R1,R2, and R3 9 features 9072
Dataset 2 R1,R2, and R3 11 features 11088
DosS and BF attacks 9 features,
Dataset 3 6048
p6—p9 excluded
RCE and MITM attacks 11 features,
Dataset 4 7392
p12—p13 excluded
Dataset 5 Random selection Based on the category 6048-18480

ML context, and these features or predictors are the param-
eters of the testbed in the experimentation context. The
datasets are classified according to the predictors’ value pat-
terns. The features and predictors of the datasets are listed
in Table 3.

After defining the features of the data, we can move on to
generate trained and test models for pattern classification, and
then measure the prediction accuracy. To generate the trained
models, we started with trained multiclass models, using
the classification learner app in MATLAB, which classifies
the datasets into three classes based on their performance
and resource consumption patterns (normal patterns versus
anomalous patterns). We started with data loading, and then
defined its variables (predictors), to be used for classification.
In the first training session, to generate the first trained model,
we selected datasets 1 and 3, as shown in Table 4. Datasets
1 and 3 consist of 9 predictors and 15,120 observations.
Likewise, for the second trained model, datasets 2 and 4 were
loaded for a new training session. The datasets of this ses-
sion consist of 18,480 observations, 11 predictors, and three
classes, as shown in Table 4. After completing the training
session by testing the datasets against 24 different algorithms
based on six different machine learning methods, we selected
the QSVM algorithm as the most accurate algorithm for
prediction.

Based on the trained models (1 and 2), models 3 and 4 were
generated as the test models. The test models 3 and 4 were
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TABLE 5. Trained and test models.

Model Datasets Features Classes Observations
- Model 1 Datasets 1 and 3 9 3 15120
<
= &

> Model2  Datasets 2 and 4 1 3 18480
= Model 3 Generated 9 QSVM
2 without its Prediction
E i Depends on Dataset 5
2 Model 4 trained data as a 11 Based
[

test model

generated without their trained data. For the test session,
dataset 5 has been created, which is a random selection from
other datasets, in addition to new data. Also, in dataset 5,
the class labeling (response) was excluded from the datasets,
because we are in the testing phase, not the training stage. The
following Table (5) summarizes the details of the trained and
test models.

VI. CLASSIFICATION RESULTS: ANALYSIS

AND DISCUSSION

A. CONFUSION MATRIX RESULTS

Based on the confusion matrix results, the final results
showed very high prediction accuracies in terms of distin-
guishing anomalous RCP patterns from the typical patterns,
where the correct prediction has been calculated within the
True Positive Ratio (TPR), while the misclassification or
(incorrect prediction) has been calculated within the False
Negative Ratio (FNR). The accuracy percentage of the pre-
diction is ranged between 100% and 98.8% as the lowest
percentage. As shown in Fig. 6, the prediction accuracy
in identifying the classic pattern as a standard pattern was
99.9%. The false negative ratio (FNR) percentage was only
0.1%, and this misclassification (0.1%) percentage was clas-
sified incorrectly as an anomalous pattern belonging to the
BF attack pattern. Regarding the prediction accuracy of the
anomalous pattern under the DoS attack, 100% was reached,
without any errors. Also, under the BF attack, the true positive
ratio (TPR) percentage was 98.8%, and the FNR, which is
the misclassification cost, was 1.2%. According to the results,
0.9% of the dataset was incorrectly considered to belong to
the typical patterns, and 0.3% of the dataset was considered
to belong to the DoS attack pattern.

With regard to the third and fourth attack scenarios, based
on the second confusion matrix results in Fig. 7, the predic-
tion accuracy of the typical pattern (Rs cases) reached 100%;
in addition, all the anomalous patterns resulting from the
attack’s existence were identified to be 100% and classified
correctly without any errors based on the TPR and FNR per-
centages. Therefore, increasing the monitored features count
helps to make the prediction more precise; the features num-
ber of test model 2 was 11 features, compared to 9 features in
test model 1.

Overall, detecting a cyber-attack by comparing the
in-progressed pattern to a predetermined reference pattern
is a very effective method. Also, it is worth noting that the
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DoS
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1.2% BF
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FIGURE 6. Confusion matrix 1 (Rs cases vs. attack cases).

Model 1.2 (Quadratic SVM)

True Class

4 TPR FNR
Predicted Class

FIGURE 7. Confusion matrix 2 (Rs cases vs. attacked cases).

ability to distinguish anomalous patterns from the standard
performance pattern is affected by the number of parameters
(predicators), as it is not possible to detect the anomalous pat-
terns accurately based on one predicator. Thus, relay through
one parameter or predicator is not a reliable technique: the
more parameters, the more accurate the prediction. However,
to avoid extensive computing, some sub-parameters that have
not shown any changes despite different operating conditions
have been excluded in the proposed architectural framework,
such as D+(V) and D—(V). In the remaining part of this
section, the results for each predictor will be discussed in
more detail.

B. EFFECT OF PREDICTORS

The predictor most impacted by the attack has the most obvi-
ous effect in shaping the anomalous pattern. The effectiveness
of the predictors varied in terms of the level of their devia-
tion from the typical pattern. Therefore, the combination of
these predictors is what contributed to making the anomalous
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FIGURE 9. CPU pattern classification (Rs cases vs. RCE and MITM).

pattern more apparent. In addition, it was observed that the
significant deviation of one predictor compared to another
predictor will not only lead to the detection of the anomalous
pattern, thus detecting the attack existence, but may also
contribute to determining the type of attack. We will address
this point in more detail while reviewing the results of the
predictors individually.

1) CPU UTILIZATION

In terms of the CPU utilization, the ability to discrimi-
nate between the typical patterns (reference patterns) of
the RCP versus the anomalous RCP is clearly shown in
figures 8 and 9. The impacts of the DoS and BF attacks on the
PiCar’s performance were classified accurately, based on the
QSVM algorithm. Under the DoS and BF attack conditions,
the differentiation between the standard and anomaly patterns
appeared with two different characteristics. First, in terms of
the range, which is the deviation from the standard regular
consumption range (Rs cases); second, in terms of the pattern.
In some cases, the RCPs were within the normal range; how-
ever, the RCPs appeared differently in terms of the pattern.
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For example, as shown in Fig. 9, the RCP of the Smart
PiCar under the RCE and MITM attacks overlap within the
typical range, but due to its anomalous pattern, the attack
is still detectable and distinguishable based on the QSVM
algorithm.

2) MEMORY LOAD

In terms of memory load, as shown in Figures 10 and 11,
the memory usage in R1, R2, and R3 were identical in
terms of the most frequent value (mode), which was con-
centrated at 9.50% (Table 1). The general trait of memory
usage in Rs cases was consistent and steady, in a manner
that can be determined and defined as the reference pattern;
whereas, under the cyber-attack circumstances, the mem-
ory usage pattern was anomalous in a manner that can
be easily detected in comparison with the typical memory
pattern. Even though the memory usage rates under the
cyber-attacks overlapped within the normal range of memory
usage (Figures 10 and 11), the anomalous pattern enabled us
to detect the attacks due to the distinguishability of these
patterns.

3) TASKS COUNT
In terms of the executed processes count, the Rs case mode

values were concentrated at 172 processes per second, and as
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FIGURE 13. Task pattern classification (Rs cases vs. RCE and MITM).

the mode value is identical in R1, R2, and R3 (Table 1), this
proves the ability to define a standard range and pattern for
the RCP for the Smart PiCar. In contrast, the alive process
patterns under all attack cases have been classified accu-
rately as anomalous patterns, as shown in Figures 12 and 13.
In Fig. 12, the range and pattern of the executed processes
under the BF attack case shaped an abnormal pattern that
departed from the normal range and pattern. Likewise, under
the DoS attack, the executed process pattern was anomalous,
but slightly overlapped with the typical pattern.

In the cases of RCE and MITM attacks (Fig. 13), there
was more interference, but due to their anomalous patterns
in terms of alive task count (Table 1), it was still possible to
separate them using the QSVM algorithm, especially after
taking into account the role of other predictors and fea-
tures with regard to highlighting the anomaly. Based on that,
it becomes certain that the ability to detect the existence of
cyber-attacks is a consequence of the executed tasks’ irregular
behavior. This is done by defining a reference pattern of
the performed tasks under normal operating conditions and
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FIGURE 15. Thread pattern classification (Rs cases vs. RCE and MITM).

then using anomalous patterns of executed processes as an
indicator referring to the existence of the attack.

4) THREAD COUNT

Regarding the executed threads, in the R1, R2, and R3 cases,
the thread count was within a specified area (Fig. 14) and
consistent pattern (Fig. 15). The number of executed threads
under normal conditions was identifiable (232 threads,
Table 1). Thus, it can be defined as a standard performance
pattern. On the other hand, the anomalous thread pattern
under attack scenarios appeared on the RCP of the Smart
PiCar. As shown in Figure 14, the pattern of executed threads
under the DoS and BF attacks seemed to be anomalous.
It spread more inconsistently across the Fig.14 axis compared
to the usual performance pattern, which concentrated in a
specific area.

Also, Fig. 15 shows the pattern of thread count under nor-
mal operating conditions and its consistency compared to the
Smart PiCar’s behavior under attack cases (RCE: purple dots,
and MITM: burgundy dots). Therefore, the QSVM algorithm
classifies the attack cases from non-attack cases efficiently.
It was also noted that the QSVM algorithm classifies the
irregular behavior of the Smart PiCar under the MITM attack
due to its complete deviation from the normal range. Whereas
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the MITM attack was detected because it deviated from the
normal range, the other attack (RCE) was marked by its
anomalous patterns despite being partially within the normal
range. Moreover, the executed thread count in DoS, BF,
and MITM cases reached unprecedented numbers, as shown
in Table 1; also in the RCE attack case, the thread count
significantly decreased in terms of the mode value compared
with R1, R2, and R3 (see Table 1).

5) CPU TEMPERATURE

The role played by the temperature of the CPU (ARMvS),
as one of the data features in terms of distinguishing attack
case patterns compared to the typical patterns, was valuable
and meaningful, because it helped with the recognition of
abnormal patterns resulting from the cyber-attacks. As shown
in Figures 16 and 17 and Table 6, under normal operating
conditions, the CPU temperature ranged from 38°C to 55°C.
In contrast, the maximum CPU temperature in the presence
of a cyber-attack reached values that were not previously
recorded under normal conditions, such as 65°C, 63°C, and
60°C. This was after taking into consideration the ambient
temperature and the initial temperature (Table 6).

TABLE 6. CPU temperature (°C).

Case Initial Maximum Ambient Diff. Mode

R1 50 55 23 32 54

R2 38 52 21 31 50

R3 43 53 23 30 51
DoS attack 55 65.00 24 41 64
Brute-Force 51 63.00 25 38 60
RCE attack 59 60.00 25 35 54
MITM 55 60.00 25 35 55

The elevations in the CPU temperature during the attack
periods indicate unconventional levels of CPU temperature.
Based on Table 6 ’s results, it was noted that the differences
between the maximum temperatures and the ambient tem-
peratures in R1, R2, and R3 were 32°C, 31°C, and 30°C
respectively. In comparison, this difference turned to 41°C,
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FIGURE 16. CPU temp. pattern classification (Rs cases vs. DoS and BF).
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38°C, 35°C, and 35°C under attack conditions. The unusual
maximum CPU temperatures support the anomaly-detection
technique more closely.

As explained previously, ESs are designed to perform spe-
cific functions. Thus, it is to be expected that the ESs consume
their resources and perform their functions in an identifiable
pattern and in a manner that will be steadily reflected by the
CPU temp. Thereby, any anomaly in terms of pattern or any
divergence in terms of range compared to the standard pattern
performance will indicate the presence of illegal activity,
which requires an immediate response.

6) POWER CONSUMPTION

Turning to the power consumption rate as one of the
predictors added to the training model, we note from
Figures 18 and 19 that the voltage patterns of the smart PiCar
under normal conditions (Rs cases) reflected a consistent
power consumption pattern. Furthermore, this pattern can
be identified and defined as a standard pattern, due to its
significant similarities in R1, R2, and R3. On the other hand,
the RCP of the Smart PiCar under the DoS attack, BF attack,
and RCE attack caused abnormal patterns that have given the
QSVM algorithm the ability to predict anomalous patterns

E R e —
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-
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FIGURE 18. Voltage pattern classification (Rs cases vs. DoS and BF).
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FIGURE 20. Current pattern classification (Rs cases vs. DoS and BF).

more accurately and distinguish them from the patterns of the
typical operations. It was also noticed through Fig. 19 that
the power consumption under the MITM attack scenario was
within the normal range, but at a different rate and an irregular
pattern, and here the role of other features supports the ability
to recognize the abnormality of the voltage pattern under
attack circumstances.

In terms of the current pattern, as shown in
Figures 20 and 21, the typical operating modes formed
a consistent pattern. While under the attack cases,
the current-voltage consumption rate patterns varied in
each cyber-attack type. Therefore, this feature enhanced the
QSVM algorithm’s ability to recognize the cyber-attacks due
to their anomalous effects on power consumption, whether
voltage or current. In turn, this enhances the effectiveness
of the proposed approach for detecting and responding to
attacks.

7) RECEIVED & TRANSMITTED PACKET RATE

The rates of received and transmitted packets have been
added to the second trained model (as data features) and
to the second test model (as predictors). By looking at
Figures 22 and 23, it was noticed that the QSVM algorithm
greatly benefited from these predictors in detecting the
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FIGURE 21. Current pattern classification (Rs cases vs. RCE and MITM).
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FIGURE 22. RX-rate pattern classification (Rs cases vs. RCE and MITM).

anomalous pattern of the RCP, under the MITM attack in
particular.

The RX and TX rates under the MITM attack cir-
cumstances reached unprecedented values that enabled the
QSVM algorithm to detect the anomaly. Furthermore,
the abnormal change in this particular feature, or predictor,
will help to detect irregular patterns, detect attack presence,
and determine the type of attack as a networked attack.
In other words, the unjustified rate of received and transmitted
packets indicates a networked attack incident, and this is what
has been proven based on these results, both statistically and
computationally.

In addition, the average of received and transmitted packets
while the system was running was consistent in a way that can
be defined as a standard patter; this will enable us to identify
the presence of a networked attack, such as the blackhole
attack. In the blackhole attack, the adversary will intention-
ally breach the data integrity by dropping the received or
transmitted packets. Therefore, defining the supposed rate of
received and transmitted packets based on specifiable system
functions will help to detect any anomalies from the pre-
defined standard pattern or any deviation from the typical
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FIGURE 23. TX-rate pattern classification (Rs cases vs. RCE and MITM).

range. As a side note, the received and transmitted packets
were added after excluding the D+/D—(V) features and pre-
dictors, which were observed to be unchanged and had no
contribution to the identification of abnormal patterns, as was
the case with the other parameters and attributes. Throughout
different types of attacks, these results compellingly proved
the effectiveness of this technique for detecting cyber-attacks
due to anomalies in RCP patterns, taking into consideration
the ability to determine a standard pattern from the TX and
RX rates.

VII. ARCHITECTURAL FRAMEWORK OF THE
ANOMALOUS RESOURCE CONSUMPTION

DETECTION (ARCD) APPROACH

After proving the validity of the proposed approach in
detecting cyber-attacks, in this section, we address the steps
required to facilitate the adoption of this approach for soft-
ware engineers and operating system designers. The archi-
tectural framework (Fig. 24) of the ARCD approach has been
built in line with the multiple layers feedback framework of
ES cybersecurity (MuLFESC) [22], where steps 1 to 4 take
place in parallel with layers 1 to 3, and step 5, which is the
detection mechanism, will be implemented in line with layers
3to 5. Finally, steps 6 and 7 need to be considered in line with
layers 7 to 9.

A. DETERMINING THE COMPONENTS

Defining the system’s components is an essential step toward
defining the ideal performance pattern and defining the func-
tions that the system will perform. Also, determining the
system’s application domain will be positively reflected in
the prediction of the nature of potential security risks. In our
case study, the components of the CPS consist of the physical
components that represent the physical parts of a smart car,
in addition to the computational part. The physical compo-
nents consist of:

- Hardware attached on top (Robot HAT),

- Pulse width modulation (PCA9685 PWM Driver x 1),
- Motor driver (TRA9118A x 1),

- Ultrasonic obstacle avoidance module x 1,
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- DC gear motor x 2,
- Servo motor x 1,
- Power supply, in addition to the body components of the
physical structure.
For the computational part, the Raspberry Pi 4 Model B+
was attached to the Smart PiCar to steer its functions, as the
embedded system.

B. DETERMINING THE FUNCTIONS

Defining the “function” or “functions” for which the sys-
tem is designed is a fundamental and major step. The
determination of system functions is closely related to the
recognition of the supposed typical performance. As men-
tioned earlier, the ESs are dedicated to performing specific
functions (sensing, computing, controlling, opening or clos-
ing valves, switching, sending and receiving signals, and
influencing outcomes in the real world through physical
processes), which distinguishes them from conventional mul-
titasked systems. This unique feature makes ESs stand out
from traditional computers and enabled us to develop this
security approach to protect them. ESs are limited in capa-
bilities due to their nature, which requires them to be small,
easy to integrate, inexpensive, portable, and installed in
remote sites in harsh conditions, where their energy source
is often limited. All these limitations make the application
of advanced security solutions effectively impossible. On the
other hand, the fact that this type of system is by nature
designed to perform specific functions enabled us to use this
characteristic to develop this security approach for detecting
cyber-attacks.

In our case study, the system functions can be determined
as follows: (1) performing reconnaissance tasks in a specific
area and making the Smart PiCar move autonomously while
maintaining its continuous movement by (2) attaching and
enabling an ultrasound module to avoid obstacles and finally,
(3) activating an attached recording camera to capture the
surrounding area. These are the functions that the CPS was
designed to perform.

C. IDENTIFYING THE TYPICAL PATTERN

Defining the typical, expected, and optimal performance pat-
terns is a fundamental step, and it can be made based on
the repeated operation of the CP’s functions and by then
collecting specific parameter values, which represent the sys-
tem’s performance and resource consumption. Then, these
values are analyzed statistically by applying the septenary
tuple model the, which consists of seven statistical criteria:
minimal, maximal, range, median, mean, mode, and standard
deviation on the collected parameter values, and these param-
eters are: (X): CPU utilization (U), memory load (M), CPU
temp. (7"), power consumption (P), task count (N), thread
count (¢), and rates of received and transmitted packets (R),
where X refers to a parameter. The CPS must be operated
repeatedly under ideal operating conditions (no malfunctions,
or presence of cyber-attacks). The collected values must be
analyzed statistically to determine the pattern and the range
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of each round’s performance. To determine the typical ranges
(Std,) of each parameter, the minimal (X,i;v), maximal
(Ximaxv), and range (Xgv) values need to be calculated, and
to determine the standard pattern (Std),), the following values
need to be calculated: the median (xmiq V), mean (Xgv),
mode (xmod V), and standard deviation (X4y ). Based on (1)
the arithmetic mean, we can determine the average perfor-
mance and resource consumption for each testbed parameter.
Based on the (2) mode value, we can determine the most fre-
quent value recorded while the system performs its functions.
Thus, we can know the central tendency or density point value
and determine the performance and resource consumption
patterns. Based on the (3) median value, we can find the
middle number in a sorted list of values. Also, the (4) standard
deviation criterion will be applied to measure how spread-out
the numbers are.

To define the typical range of the RCP, we need
to calculate three mathematical criteria—these criteria as
follows: (5) maximum value, which is the highest value
among the dataset collected during a completed opera-
tion cycle in which the system performed all its func-
tions. (6) The minimum value, which is the lowest value
recorded while the system was performing its functions.
Finally, the distribution range of the values is determined
by subtracting the maximum value and the minimum
value.

In our case, the Smart PiCar was turned on three times
in a row (R1, R2, R3), and the values of each parameter
X) = {U,M,N,J, T, P} were collected for each run,
in which all system functions were performed completely.
After analyzing these parameters statistically according to
the septenary tuple model, the results revealed a significant
similarity that often reached the point of congruence, thus
proving the possibility of defining a standard performance
pattern.

In the machine learning context, whenever the patterns
of operation in normal conditions show great congruence
or convergence in terms of performance and resource con-
sumption, there is less need for data training based on the
supervised learning method. Conversely, whenever the pat-
terns of operation under normal operating conditions have
diverged, the greater the need for more data training sessions
to reach the optimal standard pattern. Therefore, the required
training overhead is mainly dependent on the level of con-
vergence or variance in operating patterns under normal
conditions.

In contrast, the required training overhead to distinguish
the generated standard pattern derived from typical oper-
ations versus anomalous patterns depends on the level of
anomaly. The greater the anomaly from the standard pattern,
the easier it is to detect the attack, and therefore the need
to train the data based on the supervised learning method
decreases. The lower the level of anomaly, the greater the
need for more data training sessions to accurately define the
detection threshold without confusion and to prevent a false
positive case.
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D. GENERATING A STANDARD MODEL AS

A REFERENCE PATTERN

The main purpose of recognizing typical performance pat-
terns based on the parameter values that have been analyzed
statistically is to generate a standardized reference model for
a particular implementation of a CPS. The generated model
will act as a reference and control model of the optimal
performance to distinguish anomalous patterns that deviate
from i; this means we are exploiting the anomaly in perfor-
mance and resource consumption as an indicator that reveals
the existence of a cyber-attack, which requires an immedi-
ate response. Defining a standard pattern that serves as a
reference model will contribute to developing the detection
mechanism and improve the CPS performance by imposing
the necessary restrictions on resource consumption to prevent
the depletion of system resources resulting from unintended
software errors or misuse. In our case study, the reference
model (Part I, Table 12) was defined based on the Rs cases’
statistical analysis results. To create a flexible reference
model, we determined the reference models’ values as a set
of values that fall between the highest and lowest values
among Rs cases for each statistical criterion. In other words,
the maximal values of the reference model for each statistical
criterion are the highest values among the maximum values of
Rs cases, and the minimum value is the lowest value among
the minimum values of Rs cases. Additionally, consideration
was given to the probability of having values very close to
those of the reference model by calculating and adding the
most significant differences between Rs cases (Table 1) to
the reference model values.

E. DESIGNING AND APPLYING THE

DETECTION MECHANISM

The detection mechanism is the core of the architectural
framework. The detection technique is based on recognizing
anomalous patterns of the system’s performance by observing
specific values of selected statistical criteria for designated
parameters that are compared to the generated reference
model, as illustrated in Fig. 24. Thus, the outlier values
are categorized as abnormal values, indicating an anomalous
pattern that requires immediate action. The RCP pattern devi-
ation from the standard predefined performance level enables
the OS layer to predict a cyber-attack’s existence. This mech-
anism was developed after proving that the ESs have an
identifiable pattern under normal operating conditions. Also,
it was proven that ESs, during exposure to various cyber-
attacks, change their performance patterns and their resource
consumption in a way that can be distinguished compared
to their typical performance. By adopting this mechanism,
it becomes possible to detect cyber-attacks based on deviation
from the normal range and based on the abnormality of the
pattern within the normal range.

F. MONITORING THE SYSTEM PERFORMANCE PATTERN
After the detection mechanism is designed, it must be acti-
vated as an integral part of the operating system layer.
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FIGURE 24. Architectural framework of the anomalous resource consumption detection (ARCD) approach.

Activating the mechanism involves permanent monitoring
of the statistical classification criteria of the performance
parameters by observing any deviation from the reference
performance model. Embedding the detection mechanism
instructions within the OS architecture will create an addi-
tional layer of protection. As long as there are no anomalies
in the performance or resource consumption patterns, there
will be no need to take any action; however, the moment the
performance or resource consumption patterns deviate from
the defined reference patterns, or its values diverge out of the
normal range, then the system must immediately alert the user
about the anomaly and attract attention by generating a sound
alert or by displaying a warning message. The next step is
then to automate the operating system layer by executing an
appropriate procedure to prevent the attack.
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However, if the functions that the ES was designed to
perform have been modified, it is possible that the detected
resource utilization pattern might be categorized as an anoma-
lous pattern, even if it is due to legitimate processes. There-
fore, it is mandatory to regenerate a new reference pattern
according to the modified functions by following steps three
and four. Also, as relying on one parameter might lead to
false-positive detection, combining a set of parameters will
increase the accuracy of prediction, thus preventing such
case.

In terms of the detection latency, which is the time between
the initiation of the attack and it being detected, based on the
proposed approach, it will be the time required to statistically
evaluate the parameters’ values as well as the time of anomaly
formation in the performance pattern. The results of the DoS
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FIGURE 25. Chronology of the attack detection and events sequence.

and password attack scenarios (Part I, Sec VII) show that
the DoS attack was executed at 00:26:25s with the abnormal
pattern appearing at 00:26:26s, and the password attack was
executed at 00:16:16s with the anomaly pattern starting to
form at 00:16:18s (a 1s delay). Therefore, the time between
attack execution and detection, considering the time taken to
monitor the stat values in real-time, will be between 2000ms
to 3000ms (Part I, Appendix I: snapshots from Real-time
monitoring). Moreover, if there is a delay in the formation of
the abnormal pattern, it will reflect negatively on the accuracy
of the prediction percentage because the dataset collected
under attack scenarios would have been classified as being
of a normal pattern, thereby reducing the prediction accuracy
percentage, and this did not happen in the test or training
sessions. However, other factors, i.e., the type of attack,
the architecture of the operating system, and the computing
capabilities of the ES need to be taken into consideration.
Figure 25 gives a visualization of the sequence of events and
the timeline for detecting the attack according to the proposed
approach.

G. RESPONDING TO ANOMALOUS PATTERNS

It would be best to build an autonomous response into the
OS architecture, in order to benefit from the anomalous
pattern auto-detection and provide an optional interaction
from the user. The available response options for an oper-
ating system mainly depend on the OS layer’s architecture
and the hardware components used in the system construc-
tion. Automating the operating system’s response to prevent
attacks should not be an obstacle for software developers,
as we have demonstrated the ability to detect a cyber-attack
based on anomalous pattern recognition. Configuring the OS
layer, controlling the hardware, and applying restrictions to
resource consumption are all solutions that are under software
engineers’ control, and they can adapt these components
to fit their needs. While a cyber-attack’s occurrence is not
something we can entirely stop, we can at least deal with it
and neutralize its harm by adopting a security approach that
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detects such attacks. Since this proposed approach creates an
additional integrated layer of protection in line with existing
countermeasures, the autonomous response mechanism can
be designed to (1) activate the system architecture’s built-
in defenses, (2) apply restrictions on resource usage, and
(3) disable the attacked entry points, or (4) auto-disable the
compromised network port and (5) end and re-establish the
connection session. Another option is to (6) isolate the hacked
system from the network by activating (auto-reboot) to inter-
rupt the attack.

The architectural framework of the Anomalous Resource
Consumption Detection (ARCD) is a generalized approach
that can be applied to any ES that normally operates within a
constrained pattern of behavior. As long as the IoT applica-
tions mainly range between monitoring, controlling, sensing,
opening or closing, alerting, environment monitoring, safety,
process monitoring, logistic management, signals transmit-
ting, computing, and switching, it is possible to define their
functions. Thus, the ARCD approach, with its detection
mechanism, is compatible with any processing unit embed-
ded into a larger CPS to steer its specified functions. All that
is needed is to determine the functions precisely and find
the default normal performance pattern. This is defined as a
reference pattern by following the proposed steps within the
presented architectural framework. Any anomalous pattern
will then be recognized as an indication of a cyber-attack or
a system fault.

VIIl. CONCLUSION

The proposed approach derived its rationale from three argu-
ments. First, unlike conventional multitasked computer sys-
tems, ESs are dedicated to performing specific functions.
Thus, (secondly) it was assumed that these systems perform
their functions and consume their resources in a consistent
pattern, therefore, extracting or generating a standard pattern
based upon the typical patterns is possible. Third, based
on the second argument, it was assumed that these sys-
tems might form observable anomalies in their performance
and resource consumption patterns while being subjected to
cyber-attacks. Thus, these anomalous patterns would deviate
from the pre-defined standard pattern, and we have proven
that it is possible to define this pattern in advance. All these
assumptions were proven to be accurate.

By merging these findings, the approach’s rationale was
presented in a hypothesis, and the QSVM algorithm was
used to test its validity. Thus, the approach’s effectiveness
has been tested and statistically and computationally vali-
dated by means of a testbed experiment. The high prediction
accuracy percentages presented in the confusion matrices
revealed promising results, proving this approach’s effective-
ness. Accordingly, the ARCD approach’s architectural frame-
work was developed to facilitate this approach’s adoption by
software engineers. The ARCD approach acts as an additional
layer of protection for ESs, and it uses the system perfor-
mance’s irregular behavior to reflect in the hardware and soft-
ware layers as suggested improvements, without excessive
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computational requirements or additional hardware compo-
nent costs. This is due to the statistical detection mechanism
based on anomalous performance pattern recognition. The
aim of delivering this approach is to detect cyber-attacks with-
out conflicting with the embedded system’s characteristics.
Thus, the ARCD approach has paved the way for software
engineers to strengthen operating systems and enhance their
rigidity and reliability.

Finally, for an overall conclusion of the contributions of
this work considering all its parts from the analytical review
of cybersecurity for embedded systems, the presented novel
approach for detecting cyber-attacks in embedded systems,
and the attack-detection architectural framework, the follow-
ing points have been listed:

o The Multiple Layers Feedback Framework of Embed-
ded System Cybersecurity (MuLFESC) could contribute
to implementing comprehensive and effective ““Secu-
rity by Design” solutions by providing feedback to the
design stage of cybersecurity for embedded systems
(CSES).

o The Anomalous Resource Consumption Detection
(ARCD) approach consists of a septenary tuple model as
the detection mechanism presenting a security solution
that can work along with existing countermeasures to
augment the security of the operating system layer.

o The Architectural Framework of the ARCD approach
facilitates the adoption of this approach by software
engineers.

As future extensions and applications of this work,
it would be beneficial to test other cyber-attacks such as
Blackhole attack or SQL injection and expand the research
to include other testbeds such as temperature monitoring
systems or intelligent motion detection systems. Implement-
ing the concepts of this approach within an open-source
OS, and generating a practical software framework, would
further test its feasibility and applicability as an off-the-shelf
solution. Also, applying the concept of this approach
to low-end devices such as microcontrollers with hard-
ware machine learning support would be another possible
extension.
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