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Abstract— In this research, a unique authorisation strategy 

for unmanned aerial vehicle (UAV) systems is presented. UAVs 

are being used more frequently in a variety of military and 

civilian missions, including observation, reconnaissance, 

transportation, search and rescue, traffic surveillance, weather 

forecasting, and logistics operations. To address the need for 

secure authorization in UAV networks, we propose an 

innovative scheme that leverages Physically Unclonable 

Functions (PUFs) within the Flying Ad-Hoc Network (FANET) 

structure. Our plan strengthens the security and integrity of 

UAV operations by incorporating PUF technology. The 

suggested authorization architecture is appropriate for the 

dynamic and resource-constrained FANET context because it 

ensures effective and trustworthy authentication while 

minimising computational cost. Through this study, we hope to 

further the creation of reliable permission systems for UAV 

systems used in both military and civilian applications. 

Keywords—Hardware Security, PUF, FANET, UAV, 

Authorisaton, Cyber Attacks 

I. INTRODUCTION 

Unmanned Aerial Vehicle (UAV) technology has a great 
importance in the military field, as well as achieved serious 
success in the civilian field and expanded its field of use. It is 
crucial for military operations, particularly in those involving 
reconnaissance, surveillance, and target acquisition, 
electronic warfare, communications relay, search and rescue 
operations, as well as the distribution of supplies, equipment, 
weapons and munitions to troops in the field or combat [1]. 
In addition to being utilised in military application, it is also 
employed in civilian applications including search and rescue 
missions, traffic surveillance, weather forecasting, and the 
delivery of goods and medical supplies. Drone swarms are an 
additional idea that has developed along with UAV 
technology. A drone swarm is formed when multiple drones 
come together and work in coordination to achieve a 
common goal [2]. Drone swarm networks are primarily 
concerned with organising the activities of a group of drones, 
whereas FANET networks are concerned with employing 
drones to build a communication infrastructure [3]. In this 
paper, it is offered a lightweight and secure authentication 
method for UAVs in FANET structure. 

Unmanned Aerial System and Drone Swarm 

In this section unmanned aerial system (UAS) 
components are introduced, communication architecture 
types are identified and examples of how UAVs cooperate in 
FANETs are provided. Unmanned Aerial Systems are 
composed of five primary components [2], [3]; 

1- UAV 

2- UAV Operating System 

3- Ground Control Station (GCS) 

4- Payloads 

5- Repair and Support System 

The communication link between UAV and GCS is 
significant in terms of instant data exchange and security. 
There are two primary communication topologies for UAVs 
regarding of data transmission: centralised and decentralised. 

Centralised architectures, includes UAV to GCS, UAV to 
satellite, and UAV to cellular network. The UAV establishes 
direct communication with a central control point. This also 
results in the system's vulnerability to single points of failure. 
In decentralised architecture, communication between the 
UAV and the GCS can occur through direct or indirect 
means. Additionally, within the system, a special UAV 
known as the backbone UAV plays a crucial role as a bridge 
connecting the GCS and other UAVs within the network. 
This backbone UAV facilitates communication and 
coordination among the various UAVs in the decentralized 
architecture. Table I demonstrates five different connection 
architectures used in UAV networks. 

TABLE I.         UAV Control Architectures 

Type 
Drone Swarm Networks and Key Characteristic 

Description Control 
Decision 

Making 
Resilience 

Central
ized 

A central control system 
coordinates the actions of 
the drones 

Central
ized 

Centraliz
ed 

Low 

Decent
ralized 

Drones make decisions and 
coordinate actions without 
a central control system 

Decent
ralized 

Decentral
ized 

High 

Hierarc
hical 

Drones are organized into a 
hierarchical structure with 
leaders and followers 

Central
ized 

Hierarchi
cal 

Moderate 

Hybrid 
Combination of different 
types of networks, adapt to 
different scenarios 

Hybrid Hybrid 
Depends 

on the 
scenario 

Virtual 
Simulation of a real drone 
swarm network, used for 
testing and training 

Varies Varies N/A 

 

A. Flying Ad-Hoc Networks 

   FANET stands for Flying Ad-hoc Network, which is a 
wireless communication system that allows drones to 
exchange data and communicate with each other. FANET is 
a type of Mobile Ad-hoc Network (MANET), which is a 
network of mobile devices that can establish a connection 
without requiring a fixed infrastructure [2], [4], [5]. FANET 
technology has received considerable attention in recent 
years due to the increasing use of drones in a number of 
industries. FANET enables drones to collaborate in a 
coordinated manner, which can be especially useful in 
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situations in which the drones must cover a large area or 
operate in challenging environments [6]. 

 
     The main benefit of FANET lies in its ability to facilitate 
real-time communication and information exchange among 
drones, thereby enhancing operational efficiency and 
effectiveness. Furthermore, FANET enables drones to share 
crucial data such as their position, velocity, and other 
relevant information, leading to improved safety and 
reliability during flights [7], [8]. FANET networks can 
adopt either a centralized or decentralized structure. In a 
centralized FANET, a central controller manages 
communication between drones. Conversely, a decentralized 
FANET lacks a central controller, with each drone directly 
communicating with its neighboring drones. 
 
Security Flaws  

The use of unmanned aerial vehicles (UAVs), or drones, 
has become increasingly popular for both commercial and 
military applications. However, UAVs are vulnerable to 
cyber-attacks, which can compromise their mission, 
endanger people, and cause damage [9], [10]. The 
authentication phase holds significant importance in 
mitigating various attacks, including Man-in-the-Middle 
(MITM), node tampering, eavesdropping, replay attacks, 
masquerade attacks, and cloning attacks. By effectively 
configuring authentication protocols, these potential threats 
can be prevented, and the overall security of the system can 
be enhanced. 

 

II. INTRODUCTION 

The utilisation of FANET has gained noteworthy 
consideration in diverse domains such as military 
reconnaissance, calamity administration, and aerial imaging 
in recent times. In this section, an overview of the existing 
literature and research on the utilization of PUFs and other 
methods for authorization in FANETs is presented. To 
provide a thorough grasp of the state-of-the-art in this field, 
the literature on UAV-UAV and UAV-GCS authorisation is 
also investigated. 

It is observed that in various recent research, Physically 
Unclonable Functions (PUF) are highly promising for 
supplying protection in IoT and embedded hardware 
applications [11]–[14]. These electronic devices give their 
products unclonable and distinctive identities because of the 
inherent randomness added throughout the manufacturing 
process. As a result, they can be used as hardware security 
primitives as well as hardware roots of trust. PUFs work via 
a challenge-response pair method, meaning that when a 
stimulus known as a challenge is delivered to them, the 
device produces an output known as a response [15]. Given 
the same challenge, it is expected that two separate PUF 
devices made using the same manufacturing method and 
arrangement will respond in different ways. The 
aforementioned PUF attribute is used in the proposed 
protocol to create a special session key for each device that 
has a PUF incorporated in it. For each UAV in the network, 
the implanted PUF chip would serve as a distinct, 
irreproducible fingerprint. Its behaviour is comparable to that 
of a function that accepts a challenge as an input and outputs 
a response in response. 

R = PUF(C) 

In the equation presented above, the variable C represents 
the challenge, and the variable R represents the response; 
both C and R are binary strings. 

Challenge, C1

Legitimate 

PUF

Cloned 

PUF

R1 R2R1≠R2 

Tamper

Legitimate 

PUF

Tampered 

PUF

Iter        f(x)

 1      C1a          R11=f(C1)

 2      C1a          R12=f(C1)

  .                 .

  .                       .

 n      C1a          R1n=f(C1)

R11 ≅ R12 ≅ R1n 

R1 R2
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PUF 1

R1≠R2 

PUF 2

  

Fig. 1. Fundamental Properties of PUF 

PUFs have attracted considerable attention for their 
potential to provide secure and lightweight authentication in 
various networked systems. Researchers have identified the 
potential of PUF-based approaches for authorising UAVs 
within FANETs. PUFs provide a way to give UAVs distinct, 
immutable identities that permit secure communication and 
teamwork between authorised nodes. 

A multi-layer defence strategy against buffer overflows, 
and Denial of Service (DoS) attacks on the Address 
Resolution Protocol (ARP) cache, has been presented by 
Hooper et al. in [16]. A robust adversarial architecture that 
can carry out fault injection, side-channel, and physical 
attacks on a UAV has been taken into consideration by Blazy 
et al. [17], [18]. They employ a keyed hash function to 
produce following keys from a single initial key that is stored 
in their scheme. To avoid an attack, they suggest using 
several streams of these key sequences. However, if a strong 
attacker manages to obtain just one key from each stream, 
they could simply keep track of all the keystreams at once, 
making any future communication insecure. 

A simple security plan for surveillance UAV networks 
has been given by Abdallah et al. in [19], although it only 
ensures unilateral authentication, not reciprocal 
authentication. A system for certificateless group key 
authentication that is aimed at untrusted UAV networks is 
another piece of work [20]. This work is not lightweight 
because it relies on elliptical curve cryptography (ECC) and 
bilinear pairing. A short certificate-based signature 
distribution strategy is proposed in another article [21], 
although it is equally complicated because it makes use of 
public key cryptography methods. 

Recent studies [22]–[24] have demonstrated that PUFs 
are particularly successful in securing wireless and 
unmanned IoT environments. In [25], Chen and Willems 
offer a PUF-based secret key generation system. The 
challenge-response pair of the PUF is used as an 
initialization condition for a chaotic system in a recent paper 
on UAV authentication utilising PUFs [26], to covertly 
exchange random seeds and produce a session key. Table II 
provides a summarized comparison of the features found in 
similar studies. 



This study proposes an innovative method for session key 
creation using a PUF-based authorization mechanism and 
adding various hash functions to increase its complexity. It's 
important to avoid keeping secret keys and other important 
data in the UAV memory. Our protocol allows for the 
immediate creation of sensitive data by making use of the 
built-in PUF of the in-flight drone. The suggested protocol 
makes sure that the UAV node and the base station can 
mutually authenticate each other by making use of this 
generated data. 

TABLE II. Comparison of Related Researches 

P Method Case
s 

Verification Advantages Drawbac
ks 

[11] Ideal 
PUF 
Hash 

Function 

UAV
-

UAV 
UAV
-GS 

 

A) Formal 
Proof: Mao 
Boyd Logic 

B) 
Cryptanalysis 
(C1 to C12, 

D.Wang) 

U2G and 
U2U 

authentication 
Session key 
agreement 

It uses 
raw 

response 
Single 

point of 
failure 

[12] 
 

Noisy 
PUF 

Fuzzy 
Extractor 

UAV
-

UAV 
UAV
-GS1 
UAV
-GS2 

1)GNY Logic 
(extension of 
BAN logic) 

2)Design 
Goals 

Cross-domain 
authentication 
Session key 
agreement 

Higher 
computati
onal cost 
than ideal 

PUF 
Cases 

[27] Duffing 
Map 

UAV
-

UAV 

1)Chaotic 
System 

 
2)Simulation 
on Omnet++ 

Exchange 
random seeds 

Using 
Chaotic 
System 

Session key 
agreement 

Lack of 
user 

anonymit
y 

[28] Hash 
functions 

Fuzzy 
Extractor 

 NS2 
simulation 

Biometric 
verification 

IoD 
environment 

Can not 
cope with 
tamperin
g attack 

[29] Hash 
function 

 

 Formal 
Security 

Verification: 
AVISPA 
Scyther 

simulator 

Session key 
agreement 

 

[30] Ideal Puf 
Symmetri

c Key 
Encryptio

n 

UAV
-GS 

 

Mao-Boyd 
Logic 

Dynamic 
topology 

It uses 
raw 

response. 
Centraliz

ed 
authentic

ation 

 

III. SYSTEM AND THREAT MODEL 

The main objective of our system are to establish the 
session key and to accomplish mutual authentication 
among Ground Control Stations and UAVs. As seen in Fig. 
2, the system model under consideration in this work consists 
of authorised UAVs and a ground station. Compared to the 
ground station, UAVs are less capable of memory and 
computation.  

This system allows for the connection of many UAVs to 
a single ground station. This study aims to execute mutual 
authentication between two entities in order to establish a 
secure communication session between a UAV Ui and the 
ground control station Gi. Additionally, it will be 
demonstrated that any two UAVs, namely U1 and U2, can 

establish a secure session by expanding the same mutual 
authentication technique. 

Backbone 

UAV

Ground 

Station

Adversary

 

Fig. 2. System Structure 

The system model illustrates the scenario within a 
classical FANET architecture, where communication is 
facilitated through the backbone UAV. Prior to delving into 
the details of the proposed protocol, it is essential to define 
the terms utilized in the protocol. Table III presents the 
definitions of these terms for better understanding and 
clarity. 

TABLE III. The List of Notations 

Notation Description 

Ui The ID of UAV 

Tidi Temporary ID of the UAV 

NUX Random Nonce 

Cx xth challenge parameter of 
PUF 

Rx xth response parameter of 
PUF 

Gi The ID of Ground Station 

GCS Ground Control Station 

h() Hash Function 

⊕ XOR Operation 

|| Concatenation 

Ski Session Key 



 

Fig. 3. The authentication phase 

 

IV. PROPOSED AUTHENTICATION PROTOCOL 

       
The suggested approach is mainly divided into three 

phases. The three phases of the proposed approach are the 
UAV registration phase, the UAV-GS authentication phase, 
and the UAV-UAV authentication phase. 

To preserve the UAV's genuine identity information 
while the authentication process is being started and finished, 
the system has adopted disposable pseudonyms and mask 
identities. 

A. Registration Phase 

 
1) Before deployment, each UAV Ui registers with the 

GS at the ground station. 

2) During registration, the GS stores in its database a list 
of challenge-response pairings (C, R) generated by Ui's PUF. 

3) Each UAV Ui is assigned a temporary identifier tidi by 
GS, and GS also stores the UAV’s permanent identity (Ui). 

4) In the GS, the Gi, tid, C-R Pair list, and Ui are stored, 

whereas the UAV holds C0, tid, Gi, and Ui.  

B. Authentication Phase 

The proposed scheme's authentication and key 
negotiation procedure is described in detail below. Fig. 4 
illustrates the proposed scheme's computations conducted on 
a valid UAV Ui and a GCS Gi, as well as the 
communications exchanged between them. Through this 
protocol, it is made sure that only a valid UAV can 

authenticate with GS before starting a secure communication 
session. A secure session key is created between UAV and 
GS during the authentication procedure, which can be 
utilised for future communications. 

1) A UAV Ui creates the response R utilising the 
challenge C that has been previously stored, when it has to 
authenticate with GCS. 

2) It sends the message M1= {H1, tidi, NU1} to GCS. Its 
temporary ID tidi, a random nonce NU1, and a hash calculated 
a H1=h(Ui||tidi||NU1||R). 

3) GCS queries its database for any entry corresponding 
to the received ID tidi. Furthermore, it determines the state of 
freshness of NU1 (It can't be the same as the NU1 of the earlier 
authentications). After both of these requirements are met, 
Ui's authentication request will be processed, otherwise the 
request will be ignored. After confirming the hash, GS 
searches its database for the relevant challenge-response pair 
(C, R). A nonce NG1 is produced, 2 unused C-R pairs are 
chosen from database, and the actions listed below are 
carried out. 

T1 = Ui ⊕ Gi 

Rh = R1 ⊕ R2 

Nh =NU1 ⊕ NG1 

H2 = h(Rh || T1 || Nh) 

M2 = {C1, C2, H2, T1, NG1} 

4) GCS then sends M2 = {C1, C2, H2, T1, NG1} to Ui. 

5) UAV Ui check the freshness of NG2 and obtain Gi 
using T1 in the incoming message and its own ID Ui. 

Gi = Ui ⊕ T1 

R1 = PUF(C1) 

R2 = PUF(C2) 

R1 ⊕ R2 = Rh 

NU1 ⊕ NG1 = Nh 

Using C1 and C2 challenges as input, the PUF on the 
UAV Ui creates R1 and R2 responses. These responses go 
through bitwise xor to produce the Rh value. Utilising NU1, 
the initial nonce it generated, and NG1, the nonce from GCS, 
it is able to derive Nh. The validity of the hash generated by 
GCS is then verified. The UAV will terminate the 
authentication process if the hash validation fails. Upon 
successful verification, a random nonce NU2, is generated. As 
shown below, T2 is encoded with this newly created data. 

T2 =NU2 ⊕ NG1 ⊕ NU1 

The computation of the session key Ski, which will be 
used for subsequent communication, is displayed below. 

Ski = (C1 ⊕ C2) || (NG1 ⊕ NU2) 

6) The M3 = {T2} message is finally transmitted by the 
UAV to the GCS. The GCS calculates NU2 using the 
following formula after receiving the T2 message and check 
its freshness. After that, the Ski is computed as in the UAV. 

NU2 = T2 ⊕ NG1 ⊕ NU1 

Ski = (C1 ⊕ C2) || (NG1 ⊕ NU2) 



8) Consequently, the mutual authentication process 
between the UAV and the GCS has been successfully 
executed. Subsequently, any additional communication that 
takes place is safeguarded through encryption, which is 
facilitated by the session key Ski that has been established. 

9) As seen in the equation below, in order to maintain 
user anonymity, both the UAV and the GCS create a fresh 
temporary id, tid' for the UAV, which will be utilised during 
the subsequent authentication. 

tidi' =H( NG1 || tidi || Rh ) 

 

V. SECURITY ANALYSIS 

In order to assess the security of the proposed 
authentication phase between the UAV and GCS, a formal 
security proof is presented in Section V-A, along with 
traditional cryptanalysis in Section V-B. The adoption of 
such a methodology is deemed imperative as it ensures the 
attainment of both security and adaptability, given that 
relying solely on formal proof is deemed inadequate 
according to sources [31], [32]. The Mao Boyd logic [33] has 
been employed to carry out formal verification of the 
reliability of our protocol. Additionally, our cryptanalysis 
approach is based on the 12 evaluation criteria (C1 - C12) 
utilised by the authors in [35]. 

 

A. Formal Proof 

 
 

Fig. 4. Logical Proof of the protocol 

 
To establish the validity of the statement "U 

believes NG1 is a good secret between U and G," we 
present a proof in Mao Boyd logic. The statements forming 
this proof are expressed through equations (i) - (xv), while a 
visual representation is depicted in Fig. 4. This proof 
demonstrates the logical justification for the assertion, 
supporting the understanding that U holds NG1 as a secure 
secret shared exclusively between U and G. 

The responses R1 and R2 corresponding to the challenge-
response pairs (C1, R1) and (C2, R2) of U are stored in G, 
therefore “U believes R1 and R2 are a good secret between 
U and G” (i). Using R1 and R2, the UAV U is able to 
decipher Rh and H2 in the second message of the protocol 
M2 = {C1, C2, H2, T1, NG1} to get NU1 and NG1. Therefore, 
“U sees NU1 with decipher keys R1 and R2” (ii) and “U sees 
NG1with decipher key R1 and R2” (iii). 

    
By applying the authentication rule to statements (i) and (ii), 
we can derive the statement "U believes that G encrypted 
NU1 using R1 and R2" (iv). Similarly, by applying the same 
rule to statements (i) and (iii), we obtain the statement "U 
believes that G encrypted NG1 using R1 and R2" (v). 
Considering that U generates a new nonce NG each time, 
we can conclude that "U believes that NU1 is fresh" (vi). 
 
Subsequently, we apply the nonce-verification rule to 
statements (iv) and (vi), leading to the conclusion "U 
believes that G believes that R1 and R2 is a good secret 
between U and G" (vii). This logical deduction confirms the 
belief held by U that G considers R1 and R2 to be a secure 
secret shared exclusively between U and G. 

 
   

 
Given that G consistently generates a new nonce NB with 
each iteration, U recognizes that NG1 remains undisclosed 
to anyone other than G. Therefore, U holds the belief that 
"G believes that no one other than U has access to NG1" 
(viii). By applying the confidentiality rule to statements (v), 
(vii), and (viii), we can deduce that "U believes that G 
believes that no one other than U and G has access to NG1" 
(ix). This inference reinforces the understanding that U and 
G are the sole entities with authorized access to NG1, as per 
U's beliefs and G's acknowledgment.  

 
The protocol assumes that U holds the belief that the ground 
station G is secure and trusted, or in other words, "U 
believes that G is the super-principal" (x). By applying the 
super-principal rule to statements (ix) and (x), we can 
conclude that "U believes that no one other than U and G 
has access to NG1" (xi). This indicates that U trusts that 
only U and G possess the necessary access privileges to 
NG1, reinforcing the security and confidentiality of the 
information exchanged between them.   

 
 
We can identify NU1 as the challenge, while NG1 is 
recognized as the response. It is important to note that NU1 
and NG1 are distinct from the challenge-response pair (C, 
R) associated with the PUF. Consequently, the statement "U 
can see the replied challenge NU1 and the response NG1 
with decipher keys R1 and R2" (xii) holds true. By applying 
the intuitive rule to statement (xii), we can simplify it to "U 

U⫢U↔G
R1, R2

U⫢#(NU1) U⫢U↔GU⫢G| NU1~ U◁NG1

U⫢G| NG1~U⫢G⫢U↔G U⫢G⫢{U} ◁∥NG1
C

U⫢G⫢{U,G} ◁∥NG1
C

U◁NU1

U⫢sup(G)

U⫢{U,G} ◁∥NG1
C

U⫢sup(G)

U⫢U↔G
NG1

U⫢#(NG1)

U⫢#(NU1) U◁NU1 R NG1

U◁NU1 R NG1

R1, R2

R1, R2

R1, R2

R1, R2 R1, R2

R1, R2 R1, R2

U◁NU1

R1, R2

U⫢U↔G
R1, R2

U◁NG1

R1, R2

U⫢G| NU1~
R1, R2

U⫢G| NG1~
R1, R2

U⫢#(NU1)

U⫢G⫢U↔G
R1, R2

U⫢G⫢{U} ◁∥NG1
C

U⫢G⫢{U,G} ◁∥NG1
C

U⫢sup(G)

U⫢{U,G} ◁∥NG1
C



can see the replied challenge NU1 and the response NG1" 
(xiii).  

 
By applying the fresh rule to statements (vi) and (xiii), we 
can conclude that "U believes NG1 is fresh" (xiv). Next, by 
applying the good-key rule to statements (x), (xi), and (xiv), 
we have successfully proven the statement "U believes that 
NG1 is a good secret known only to U and G" (xv). This 
logical deduction affirms U's belief that NG1 remains 
confidential and is securely known only to U and G.  

  
 
In summary, it has been demonstrated that the statement "G 
believes that NG1 is a good secret known only to U and G" 
can be proven using a similar logical approach.  
Furthermore, a similar reasoning can be applied to prove 
that adversaries cannot gain access to NU2, R1, and R2. The 
secrecy of NG1, NU2, R1, and R2 holds regardless of the 
type of attack employed by adversaries, be it a masquerade 
attack, a man-in-the-middle attack, or a replay attack. As a 
result, the communicated data remains incomprehensible 
and protected from unauthorized access by adversaries. 

B. Cryptanalysis 

     This evaluation depends on the authors' list of security 
requirements from [35], which eliminates uncertainties and 
redundancies that were common in the field of security 
protocols. The examination of the criteria C1–C4–C6–and 
C9 has been excluded because they entail smart cards and 
user-input passwords, neither of which applicable to 
the protocol offered in this paper. This cutting-edge security 
evaluation technique has already been incorporated into a 
number of papers, including [36], [37]. In this 
Cryptanalysis, G, U, and A represent the GCS, the UAV, 
and the Adversary, respectively. 

[C5] Resistance to known attacks: The suggested 
architecture is resistant to the following attacks: man-in-the-
middle (MITM) (C5.1), masquerade (C5.2), replay (C5.3), 
node tampering (C5.4), cloning (C5.5), and de-
synchronization (C5.6). In our study, in order to prevent 
MITM attack, (C, R) pairs registered in G upon registration 
will be considered as one-time use.  An adversary who lies 
between the U and the G in our system may be able to 
obtain the challenge-response pair provided during the last 
authentication. If G sends the same `challenge` during a 
subsequent authentication process, the adversary can 
transmit the `response` to that `challenge` to G without 
sending the G's authentication message to the U. A 
previously utilised 'challenge' value will not be transmitted 
back to the U for another authorisation. This means that 
using a new pair from the CRP list will provide security 
against MITM attacks. The adversary A is incapable of 
masquerade a UAV due to the absence of an identical PUF. 
Additionally, it is unable to mimic a G as it lacks the 
appropriate (C, R) pairs. The proposed protocol ensures that 
any attempts made by A to replay previous messages to 
GCS or UAV will be unsuccessful. This is due to the 

utilisation of a new (C, R) pair for authentication purposes 
in each session, which prevents A from obtaining access to 
UAVs (C, R) pair. Due to the inherent unclonability of 
PUFs, it is not possible for party A to successfully clone the 
UAV. As a result, the scheme is deemed safe for cloning 
attacks. The suggested technique is safe for node tampering 
attacks even if A successfully captures the UAV since any 
effort to tamper on the PUF will turn the PUF useless. 
Therefore, even in the case of a device capture, A cannot 
engage in malicious activities like node tampering; in 
addition, no crucial information linked to the authentication 
process is saved in Ui. 

[C7] Provision of key agreement: Under the heading 
Formal Proof in Section V, the confidentiality of Nu1, Ng1, 
and Nu2 has been established. Additionally, "Rh" is created 
by xoring two different "response". Authentication is 
achieved in each session through the use of new (C, R) pairs, 
resulting in the utilisation of distinct Rs for every session. 
The proposed protocol establishes a fresh and secure session 

key denoted as Ski = (C1 ⊕ C2) || (NG1 ⊕ NU2) following a 
successful authentication. 

[C8] No clock synchronization: The freshness of 
messages is ensured in our protocol through the utilisation of 
random nonces, rather than timestamps. The suggested 
security scheme is devoid of issues pertaining to both clock 
synchronisation and time delay. Specifically, it obviates the 
need for GCS and UAV to synchronise their respective 
clocks. 

[C10] Mutual authentication: As part of the suggested 
plan, GS is used to temporarily house a single PUF pair of 
UAVs before their deployment. This means that a session 
key can be formed between the UAV and the GS alone. 
Therefore, if a session key Ski is established, it signifies that 
mutual authentication has taken place, and that the verifying 
participants are valid. 

[C11] User anonymity: Our protocol ensures user 
anonymity by updating Ui's temporary ID after every 
authentication using the formula tidi' =H( NG1 || tidi || Rh ) at 
the final stage of the process. Without transfer message 
to each other, Ui and GS can independently calculate the 
same temporary ID. For a particular challenge C, the 
temporary ID cannot be determined by anybody other than 
Ui or GS, who alone know the PUF response R. 

[C12] Forward secrecy: The suggested technique 
ensures that the security of subsequent sessions remains 
unharmed even if A is successful in guessing the present-
session key Ski. This is due to the fact that A cannot get the 
response for the following session, R, which is necessary to 
construct the session key for the following session, as has 
already been established under the heading Formal Proof in 
Section V. A won't even be able to follow UAV thanks to 
the suggested protocol's promise of C11, much less 
endanger any upcoming sessions. Because of this, the 
suggested procedure ensures absolute forward secrecy. Due 
to its inability to collect the necessary secrets to produce 
them, A will also be unable to obtain the session key of any 
previous session. This protocol so also ensures perfect 
backward secrecy. 
 

U◁NU1 R NG1

R1, R2

U◁NU1 R NG1

U⫢#(NG1)

U⫢U↔G
NG1



VI. EFFICIENCY ANALYSIS 

A. Security Comparison 

In this part, we examine our protocol in light of the 
numerous alternative authentication systems for UAV-GS. 
The comparison criteria employed in the study were 
communication cost and computation time. The evaluation 
and comparison were conducted based on the publications 
cited as [11], [26], and [28].  

 

 

Fig. 5. Comparison of Communication Cost 

Fig. 5 provides a visual representation of the 
communication cost in terms of total bit utilization during the 
authentication process. The proposed protocol's reliability 
has been validated against cyber-attacks, specifically Section 
V.A and V.B. The results demonstrate that the proposed 
protocol outperforms other comparative studies, offering a 
more efficient communication cost. This observation 
highlights the protocol's success in achieving a balance 
between security and communication efficiency, making it a 
favourable choice compared to existing approaches. 

To simulate the basic level of PUF usage in the 
authorization phase, we created virtual server and client 
containers using Docker. The server container represented 
the GCS, while the client container represented the UAV. 
Fig. 6 and Fig. 7 depict the communication between these 
containers. The process began with the UAV sending an 
authentication request to the GCS. Subsequently, the GCS 
selected a challenge-response pair from its memory and 
transmitted the challenge message to the UAV. Upon 
receiving the challenge, the UAV generated a response 
using the PUF mechanism. The response message was then 
sent back to the GCS. Upon receiving the response message, 
the GCS performed a verification check to ensure the 
authentication was successful. If the check passed, the GCS 
forwarded the confirmation to the UAV, indicating the 
successful authentication. This setup enabled us to simulate 
the interaction between the GCS and UAV, showcasing the 
flow of communication and the successful authentication 
process using the PUF-based challenge-response 
mechanism. 
 

 

Fig. 6. Client container (represent UAV) 

 

Fig. 7. Server Container (represent GCS) 

VII. CONCLUSION 

This study presents an innovative authentication 
protocol that is both lightweight and secure, specifically 
designed for UAV-GCS authentication. The protocol utilises 
PUF technology to achieve unique results without 
compromising the confidentiality of information stored in 
UAVs. The authentication process between the ground 
control station and the unmanned aerial vehicle involved the 
generation of confidential information using physical 
unclonable functions, which was then utilised to establish a 
secure session key. The aforementioned approach effectively 
incorporates fundamental security prerequisites, including 
but not limited to forward secrecy, UAV anonymity, and 
mutual authentication. Furthermore, the proposed approach 
offers a secure framework to mitigate Man-in-the-Middle 
(MITM), masquerade, replay, cloning, capture, and 
tampering attacks. The system possesses the capability to 
produce a distinct key for every session and create a fresh, 
transient identifier upon session termination, all while 
refraining from storing any confidential keys in the memory 
of the UAV. Furthermore, the suggested protocol exhibits 
strength in computation, communication, and storage costs, 
thereby positioning it as a formidable contender among 
comparable authentication methodologies. Thus, it is 
contended that the aforementioned protocol represents a 
proficient and exceedingly secure mechanism for 
authenticating UAV-GCS interactions. 

The current protocol will be extended to include 
authentication between UAVs. Furthermore, the system will 
incorporate Error Correction Codes to mitigate errors in the 
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Responses generated by the PUF under real-world 
circumstances. 
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