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Abstract

Due to the concern over the trust issue of black-box artificial intelligence (Al) in daily
human life, “right to an explanation” requirement is hence proposed for any algorithm in
Europe general data protection regulation (GDPR). However, the framework of explain-
able AI (XAI) is still in its infancy. Thus, this thesis aims to propose a framework of
explainable Al for time series (X-AI4TS) in neural modelling and causal inference.

In order to achieve the trustworthy usage of algorithm, at the first stage, this thesis
embed the priori knowledge in time series and break it down into neuron-based dynamic
system with domain expertise for explainable modelling. Then secondly, this thesis ad-
dress the explainabilty in causal inference steps of the neuron-based model — (i) Iden-
tifying the “hard to learn” features for neurons; (ii) Revealing and visualizing the inner
operations within neurons; (iii) Inferring the original posteriori multimodal distribution
via neurons.

In addition, the aforementioned methodologies are formulated into an X-AI4TS frame-
work and applied to a real business case in semiconductor fabrication for an integrated
implementation. A data-driven neuron-based time-series forecasting digital twin is gen-
erated, under my proposed framework, for a dynamic manufacturing system. The results
offer the diverse explainability to different users (i.e., end-users, data scientist and Al

expert) and show the landing potential in dynamic engineering time series application.
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Chapter 1

Introduction

1.1 Background

The intensive application of artificial intelligence (Al) techniques in various fields of hu-
man life, especial in safety related industry (e.g., auto-pilot, medicine design and etc.),
has raise the attention of trust issues regarding both Al reliability and its provenance of
reasoning, because most Al models are well-known as black-boxes. Then, “right to an
explanation” is hence proposed for any algorithm in Europe general data protection regu-
lation (GDPR). However, the framework of explainable Al (XAI) is still in its infancy.
Generally, the research direction of explainability can be classified as using either
a “local” or ”global” approach, with either “Integrated” or "Post-hoc” interpretability
design [22]]. Modes of analysis define the ways to explain ML models, classified into
structural mode, abstract statistical mode and human perception mode. All the above
designs contribute to the following purpose. During the data biography from input to
output via a decision module, a sufficient explainable AI model must have the ability to
introduce and explain itself completely in purpose, observed data, processing logic and

decision, as I define the composition of explainability into the following units:

1. The ability to explain purpose: what problem the ML model trying to solve.

2. The ability to explain input data: where does the observed data originate from

1



CHAPTER 1. INTRODUCTION 2

(provenance), the data format, quality and transparency.

3. The ability to explain processing logic: clarify the features extracted from observed

data, and explain which parts play the most significant rule in decision-making.

4. The ability to explain decision: what is the output prediction and decision, and their
real-word impact, such as reward distribution in action space for Deep-Q-learning

and resulting state feedback.

5. The ability to explain problem: explain how the Al is solving a problem.

1.1.1 XAI Research Directions: Integrated and Post-hoc for Local

and Global Interpretability

I envisage that a request for explanation maybe demanded either post-event or contin-
uously during reasoning (operations) - see Fig. [I.1p. In either case, the request should
specify the direction or granularity in which the reasoning needs to be made (e.g., at the
local or global reasoning level, and at the post-hoc or integrated level. The methods to
satisfy these demands will depend on several factors related to the algorithm and other

factors discussed later on in the paper. For now, I detail these directions.

Integrated interpretability directly extracts explanations from the ML model struc-
tures and processing logic [88]]. The structural complexity of ML models limit current
integrated interpretability to only models with low complexity, e.g. Bayesian inference
based on low-dimensional decision rules. Simple classifiers like Naive Bayes, physics-
informed regression models and decision trees can directly explain their predictions and
also expose potential biases (e.g., impact of uncertainty in marginals of Bayesian infer-
ence). With rising ML model complexity, higher ML precision leads to greater difficulty
in interpreting models. For example, deep neural networks (DNN) and support vector
machines (SVM) can not directly explain processing logic due to complex multi-layer

connections or hyperplanes.
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Figure 1.1: Demonstration of a) Directions, b) Modes, c) Methods and their relationships

Post-hoc interpretability twin-system approach proposes to explain the Al model by
using high transparency (white-box) systems (like decision trees, linear models) to mimic/mirror
the Al model after training. The twin-system can roughly explain black-box models (e.g.
DNN, DQN) [22] at the risk of poor approximation or over-fitting to a particular training

set.

Local and global explanation indicates the granularity scope. Local explanation ex-
amines an individual prediction while global explanation explains the operational logic
of the entire ML model behaviour [21]. For example, complex service slice handover
decisions between BSs can be explained by local explanations (e.g., the mobility and data
demand of one service), but can also be explained by the overall handover policy that

governs the process.

1.1.2 Different Modes of Generating Explainability

The modes indicate methods to extract and generate the compositions of explainabil-
ity from learning models, guides the turning of learning model into explainable learning

model (Integrated), or the analysed explanation based on the output of models (post-doc)
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Figure 1.2: Demonstration of Surrogate Model and Design Explainable Model: 1) per-
formance model provide LIME (surrogate explanation) for RRM by DNN. 2) Based on
instance x;, export LIME features. 3) A set of generated instance Z around x; by LIME
uploaded to DNN. 4) The output of DNN based on input Z is sent back to LIME. 5) After
the work of LIME, SP-LIME (Design Explainable Model) select the set of instances re-
quired for linear explanations by LIME. 6) LIME pass back explanations for each instance
to SP-LIME. In this case, SP-LIME needs to be implemented after the implementation of
LIME, using explanations from LIME.

as shown in b), Fig.[I.1]

1.1.2.1 Structural Mode

Use simple models: low complexity in structure can generate logical explanations at
the perceptual level to be accepted by users, the backtracking of the decision-making
process from decision tree can directly generate explanation. Symbolic classification can
also relate to physical laws or well-established optimisation results (e.g. water-filling or

channel inversion).

Design explainable models: the machine learning models are reconstructed by interac-
tive sections that process sub-tasks respectively from the overall prediction task, and each

section and interaction could be inherent architecturally explainable. Proposed in [107],
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Sub-modular Pick Local Interpretable Model-Agnostic Explanations (SP-LIME) gener-
ates reliable non-redundant explanations globally by using a set of representative-enough
instances from LIME (a surrogate model introduced later) see - Fig. [I.2} it iterates to
greedily find the explainable set by the softmax of instance coverage. This indicates the
overall importance of features that appeared in the representative instance, then return the
representative set to users, in order to let users chose interested cases themselves and track

the raw data.

1.1.2.2 Statistical Mode

Sensitivity analysis: the gradient of input features respect to a label can give out which
part contains the most influential information while doing decision. For instance, Layer-
Wise Relevance Propagation (LRP) allocates each input with a relevance score quantified
by how much this input contributed to the prediction; DeepLIFT [[123]] could use back-
propagation to highlight environment features (wind direction and speed, etc.) that can
significantly influence the flight control decision (speed, direction, etc.). In barrier-escape
tasks, obstacles identified by BSs from pixel-inputs of on-board cameras will be high-

lighted in the machine-human interface to explain the decision in real-time.

Train surrogate models: similar to twin-system, surrogate models ideally use a simple-
structured model to fit the output of a complex model [63]]. LIME, as shown in Fig.
1s a model-agnostic algorithm, explains the complex prediction by approximation of the
local case via an interpretable model (e.g. linear regression). It does so by generating a
set of samples around instance to be explained; then use the set of samples as input in
the black-box model; use the input-output set from black-box to train the weights in the
explainable model, to reveal which features contribute significantly in black-box predic-
tion. DNN-CBR using Case-Based Reasoning (CBR) to chose the local explanation of
DNN by finding similar cases with the minimum distance from the database, while DNN

provides outputs with high precision. [32] proposed a method to build a soft decision
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tree created by DNN, to makes hierarchical decisions with the ability to provided better

generalizations and robustness to unlabelled data.

1.1.2.3 Human Perception Mode

Using Examples/Comparison (Cases Based): Similar/opposite cases can guarantee
users with confidence in the reason why Al models handle the recent problem in a specific
way or not. The CBR method introduced above could select relevant similar cases from
Case Base by selecting items with minimum distance to give out the reasons for model

predictions.

Generate Explanations: Linguistic explanations could be one of the most powerful and
intuitive explanations which should extract the interaction and logic from features, gen-
erate semantic sentences and even cooperate with visualisation methods to demonstrate
intuitive explanations. Authors in [47]] proposed a method to generate linguistic explana-
tion by using the coupling of visual recognition and text definitions, which generate an

understandable high-leveled explanation of the prediction.

1.2 Aims and Objectives

In this thesis, I aim to investigate the explainable artificial intelligence in (i) time series
causal modelling and (i1) explainable neural inference with my published papers.

For (i), I aim to embed the priori domain knowledge in time series causal modelling
and break it down into neuron-based dynamic system. Papers in chapter |2] take the cli-
mate and conflict as example, formulate its dynamic mechanism of time series via neural
modelling with priori assumptions, and demonstrate the importance of domain expertise
in explainable time series modelling.

For (ii), I aim to propose interpretation methodologies for neural model explainabil-
ity in and distribution generalization and posteriori inference. Paper (3.4|1s proposed to

identify the “hard to learn” features by exploring the feature distribution generalization
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in neurons, in order to give the further data collection guidance for incremental training;
Paper [3.1] and [3.2] reveal the inner operation within neurons by symbolic approximation
twins of neural networks; Paper@ forms the posteriori inference into multimodal distri-
butions, which represent the real data distribution, for further application enabling (e.g.,
reinforcement learning).

Besides, chapter [] is proposed for an overall implementation and discussion of the
methodologies in this thesis. The end-to-end framework is applied on a business case
in semiconductor fabrication for manufacturing line forecasting, and shows the landing
potential in dynamic engineering time series application.

Acceptance/publication of papers in chapter 2] & [3] are as follows:

Table 1.1: Papers in chapter 2] & [3

Paper|2.1] | Accepted COMPLEXIS 2023

Paper|2.2] | Published 2022 31st IJICAI

Paper|3.1| | Published | 2021 IEEE 93rd Vehicular Technology Conference
Paper|(3.2| | Published 2021 35th AAAI Conference (Student Paper)

Paper (3.3( | Published | 2022 IEEE 95rd Vehicular Technology Conference
Paper|(3.4) | Published Neural Computing and Applications

1.3 Thesis Structure

The remainder of this “paper format” thesis is organised as follows. Paper cascade in
chapter 2 focuses on time series neural modelling. Paper cascade in chapter 3 investi-
gates the explainability in neurons. Chapter 4 discusses an overall implementation of the
methodologies in this thesis over a real business case. Chapter 5 concludes this thesis and

gives the future direction.



Chapter 2

Papers — Time Series Modelling

2.1 Climate-Conflict Causality Measures

2.1.0 Abstract

Climate change affects agriculture and human liveability, i.e. disrupting food availability,
reducing access to food, and affecting food quality. The repercussions on social cohe-
sion and conflict are less clear, and vary with geographic region, the time period (e.g.,
prevailing economy and social structure), and international trade (e.g., food prices). Sev-
eral socio-economic mechanistic steps exist between local climate changes and conflict,
and often the intermediate steps are hidden to us. Nonetheless, this chapter offer an ex-
ploratory data analysis in this chapter at a global scale, on the relationship between diverse
climate indicators and conflict (both non-state terrorism and state conflict).

The results in this chapter can be used to inform policy and conflict prediction mod-
els such as Global Urban Analytics for Resilient Defence (GUARD) (e.g., how climate
might be an external conflict excitation variable or induce migration. Here this chapter
investigate the causal relationship process between climate change and conflict, includ-
ing the causal direction, causal lag, and causal strength. Working with the MET Office,
this chapter use historical climate and extreme environmental event data from the past 50

years across the world to identify geographic region-specific causal indicators.
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The broad findings are: 1. The average monthly rainfall amount series is a univer-
sal causation factor to the terrorism series each region investigated; 2. The regions of
Northern Africa, Southern Africa, Southern Asia and Southeastern Asia have the strongest
causal link between the climate and the conflict; 3. There exists a common time lag of the
causality between the climate and the conflict in the regions of Northern Africa, South-
ern Africa, Eastern Asia, Southern Asia, Southeastern Asia and Eastern Europe, which is

worth further investigation.

2.1.1 Introduction
2.1.1.1 Literature Review

Among the most worrying of the mooted impacts of climate change is an increase in civil
conflict as people compete for diminishing resources, such as arable land and water [49].
Research over the past decade has established that climate variability and climate change
may influence the risk of violent conflict, including organized armed conflict [[14,|53].
Authors in [52] examine 50 quantitative empirical studies and find a “remarkable conver-
gence in findings” and “strong support for a causal association” between climatological
changes and conflict at all scales and across all major regions of the world. However,
under various hypothesis, different methodologies and datasets applied, the results are
divergent or even contradictory [12,(91,/126]]. Although the relationship between climate
and conflict has been empirically tested in a wide variety of studies, the literature has yet

to converge on a commonly accepted set of results [[112].

2.1.1.2 Causality Methods Review

Granger Causality and Predictability Improvement Granger causality test is the first
proposed and the best-known mathematical approach to detect causality based on statis-
tical hypothesis test. Two time series X,Y given, under Granger’s theory, the causality

(the alternative hypothesis in test) is defined as that time series [...,X (¢t — 1), X (¢)] pro-
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vide significant information about [V (r 4+ 1),Y (1 +2),...] [36]. Although Granger causal-
ity achieve great success in econometrics, it is valid in stationary linear systems rather
than dynamic systems. The predictability improvement (PI) causality test is proposed
in response to this issue. Authors in [[67,68,|70] reconstruct the time series in multi-
dimensional state spaces, which try to convert the non-linear dynamic system into linear

in a manifold, where the Granger causality test can then work on.

Conditional Mutual Information Conditional mutual information (CMI) [48]] is based
on statistical information theory with key idea of transfer entropy. Discrete random vari-

ables (X,Y,Z) with support sets (2", %, %) given, the CMI I(X,Y|Z) is defined as:

pz\2)Pxy,z\X,Y,Z
I(X,¥|2) = Zac 2 p2()%sc0 Tac 3 Py 5oy ) log PEEIPEY 2(8:0:3)

2.1
prx,z(x,2)pyz(¥,2) @

which estimates the directed information flow from a variable X to another variable Y
under the condition of Z. Different from PI hypothesis test, CMI can gives the value of
predictability improvement. CMI does not depend on any model in its formulation com-
pared to other directed information flow measures like Granger causality, which makes
this method capable of assessing both linear and non-linear interactions. In series causal-
ity detection application, with a causation lag 7, I(X(n),Y (n+ 7)|Y(n)) is normally used
to evaluate the causality from X (¢) and Y (¢ 4 7) with directionality index. CMI has been

proven to work on time series causality [80,(111,{155].

Convergent Cross Map In [[130,/139]], convergent cross map (CCM) is proposed to de-
tect the causal relationships in nonlinear dynamical systems. The key idea of CMM lays
on the fundamental principle of Takens’s theorem, which states that in a time series dy-
namical system with multi-variables, any single time series of one variable of the system
recover the essential information of the system by high dimensional state space recon-
struction. Two time series X,Y given in CCM, the causality is defined as the extent to

which the time series [X (1 — ET),...X(t —27),X (¢t — 7)] can recover the time series Y (¢).
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The parameter T here is the time step for the reconstruction while E is the dimension
of the reconstruction. Authors in [[130] also offer three one-minute animation videos on
CCM operating details as the supplementary material [131]. CCM has been successfully
applied in various field, such as the soil moisture-precipitation interaction in environ-
ment [149]], the sensitivity of the carbon cycle to tropical temperature variations [147]]

and the relationship between temperature and green-house gases [142] in climate.

Long Short-Term Memory Long Short-Term Memory (LSTM) is an artificial recur-
rent neural network (RNN) architecture, which is capable of learning order dependence in
series. The training process in LSTM can be considered as an adaptive non-linear regres-
sion from the input series to the output series. Owing to the non-linear expressive power
of the neurons and the characteristics of RNN, LSTM has the following advantages [69]:
(a) It is able to store information for an arbitrary duration; (b) It is resistant to noise (i.e.
fluctuations of the inputs that are random or irrelevant for regression); (c) It is trainable in
reasonable time. In this practice, two time series X,Y given, X (¢) and Y (¢) are set as the
inputs while Y (¢ 4 1) as the output. Then, this chapter can evaluate the causality of X (¢)

by validating the regression error in LSTM [176]].

Methodology Summary PI gives the non-linear Granger causality between two series
through hypothesis testing at the most basic level of “Yes” or “No”; CMI models the
causality strength using the mutual information between two series; CCM reconstructs
one series into another and evaluates the causality using the correlation between recon-
structed series and raw series; LSTM does an adaptive nonlinear regression from one

series to another and assess the causality by prediction error.
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2.1.2 Data and Toy Validation Model Descriptions
2.1.2.1 Data Descriptions

Temperature and Rainfall Data (MET Office) In this chapter, temperature and rain-
fall data are used to represent the climate conditions. I used the ERAS dataset , which
records the global temperature and rainfall grid in 0.5 resolution (56-79km? depending

on latitude), and monthly in scope span 1970-present.

Extreme Climate Event Data In this chapter, natural disaster events (including tsunami,
drought, tornado and etc.) are considered to be the extreme climate events and collected
from Emergency Events Database (EM-DAT), which records these events around the

world with the dates and locations, spans 1900-present.

Terrorism and State Conflict Data In this chapter, data from Global Terrorism Database
(GTD) are selected as the indicator of terrorism. GTD is the most comprehensive database
of terrorist attacks in the world, which contains over 200k terrorist attacks with the dates

and locations, spans 1970-2018.

2.1.2.2 Assumptions and Testing via Validation Toy Model

Fig[2.Tp shows the assumptions I used in this chapter. I assume the climate system (i.e.,
General Climate (x), Ambient Climate Temperature or Rainfall (x;) and Natural Disaster
(x3)) is an autonomous system which has linear and nonlinear internal causality to each
other, while there is a unidirectional linear causal link from climate system to the agricul-
ture (y1). The agriculture has a bidirectional linear causal link with the socio-economic
(y2) while also a unidirectional linear causal link from conflict (y3) to the conflict itself.
Then, my key assumption is that the agriculture has a unidirectional nonlinear causal link
to the conflict.

Based on my assumptions, I establish a toy model using two unidirectional coupled

Rossler systems (Fig[2.1b) with an adjustable coupling strength parameter C . The ini-
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Figure 2.1: (a) Assumptions of the mechanism between climate and conflict. (b) & (c¢)
The corresponding Rossler toy model, and (d) an example of time series x3(¢) and y3(¢).

X3
Natural
Disaster

tial conditions can be arbitrary, in experiments, I set the initial conditions of @, W, =
1.015,0.985 and xp = yp = [1,1,0] . With my initial conditions, two systems would be
synchronized when the coupling strength C is about 0.14, which means the system Y will

be fully dependent on system X when coupling strength C is about 0.14.

2.1.3 Results and Validation

2.1.3.1 Experiment Setups

In my experiments, in order to keep data’s attributes consistency in causality tests, the data
are pre-processed as follows: (1) Data series spanning 1970-2018 are selected (2) Data
series are unified into monthly resolution (3) For natural disasters and terrorist attacks, I
quantify it in terms of its counting times per month (4) Data series for the following 12
regions are selected: (i) Northern Africa (AfricaN), (ii) Southern Africa (AfricaS), (iii)
Central America (AmericaC), (iv) Northern America (AmericaN), (v) Southern America
(AmericaS), (vi) Central Asia (AsiaC), (vii) Eastern Asia (AsiaE), (viii) Southern Asia
(AsiaS), (ix) Southeastern Asia (AsiaSE), (x) Eastern Europe (EuropeE), (xi) Western

Europe (EuropeW) and (xii) Oceania.
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In addition, it is worth noting that I make an adjustment to the function in CMI to
overcome an issue with directionality in CMI. Conventionally, two time series (X,Y)
given, the condition mutual information /(X (¢),Y (1 + 7)|Y (¢)) would be considered as the
causality of X () — Y (¢ 4 7) with directionality. However, this form of CMI causes insta-
bility in directionality with different time lags in my experiments. Thus, [use (X (¢),Y (¢ +
7)|X(¢)) , which calculates the mutual information (MI) between Y (7) and Y (t 4+ 7) under
the condition of X (¢) . In this case, the directionality issue is solved. Then, by comparing
the CMI and MI between Y (¢) and Y (¢t + 7) (i.e., I(Y(¢),Y(t 4+ 7))), I can quantify the

causality of the condition series X .

2.1.3.2 Validation using Theoretical Model

Firstly, I test my methods (i.e., PI, CCM and CMI) on the aforementioned theoretical toy
model, in order to verify the validity of these methods in detecting my assumed causality
mechanism between climate and conflict.

Fig[2.2] gives the causality results in my theoretical toy model with the coupling
strength from O to 0.14 before the synchronization. The values in PI give the hypoth-
esis test results on whether X3 (Natural Disasters) causes the Y3 (conflict); The values in
CMI give the amount of mutual information given by X3 to Y3; The values in CCM give
the correlation between the reconstructed Y3 using X3 and Y3 itself; The values in LSTM
give the regression error in percentage.

The result shows that all methods can detect the causality link before the synchroniza-
tion of two systems. However, it can be observed that PI method has the most sensitivity
to the causality among all my proposed methods, while CCM and LSTM have the longest
lags in response to my proposed causality. Another notable finding is that LSTM is not
consistent in performance. PI, CMI and CCM always give better results when the cou-
pling strength goes up while LSTM does not. Due to this being unexplainable, the results
from LSTM are less trustworthy than the others and I will analyze the LSTM result sepa-

rately.
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Xz —>Ys Pl CcMI CCM LSTM

c=0 o 0.455 -0.025 45.7%
C=0.01 o 0.479 0.050 50.8%
C=0.02 o 0.502 0.183 54.5%
C=0.03 o 0.564 0.123 48.3%
C=0.04 o 0.671 0.071 38.4%
C=0.05 V 0.714 -0.003 27.7%
C =0.06 v 0.732 -0.010 17.6%
C=0.07 R 0.778 0.065 25.1%
C=0.08 N‘ 0.790 0.147 16.4%
C=0.09 \’ 0.803 0.420 12.6%
c=0.10 \f 0.805 0.517 9.80%
C=0.11 v 0.819 0.626 6.41%
cC=0.12 R 0.820 0.759 2.96%
C=0.13 V 0.826 0.849 7.42%
C=0.14 v 0.837 0.907 2.3%

Figure 2.2: PI, CCM, CMI and LSTM results in the theoretical toy model. Red: no
causality; Blue: causality may exist in between; Green: evident causality is detected.

2.1.3.3 Overall Causality Results by Region with PI, CCM and CMI

The raw quantitative overall causality results of PI, CCM and CMI by region are shown in
Fig[2.3| The abbreviations in this figure: Var. = Variable; PI Test = Predictability Improve-
ment Hypothesis Test; Acpt. = Acceptance; Rej. = Rejection; CCM = Convergent Cross
Mapping; Corr = Correlation; RTS = Reconstruction Time Steps; C = Conflict/Terrorism;
R = RainFall; T = Temperature; D = Nature Disaster; R — C = R cause C.

In each sub-figure, I show the CMI results for different cause factors (x,x;,x3) in dif-
ferent time lags with the coloured lines, and the PI and CCM results in the table embedded
in each graph. For CCM, I have two values in the grid, the first value is the correlation
value between the reconstructed conflict data and raw conflict data, while the second one
is the corresponding reconstruction dimension. (e.g. In AfricaN, PI hypothesis test shows
that rainfall and temperature has the causality to the conflict; CCM shows that the rainfall

and temperature series can reconstructed into conflict series with the correlation of 0.76
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and 0.67 respectively; CMI shows the mutual information over time lags, i.e. the con-
dition of rainfall and temperature give the highest mutual information to the prediction
from C(t) to C(z + 7) over all the time while the condition of natural disaster series gives
some mutual information just at the beginning, but ambiguous mutual information to the
prediction after 18 months.)

In order to have more intuitive interpretation and analysis, I convert these results into
qualitative representations with the following rules:

(1) For PI hypothesis test, I use “v”’ (coloured in green) to represent the accepted pos-
itive causality from the variables series towards terrorism series, “0” (coloured in blue) to
represent no causality, and “x” (coloured in red) to represent reversed anti-nature causality
from terrorism series towards climate series.

(2) For correlation degree in CCM, I define p > 0.7 as strong correlated (coloured in
green), 0.4 < p < 0.7 as moderate correlated (coloured in blue), 0.2 < p < 0.4 as weak
correlated (coloured in red), p < 0.2 as none correlated.

(3) For causality mechanism complexity degree in CCM, I define £ < 12 as low com-
plexity, 12 < E < 24 as moderate complexity, £ > 24 as high complexity.

(4) There are no absolute standards for CMI which makes the inter-comparison of
CMI between different regions’ datasets meaningless, thus I use the CMI mean difference

over MI of terrorism series:

meant(CMI —MI) = mean(I(C(t),C(t +t)|Var(t)) —1(C(t),C(t +7))) (2.2)

to demonstrate the assistance of climate series causality in one region and internally com-
pare this causality. The larger the difference between CMI and MI appears, the more
causality effect the corresponding condition has . I colored the value larger than 0.5 in
green, 0-0.5 in blue and negative value in red for clearer demonstrating.

Fig[2.4] shows the processed qualitative interpretation of the causality results both in

region domain and methods domain according to my rules. I am going to analyse these
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Figure 2.3: Overall causality results of PI, CCM and CMI by region.
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(a) AfricaN AfricaS AmericaC
Var. | Pl Test CCM Corr.| CCME | CMI Var. | Pl Test CCM Corr.| CCME | CMI Var. | Pl Test CCM Corr.| CCME | CMI
7 strong | moderate | 0.78 R V strong high 1.07 R v weak high 0.66
v moderate high 0.64 T v strong high 0.56 T x moderate | moderate | -0.06
o strong high -0.06 D o strong moderate | -0.08 D x moderate | moderate | -0.24
AmericaN AmericaS AsiaC
Var. | Pl Test| CCM Corr.| CCME | CMI Var. | Pl Test CCMCorr.| CCME | CMI Var. | Pl Test CCM Corr.| CCME | CMI
R \I weak | moderate | 1.29 R R None low 0.81 R v None low 1.35
T o weak low 1.31 T \ None moderate | 0.59 T o None low 1.29
D o weak low 0.48 D [} None low 0.47 D v None low -0.81
AsiaE AsiaS AsiaSE
Var. | Pl Test | CCM Corr.| CCME | CMI Var. | Pl Test CCM Corr.| CCME | CMI Var. | Pl Test CCM Corr.| CCME | CMI
R \ None low 1.10 R y strong high 0.76 R V strong high 0.93
T o None | moderate | 0.75 T V strong high 0.57 T v strong | moderate | 0.58
D o None moderate | 0.02 D o strong moderate | -0.03 D [} strong moderate | 0.38
EuropeE EuropeW Oceania
Var. | Pl Test CCM Corr.| CCME | CMI Var. | Pl Test CCM Corr.| CCME | CMI Var. | Pl Test  CCM Corr.| CCME | CMI
v weak high 0.93 R V None | moderate | 0.79 R v None | moderate | 1.20
T 7 None high 0.84 T J None low 0.85 T o None high 1.32
D o None low -0.10 D o weak moderate | 0.44 D o None moderate | 0.14
(b.1) Pl Test
\R\;Zzbn AfricaN | AfricaS | AmericaC | AmericaN | AmericaS | AsiaC AsiaE AsiaS AsiaSE | EuropeE | EuropeW | Oceania
R R R V V V R R R «l R R R
T R + x o ) o o 8 \f R R o
D o o x o [} v o o o o o o
(b.2) Correlation between CCM Reconstruction Estimated Conflict Series and Original Conflict Series
\R\ézli';)n AfricaN | AfricaS | AmericaC | AmericaN | AmericaS | AsiaC AsiaE AsiaS AsiaSE | EuropeE | EuropeW | Oceania
R strong strong weak weak None None None strong strong weak None None
T moderate | strong | moderate weak None None None strong strong None None None
D strong strong | moderate weak None None None strong strong None weak None
(b.3) mean(CMI - MI) = mean(l(C(t),C(t+1)|Var(t)) - I(C(t),C(t+T))))
\R\e/z?;zbn AfricaN | AfricaS | AmericaC | AmericaN | AmericaS | AsiaC AsiaE AsiaS AsiaSE | EuropeE | EuropeW | Oceania
R 0.78 1.07 0.66 1.29 0.81 1.35 1.10 0.76 0.93 0.93 0.79 1.20
T 0.64 0.56 -0.06 1.31 0.59 1.29 0.75 0.57 0.58 0.84 0.85 1.32
D -0.06 -0.08 -0.24 0.48 0.47 -0.81 0.02 -0.03 0.38 -0.10 0.44 0.14

Figure 2.4: (a) Qualitative interpretation of PI, CCM and CMI in each region (region
domain). (b) Parallel comparison of qualitative interpretation of PI, CCM and CMI in
each region (method domain).
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results in both domains:

(1) Region Domain: It can be observed that the regions of AfricaN, AfricaS, AsiaS
and AsiaSE give the strongest causality evidence of climate series affecting terrorism
series from the results of all these three methods. However, although the results for other
regions 1s ambiguous, it does not necessarily mean that the causality does not exist in
these regions, it is also possible that my methods cannot detect the causality completely.

Another notable issue is the inconsistency in results from different methods. The rep-
resentative examples are AmericaC and AsiaC, where causality of natural disaster series
results given from PI, CCM and CMI are conflicting with each other. The reason for this
would be that the real mechanism in these regions is beyond my assumptions.

(2) Method Domain: PI: With PI hypothesis test, terrorism series in each region shows
the predictability improvement from the corresponding rainfall series. However, temper-
ature series acts as a cause to terrorism series in just some specific regions, while natural
disaster series affect only one region (i.e., AsiaC). Based on this PI method, the rainfall
series can be concluded as a universal causation factor to the terrorism series.

CCM: The correlation offered by CCM is always contiguous with climate series in
each region — there is no case where one variable series has strong CCM correlation
while others’ have it weak. This result indicates that the climate variables in my experi-
ments can be considered as an autonomous system which the terrorism system is coupled
on.

CMI: In the CMI method, the condition of rainfall and temperature series offers the
positive mutual information between the terrorism series C(f) and C(z + 7) in all of the
regions except for AmericaC. However, the mutual information given by the condition of
natural disaster series is ambiguous over these regions, which match the results in [126]—

natural disasters are not the factors to be blamed for conflict.
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2.1.3.4 LSTM Causality Results

I analyse the LSTM result independently as its results have inconsistencies with the other
methods which raises doubts on its validity. In my experiments, I establish a LSTM
network with two LSTM layers with 128 hidden nodes and three full connect layers with
64,128,16 hidden nodes respectively. I applied one-step prediction along the last ten
years (1998-2018), which means for each month in each region, an independent LSTM
is applied, while the average prediction percentage error is considered as the causality
indicator.

LSTM

Var.
\Erorr

Cc 29.9% 26.1% 25.9% 34.8% 31.7% 16.7% 34.4% 19.1% 34.3% 29.3% 22.2% 38.2%
C&R 9.8% 16.6% 33.4% 7.5% 25.9% 18.6% 30.4% 5.6% 12.7% 13.2% 12.7% 68.1%
C&T 14.7% 19.7% 67.9% 19.5% 33.8% 4.3% 20.6% 7.9% 19.9% 15.8% 14.1% 35.6%
C&D | 31.4% 22.8% 42.1% 14.4% 42.6% 32.1% 17.5% 11.6% 13.9% 44.5% 16.8% 87.5%
ALL 12.4% 14.2% 54.4% 11.3% 37.0% 5.3% 21.2% 6.3% 9.4% 18.4% 13.5% 52.1%

AfricaN | AfricaS | AmericaC | AmericaN | AmericaS | AsiaC AsiaE AsiaS AsiaSE | EuropeE | EuropeW | Oceania

Figure 2.5: The LSTM prediction results — Average error in percentage is considered
as the causality indicator. 20% error rate as the threshold of causality confirmation (in
green).

Fig@] shows the results from LSTM. In AmericaC, AmericaS, AsiaE and Oceania,
the causality between climate and conflict is ambiguous from a LSTM regression sight,
while others shows climate series may help in the conflict prediction which indicates the
causality between climate and conflict. However, I can also observe the instability of the
algorithm from the results, e.g., in AfricaN, AsiaC, EuropeE and Oceania, the prediction
with inputs of C&D is worse than that with only C. This means LSTM has learned some
odd mechanisms which actually do not exist and cause an overfitting. In this chapter, I

will only take the LSTM results as a reference, not as a decisive factor.

2.1.3.5 Temporal Lag and Further Questions

Looking at Figl2.3] I find an interesting phenomenon in CMI(7) results. Obviously,

when temporal lag T = 0, the mutual information between terrorism series C(¢) and C(77)
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reaches the maximum. Nevertheless, the rainfall and temperature series CMI(T) reaches
another peak when the temporal lag 7 is around 10-14 months (1 year) and around 34-
38 months (3 years) in the regions of AfricaN, AfricaS, AsiaE, AsiaS, AsiaSE and Eu-
ropeE. This indicates that in these regions, the climate series may have the same causation
mechanism in climate — agriculture — social-economic — conflict/terrorism under my
assumptions. A possible preliminary answer would be that, in low socioeconomic devel-
opment and low capability regions, or regions dominated by agriculture, the climate has a
distinct causation to the region conflict/terrorism with the time lag of one year and three
years [91]. However, the mechanism behind this phenomenon is still an open question

and becomes a further issue for us.

2.1.3.6 'Weaknesses in Work

In this work, my assumptions are based on the common knowledge and lack of profes-
sional in agriculture and social science. Although I get the expected result that, in Africa,
the causality is strong between the climate and the conflict from a data analysis perspec-
tive, this is still questionable from social science perspective [12,91,/126]. My work so

far cannot identify the spurious causality.

2.1.4 Conclusions and Next Steps
2.14.1 Conclusion

Climate change affects agriculture and human liveability, i.e. disrupting food availabil-
ity, reducing access to food, and affecting food quality. The repercussions on social
cohesion and conflict are less clear, and vary with geographic region, the time period
(e.g., prevailing economy and social structure), and international trade (e.g., food prices)
[12,/14,149,52,53,91,/112,/126]. Several socio-economic mechanistic steps exist between
local climate changes and conflict, and often the intermediate steps are hidden to us.

Nonetheless, I am offering an exploratory data analysis in this chapter at a global scale,
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on the relationship between diverse climate indicators and conflict (both non-state terror-
ism and state conflict).

The results in this chapter can be used to inform policy and prediction models such
as Global Urban Analytics for Resilient Defence (GUARD), e.g., how climate might be
an external conflict excitation variable or induce migration. Here I investigate the causal
process between climate change and conflict, including the causal direction, causal lag,
and causal strength. Working with the MET Office, I use historical climate and extreme
environmental event data from the past 50 years across the world to identify geographic
region-specific causal indicators.

The broad findings are: 1. The rainfall series is a universal causation factor to the
terrorism series in each region I investigated. 2. The regions of AfricaN, AfricaS, AsiaS
and AsiaSE have the strongest causal link between the climate and the conflict. 3. There
exists a common time lag of approximately 1 and 3 years of the causality between the
climate and the conflict in the regions of AfricaN, AfricaS, AsiaE, AsiaS, AsiaSE and

EuropeE, which is worth further investigation.

2.1.4.2 Next Step

In order to identify the spurious causality in my results from pure data analysis perspec-
tive, I propose to embed the knowledge from social science (e.g. regional politics and

economy conditions) into my initial assumptions about the mechanisms within climate

and conflict [12].
Rainfall | Yield | GDP Terrorism
'"Temperature | ‘Domestic Price | Urban Rate 'Battle [
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Figure 2.6: Proposed detailed causal link from climate to conflict.

Precisely, I assume a detailed causal link (Fig[2.6) and will investigate the causality

strength one by one to discover the true causality mechanism from climate to conflict.
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2.2 Revealing the Excitation Causality between Climate
and Political Violence via a Neural Forward-Intensity

Poisson Process

2.2.0 Abstract

The causal mechanism between climate and political violence is fraught with complex
mechanisms. Current quantitative causal models rely on one or more assumptions: (1)
the climate drivers persistently generate conflict, (2) the causal mechanisms have a linear
relationship with the conflict generation parameter, and/or (3) there is sufficient data to
inform the prior distribution. Yet, it is known that conflict drivers often excite a social
transformation process which leads to violence (e.g., drought forces agricultural produc-
ers to join urban militia), but further climate effects do not necessarily contribute to fur-
ther violence. Therefore, not only is this bifurcation relationship highly non-linear, there
is also often a lack of data to support prior assumptions for high resolution modeling.
Here, this chapter aims to overcome the aforementioned causal modeling challenges
by proposing a neural forward-intensity Poisson process (NFIPP) model. The NFIPP is
designed to capture the potential non-linear causal mechanism in climate induced political
violence, whilst being robust to sparse and timing-uncertain data. My results span 20
recent years and reveal an excitation-based causal link between extreme climate events
and political violence across diverse countries. My climate-induced conflict model results
are cross-validated against qualitative climate vulnerability indices. Furthermore, I label
historical events that either improve or reduce my predictability gain, demonstrating the

importance of domain expertise in informing interpretation.

2.2.1 Introduction

Armed violence is on the rise. Whilst the rate of major wars has decreased over the

past few decades, the number of civil conflicts has doubled since the 1960s, and political



CHAPTER 2. PAPERS — TIME SERIES MODELLING 24

violence (e.g., terrorism, sectarian violence) have become more frequent in the past ten
years. Governments and the international community often have little warning of impend-
ing crises. Current practices in conflict risk interpretation rely on diplomatic reports and
extrapolating from statistical data. Machine learning is poised to boost the power of these
approaches [43]].

Among the most worrying of the mooted impacts of climate change is an increase
in conflict as people compete for diminishing resources such as arable land and water.
Research over the past decade has established that climate variability may influence the
risk of conflict [8l/13,51]]. Despite broad expert agreement that there is a strong climate and
conflict association [50], quantitative modeling results are divergent or even contradictory
[13] [113]. Modelling the impact of climate on conflict and predicting out-of-sample
events remains challenging, especially when only a few variables are considered [33].
As such, there remain serious challenges in the assumptions laid out in current causal
inference models. Based on the general idea of a causality test [19]], many papers and
ourselves here propose to evaluate the causal link by testing whether additional extreme

climate events would improve the performance of political violence prediction.

2.2.1.1 Background

Causal mechanisms that generate political violence often have an excitation mechanism
[171]. The excitation effect that extreme climate events have on armed violence is often
non-linear and bifurcates, e.g., extreme weather can cause agriculture community to shift
to political violence and thereafter future climate changes are unlikely to have the same
impact. Consequently, continuous functions of causal modeling that do not adjust for
uncertain functional behaviour change is unlikely to be successful in complex societies
[29]. These continuous causal models include [71]: Granger causality and Predictability
Improvement (PI), Conditional Mutual Information (CMI), and Convergent Cross Map
(CCM) methods.

For discrete excitation causal models, they are typically heavily parameterized espe-
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cially on the time window, such that they are generally applicable only to a particular
genre (e.g., IED attacks in a particular area [[137]), and lack general understanding of the
nature of climate vs. terrorism. Furthermore, terrorism data often suffer from sparsity,
which is caused by a variety of factors ranging from under-reporting, lack of data in an
emerging crisis area, to poor data quality. This can have an effect in non-linear likelihood
estimators which is commonly used in current deep methods with linear loss function

(e.g., LSTM).

2.2.1.2 Challenges of State-of-the-Art Models

In literature, neural network modeling of conflict events attempt to account for the non-
linear relationships in society, but this suffers from two challenges. For most countries,
political violence data is sparse. As such, the prior distribution assumption of output (e.g.,
conflict events) becomes critical [31]]. In neural networks, the output value is considered
to be a random variable conforming to a Gaussian distribution with corresponding mean
and variance related to the inputs [[74]]. However, the number of conflict events have been
shown to follow a Poisson point process [38]]. As such, the divergence between Gaussian
and Poisson distribution can not be ignored when they have small mean values in sparse
data. Hence, in modeling, I propose that any model should set Poisson processes as the
prior for the prediction model. Another challenge is predicting the precise time interval
between attacks, where the state-of-the-art window size agnostic algorithm requires mas-
sive amounts of time series data [94], often unavailable to the conflict modeling genre.
Therefore, in evaluation, I propose to set the posterior likelihood of probabilistic predic-

tion as the indicator of the model performance.

2.2.1.3 Motivation for a Neural Forward-Intensity Model

My goal is to develop a general method that can self-configure to identify causal exci-
tation signals and relate them to contextualised recent historical events. First of all, a

specialized predictor is required for the excitation-based non-linear mechanism. Suppose
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a deep learning model has the inputs of the historical terrorism and climate data, and the
target output of the attack forecasting. Then, there would exist two main challenges in
this task, which raise additional requirements to both modeling and its evaluation.
Poisson process has been recognized as a principled framework for modeling event
data [129]], where the intensity parameter is a function determined by relevant covari-
ates. There are various derivatives of Poisson process, which focus on optimizing the
linear form of intensity function with its covariates, e.g. Hawkes process [137,|171], self-
correcting process [58], reinforced Poisson processes [119]] and etc. In the most recent
work [93,/162], the intensity function is modeled via a neural network [[118]], which en-

ables more non-linear covariates being captured.

Historical f, — f; ()~

e | _ —i;
Climate & Terrorism k K o PIK]= K1 ¢
Feature 6, = [x{, xé, x;, o]
- P[1] = A

Intensity 4; = NN(6,)

Figure 2.7: The idea of neural forward-intensity Poisson forecasting at each time step is
that:(1) Blue arrow: Intensity inference via a neural network (NN) using the extracted
the features from historical covariates; (2) Red arrow: One step probabilistic forecasting
based on the Poisson process with estimated intensity given.

As shown in Fig[2.7] in my proposed model, I adopt the NN-based intensity function
to fit the non-linear mechanism between climate and conflict generation process. I make a
one-step forward probabilistic forecasting via the Poisson process with the intensity value
in each day. My proposed neural forward-intensity Poisson process (NFIPP) model meets
the requirements raised by the aforementioned challenges using the prior of Poisson and

the evaluation of likelihood.
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2.2.1.4 Contribution and Novelty

In this chapter, I evaluate the excitation causality between climate and terrorism using the
proposed neural forward-intensity Poisson process (NFIPP). Two major contributions of
this chapter are:

(i) In order to fit the non-linear mechanism in the sparse and timing-uncertain terrorist
attack time series, I propose to embed a neural network based forward-intensity function
in the Poisson process. This algorithm has been tested on a toy model and proven to have
advantageous performance compared to conventional methods.

(i1) NFIPP is applied on the real terrorism and climate datasets for daily attack occur-
rence intensity inference. I reveal the excitation causal link from extreme climate events
to terrorism via the posterior likelihood analysis. I find that the extreme climate events
and other events (e.g., economy and politics) have the discrete excitation causal links to
the terrorism rather than a continuous time causality, which require domain expertise in
informing interpretation.

The remainder of this chapter is organized as follows. In Section 2, I formulate the
end-to-end learning framework for NFIPP model and verify its application scope with my
assumption. In Section 3, I apply NFIPP to the real data and analyze the results with
contextualised recent historical events. Section 4 concludes this chapter and the ideas for

future work.

2.2.2 Algorithm Formulation and Validation

My neural forward-intensity Poisson process (NFIPP) model is based on the assumption
in function that, the target time series K € N'*T (i.e., daily count N of terrorist
attacks) is the posterior observation {k,}thl from independent Poisson process with the
corresponding forward-intensity A, € R at each time slot [t,7 4 7], while the intensity

comes from a neural network (NN) which can be arbitrarily associated with the features
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(x},x5,x5...) generated from former covariate series (e.g., terrorism and climate).

PIN(t+7) =N(t) = k] = == (2.3)

A = NN(¥), 24, %...

However, in reality the accurate intensity values are unknowable in most cases, hence |
create a toy scenario to verify the performance and scope of my model before the imple-

mentation on the real-world data.

" Hidden @ (@) Framework of Neural Forward-Intensity Poisson Process : (b) Performance Validation in Toy Scenario
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Figure 2.8: (a) The end-to-end learning framework of my proposed neural forward-
intensity Poisson process (NFIPP) model. (b) The performance validation result of NFIPP
in my supposed toy scenario, which shows its the advantage in low intensity range.

2.2.2.1 End-to-End Learning Framework

Fig[2.8((a) demonstrates the end-to-end NFIPP learning framework. Taking the D dimen-
sion feature vector at time 7, X¢ = [x/ ;x’z; ...;xb] € RP*1 ag the input, then NN is expected
to has the output of the forward-intensity estimation M. Specifically, I introduce the “soft-
plus” function ¥ = In (1 +€%) in the last layer to ensure >0 meeting the positive con-
straint of Poisson process, while avoid vanishing gradient problem if relu” function is
used [93]].

With the outputs {4, } I, and the observation {k, }_, in the training data, the posterior
log-likelihood X1n[P(k|A )] can be derived as a function .Z’(w, b) with the weight and bias

parameters in the NN using function (2.3), which enable the training of {w,b} according
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to maximum log-likelihood via gradient back-propagation with learning rate 7 as:

Wit Wi L (wi,b;)
l l .

- n a;f(w ; b;) o
bii1 b; —;iv" !

2.2.2.2 Model Scope Validation

In order to verify the performance and scope of NFIPP model, I create a toy scenario
with transparent intensity functions. In the toy scenario, suppose (i) K € N'*7 are the
posterior observations of corresponding Poisson process with the intensities A € RLXT;
(ii) Each element A, € A is the function of potential features x' € [0, 1]P, conditioned on
A = Z(x;) > 0. In the model validation, I set T = 1e3, D = 4, which are closed to the
terrorism data training scale. For robustness test, I set x} to be an independent variable
of the function .#, which act as a noise input. .% randomly takes its form from a bunch
of composite non-linear functions, including power, exponential, trigonometric and etc.
(e.g. A =e"sin(xy) +x§%). In the test, I validate the average accuracy performance of
my NFIPP over scenarios with mean of intensities varying from 10~! to 10!, compared
to conventional naive NN with the same neuron topology. With massive Monte-Carlo, the
validation results are demonstrated in Fig[2.§|(b).

Both models are robust and without overfitting to the noise feature. my NFIPP shows
distinct advantage in prediction when the mean event occurrence rate is lower than 1 per
unit time. This advantage comes from my improvement to the model priori of Poisson
distribution. With the occurrence rate increasing to 4, Poisson distribution approximates
to Gaussian distribution, where the advantage gradually fades away while the model per-
formance keeps well. In reality for each country in last two decades, rarely do mean daily
terrorist attack rate rises above 3 even in most dangerous countries (see Section 3). This
means my NFIPP model would lead to significant improvement in the terrorism predic-

tion.
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2.2.3 Implementation and Results

As discussed in Section 2.2.1.1] the excitation of climate in terrorism is non-linear and
transient [29]. In this section, I aim to reveal this kind of causal link with a few rep-
resentative countries with proposed NFIPP model, and analyze the potential underlying

reasons backward from the results.

2.2.3.1 Evaluation Metrics

Based on the general idea of statistical causality test, I recognize a positive causality when
additional historical climate data improve the performance of terrorism predictor compar-
ing to historical terrorism only. In NFIPP, the prediction performance is evaluated by the
posterior Poisson likelihood using the forward-intensity output given by predictor. Then
the improvement can be calculated with the difference between the log-likelihood given
by only historical terrorism data £} and that the log-likelihood given by both historical
terrorism and climate data .%. Since I only focus on the positive/negative effects and rel-
ative magnitude of improvement, for intuitive visualization, I define the likelihood gain

with the difference normalized by a scalable tanh function:
Likelihood Gain = tanh [a X (£ — 4], (2.5)

where « is an adaptive scaling parameter.

Besides, in order to give a comprehensive analysis, I introduce the prediction rate for
reference. Since the model output is the forward-intensity A; for time [¢, + 7] other than
an exact value, the count of terrorist attacks prediction within a period [t1,,] can only be
calculated in a statistical way based on Poisson’s property, i.e., K = ZE . I define the
prediction rate of the model over a specific time as:

min(K, K)

Prediction Rate = ~ ,
max(K,K)

(2.6)
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which indicate the accuracy rate of matched prediction.

Furthermore, the overall impact of climate on the terrorism via the causal link is im-
portant for the cross-validation with results from political science [17]. Here I use the
ratio of additional correct predicted counts via climate data to the terrorism data as the
index. For climate gain, I only consider the years that have positive likelihood gain, then

the climate gain ratio is defined as:

max (0, TP Difference)

Climate Gain Ratio = -
Total Terrorism Counts’

2.7)

where the TP Difference is the true positive prediction difference between the counts from

model with and without the climate data.

2.2.3.2 Data Description

Data Sources The terrorism data come from Global Terrorism DatabaseE] (GTD) which
is one of the most comprehensive global datasets on domestic and international terrorist
attacks around the world. For extreme climate events, I consider two main aspects — ex-
treme rainfall and temperature events (e.g., floods and droughts). For flood and drought,
the data come from EM-DAT [ which contains global essential core data on the occur-
rence of floods and droughts in countries. For extreme temperature, I consider the absolute
anomaly value in the mean, lowest and highest temperature value, compared to standard
baseline of local temperature, as the extreme temperature events. The corresponding data
come from Berkeley Earth |’} which supplies timely, impartial, and verified temperature
data for countries. For cross validation, I use the country climate impact sensitivity index

introduced by ND—GAIN@ [17].

Thttps://www.start.umd.edu/gtd/
https://www.emdat.be

3http://berkeleyearth.org
“https://gain.nd.edu/our-work/country-index/rankings/
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Feature Pre-Processing In my implementation, each country are studied independently
and the minimum time unit is one day. The target output for training is the count of
terrorist attacks within country by day. The input feature attributes are formulated as
follow: (i) Historical terrorism feature. I use the mean daily occurrence of attacks in past
15, 90 and 365 days to represent the trend of attack risks. (i1) Historical extreme climate
event feature. I consider the climate influence in both short term (6 months) and long
term (36 months), while 6 months is the average cycle period of crops, 36 months is the
average period of El Nifio and La Nifa. For rainfall feature, I use the count of floods and
droughts in past 6 and 36 months. For temperature feature, I take the sum of the absolute

value of anomaly in past 6 and 36 months.

Training and Inference In the experimental analysis, I perform a one-year step forward
training and inference. In each step, six years’ data are applied for training and thereafter
the model gives the intensity prediction day by day in the next year. I mainly focus on the
results from year 2000 to year 2019 whilst 6 years’ more data from year 1994 are used

for the initial training.

2.2.3.3 Results and Discussion

I select a diverse range of 8 countries based on a combination of factors: total volume of
political violence (1993-2019), geographic and ethnolinguistic diversity from each other,
and genre of political violence. Fig[2.10]demonstrates the results for Afghanistan (AFG),
Thailand (THA), Nigeria (NGA), India (IND), Philippines (PHL), Algeria (DZA), United
Kingdom (GBR), Colombia (COL). The raw output from the NFIPP is daily based, but
for simplicity of overall understanding, I take the period of one year in evaluation (e.g.,

likelihood gain).

Cross-Validation Against Climate Resilience Index The climate gain ratio indicate
that to what extend can climate non-linearly excite the additional terrorism. In order to

cross-validate the results, I use the ND-GAIN country climate impact sensitivity index
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[17], which indicates the extent to a country depending upon a sector negatively affected
by climate hazard and the proportion of the population particularly susceptible. This
includes multiple sectors such as food, water, healthcare, ecosystem, human habitat, and
infrastructure. The comparison is demonstrated in Fig[3.3| The results from NFIPP and
ND-GAIN show a strong similarity in trend. This allows us to verify that a country has
a high causal link between extreme climate events (climate gain ratio) in my model also

has a corresponding high sensitivity evaluated using more qualitative methods (e.g. ND-

GAIN).
Comparison for Cross-Validation
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Sensitivity from ND-GAIN
Climate Gain Ratio from NFIPP
05k 115
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Figure 2.9: Cross-validation results across diverse countries and conflict situations.

General Analysis The positive likelihood gain represents the relative strength of the
causal link from climate to terrorism, while the negative likelihood gain indicates that the
attacks’ mechanism is different from the climate induced pattern and have other causes.
Firstly, I focus on the years with negative likelihood gain in Fig. [2.10p. From an
economic and political point of view, most negative values can correspond to explanation
in economic and political science. e.g., the 2008 financial crisis deeply affect the pattern
in India, UK, and Philippines; the new allegiance of Boko Haram to the Islamic State of
Iraq in Nigeria 2015 and the Royal Thai Army coup in Thailand 2014. These events acted
as additional causal excitation to the terrorism mechanism and overwrote the causal link
with climate. Secondly, if I trace backwards the climate data that have a spike positive
likelihood gain via climate, the corresponding reasons can be found, e.g., Philippines

reported over 60 floods and droughts during 2009-2011 which is much higher than usual
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Figure 2.10: Experiment results. (a) General pattern analysis in representative countries;
(b) Detailed analysis in Afghanistan; (c) Detailed analysis in Colombia.
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years; Nigeria continuously suffered from anomaly high temperatures from 2002 to 2019.

Table 2.1: Example events that influence political violence.

Category | Events Example |  Affected Countries

Climate | Typhoon, Drought ALL
Economy | Financial Crisis IND, GBR, PHL, COL
Politics Coup, Surge NGA, THA, AFG, COL

In Tbl2.1] T summarize the key recent historical events that I think have influenced
the development of political violence in different countries. These conclusions are rein-
forced by various political and social science literature, but I acknowledge that further
cross-domain expertise integration is the key to informing interpretation. In the next
sub-section, I take two countries which have different geographic, ethnolinguistic, and
political background, i.e. Afghanistan and Colombia, as the examples for a more detailed

analysis.

Detailed Analysis per Country (i) Afghanistan (Fig[2.10b). Despite Afghanistan is
involved in a protracted War on Terror (2001-2019), the causal link from climate to ter-
rorism existed in most of these years and offer a significant 14.7% gain ratio. Of interest is
the likelihood gain fluctuation (Fig2.10p-a) between 2009 and 2014. From Fig. 2.10p-8,
I know that the total number of attacks in 2009-2011 are approximately the same, whilst
the causal link break up in last two years. One possible reason was that the explosive
surges from the USA (i.e. the troop level is doubled by the new president Barack Obama
in those two years [[109,|110]) just before the 2012 troop withdrawal, which resulted in
the modification of terrorism pattern in 2010-2011. Besides, I notice that in 2012, the
causal link reverse into a strong link and boost the prediction rate in that year. By looking
back at the climate data, I found that, during the period of April 2011 to March 2012,
the extreme temperature in Afghanistan experienced a cliff change from over-heating to
under-cooling (Fig.(2.10)b-y), while the events of drought and flood tripled compared to
the past three years. By comprehensive analysis with Fig.(2.10)b, I believe that the there

exist dominated excitation of climate in terrorism in Afghanistan.
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(ii) Colombia (Fig. [2.10c). Climate events do not have great excitation on the ter-
rorism in Colombia with the climate gain ratio of 4.2%. However, potential causes can
still be found if T take a closer look at the period of 2002-2007 () and 2012-2017 (3>).
Fig.(2.10)c-P; shows a sharp fall in the attack number from 2002, where the likelihood
gain via climate become strong positive. One of the major reasons is that Alvaro Uribe
was elected as the president of Colombia. He then led an all-out military offensive against
leftist terrorism just following his 2002 election, which eliminated the political-based ter-
rorist attacks. The remaining follow the unorganized attack pattern which cause by ex-
treme climate events and drive a raise in the likelihood gain. Another notable period
is 2012-2017 (B,) where the likelihood gain gradually goes down and remain negative.
Actually, from 2012 to 2016, the government of Colombia was on an official peace ne-
gotiation with the largest terrorism group FARC-RP. However, Fig.(2.10)c-f> shows an
increase in attack number instead of decrease during the peace negotiation. By compre-
hensive analysis with Fig.(2.10)c, I believe that the politics and domestic terrorist groups
are more dominated on the causal excitation terrorism in Colombia.

The terrorism patterns are various from countries and time to time. In my analysis,
the period of one year is taken for analysis. With further domain expertise, my results are

day-by-day and adaptive for any time range analysis.

2.2.4 Conclusion and Future Work

The causal mechanism between climate and political violence is fraught with complex
mechanisms. Current quantitative causal models largely rely on assumptions unsuitable
for conflict mechanisms, namely: continuous and linear drivers, and sufficient data to
model priors. Given that there is sufficient literature to show that drivers are often exci-
tation based (e.g., a single event triggers a transformation but not thereafter), I overcome
the aforementioned causal modeling challenges by proposing a neural forward-intensity
Poisson process model. The model is designed to capture the potential non-linear ex-

citation causal mechanisms in climate induced political violence, whilst being robust to
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sparse and timing uncertain data. Furthermore, the raw predictive output is a day-by-day
Poisson process, improving temporal resolution over aggregated monthly/annual predic-
tions. My results span 20 recent years and reveal an excitation-based causal link between
extreme climate events and political violence across diverse countries. Furthermore, I la-
bel historical events that either improve or reduce my predictability gain, demonstrating
the importance of domain expertise in informing interpretation.

My future work will try to take account of neighbourhood relations between countries
to understand larger scale climate effects, political relations, and the diffusion of conflict,
via a spatio-temporal point process [171] and a combined neural training of the diffusion
intensity process, with an explainable neural network [135] embedded in. I hope the

techniques developed help to forecast and limit future conflicts [43]].
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Chapter 3

Papers — Explainable Neural Inference

3.1 Approximate Symbolic Explanation for Neural Net-

work Enabled Water-Filling Power Allocation

3.1.0 Abstract

Water-filling (WF) is a well-established iterative solution to optimal power allocation in
parallel fading channels. Slow iterative search can be impractical for allocating power to
a large number of OFDM sub-channels. Neural networks (NN) can transform the iterative
WEF threshold search process into a direct high-dimensional mapping from channel gain
to transmit power solution. My results show that the NN can perform very well (error
0.05%) and can be shown to be indeed performing approximate WF power allocation.
However, there is no guarantee on the NN is mapping between channel states and power
output. Here, I attempt to explain the NN power allocation solution via the Meijer G-
function as a general explainable symbolic mapping. My early results indicate that whilst
the Meijer G-function has universal representation potential, its large search space means

finding the best symbolic representation is challenging.

38
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3.1.1 Introduction
3.1.1.1 Multi-Channel Power Allocation

Deep learning is capable of achieving effective high-dimensional non-linear mapping that
can improve the efficiency of traditional low-dimensional linear or non-linear iterative
algorithms [27,78,92]. The classic MIMO Water-filling (WF) power allocation is selected
as a universally understood classic example to demonstrate explainability. It’s a well
established mechanism of Lagrangian optimisation, which produces a WF threshold that
has to be iteratively searched to achieve optimal power allocation under a fixed power
budget. WF is an important algorithm to analyse, because it is widely used in multiple
channel systems (IEEE 802.xx series, OFDM systems), and innovations have been made
to accelerate the search algorithm [5,99]], adapt it to discrete modulation schemes (e.g.
Mercury-filling [[84]]), and use neural networks (NN) to accelerate the mapping [82,/177].

The essential functional role of that optimisation plays can be universally represented
asy = f(x;A), where inputs x € R™! (e.g. channel gains) map to an output y € R"*! (e.g.
power allocation) via a model f(-). In classic WF, the Lagrangian optimisation produces
an iterative solution (see Fig. [3.1j); and in NNs, an approximate non-linear mapping of
¥ = f*(x) can achieve effective power allocation y without iterative search for A the WF
level (see Fig. with illustrative NN structure). This is useful for real-time power
allocation [134] over a large number of parallel channels, e.g. OFDMA.

NN lack the performance guarantee and explainable power of the classic WF solu-
tion. An open challenge with Deep Learning (DL) is the lack of transparency and trust
compared to traditional model-based optimisation [26]. Black-box NNs cannot explain
the essential features that influence actions (from PHY layer signal detection to MAC

layer reinforcement learning optimisation [39]).
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Figure 3.1: Parallel Channel Power Allocation: a) Water-filling (WF) solution via La-
grangian optimisation and iterative search with clear trust and understanding, and b) deep
learning non-linear solution with no transparency and trust.

3.1.1.2 Legal and Safety Motivations to Explainable AI (XAI)

At the heart of my need to add explainability / interpretability to deep learning (DL) is the
need to build trust in a quantifiable way. Traditional model-based algorithms have reason-
ably high clarity in how an assumed model and the input data leads to output decisions.

However, deep learning (DL) is opaque and doesn’t tell us:

What data features are contributing to decisions

How to improve the algorithm design

Uncover hidden bias in the input data and algorithm
* Reverse teach human experts to uncover new insights

The legal framework for Al is still in its infancy, and there are several explicit cases

for XAl in different regions:

e EU: 2018 General Data Protection Regulation (GDPR) in EU requires machine

learning algorithms to be able to explain their decisions (see Recital 71).
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* USA: 2017 Equal Credit Opportunity Act update (Reg B, art 1002.9) requires agen-
cies to provide an official set of reasons on the main factors that affect the credit

Score.

* National: 2016 French Digital Republic Act requires the degree and mode of algo-
rithms that contribute to decisions, the data used and its provenance, the weight of

different data features, and the resulting actions.

As such, there is the need to develop a range of explainable AI (XAI) solutions that
attempt to de-mystify NN mappings - building trust between machine intelligence and
human expertise [39]. These XAI techniques range from visualising key hidden layer
features to localised linear models (LIME) [26,/108]. Visualising feature propagation
can reveal useful component level insights [42] but cannot construct a general symbolic
mapping of 4 — p. LIME models offer local linear or simple symbolic models, but lack
the general insight. Recent work [3] have shown that Meijer G-functions are general
input output symbolic meta-representations and have the potential explain neural network

mappings.

3.1.1.3 Contribution

In this initial results on XAl for wireless power control, I outline the a symbolic method
to partially explain NN representation of WF. The method can be used much more widely
to other areas of optimisation. My novelties in this chapter is to derive a low-dimensional
symbolic representation of the NN’s high-dimensional non-linear mapping via the Meijer
G-function. This chapter presents a useful framework for partial XAl in wireless systems

and can be expanded to more complex multi-user/-cell scenarios.
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3.1.2 System Setup
3.1.2.1 Water-Filling Power Allocation

I consider a classical wireless parallel channel power allocation problem comprised of N
channels with independent fading characteristics. WF power allocation is well-established
and I will not detail it here. Suffice to say, under the Shannon capacity assumption and a
total power budget, the solution form for power in channel n € N is of:

1 No \*

where Ny is the AWGN power, &, is the fading gain, and the parameter A is the Lagrangian
multiplier (WF level) and a total power budget of 40W is applied. The iterative search
for the WF threshold % enables each channel to be allocated the optimal level of power.
Channels with a gain that is too low will be allocated no power (i.e. (-)™ operator). |
implement this WF algorithm for N parallel Rayleigh fading channels with an iterative
search solution for parameter A, so that to achieve power allocation p, by f(h;1). WF

optimisation is explainable to engineers.

3.1.2.2 Neural Network Power Allocation

Iimplement a 2 hidden-layer NN with 10 sigmoid neurons per hidden layer, using random
data division for validation and testing. The input are the channel states and the output is
the Lagrangian multiplier A. The Lagrangian parameter in turn gives the power allocation
output (A — py).

The implementation parameters are given in Tbl[3.1] The training data is based on the
conventional iterative WF solution. The resulting performance of the NN is as follows:
training R> = 0.996, and out-of-sample test R> = 0.993, achieved convergence at 90-200
out of 1000 epochs. Details of the training, validation, and out-of-sample testing statistics

can be found in Fig.
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Figure 3.2: NN training & testing statistics: a) MSE convergence vs. training epochs, b)
error distribution, ¢) regression statistics against supervision data for testing, validation,
testing, and combined samples, d) ranked error distribution over Monte-Carlo runs with
example of worst and best case allocation, and e) example of worst case NN power allo-
cation.

3.1.3 Symbolic Explainability via Meijer G-function

Meijer G-function is a general function intended to include most known special functions.

A general definition is given by a line integral in the complex plane:

Gmn(

2%1/]_[

at,.--dp
by,.. 7b

)

T

—aj+s)

1L(b;
(1

j=m+1

—bj +S)HJ n+1r( ]—S)

Zds,

(3.2)

where I'(-) denotes the gamma function. The Meijer G-function is essentially a contour

integral. If solving it using the residue theorem, it becomes evident that it defines the



CHAPTER 3. PAPERS — EXPLAINABLE NEURAL INFERENCE 44

Table 3.1: System Setup

Parameter Value
Channel 2.4GHz 3GPP Micro Rayleigh Fading
Wireless System 5 channels with 40W budget
Iterative WF Monte-Carlo Loops Se4
Hidden Layers 2 with 10 Sigmoid neurons/layer
Training Random division, <1000 epochs
Explainability Meijer G-function

shape of the function using zeros and poles similar to filters, thereby achieving full adapt-
ability.

As such, the Meijer G-function provides a flexible framework to discover the mapping
between input variables (e.g. channel gain z) and output solution (e.g. power allocation
p) through tuning integral residue by zeros and poles. Indeed, this was the motivation
behind recent work in the biomedical domain [3]].

Fitting the Meijer G-function to any set of data is almost impossible due to the large
search space of the discrete hyper-parameters m,n, p,q. Inspired by empirical work on
mapping empirical information rate contours in discrete modulation and coding schemes
(see [45]), T have fitted the observed NN output of the Lagrangian multiplier A (WF level)

to an inverse tangent function:

A =ax Ztan (|hp> +bp) 2 +¢p) +d
3.3)

N\'—N\u

Z1+Cn) +d

1,
~ax ¥ i ()

where
21 =G (2|1l +82) + G153 (7L |11l + ) (3:4)

Given A, I can find the corresponding power allocation values p,,. This function was
fitted to achieve the matched result showing excellent agreement with coefficient of de-

termination R> = 0.989. The explainable symbolic result show one of many plausible
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solutions and whilst the fitting is strong, this has the opportunity to expand to a wider

range of symbolic representations.

3.1.4 Conclusions and Future Work

Water-filling (WF) is a well-established iterative solution to optimal power allocation in
parallel fading channels. Slow iterative search can be impractical for allocating power to
a large number of OFDM sub-channels. Neural networks (NN) can transform the iterative
WEF threshold search process into a direct high-dimensional mapping from channel gain
to transmit power solution. My results show that the NN can perform very well (error
0.05%) and can be shown to be indeed performing approximate WF power allocation.
However, there is no guarantee on the NN is mapping between channel states and power
output.

Here, I applied a general Meijer G-function representation to neural network mapping
in iterative WF optimisation to reveal the symbolic insight. However, this work is limited
by the large search space of the Meijer G-function and I have only found one of many
plausible solutions. I used an observational target function to alleviate this challenge
here, but this cannot guarantee that it is the most representative function for the neural
network.

I will advance this work by identifying low complexity search methods to find the
general optimal representation to neural networks, as well as extend this explainability
framework to predictive Al solutions (e.g. data-driven proactive optimisation [[89] and

distributed learning [|174]]).
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3.2 Scalable Partial Explainability in Neural Networks

via Flexible Activation Functions

3.2.0 Abstract

Achieving transparency in black-box deep learning algorithms is still an open challenge.
High dimensional features and decisions given by deep neural networks (NN) require new
algorithms and methods to expose its mechanisms. Current state-of-the-art NN interpre-
tation methods (e.g. Saliency maps, DeepLIFT, LIME, etc.) focus more on the direct rela-
tionship between NN outputs and inputs rather than the NN structure and operations itself.
In current deep NN operations, there is uncertainty over the exact role played by neurons
with fixed activation functions. In this chapter, I achieve partially explainable learning
model by symbolically explaining the role of activation functions (AF) under a scalable
topology. This is carried out by modelling the AFs as adaptive Gaussian Processes (GP),
which sit within a novel scalable NN topology, based on the Kolmogorov—Arnold Super-
position Theorem (KST). In this scalable NN architecture, the AFs are generated by GP
interpolation between control points and can thus be tuned during the back-propagation
procedure via gradient descent. The control points act as the core enabler to both local
and global adjustability of AF, where the GP interpolation constrains the intrinsic auto-
correlation to avoid over-fitting. I show that there exists a trade-off between the NN’s
expressive power and interpretation complexity, under linear KST topology scaling. To
demonstrate this, I perform a case study on a binary classification dataset of banknote
authentication. My model converge at better precision rate than state-of-the-art SVM
algorithms which indicates that I do not make performance sacrifices in my approach.
Meanwhile, by quantitatively and qualitatively investigating the mapping relationship be-
tween inputs and output, my explainable model can provide interpretation over each of the
one-dimensional attributes. These early results suggest that my model has the potential to

act as the final interpretation layer for deep neural networks.
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3.2.1 Introduction

Improving the trust in deep neural networks (DNN) can be achieved by developing the
statistical and explainable foundations. Trust in deep learning is important, because of
the increasing widespread use of commercial DNN based artificial intelligence (Al), es-
pecially in the areas that engage with human life such as autonomous vehicles and bank
transactions [ 1]. There are a multitude of potential risks (e.g. discrimination, adversarial
attacks, over-fitting) [169] and explainable Al [4] has the potential to both offer insight

during the operations and in a post-hoc manner.

3.2.1.1 Motivation and Related Work

At the heart of my need to add explainability / interpretability to DNNss is the need to build
trust in a quantifiable way. Traditional mathematical model-based algorithms have reason-
ably high clarity in how a model and the input data leads to output decisions. Bayesian
methods can quantify the uncertainty both in the forward and inverse problem. Whilst
DNNSs have been shown to be able to accelerate the solution discovery of many itera-
tive optimisation problems [40], they remain opaque and doesn’t tell us the impact of
input data and bias on decisions, the reasoning for decisions, and how the DNN logic can
reverse teach human experts.

Beyond these technical requirements, the legal framework for Al is still in its infancy,
and there are several explicit requirements for XAl in different regions, such as EU GDPR
(see Recital 71) requires machine learning algorithms to be able to explain their decisions.
The key is that rightly or wrongly, humans can attempt to explain if prompted to, and I
need DNNs to have that equal capability in order to ensure trust and a legal pathway
towards improving safety and reliability.

The most common way to achieving explainability for NN is to evaluate the impact
of each input on the output, e.g. Saliency maps [125], DeepLIFT [124], LIME [106] can
obtain the approximate solution to provide aforementioned type of explanation by reverse

analysis for instances. However, these methods are more focusing on the direct relation
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between inputs and output rather than the NN structure and inner operations. Authors
of [4]] propose to demystify black-box models with symbolic meta-models which leads
a pathway to split and explicit the inner operations of NN and inspired us to improve

transparency in NNs from an activation function and topology perspective.

Flexible Activation Function Conventional NN typically have a fixed, bounded con-
tinuous non-linear activation function (AF) at each neuron, which is the key to the overall
nonlinear behavior of NN. However, with the fixed AF, the expressive power of each
layer is capped [86,95,/156], thus the neural network can only become deeper in order
to fit complex high dimensional nonlinear data. Therefore, there is a strand of works
[2,98,(100%|114L|115,/120,/121,/145,/175] tried to train the NN by tuning AF for purpose
of enhancing the expressive power of nodes so that to reduce the topological complexity.
The core idea of flexible AF is using control parameters for the curve shaping, which
can be considered as interpolation between control points, while these parameters being
optimized during the back-propagation process.

Interpolation methods have applied different AFs: (i) Piecewise linear interpolation
[2] has the best flexibility, but easily leads to overfitting. Thus, the penalty function is
crucial and sensitive to the model; (ii) Polynomial interpolation [98] avoids the over-
fitting to some extent due to the constraint of the function, but the local flexibility is
sacrificed; (iii) Spline interpolation [23.|114,|145.|175] has both locally and globally flexi-
bility while avoids the overfitting, but the splines are hard to express in terms of symbolic
functions, which is the gateway to all explanations [4]; (iv) Gaussian Processes (GP) in-
terpolation [[115,/140] is a non-parametric model that can give the symbolic expression of
AFs, while offer an expressive power vs. explainability trade-off in training set from the
kernel space. Due to the kernel function constrains, GP AFs can effectively prevent over-
fitting as well as give a symbolic function that conforms to intrinsic autocorrelation which
is better than others for explanation purpose. Therefore, in my proposed NN, I make each

AF be generated by GP interpolation between control points within it, which can thus
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be tuned during the back-propagation procedure via gradient descent. By visualizing the

activation, I can decrease difficulty in explaining the role of each node and layer in NN.

NN Topology Incommon NN, topology is chosen from a set of known models (AlexNet,
VGGNet, GoogleNet, etc) or customized with few limitations [9,64,168|]. Moreover, from
the field of evolutionary computing, search algorithms for neural network topologies are
proposed in [637,/56, 167, 172]. However, dynamic and complex topologies are not suit-
able for my main purpose — Explainability. In this chapter, I propose lay my explainability
scheme on a fixed topology mode. [11,55,66] shows that Kolmogorov—Arnold Superpo-
sition Theorem (KST) can offer an approximation to any continuous function in high
dimensional space using a finite composition of (a) univariate continuous functions and
(b) addition operation. Therefore, based on KST, I establish a scalable NN topology as
the foundation of my explainability since both (a) and (b) are the basic elements of all

operations which are easier for understanding.

3.2.1.2 Novelty and Contribution

In this chapter, I approach the problem of NN explainability framework by introduc-
ing flexible activation functions into Kolmogorov—Arnold Superposition Theorem (KST)
based topology NN for interpreting its inner workings in terms of symbolic and visual-
ized functions for each neuron. Under my proposed model, I achieve global transparency
to the NN and show the trade-off between NN expressive power vs. explainability. The
remainder of this chapter is organised as follows. In Section 2, I build a system model
step by step. In Section 3, I apply the model to the a binary classification dataset of ban-
knote authentication for case study and conduct the explainability analysis of it. Section

4 concludes this chapter and proposes the ideas for future work.
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3.2.2 System Model

3.2.2.1 Neural Network Topology

Kolmogorov—-Arnold Superposition Theorem Hilbert’s 13th problem solved by Kol-
mogorov—Arnold superposition theorem (KST) [66]], neural networks (NN) can prove to
be universal approximators for every continuous function mapping [20,(76]. There are
many generalizations and refinements of KST. I state one of these, which uses the pri-
mary work in [66]. To be specific, for any D € N, there exist R < 2D and continuous
functions ¢,4(A4) : T — R ford =1,2,...,D and r =0, 1,..., R, such that: for every arbi-
T

trary multivariate continuous function f(A) : I? — R, where A = [A1,A2,..., A4, ..., Ap]

there exist continuous functions @, : R — R for r =0, 1, ..., R, such that I may define:

R D
F(A)=) @, (Z %ﬂ(%)) (3.5)
r=0 d=1

as an approximate realization of function f(4); that is, given any € > 0, |F(A) — f(1)| <
¢ for each A € IP, which means functions of the form F(A) are dense in C(I?). Kol-
mogorov also showed that the inner functions ¢,, are independent with the outer functions

&, may have latent dependence of the target function f.

KST-Based NN Topology I construct my initial NN topology model according to the
state of KST. Each neural node contains an adjustable activation function which maps
the sum of inputs into its output. I set the R = 0,1,2,... in (3.5), the repetition level,
as the only parameter of my proposed topology, which control scaling as well as the
trade-off between potential approximation ability and width of the NNs model while the
depth of NN is fixed. Meanwhile, I define each repetition in topology as a unit, and
the final estimated output ¥ is the sum of R+ 1 units. This enable us to alleviate the
complexity of explanation into a fixed mode. Schematic diagrams in Fig[3.3|demonstrate
two topology examples and indicate that the KST topology is the key to the trade-off

between model expressive power and explainability while flexible activation function is
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applied to enhance the expressive power of each node — as I will show in Section 2.2.

(a) ®
xpressive Power
I h ok
[ | D AN —
hi(x) Do) o o o () Pue) G0 dn(x)  Prnl) Linear Scaling
—

—»R:l; D=2 Y~ Repetition Level
\\ / / \ / \ Explainability
A R=0; D=n Y

DO, X = Y ) @,[X)] @,[X5]
i=1
| .. P\
7

Y ¥ ——— Expressive Power
©
Scalable KST Topology N Flexible AF via GP .| Performance vs. Explainability
for Explainability "| for Expressive Power " Trade-off

Figure 3.3: (a) The KST based neural network topology. ® and ¢ are the flexible GP
AFs. Left gives an example for one unit with n dimensions inputs while right is two
units topology for two dimensions inputs; (b) Qualitative relationship within expressive
power, scaling and explainability in my model; (c) My working flow for scalable partial
explainability in neural networks via flexible AFs.

3.2.2.2 Activation Function

Different from the conventional NN using fixed AF while training the additional weight
and bias of each input for the neural node, I use unmodified input for each proposed neural
node where an adjustable AF is within. In other words, I embed the weight and bias of
each input into the AF it is designated, and at the same time, tuning the shape of AF.

In order tackle the aforementioned problem in (i.e. function discontinuity, lo-
cal tuning difficulty, parameter dependency and model over-fitting), I proposed to apply
the noise-contained Gaussian Processes (GP) to fit the AF with control points. Specifi-
cally, each AF is generated by a GP regression of the control points while I tolerate the
existence of noise on control points.

In this case, I can achieve the following objectives for the AF: (1) Ensure of the intrin-
sic autocorrelation within the function for smoothness and explainability; (2) Gain both

local and global function adjustability; (3) Avoid over-fitting.
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Priori Gaussian Processes Consider each activation function is assumed to follow a

latent GP plus noise which can be expressed as:

9(x) = GP(x) + ¢ (3.6)

where GP(x) is the random variable (RV) which follows a distribution given by GP,

and ¢ is the additive Gaussian noise with zero mean and variance 62. From the continuous

AF domain, finite number of control points are taken as x = [x,X2,...,X,]T, with y =
¢ (x) = [y1,y..-.,yn] T, can be assumed to follow the multivariate Gaussian as
GP(x) ~ A (p(x), K (x,x)) 3.7)
where p(t) is the mean function and K (x,x) is the covariance matrix given by:
k(xy,x1) k(xp,x2) - k(xp,x,)
k(xp,x1) k(x2,x0) -+ k(x2,x
Koy = |020) K)o Kz .
_k(.xn,x]) k(.Xn,xz) e k(.x,/l,.x")_

where k(x;,x;) is the covariance between RVs GP(x;) and GP(x;) represented by the ker-
nel function. Thus, according to and the priori GP probability model can be

expressed as:

y ~ A (B(x),C(x,x)). (3.9)

where C(x,x) = K(x,x) + 61, and I, is the diagonal identity matrix.

Kernel Function In GP, the covariance between every two RVs is quantified by the ker-
nel function which interprets the potential correlation between RVs. Several appropriate
kernels can be selected for different priori knowledge, e.g. smooth curve is obtained by

fitting with radial-basis function (RBF) kernel and exp-sine-squared kernel is designed for
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periodic patterns. In my proposed activation function, I aim for two goals, i.e. (1) Global
autocorrelation with local adjustability; (2) Continuity and smoothness, so that rational
quadratic (RQ) kernel would be a default choice in my experiments:

(xi — x;)*

k(x;,x;) = 62(1

)¢ i,j=12,..,n (3.10)

where 62 determines the variance magnitude, [ is length-scale parameter and o is scale
mixture parameter. RQ kernel can be considered as a combination of infinite sum of RBF
kernels with various length-scales hence to vary smoothly across multiple length-scales
which makes it more flexible than the RBF kernel to fit local adjustment of control points
and to alleviate gradient vanishing problem while maintain the noise resistance property
of GP [157]. Further more, various common and customized kernels alternatives may also

be applicable in some specific scenario with priori knowledge embedded [[117,/128}/132].

Posterior Gaussian Processes Kernel function selected, the hyper-parameters 6 of the
kernel can be tuned by maximizing the corresponding log marginal likelihood function

which is equivalent to minimizing the cost function:
argmin!(9) =y'Cly +log|C| (3.11)

The conventional quasi-Newton and gradient descent methods can be used in this opti-
mization problem while [164] also offers an algorithm for reducing the computational
complexity of hyper-parameter learning from &'(n?) to €'(n*) without performance loss.

In the kernel hyper-parameters tuning process, due to the allowance of noise € in ¢ (x),
the AFs effectively avoid over-fitting, since the GP will follow the covariance constraints
given by kernel and result in an curve which is not guaranteed to pass through all the
control points. Therefore, the GP can give penalty to a potential over-fitted control point
by considering it as noise, so that to keep itself still being an autocorrelation function.

Kernel hyper-parameters tuned and optimized, GP can give the posterior Gaussian
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distribution for every RV y, = ¢(x,) within the AF domain with mean and variance as

[104]:

0(x.) = p+k"(x,x)C ' (y—p) with V[o(x.)] = k(xs,x.) — k' (x,x,)C 'k(x,x,)
(3.12)
and here I can assume that g = 0 [158]]. Same as Bayesian deep learning, the GP AFs
give not only the mean values but also the variance which lead the pathway to quantify
the epistemic and aleatoric uncertainties of the model [[62]. In this chapter, I only use the

mean for activation value and discuss the explainability.

3.2.2.3 Back-Propagation for Control Points Tuning

Feed-forward NN structure established, I can use back-propagation algorithm for control
points’ coordinate tuning so that to adjust the AF. Let L(®) denote the loss for a batch of
instances, where @ = {x1,x2,...y1,y2, ... }. In each epoch for a batch of training instances,

I can perform an update on control points’ coordinate with a learning rate 1 as:

JL(®

Rl B P e
1 — -n IL(®) (3.13)

i Vi S

Similar to conventional NN, the chain rule still works for loss gradient descent what-

ever loss function (e.g. cross entropy, MSE loss, etc.) is chosen while the key is to obtain

the function slope k(x.) = gfi at each point x, and the gradient A; = [%, %?] for each

control point, where i = 1,2, ...,n. Due to the complex optimization processes in GP re-
gression, for calculation reduction, I use finite difference method in 1} for x(x,) and
A; approximate solutions. I also perform some experiments in which x(x,) and A; are

given precisely, however the accuracy improvement is ambiguous.
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3.2.2.4 Symbolic Model and Visualized Explainability

Using all trained AFs, the symbolic representation of the model (3.14) can be directly de-
rived from and which gives the transparency to the full mapping relationship.
Furthermore, with figures of the AFs (e.g. Fig[3.4p), I can backtrack how each instance
inputs map to the output visually. i.e. At the last layer, contribution from each unit can
be evaluated, so that the reason why model perform well/bad in each instance can be at-
tributed to some specific units. In the same way, I can discover which input features are
decisive at the first layer. Moreover, I can easily reverse this model in order to explore
the data group which lead to my concerned output. Therefore, the noise attributes and
potential feature discrimination might be dug out. In the next section, I present a case
study to illustrate how my proposed AFs offer the transparency and partial explainability

for the neural network.

3.2.3 Case Study and Result Discussion

In this section, I perform a case study on a 1372 instances, four-attributes binary classi-
fication dataset for banknote authentication |1_-I with attribute information: (A;) variance of
wavelet transformed image; (A;) skewness of wavelet transformed image; (A3) kurtosis
of wavelet transformed image; (44) entropy of image. Each attribute is standardized into
[—1, 1] interval for clearer illustrating. Furthermore, I add an attribute with artificial noise
(As), which uniformly distribute over [—1, 1], in order to evaluate the model’s ability to
deal with noise. I set two criteria to evaluate the model performance, namely the clas-
sification accuracy and the numerical loss. I use one for genuine and zero for forged to
represent the authenticity of the banknote. I use the nearest neighbor principle for classi-
fication while calculate the numerical loss for back-propagation. The model and system

setup of my experiments implementation are given below in Tbl1[3.2]

'Data Source: https://archive.ics.uci.edu/ml/datasets/banknote+authentication
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Table 3.2: System Setup
Parameter Value
Number of Units 2
Number of Control Points 6 for Each Neuron
Control Points Initialization Random
GP Interpolation Kernel Rational Quadratic
Learning Rate Layer 1: le-1; Layer 2: 1e-3
Division Random Division; Training: Validation (Test)=7:3
Back-propagation Epochs 1000
Processor 2.3 GHz 8-Core Intel Core 19
Memory 16 GB 2400 MHz DDR4

3.2.3.1 Results Overview

Symbolic Explainability - After 428s running time, I obtain the symbolic trained model

in the form of:

1 5
F (A1, 22,43, A4,45) = Y AF2 (Z AF,{g(xd)> (3.14)
r=0 d=1

Fig[3.4(a) visualizes the trained NN networks with every AF while I backtrack two
typical representative data from two classes in the AFs with green points for the genuine
banknote and red crosses for the forged one. Fig[3.4(b) shows the classification accuracy
achieve 100% for both training and validation set after around 120 epochs, which is higher
than the classical SVM (99.2%) on this dataset while the numerical loss is converged
within [1073,1072] for each instance and no overfitting has occurred. Figc) focuses

on three noteworthy AFs.

3.2.3.2 Model Interpretation

In my model, the output result is the sum of the outputs from the two units. Consider
that each unit represents a feature of the data which act as an additive to the model result,
thus I separately analyze how these units effect the model result. At layer 2, the AF1 and
AF2 (Fig[3.4p) give different value ranges with A} ~ 0.8 > Ay ~ 0.25 which indicates

that the unit 1 has a more decisive impact than unit 2 on the model result, meanwhile it
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Figure 3.4: Visual Explanation: (a) The AFs in each neuron after training process are
demonstrated. The green points and red crosses marked on the AFs show how two typical
representative inputs from two classes data map to the output; (b) The model performance
are evaluated with both the classification accuracy and the numerical loss during the back-
propagation process; (c) Three noteworthy AFs are displayed separately for analysis. —
(1) Approximately linear AF12 regression; (i1) Cliff nonlinear AF23 for classification; (ii1)
Uninfluential AF15&AF25 for noise filtering.

is worth mentioning that AF1 demonstrate a distinct trend towards binary classification,
which such is the case in the previous description of KST — the outer functions may have
latent dependence of the target function. Firstly, focus on unit 1, it can be qualitatively
observed that the A;,A, and A3 are the main attributes which effect most on the unit 1
output. Fig[3.4c(i) gives an example for AF12 with its control points which start with
a small decrease followed by an increase. Analyze it together with the layer 2, I can

conclude that the lower A, make the banknote more easily to be classified as genuine.

Turn to unit 2, the A3 almost dominate on the output of unit 2. With a rapid change
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over [0,0.5] interval in AF23 (Fig(ii)), A3 attribute has the ability to distinguish the
two classes of data in unit 2. In both units, the impact of attribute A4 is not notably on
the classification result of my model due to relatively narrow range of AF14 and AF24.
Meanwhile, Fig(iii) shows that my model has the robustness to noise attribute A5 —
AF15 and AF25 give extremely little contribution to the model result other than over-fit
the data.

In my model, the symbolic expressions can help data scientists with better under-
standing of the global mapping relationship within the NN. Furthermore, by analyzing
the trained model reversely, scientists can anticipate potential risks in advance about how
banknote would be forged to pass the detector under this case. Meanwhile, for Al users,
the one-dimensional visual functions flow offer the transparency and partial explainability

on how model result come from each attribute input, which can enhance the trust to the

model.
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Figure 3.5: More control points in each neural (a) and more units in topology (b) can
lead to better model performance, however as such, the difficulty of model explaining for
Al users will increase at the meantime.



CHAPTER 3. PAPERS — EXPLAINABLE NEURAL INFERENCE 59
3.2.3.3 Scalability, Expressive Power and Explainability

My model is linear scalable with the repetition level in topology and the number of control
points in each neuron. The number of control points determines how much details can the
function has while the units number determines the maximum number of potential fea-
tures that can be extracted. Fig[3.5/shows that more units and more control points lead the
model converging at lower numerical loss which means stronger model expressive power.
However, the difficulty of model explaining for Al users is increasing at the meantime —
The AT users are not sensitive to small variations in the function (Fig[3.5h) while confuse
the role of multiple units (Fig[3.5b). The ascent of model accuracy and model explaining
difficulty are subject to different scales — [og scale and linear (or even exponential) scale.
Thus, I need to find a balance between these two or establish a trade-off based on different

scenario requirements.

3.2.4 Conclusion and Future Work

In this chapter, I found that by modeling neural networks as a combination of linear scal-
able architectures via the Kolmogorov—Arnold Superposition Theorem (KST) and gener-
alised Gaussian Process activation functions, I are able to demonstrate a new degree of
interpretability. In particular, I have demonstrated a trade-off between expressive power
and explainability of the NN through controlling the KST repetition level. This work ex-
pands on current state-of-the-art interpretation methods (e.g. Saliency maps, DeepLIFT,
LIME, etc.) by focusing more on the role played by activation functions and the NN
structure itself.

To demonstrate applicability, I perform a case study on a binary classification dataset
of banknote authentication. My model converge at better precision rate than state-of-
the-art SVM algorithms which indicates that I do not make performance sacrifices in
my approach. Meanwhile, by quantitatively and qualitatively investigating the mapping

relationship between inputs and output, my explainable model can provide interpretation
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over each of the one-dimensional attributes. These early results suggest that my model
has the potential to act as the final interpretation layer for deep neural networks.

My future work will focus on (i) fitting orthogonal features to different unit in order
to compress my network by reducing the repetition level while keeping approximately the
same model accuracy [[59,97]]; (2) establishing a pattern library of common features using

activation functions for easier identifying the feature represented by a unit.
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3.3 Forecasting Wireless Demand with Extreme Values

using Feature Embedding in Gaussian Processes

3.3.0 Abstract

Wireless traffic prediction is a fundamental enabler to proactive network optimisation in
5G and beyond. Forecasting extreme demand spikes and troughs is essential to avoiding
outages and improving energy efficiency. However, current forecasting methods predom-
inantly focus on overall forecast performance and/or do not offer probabilistic uncertainty
quantification. Here in this chapter I design a feature embedding (FE) kernel for a Gaus-
sian Process (GP) model to forecast traffic demand. The FE kernel enables us to trade-off
overall forecast accuracy against peak-trough accuracy. Using real 4G base station data,
I compare its performance against both conventional GPs, ARIMA models, as well as
demonstrate the uncertainty quantification output. The advantage over neural network
(e.g. CNN, LSTM) models is that the probabilistic forecast uncertainty can directly feed

into decision processes in optimisation modules.

3.3.1 Introduction

Wireless traffic prediction is a key enabler for proactive resource optimisation in 5G and
beyond [24}90,|127]. Proactive optimisation can create user-centric quality-of-service
(QoS) and -experience (QoE) improvements across 5G network slices [73,/116]. Di-
rect prediction from historical data [16,/165,/173]] and inference from proxy social media
data [166]] are important inputs to proactive optimisation modules [116] being consid-
ered for 5G and beyond applications [41], such as interference management, load bal-
ancing, localization [152]], and multi-RAT offloading; with implementation on the edge
or in CRANSs. This is more pertinent for hyper-dense mass autonomy applications where
spikes in demand across different quality of service/experience/trust demands require for-

ward prediction [[77].
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I begin with a review of time-series forecasting algorithms used in wireless traffic
prediction and identify a lack of research in both high and low extreme value predictions,

which is of critical importance to avoiding network congestion and inefficiencies.

3.3.1.1 State-of-the-Art

Time-series prediction methods can be classified into several types, with training data in

high demand.

Statistical Models Statistical time-series modelling using a variety of signal processing
and machine learning approaches have been widely applied to predict the wireless traffic.
Moving average models with smoothing weights and seasonality works well for univariate
forecasting. For example, in [163], seasonal auto-regressive integrated moving average
(ARIMA) models were fitted to wireless cellular traffic with two periodicities for predic-
tion. However, this model is insensitive to anomalous values, such as event-driven spike
demand. Indeed, predicting and avoiding spike demand is critical to avoiding network
outages and improving the consumer experience. Other methods rely on statistical gen-
erative functions assuming a quasi-static behaviour, such as the exponential or o-stable

model [[79]], but these do not offer the adpativity of machine learning techniques below.

Machine Learning Models In terms of machine learning approaches, artificial neural
networks (ANNs) has been used to predict the self-similar traffic with burstiness in [161].
Although ANNs and deep learning approaches (CNN, LSTM, wavelet, Elman) neural
networks [28, 96,148,173 performed well in cumulative learning and prediction accu-
racy, it cannot give a quantitative uncertainty due to its intermediate black-box process.
Alternatively, Gaussian Processes (GPs) have been used [[165]] and showed a strong adap-
tivity to the wireless traffic data. Nevertheless, the usage of traditional kernels are unable
to capture long-range period-varying dependent characteristics which limits the efficiency

of existing training data.
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Gaussian Process (GP) Gaussian process (GP) is widely used because of its adaptabil-
ity to manifold data. As a non-parametric machine learning method, the prior GP model
is firstly established with compound kernel functions based on the background of the
data. One optimizes the hyper-parameters using the training data to extract its posterior
distribution for the predicted outcome. The prediction results given by GPs quantify the
statistical significance, which is an important advantage over other black-box machine
learning. As such, whilst GPs may not achieve the performance level of ANNSs, they are

able to quantify risk and that risk can be interpreted back to the features of the data [159].

Feature Extraction and Wireless Context The features of traffic patterns may be
correlated if the patterns are driven by the same specified events, i.e. the rush hours,
concerts, etc. In these cases, the key point is to find the implied events information
from the current flow trend by identifying where its features are close to those in his-
torical data, hence, to predict how will the traffic demand change according to it in the
past. [15,103,151,/153,|160] addressed the problem of feature selection, in order to deter-
mine the most discriminative and relevant features of the classified data.

In the context of wireless traffic forecasting, current literature employ classic kernel
functions [165]], which cannot memorize the non-periodic data pattern for extended peri-
ods. This means the GP model do not make full use of the training data. Furthermore,
wireless traffic forecasting is often interested in predicting extreme events as opposed to
the overall pattern of the traffic variation. Extreme demand values are useful in driving
proactive network actions (e.g. extreme high demand requires spectrum aggregation and
cognitive access, whereas extreme low demand can lead to proactive sleep mode and cov-
erage compensation [44]). Therefore, what is needed is an adaptive kernel in GP models

to trade-off prediction accuracy between overall traffic variations and extreme values.
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3.3.1.2 Novelty and Contribution

In this chapter, I propose to embed the relevant data features in a flexible kernel functions,
which enable the GP model to achieve this trade-off. I make three major contributions:

1) A novel feature embedding (FE) kernel GP model is proposed for forecasting wire-
less traffic. Specifically, fewer hyper-parameters are required in this model, which reduce
the computation burden compared with that uses classic hybrid kernels. Meanwhile, the
learning rate is improved significantly for irregular training data;

2) The predicted results are quantified into probability density function (PDF), which
are more useful to plug into optimisation modules than the mean prediction value. Pre-
cisely, the predicted traffic is described to follow a weighted superposition distribution of
mixed Gaussian distributions instead of the sum of those in traditional GP;

3) Demonstrating my forecast model on real wireless traffic data, the cumulative error
curve of my model is compared against state-of-the-art algorithms used in literature (sea-
sonal ARIMA [163] and traditional GP model [[165]). My model shows the best adaptivity
and prediction accuracy trade-off between overall accuracy and extreme value accuracy.

The remainder of this chapter is organised as follows. In Section 2, I build a system
model step by step from pre-processing to prediction. In Section 3, I apply the model to
the real wireless traffic data and evaluate the performance of it. Section 4 concludes this

chapter and proposes the ideas for future work.

3.3.2 System Model

In this chapter, I use a sliding window of historical traffic data to predict future traffic
demand. In this chapter, I focus on wireless downlink (DL) traffic data demanded by

end-users at 15m intervals over a two week period - see Fig.
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Figure 3.6: The traffic demand data is decomposed into daily periodic and aperiodic
components.

3.3.2.1 Data Decomposition

The raw data is considered to be composed of a daily periodic and an aperiodic pattern
from my observation and existing literature. By using a band-pass filter, the raw data can
be decomposed into the aforementioned two components, as shown in Fig[3.6] In order
to set the model free from the domination of large-scale periodic patterns, I fix the daily
periodic pattern which is derived from the historical data as the established baselineEl and
only make prediction on the rest aperiodic pattern.

I assume that the aperiodic traffic consists of a noise flow and a event-driven flow

which has an implicit intrinsic correlation. The latter is predictable if I can identify the

2T acknowledge that there are baseline variations between each day of the week, but I focus on the
aperiodic prediction, which is the main challenge.
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features relevance in this kind of flow from the noise.

3.3.2.2 Priori Gaussian Process Model

The DL traffic value at time point 7 is assumed to be a latent GP plus noise as

y(t) = f(t)+el2), (3.15)

where f(¢) is the random variable (RV) which follows a distribution given by GP, and
¢ is the additive Gaussian noise with zero mean and variance 6. From the continuous
time domain, finite number of time points taken as t = [t{,2,...,1,], the RVs, f(t) =

[£(t1), f(t2),.... f(tz)]T, can be assumed to follow the multivariate Gaussian as [159]

f(t)N‘/V(M(t)vK(t,t)) (3.16)

where M(t) is the mean function and K (¢,t) is the covariance matrix given by

k(ti, ) k(t,t) o k(f,tn)
K(t,t): k(l‘z.,tl) k(lz‘,tz) k(l‘z.,tn) (3.17)
| k(tn,11)  k(tn,12) -+ k(tn, 1) |

where k(t;,1;) is the covariance between f(#;) and f(z;) represented by the kernel function.
According to (3.15) and (3.16)), the priori GP probability model of DL traffic can be
expressed as

y(t) ~ N (M(t),K(t,t) + c1,). (3.18)

where I, is the diagonal identity matrix.
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3.3.2.3 Feature Embedding Kernel Function

In GP, the covariance between every two RVs is quantified by the kernel function which
interprets the potential correlation of RVs in a high dimensional space. Here I use the

Gaussian radial basis function (RBF) kernel with a feature embedding (FE) norm:

IIA?—A?II%)
2p32 (3.19)

R xR & RO x RO %6, R

ke (ti, 1)) = 67 exp(—

where Af) is defined as the ® dimensions weighted feature matrix of the RV at time point
1

A® = (WA}, war2, . wer )T, (3.20)

where the 6" feature of RV f(#;) in the matrix is from a feature generator function Ag(.)

which can either be homogeneous or non-homogeneous of former values (L << [):

AP =holy(ti—1),y(ti-2), .-, y(ti—1)]. (3.21)

Due to the symmetry, it can be easily proved that my new kernel function still meets the
conditions of Mercer’s theorem.

The feature generator hg(.) is the key to capture the events. Here I describe an event
from three perspectives. Firstly, the baseline of the events, i.e. jy(f;—;) with (i << ).
This feature helps to measure the base size of traffic and works for events traffic that
are proportional to the former values. Secondly, the differences in time series values,

ie. y(t—;) —y(t;—;) with (i, j << I). This allows the absolute change, which is asso-

Yti_a)=y(ti_p)
Y(ti—e)=y(ti—a)

with (a,b,c,d << 1) or the standard deviation of former values. This feature enables the

ciated with an event, being captured. Thirdly, the fluctuation degree, i.e.

prediction giving a better result with the evaluation of the current traffic volatility.
In BS (coordinated) control systems (e.g. radio resource management or beamform-

ing), understanding sharp changes in traffic demand (especially when above the cell ca-
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pacity or significantly below economic profitability thresholds) is more important than
average demand trends. As such, the proposed feature weighting process in this chapter
focus on building a trade-off between general prediction accuracy and the aforementioned
extreme demand values. Another advantage of feature embedding in this way is that all
the features are explainable (see Section III-B), which is critical from an explainable Al
perspective [41]].

To achieve this, I set a threshold & of traffic varying value Ay at each sample time
point based on historical data as shown in Fig If Ay, at 1, is outside the & x 100%
confidence interval in the distribution of Ay, the associated feature Af;) will be tagged as
an outlier and assigned to category .o7’; otherwise it is assigned to category %. The Relief
idea in [[136] is utilized, whereby the feature weights are optimized by maximizing the
sum of margin from each A,(an to the nearest point with a different category N Mn(A%)-
This process is expressed as:

El
mv?xZ(Mw(Agn,N%n(A%)) st |wlz=1,w>0 (3.22)
n

where MW(A?,AS?) =Y6_1We ‘Ag _Ag

, which projects the high dimensional feature
vectors” norm onto one dimension, and wy is the weight of the 68" feature.

In the Gaussian RBF kernel (3.19)), the feature space can be mapped to an infinite

oo X"

dimensional kernel space (e =Y 7y

). The hyper-parameter 3 controls the higher di-
mensional attenuation rate and has amplitude o. Hyper-parameters are tuned by maximiz-
ing the corresponding log marginal likelihood function which is equivalent to minimizing

the cost function /(,0) [165]:
argrélinl(ﬁ,c) =yl'cly+log|C|, (3.23)
c

where C = K(t,t) + 621, and y is the matrix of known values [y(t1),y(t2),...,y(t,)]”. The

quasi-Newton and gradient descent methods can be used in this optimization problem.
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Figure 3.7: Historical time points are collected into two categories according to their
estimated Gaussian distribution.

3.3.2.4 Posteriori Prediction

After the hyper-parameters are determined, the covariance of every two RVs in the train-
ing set can be quantified by C (t,t\ﬁ,é), where B, 6 are the optimized parameters. Let
us assume that at a future time point 77, the RV y(z;) follows the same model as the
y(t1) ~ y(t,) training set. Therefore, K(t,1| f3,8) yields the covariance of y(tr) with

historical RVs. The multivariate distribution for any #;(i € {1,2,...,n}) and ¢/ is

y(t:)
~ N (Mig Ey) (3.24)
y(tr)
with mean M y = ) , and covariance matrix £f ; = i) + 0 (tirty) '
M(lf) k(ffﬂfi) k(tf,tf)—i—q%

So % = [y(t;),M(1;), 6, B] given, the posterior distribution of y(t¢) can be derived as

Yiltp)|¥ i~ N (fiy, 677) (3.25)
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o 000 - M)

k(tf,ti)k(ti,tf)
k(t;,t;) + 02

fig=M(ty) +

~2 2
Oj = O, +k(l‘f,lf) —

70

(3.26)

For each previous time point #; in this model, a posterior distribution component of

yi(tf|#i) can be generated. In naive GP, the predicted distribution y(t5) is also a Gaus-

sian distribution which sums the influence of each previous point on its mean and vari-

ance [159]]. In my proposed FE-GP forecasting model, the predicted distribution uses

a Gaussian mixed model (GMM). Consider the GMM resultant PDF of y(zs) is the su-

perposition of every individual distribution components from each y(#;) and y(¢s) with a

normalization coefficient as

14 y 0 2
¥(t7)|#) = = Y ———expl (=Rl (3.27)
n= 26; ¢
t,f ’
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Figure 3.8: The purple and orange shadows have the same area representing the same

probability.
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An example is shown in Fig[3.8] Blue lines are distribution components, derived by
the covariance matrix of three previous points with the future point. Naive GP gives
the average prediction result of this future point, i.e. also a Gaussian distribution, under
integrated impacts from all components. While in FE-GP, the GMM prediction result
of this future point is assumed to have an equal probability to follow one of these three

distribution components. The purple line gives the overall PDF of FE-GP.

3.3.3 Experimental Results and Discussion

3.3.3.1 Data Source

The data I use for training comes from base stations (BSs) in a 4G metropolitan area. The
anonymous data is given by my industrial collaborator. It consists of aggregated downlink
(DL) and uplink (UL) traffic demand volume per 15 minute interval over several weeks.
I have selected a few example BSs at random to demonstrate my forecasting algorithm’s

performance.

3.3.3.2 Explainable Feature Matrix for FE-GP

When applying FE-GP to wireless DL traffic forecasting, the first to be considered is what

does the feature matrix consist of. In my experiment, the features are set to be:

A =y(t-1); AP =y(t-2);

AP =y(t-3); A =y(t-4);

A =y(t2) =y(t-s); A" =y(ti-3) +y(ti-a); (3.28)
47 2 Wa2) —y(t1) 45 Y(0-2) —y(0-3),
L yts) —y()” Tt y(t—s) — y(t—4)
A} = std.[y(t—1),y(t12),Y(t1=3), Y (ti—a), ¥ (ti—s));

where std.(y) is the standard deviation of elements of y.
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3.3.3.3 Performance Metrics

I use the absolute cumulative error (ACE) as the performance metric:

J
ACE =Y [9(n) —y(n)|, (3.29)

n=i

where § is the predicted DL traffic and y(n) is the real data. For a fixed value forecast (one-

step-ahead forecasting of the DL traffic), I assign y to be the value that has the maximum
posterior probability.
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Figure 3.9: A comparison of aforementioned forecasting algorithms over a week (672
points).The cumulative error for 2 representative parts: (left) Average demand shows
similar performance between FE-GP and Naive-GP; (right) Extreme spike demand shows
superior performance by FE-GP against both Naive-GP and S-ARIMA.

3.3.3.4 Results Analysis

Fig[3.9 shows a comparison of forecasting algorithms over a week (672 points): (1) pro-
posed FE-GP, (2) classical Naive-GP, (3) Seasonal ARIMA, against real 4G DL data.
The cumulative error is shown for 2 different representative parts of the data: (left) av-

erage demand shows similar performance between FE-GP and Naive-GP; and (right) ex-
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treme spike demand shows superior performance by FE-GP against both Naive-GP and
S-ARIMA. From the GP models perspective, in the average part (left), both FE-GP and
Naive-GP consider most of the traffic demands as noise flow, i.e. €() in the initial model,
thus they perform similarly; In the extreme spike part (right), FE-GP can correctly rec-
ognize a potential event-driven flow, which has happened before, using features from the
last few points, yet Naive-GP cannot, hence FE-GP gives a better prediction. In Fig.[3.T1]
I demonstrate that the proposed FE-GP perform the best overall due to its adaptive to the
extreme values, even though it might be a little worse on average demand in few specific

time stamps.
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Figure 3.10: Posterior distribution of forecast produced by naive-GP (single peak) and
FE-GP (multiple peaks) quantifies uncertainty.

3.3.3.5 Uncertainty Quantification

Posterior distribution of both models at a few representative points are given in Fig[3.10]
Different from single peak Gaussian distribution predicted by Naive-GP, the GMM in FE-
GP gives more general distributions for prediction. In the absence of a known periodicity,
Naive-GP sums the effect of the last few time points, while FE-GP consider the effect
from all time points according to their similarity in features with the predicted point.
Consequently, there may be several peaks scattered over the forecast, which will inform

proactive optimisation modules.
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In data-driven wireless resource proactive optimization system [24]], I ought to focus
on not only the benefits brought by the system decision, but also the potential risks that
drive regret functions, i.e., the occurrence of extreme demands. In my proposed FE-GP
prediction model, the risks can be quantified from posterior distribution. For example, in
Fig3.10;

(1) Low-traffic triggers proactive sleep mode and coverage compensation: My
FE-GP prediction points 318 and 672 demonstrates clear non-negligible probability of
low traffic whilst the mean prediction is similar to that of the naive-GP. That is to say,
I may need to proactive sleep selected cells to achieve more energy efficient operations,
whilst using other neighbouring cells across RATs to compensate [44]. The risk of doing
so is quantified by the posterior distribution (e.g., there is a small risk that there is actually
high demand and compensated coverage is not enough).

(1) Spike-traffic triggers proactive spectrum aggregation and offloading: predic-
tion point 368, there is a non-negligible high probability density area appearing at extreme
value, which is far away from the predicted mean value. This can be used to inform proac-
tive spectrum aggregation and off-loading of non-vital traffic to delay-tolerant RATSs. The
risk of doing so is quantified by the posterior distribution (e.g., there is a small risk that

there is actually no demand for high capacity).

3.3.3.6 Training Process

As the training set increases over time, the FE-GP model becomes more sensitive to spikes
due to its adaptivity to features. Nevertheless, the cost of computing goes up with the size
of training set as well, thus I have to set a size threshold to the training set. In Naive-GP,
I can discard data in reverse chronological order without affecting the performance of the
model. However, in FE-GP, a trade-off must be made between the sensitivity of spikes and
overall prediction accuracy, i.e., keeping more extreme value time points means the model
is more sensitive to spikes prediction but may reduced overall performance. This need to

be done case by case with each pre-exiting resource proactive optimization system.
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Figure 3.11: Cumulative error comparison between forecasting algorithms.

3.3.4 Conclusion and Future Work

Forecasting extreme demand spikes and troughs is essential to avoiding outages and
improving energy efficiency. Whilst significant research into traffic forecasting using
ARIMA, GPs, and ANNs have been conducted, current methods predominantly focus on
overall performance and/or do not offer probabilistic uncertainty quantification. Here,
I designed a feature embedding (FE) kernel for a GP model to forecast traffic demand.
The FE kernel enabled us to trade-off overall forecast accuracy against peak-trough ac-
curacy. I compared its performance against both conventional GPs, ARIMA models, as
well as demonstrate the uncertainty quantification output. The advantage over neural net-
work (e.g. CNN, LSTM) models is that the probabilistic forecast uncertainty can directly
feed into decision processes in self-organizing-network (SON) modules in the form of
both predicted average KPI benefit and regret functions using methods such as proba-

bilistic numerics. My future work will focus on expanding to spatial-temporal dimension
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via Gaussian random fields integration, consider multi-variate forecasting across different
service slices, as well as employing Bayesian training in Deep Gaussian Process (DGP)
models [[75]] to avoid catastrophic forgetting and to combat the dynamiticity of the traffic

process.
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3.4 Scarce Data Driven Deep Learning of Drones via Gen-

eralized Data Distribution Space

3.4.0 Abstract

Increased drone proliferation in civilian and professional settings has created new threat
vectors for airports and national infrastructures. The economic damage for a single major
airport from drone incursions is estimated to be millions per day. Due to the lack of
diverse drone training data, accurate training of deep learning detection algorithms under
scarce data is an open challenge. Existing methods largely rely on collecting diverse and
comprehensive experimental drone footage data, artificially induced data augmentation,
transfer and meta-learning, as well as physics-informed learning. However, these methods
cannot guarantee capturing diverse drone designs and fully understanding the deep feature
space of drones. Here, this chapter show how understanding the general distribution of
the drone data via a Generative Adversarial Network (GAN) and explaining the missing
features using Topological Data Analysis (TDA) - can allow us to acquire missing data to
achieve rapid and more accurate learning.

This chapter demonstrate my results on a drone image dataset, which contains both
real drone images as well as simulated images from computer-aided design. When com-
pared to random data collection (usual practice - discriminator accuracy of 94.67% after
200 epochs), my proposed GAN-TDA informed data collection method offers a signifi-
cant 4% improvement (99.42% after 200 epochs). I believe that this approach of exploit-
ing general data distribution knowledge form neural networks can be applied to a wide

range of scarce data open challenges.

3.4.1 Introduction

Increased proliferation of drones and autonomous air vehicles can disrupt critical national

services (e.g., Gatwick Airport 2018). The economic damage for air transport is estimated
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to be millions per day for airports and airlines. Furthermore, the drone industry makes
up 1.9% of UK GDP and supports over 600,000 jobs in the drone’s economy. Whilst
many are amateur drones that pose no malicious intention, some may carry deadly ca-
pability and cause severe economic damage to critical infrastructure. Protection against
drones is critical to ensuring smooth operation of services, whilst safeguarding it against
the most severe threats. High resolution cameras can classify drones using deep learning,
but accurate identification is critical for not disrupting normal day-to-day operations and
maintaining an efficient economy [138]. Whilst the upper limit of accuracy for image
classification has been increased by more complex deep learning (DL) architectures, the
upper accuracy of DL model also limited by its logarithmic growth to the size of the train-
ing dataset (see - Fig[3.12]7) [133]]. Simultaneously, lack of hard-to-learn (by DL model)
drone data will affect the overall drone detection accuracy. It is a key open challenge to
achieve extremely high accuracy by sourcing sufficient, relevant but rare training data sets
(e.g., rare drone design) [178]]. This often means a large amount of resources and time is
dedicated to broad data collection and (re)training the neural network. Especially, high
speed and tini-size of drone challenge the image capture, at the same time, multi-model
and numbers of shooting angle increase the data scarcity of drone dataset - see Fig[3.12]1.
Therefore, the high cost of collecting new drone images adds to the cost of improving
the accuracy of DL-based drone classification. However, a target of data collection can
reduce the amount of new data to be collected compared to collecting data on all drones,
saving overall DL performance improvement costs.

In this chapter, I show how understanding the general distribution of the drone data
via a Generative Adversarial Network (GAN) and explaining the missing features using
Topological Data Analysis (TDA) - can allow us to acquire missing data to achieve rapid
and more accurate learning. The aim is to demonstrate how the improved accuracy can

benefit air transport protection.
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1) DL drone protection: The relationship between training data size and DL model accuracy, and the reason for the scarcity of drone data
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Figure 3.12: (I) The upper limit of DL drone classification accuracy is affected by the
training data size, but various factors of drones lead to scarcity of drone data and high
acquisition costs. (II) the nature of discriminative NNs’ inference is to map an high-
dimensional input features into a label class using the feature distribution (FD) gener-
alized from the training data (convolutional layers extract latent features maps of input
images for further discriminative work in NN). While lack of training data will result
in the generalization error on out-of-sample data. (III) my aim is to detect the data that
important for model training (e.g. hard-to-learn drone), reduce the amount of new data re-
quired for model improvement, and outperform randomly data collection method in both
learning speed and predication accuracy of trained model.
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3.4.1.1 Related work

One of the universal challenges in deep neural network training is when there is a lack of
data, the out-of-sample performance can not be guaranteed [[150]]. As shown in Fig[3.12]/1,
the nature of discriminative NNs’ inference is to map an high-dimensional input features
into a label class using the feature distribution (FD) generalized from the training data [[72]]
(convolutional layers extract latent features maps of input images for further discrimina-
tive work in NN). While lack of training data will result in the generalization error on out-
of-sample data [[60,83\170], data scarcity can also lead to the optimization error on known
training data (see - Fig[3.12]a). However, collect extra training data could address these
error as shown in Fig[3.12]b. In general discriminative NNs, the performance increases
logarithmically based on volume of training data size [[133]], which means the marginal
cost of training data for model performance improvement boosts exponentially. Due to
the diminishing returns, exhaustive or randomly searching for data is not applicable to
the scenarios where data collection is expensive (e.g., aerospace, military). Therefore,
there is a need to create a method to identify which specific new data would be important
for discriminative NNs’ performance improvement based on an existing dataset, as the
guidance to the new data collection work, so that to reduce data collection cost. This is
the motivation for this chapter. As shown in Fig[3.12///], my aim is to detect the data
that important for model training (e.g. hard-to-learn drone), reduce the amount of new
data required for model improvement, and outperform randomly data collection method
in both learning speed and predication accuracy of trained model. There are related papers
addressing the aforementioned challenges in the discriminative NNs training with limited
data. I summarize several research achievements below and compare them in table 3.3}
Data augmentation improve the training set by adding slightly modified (e.g., trans-
lations, rotations and flips) copies of existing data to strengthen the invariance of NNs
to the aforementioned modified data [[122]]. However, data augmentation is only based
on raw training data, hence cannot offer additional generalization on the variation of the

object itself other than its position to NNs. Transfer learning reduce the training cost of
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new DL model by reusing the convolutional kernels from other related well-trained DL
models [[154]. By doing so, NNs can partially transfer the generalization ability got in the
former relevant training into the latter target inference. Similarly, meta-learning tries to
abstract more universal generalization ability from multiple training domains and “learn
to learn” fast [54]], which lays the foundation for the few-shot learning [105]]. However,
the performance gain via these two methods are not guaranteed, since the transferred gen-
eralization ability is context-agnostic (i.e., does not focus on the properties of the new
data), which may not match the need to specific requirements. Physical informed learn-
ing is designed to embed given laws of physics (e.g., general nonlinear partial differential
equations) into NNs to inform its generalization [85,/102]]. Hence, there is less need for
the diversity of the training data and more training data can be generated numerically from
the given laws of physics. However, in most discriminative NNs applications, physical

law 1s unknown.

Data Transfer Meta Physical Proposed
Augmenta- Learning Learning [|54] Informed GAN-TDA
tion [[122]] [154] Learning Method
[102]
Methodology Add Reuse Layers  Reuse layers Apply Purposefully
modified data  from other trained in physical collect new
into dataset well-trained previous properties in data
DL models tasks model
training
Generalization| Modified Other related  Other related  Data physical Newly
Ability dataset data data properties collected
data
Advantage | No additional Wide Learn to Controllable  Explainability;
data required  applicability;  learn; learn generaliza- less data to
fast deploy fast for new tion be collected;
speed tasks
Disadvantage | Limited im- Context- Context- Difficulties Need
provement; agnostic, agnostic, in processing additional
lack of ex- lack of ex- lack of ex- physical cost for
plainability plainability plainability properties collecting
targeted new
data

Table 3.3: A comparison of methods for training deep learning models with scarce data

Although data augmentation enhances the training set by adding augmented data
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based on observed data (auxiliary variables method), there is no effect on un-observed
data (e.g. Drone images by un-observed angle). However, newly collected training set
could address this problem. Transfer learning and meta-learning can save the training
time for new tasks, but can not enhance a trained model and are lack of explainability.
Physical informed learning needs expert experience which is abstract and uncontrollable.
Thus, I propose a method to reveal the relationship between NN’s generalization ability
and the composition of training data, so that to provide a feature-based target for new data

collection to save the cost of collecting new data.

3.4.1.2 Innovation: GAN-TDA framework

In conventional work, methods focus on the generalization ability of the model itself,
which are general methods with versatility for various applications. By contrast, the gen-
eralization ability brought by the training data attracts less attention. In this paper, I aim
to identify the required data for discriminative NNs’ generalization error reduction, by
analyzing the existing training data through its potential feature distribution (FD) and that

generalized by NN (see - Fig[3.12]b).

Generative adversarial network Generative models are designed to generate data with
the same FD as that learned by NNs. In principle, most common generative models,
including variational auto-encoder (VAE) and variations of generative adversarial network
(GAN), are trained to convert the initial distribution of latent variables into that learned
by NNs with training data [7,[35,161,65,|141]. For scarce data problems such as my
drone detection application, one might be interested in using GAN with the following
reasons: (1) GAN is proven to be asymptotically consistent in FD approximation while
VAE may have bias due to the variational lower bound, thus the generated data from GAN
would be more precise in representing the FD learned by the NNs [34]; (2) With the same
training data, the discriminator in GAN gives similar but more smooth convolution kernels

as that in CNN [146]. More specifically, kernels in GAN have the same generalization
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way but weaker ability as CNN. Accordingly, the analysis in GAN can be considered as
the representation of general CNN. (3) The discriminator in GAN can be considered as
the pre-trained target discriminative NN for methodology validation so as to eliminate
generalization ability bias caused by another arbitrary NNs [81]].

In my experiment, color information in each pixel of drone images are use as inputs,
the viewing of raw feature space built by pixel information will be over-dimensioned
and lacks practical interpretability. Thus, to build a more informative feature space for
image data, latent feature learned and processed by convolutional layers in deep learning
models helps. Here, each latent feature is represented as the degree of response to a
certain kernel feature in different receptive fields of the image. However, GAN does not
give explicit expressions of the distribution, hence Monte Carlo synthetic data from the

generator would be taken for the further FD analysis in the next step.

Topological data analysis For high-dimensional data analysis, dimension reduction ap-
proaches, such as PCA, MDS, t-SNE and etc., are commonly applied [25,[30]. However,
due to existing of generalization in NNs, the generated data may have more compli-
cated topology than raw dataset in the high-dimensional feature space, while conventional
methods fail to capture any structure from the data, which cause catastrophic lose in high-
dimensional distance information for my analysis after dimension reduction. In my frame-
work, topological data analysis (TDA) mapper is proposed to address this issue. With the
key idea of multidimensional persistence, TDA can capture data structure and then pre-
serve the high-dimensional distance information with simplicial complex [10,87,143].
In my experiment, TDA is applied to tell the difference between the potential FD
of data from raw dataset and that of synthetic data from the generator in GAN. With
the high-dimensional clustering in TDA, discrete nodes are used to represent the original
continuous feature distribution, while the connection between nodes indicates the distance
in feature space. Before I do TDA, I mix these two dataset into one with data labels

attached (i.e., real, synthetic), so that to maintain the consistency of the topological space
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Step 1) Find High-dimensional Distribution of Raw Data Through the Distribution of DCGAN Generated Data
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Figure 3.13: Demonstration of Method: Step 1) Find high-dimensional (latent features)
distribution of raw dataset by DCGAN which indirectly expressed by the distribution of
DCGAN generated synthetic data; Step 2) Use the outputs from the convolutional layers
in DCGAN discriminator on both raw dataset and synthetic dataset to represent their
latent feature maps respectively, and use TDA on both the latent feature maps to visualize
the difference in their distributions. In Step 2): The TDA Mapper generates a network
representation of the feature space, in which each node corresponds to a set of data with
similar features. The size of the node indicates the quantity of the data assigned in it
while the color is used to distinguish whether the data is real or synthetic in the node.
In ideal conditions, the synthetic data would have roughly equivalent proportion in each
node. Accordingly, the categories of nodes are listed as follows: (a) No synthetic data
are generated in this node; (b) both synthetic data and real data are placed in this node;
(c) Synthetic data are generated anomalously outside of the real data feature distribution.
(a) indicates the GAN (representation of DNN) is failing to generalize the data with the
feature o, B, (c) indicates that the GAN is still incomplete convergence, hence I will train
the GAN further while (a) or (c) nodes occur. Part of (b) nodes containing few generated
synthetic data with feature 7, thus I propose to emphasize my data collection procedure
on data with 7.
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in TDA. Then, by analyzing the proportion of real/synthetic data in each node, one can
discover the weak nodes, which lack the synthetic data, and then identify the required
data by the real data tags in these nodes to guide the new data collection.

It is worth noting that, in my proposed methodology, the description for required train-
ing data cannot exceed human knowledge about the data. Although GAN-TDA approach
works on the feature space in NNs, the result is still interpreted using the human feature
space (tags), which may not match the need of neurons. What I can do here is to tag data

with my best knowledge, so that to make the data collection guidance more targeted.

Contribution and novelty In this paper, I propose GAN-TDA to identify which specific
new data would be important for discriminative NNs’ performance improvement based on
an existing drone dataset, as the guidance to the new data collection work. To my best
knowledge, this chapter is the first to reveal the relationship between NN’s generalization
ability and the composition of training data, so that to improve the model performance via
newly collected data.

I make three major contributions:

(i) GAN-TDA framework is proposed to guide the new data collection. Specifically,
I use GAN to capture the feature distribution in inference generalized by discriminative
NN from the training data, and TDA to identify the generalization weakness on the train-
ing data.

(i1) A drone image dataset using both real drone images as well as simulated images
in CAD is established for my experiment. Each image is tagged with the drone’s features
(e.g., model, color, frame shape, camera position...) as many as I can.

(i11) I demonstrate my results on a drone image dataset, which contains both real
drone images as well as simulated images from computer-aided design. When compared
to random data collection (usual practice - discriminator accuracy of 94.67% after 200
epochs), my proposed GAN-TDA informed data collection method offers an incremental

4% improvement (99.42% after 200 epochs).
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The remainder of this chapter is organised as follows. In Section 2, I demonstrate the
working flow of my proposed GAN-TDA framework. In Section 3, I apply my model
on drone picture data for evaluation and validation. Section 4 concludes this chapter and

proposes the ideas for future work.

3.4.2 Method

Given a dataset with clear properties labelled in tags that are detailed enough to guide
the direction of new data collectivity (e.g., images in a vehicle dataset labelled with the
vehicle’s maker, model, type, color, number of wheel, etc.), my methodology is to identify
which kind of data the discriminative model has weak generalization on by viewing the

data distribution in the dataset and distribution learned by deep learning (DL) models.

3.4.2.1 Step 1) - Learn data distribution by GAN

The first step is to find the high-dimensional distribution of the raw dataset (drone images).
According to the demonstration of Step 1) in Fig. two networks named Generator G
and Discriminator D with different network structures will be established and initialized
with individual aim to generate synthetic images and to recognise the input image is real
or synthetic. Before the training of GAN, all the image from the raw dataset will firstly be
pre-processed into the same size (e.g., 64*64 pixels) and secondly be normalized into the
same scale. These steps are to ensure each input parameter (pixel intensities in each color
channel) has a similar data distribution to guarantee the convergence of DL models [57].

Processed images from the raw dataset (real image dataset) will be divided into batches
B = {B,B;...B;} with a fixed size (e.g., 64 pictures per batch). During the training, a
batch of initialized noise set n that follows a certain distribution (e.g., Gaussian Noise)
will be generated whose batch size is the same as data batch size (e.g., 64*[100 samples
from Gaussian Noise]). The initialized noise set will be re-produced at the beginning
of each training iteration and then be processed into a set of synthetic images G(n) by

fractionally-strided convolutions [[101]] in G. The optimization of G is expressed by mini-
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mizing the generative loss, which could be quantified by the discriminative result from D.
And the optimization of D is to minimize the discriminative loss on both synthetic images
and raw images.

During the quantification of model loss, raw images B; will be labeled as True and
generated synthetic data G(n) will be labeled as False, these information are stored into
the real and synthetic tags matrix 7;,,(G(n),B;) (mixed dataset). D will scoring the real
and synthetic rate on both B; and G(n), the generated scores are stored in the real or
synthetic score matrix as Tpregicrion(G(n),B;) = [D(G(n)),D(B;)]. The generative and
discriminative loss could be further expressed by the divergence between T4, (G(n)) and
Tprediction(G(n)) and that between T4 (G(n), B;) and T)reqicrion(G(n), B;). The divergence
quantification uses Wasserstein distance to guarantee the stability of model training and
avoid the collapse mode issue [7]].

The processes of training a DCGAN with Wasserstein distance is shown as Algo.
During the model training, optimizing model parameters by backpropagation in both G
and D will let the distribution of generated synthetic data G(n) gradually approaching
that of the real dataset B. After the model converges, the distribution of the raw dataset is
considered to have been learned and captured by GAN that the distributions of the GAN
generated synthetic image set and the raw dataset is in a high similarity. Simultaneously,
the ability to convert the given certain distribution noise set into real-enough synthetic
data which follows the distribution of the raw dataset will be hiddenly stored with the

form of model parameters in the GAN generator.

3.4.2.2 Step 2) - Latent feature maps extraction and TDA

In CNN, convolutional kernels are designed with weight sharing property, and each mul-
tidimensional kernel representing a unique hidden feature. So, in the convolution process,
the output of each convolutional kernel means the degree of activation of an image prop-
erty in a series of adjacent receptive fields controlled by stride.

The latent feature map of an image contains a set of activation degrees on different
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Algorithm 1 Training of DCGAN with Wasserstein distance
Require: Training set B = {B;,B;...B;}
Require: Generator G, Discriminator D, Gaussian Noise n, Wasserstein distance calcu-
lator W, Optimizer Opt
Require: Number of total epochs j
Initialize G, D
for epoch <= j do
for B; € Bdo
Initialize Gaussian Noise n
Tag (G(n), Bi) =
[False x G(n), True x B
Trag(G(n)) = [False x G(n)]
Tpredicti()n(G(n>7Bi> =
[D(G(n)),D(B;)]
Tprediction(G(n>) = [D(G(”))]
loss_D =
W(Eag(G(n)yBi)a Tprediction(G(n)yBi))
loss_ G =
W(ng(G(n)), Tprediction (G(ﬂ)))
D < Opt(loss_D,D)
G < Opt(loss_G,G)
end for
epoch = epoch + 1
end forreturn D, G

high-dimensional features and each value in the latent feature map can be seen as the acti-
vation intensity of different convolution kernels. It can also be regarded as the expression
of high-dimensional image features to a low-dimensional space like the encoded latent
features by generative models like VAE. The latent feature map can express the charac-
teristics of the image to a certain extent, and be used to reduce the image dimension to
facilitate the analysis of the image.

Certain data distribution will be expressed differently by latent feature spaces formed
from different convolutional layers. To appropriately express the feature space for the raw
dataset distribution, a proper multi-dimensional scale needs to be confirmed with a set of
latent features learned by convolutional kernels. According to the fact that front convo-
lutional layers tend to learn lower-dimensional visual features (e.g., line, Polyline, arc),
later convolutional layers trying to extract high-dimensional latent features which contain

complex information about positioning and relationship based on features extracted by
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the front layers. The feature space formed by kernels from the last convolutional layer
is chosen to keep the deeply high-dimensional global information used for feedforward
layers inferences. And this space could clearly express the distance between distributions
of the synthetic dataset and raw dataset.

As shown in Algo. |2} the latent feature map of a given image is defined as the output
of GAN-discriminator’s last convolutional layer after feeding the image into D (Step 2 of
Fig. Suppose the convolutional layers in D is defined as a layer set C = {cy,¢3...c }
and the generated synthetic image from G as S = {G(n;),G(ny)...G(n;)} (i is the batch
number in B: to guarantee the generated synthetic images have the same amount of data
as raw dataset). The tags of all synthetic image is set to False as Tuq5(S) = [S * False],
and True for all images from real dataset B as Tj,gs(B) = [B* True]. As shown in Algo. 2|
the algorithm will return a dataset that contains both the latent feature maps for synthetic

images Lgs and real images Lg with their tags T4s(S) and T;44s(B) for further TDA use.

Algorithm 2 Extraction of latent feature maps
Require: Real image dataset B = {Bj,B;...B;}, Synthetic image dataset § =
{G(l’ll),G(l’lz)...G(ni)}
Require: Convolutional layers of DCGAN’s discriminator C = {cy,c¢3...ck }
Require: Tags for synthetic images 7T;444(S), and for real images 7445 (B)
Define Ls,Lg = {},{}
for i <=len(B) do
Ip = B;
lS = G(I’li)
for j <=len(C) do
I =c;(lp)
Is = cj(ls)
Jj=Jj+1
end for
Ls.append(ls)
Lp.append(lp)
i=i+1
end for
return {Lg,Lg, Trugs(S), Trags(B) }

The viewing of data distribution in the chosen feature space is barricaded by its high
dimensionality, where TDA makes reasonable dimensionality reduction representation to

help the discovery of distance between two high-dimensional data distributions. I use



CHAPTER 3. PAPERS — EXPLAINABLE NEURAL INFERENCE 90

Kepler Mapper for TDA visualization [143].

3.4.2.3 TDA interpretation

In perfect training, the percentage of synthetic data in each node should be close, which
means discriminative NNs give roughly equivalent generalization to every models. In
practical, there always has bias on the generalization to different models, which can be
observed from uneven percentage in each node. Low percentage indicates the lack of

generalization and vice versa.

3.4.2.4 Experimental setup

Recent deep learning drone detection models make inferences mainly based on images
and video information captured by surrounding cameras. These captured visual data will
be processed to complex high-dimensional latent features by convolutional layers based
on image properties of different receptive fields for further inference steps completed by
feed-forward layers. Therefore, various appearance and shape factors of drones designed
according to different working environments and purposes challenge CNN based drone
identification models in recognition precision, generalization and robustness a lot.

To investigate which design property of drone is hard for general CNN-based clas-
sifiers to learn and discriminate, an experiment is established to apply the GAN-TDA
method into a collected drone image dataset (raw image dataset). This experiment aims
to prove that the drone discriminator trained using additional images collected with the
GAN-TDA method performs better than the model using new images collected with the
randomly method. During the experiment, the GAN-TDA model will analyze the raw
dataset and generate the guidance on which kind of data should be collected additionally.
Two models with the same net settings will be trained using different newly collected
datasets (see Method 1) and Method 2) in Fig[3.12/1I) in a control experiment to evaluate
the feasibility of GAN-TDA guidance. The datasets for two groups are:

Group GAN-TDA - data from the raw dataset and additional data collected under
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guidance from GAN-TDA (additional data for several drone models);

Group Random - data from the raw dataset and additional data collected averagely
for all data categories (additional data for all drone models).

During the validation, two models trained by Group GAN-TDA dataset and Group
Random dataset respectively will be tested on the same validation dataset which contains
images for all drone models distinct from the images in training sets (Group GAN-TDA
and Group Random dataset). According to the performance comparison between the
model trained with Group GAN-TDA dataset and with Group Random dataset, the supe-
riority of GAN-TDA guided data in improving general target CNN-based model general-

ization could be viewed. Details are listed as follows.

| Raw Dataset (Real Dataset) DCGAN Generated Synt.hetic UAV
Redomly Images (300 images per model) : i Dataset (over 4000 images)

3D-Rotation
Drone 1 Drone 2 Drone 3

[o7® : K
A . : - e ; .
/ N \—l\\/\ \—»...- —
\, = : — Tralnlng of DCGAN —
Labels (18 design factors) Index: 1 : Index: 3

UAV Model name  Propellers Color of body Independent lens module *** | !

& T Autel_X-Star_Premium,| 4 red Under-hung R S
i) DJI_Mavic_Mini 4 grey Front-hung : : B

| DJI_Phantom_4_pro_3| 4 white Under-hung

| DJI_Phantom_3 Pro 4 white Under-hung ; !
14 Drone ! DJI_Phantom_4 4 white Under-hung ! : Index: 4 Index: 5 Index: 6
CAD Models ' |

Figure 3.14: The Generating of the Raw Dataset and Synthetic Dataset

3.4.2.5 The dataset and hardware

The raw dataset contains over 4000 pictures averagely collected from 14 popular com-
mercial drones’ 3D model (e.g., DJI Phantom 3, Phantom 4 and Phantom 4 pro). As
shown in Fig[3.14] to simulate the real pictures of flying drones caught by monitors and
cameras with different angles, I randomly rotate these 3D models on x,y,z axis and take
screenshots with drone centre-placed and 1800*1500 pixels resolution. During the data
collection, the background of each drone model is set into black without ambient light

effect to remove the high-frequency information from the background. These images are

3The datasets generated during and/or analysed during the current study are available from the corre-
sponding author on reasonable request.
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store in different folders named by their drone model’s name, with an additional label file
that contains a unique image ID for each collected drone image with 18 different hard-
ware and appearance characteristics of these drones (e.g., shape of propellers, number of
propellers, position of floor stand).

The experiment environment is split into two part: the training of DCGAN is trans-
ferred into Cloud served by Google Cloud Platform with a VM (Ubuntu 16.04) established
and 1 Tesla V100 GPU (NVIDIA-SMI 450.102.04, CUDA 11.0, 16G Memory) embed-

ded; the evaluation experiment is processed by 8-Core Intel Core 19 (16G Memory).

3.4.2.6 DCGAN settings

To accelerate the training speed of GAN and avoid the missing of meaningful details in the
appearance, each image in the real dataset is resized into a resolution of 3*64*64 (R, G,
B channels, 64*64 pixels) and processed with pixel value normalization in each channel
(mean = 0.5, standard deviation = 0.5). As shown in Table the DCGAN-generator
1s designed with five fractionally-strided convolution layers to generate synthetic images
with the same resolution as the pre-processed real image (3*64*64). The discriminator is
designed with five convolutional layers which accept 3*64*64 images as input, and the
activation function of the last layer (Sigmoid in original DCGAN [101]) is removed to
meet the requirements of use Wasserstein Loss [[7]. During the training of DCGAN on the
raw dataset, images from the dataset will be split into batches with 64 images each and
shuffled before each training epoch. Gaussian noise is chosen to provide GAN-generator
with original input, and in each batch training, a randomly initialized 64*100 noise set will
be processed in GAN-generator into 64 synthetic images. According to the indications
from [[18]], discriminator should be trained before generator and with more epochs than
generator. The training rate is set to five that generator will be trained once after five times
training of discriminator [7] with the same training rate 3¢~* using Adam Optimizer. The
generating quality of generator will be checked every 400 epochs training, and part of the

synthetic images are sampled and shown in Fig to demonstrate the generating quality
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of generator after 5000 epochs training.

Table 3.4: DCGAN network training/validation settings

Generator Discriminator
Layer Type Size Layer Type Size
Input Gussian Noise 100 Input Image 3*64*64
ConvTranspose 4,4 Fracnonall.y— 512 Convolution 4%4 Convolutions 3
1 strided Convolutions 1
- Batch Normalization 512 - Leaky ReLU 32%32%32
- ReLU 512%4*4 - - -
ConvTranspose 4*4 Fractionally- Convolution * .
2 strided Convolutions 256 2 4%4 Convolutions 64
- Batch Normalization 256 - Batch Normalization 64
- ReLU 256%8*8 - Leaky ReLU 64*%16%16
ConvTranspose 4:*4 Fracnonall‘y- 128 Convolution 4%4 Convolutions 128
3 strided Convolutions 3
- Batch Normalization 128 - Batch Normalization 128
- ReLU 128*16*%16 - Leaky ReLU 128*8*8
ConvTranspose 4*4 Fractionally- Convolution % .
4 strided Convolutions o4 4 44 Convolutions 236
- Batch Normalization 64 - Batch Normalization 256
- ReLU 64+32%32 - Leaky ReLU 256*4%4
ConvTranspose 4*4 Fractionally- Convolution % .
5 strided Convolutions 3 5 44 Convolutions !
None Activation
Output Tanh 3*%64*64 Output Function/Sigmoid 1
(validation)

3.4.2.7 Validation settings

The evaluation of the method is to show the performances of models trained with different
additional datasets on distinguishing the synthetic and real drone data.

To control the experiment variable (avoid influences brought by different initializa-
tion ways), the network in DCGAN-discriminator is chosen to be the identical network
initialization whose convolutional layers are pre-trained on the raw dataset. During the
training of DCGAN, the increasing of discriminative ability in discriminator is suppressed
by the gradually increasing adversarial power from DCGAN-generator. Once the genera-
tor is fixed, the training of the discriminator will no longer be limited and be seen as the
training of a general discriminative DNN model.

Based on the result from GAN-TDA (details are listed in the Section: TDA Result),
I collect two additional datasets for Group GAN-TDA and Group Random respectively.
The additional data for Group GAN-TDA is evenly collected from the 3 detected hard-
to-learn drone models (DJI Phantom 3 Pro, DJI Phantom 4 and DJI Phantom 4 pro) and

Group Random additional data is evenly collected from all drone models. In the practice
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environment, data accessibility for different models varies. Therefore, the evenly col-
lected method is used in this experiment to represent the general randomly collection of
new data. To control variables, I collect 140 additional images per hard-to-learned drone
model for Group GAN-TDA and 30 additional images among all 14 drone models for
Group Random (the newly collected data accounts for 10% of the raw dataset). With the
use of discriminator as the initialization, the network structures of both models trained by
Group GAN-TDA dataset and Group Random dataset are the same which shown in Table
3.4] but Sigmoid activation function is added to the last feed-forward layer for the binary
classification task.

The validation set is collected on all drone models evenly (50 images per drone model)
and independent from the raw dataset and any additional dataset. Each image in the
validation set will be pre-processed as the training sets before model inference. During

training, model performance on the validation set will be supervised in each epoch.

3.4.3 Results

TDA for the Raw Dataset

M S .
apper summary and Generated Synthetic Dataset

Node Summary

Model Amount  Rate
PROJECTION 12n0rm jalance TDA Node Weak TDA Node DJI P4 Pro 16 38.10%
N_CUBES 4 DJI P4 14 3333%
PERC_OVERLAP 0.25 DI P3 Pro 4 9.52%
CLUSTERER KMeans(n_clusters=7, on M(Z:I Mini : 3?2:
random_state=1618033) oot 3T

SCALER MinMaxScaler()

42 images from the raw dataset:
NODES 56

DJI_Phantom_4;4;white;1530
DJI_Phantom_4;4;white;1656
DJI_Phantom_4_pro_3D_model;4;white ;804

( /ReaI/Synthetic- )

EDGES 144
51.3%/48.7%

78/76
NODE DISTRIBUTION N

TOTAL SAMPLES 12161 "’ReaI/Synthetic- ) | 134/127
i T ; ! | -
ndesc 1530 Inder: 1655 Indexgod

£ 8 & 2 8 2 8 & 8

% | 7 images from the synthetic dataset:
% 1316 1816 2324 2394 2485 3865 3816

N N 0aS
Real/Synthetic Y Iy Real/Synthetic ] - —
aTR523% mowanin Sl @ ™
51/56 45/12 «
- » ndox 136 16 e

Figure 3.15: TDA output and analysis
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3.4.3.1 TDA result

The outcome by TDA shows a topological analysis result to the distribution of both syn-
thetic data and real data. By analyzing the TDA diagram shown in Fig[3.15] I found three
drone models out of 14 are more difficult for deep learning models to learn.

According to the mapper summary, I can see none (a) or (c) type TDA node (clarified
in Fig[3.13)) occurs that the trained GAN do capture the data distribution of the raw dataset.
There are two kinds of type (b) TDA nodes: Balance TDA node (the amount of real
data and synthetic data is balance) and Weak TDA node (few synthetic data in this node
compared with real data). The color of nodes reflects the internal balance of data that dark
color refers to weak TDA nodes with low internal data balance. The rate of real data and
synthetic data in some selected TDA nodes are listed in Fig[3.15|for demonstration.

According to the node distribution from the mapper summary, 8.9% TDA nodes are in
dark blue color so I will focus more on these weak nodes. Tracing the origin data whose
latent feature map is placed in weak TDA points (which drone model are these data from)
could provide clear guidance for new data collecting. I also list the details of an example
weak TDA node as shown in Fig[3.13|- Node Summary. From here, the proportion of real
data from different drone models will be summarized (e.g., 16 out of 42 real data are from
drone model DJI Phantom 4 Pro, and count 38.1% of real data in this node).

By analyzing the data in all weak TDA nodes (with dark blue color), I found that the
majority of real data placed in these nodes come from 3 drone models - DJI Phantom 3
Pro (22.7%), DJI Phantom 4 (27.6%) and DJI Phantom 4 (33.5%). The result shows the
DCGAN generalization ability on these drone models is weak. The TDA result further

forms the GAN-TDA guidance that new data collection should focus on these models.

3.4.3.2 Discriminator result

The discriminator result shows that, on the designed validation dataset, the drone detec-
tion ability of the model trained with GAN-TDA guided additional data is better than the

model trained by randomly collected additional data.
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A) Training Loss (BCE)
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Figure 3.16: The performance comparison of targeted data collection method and random
data collection method

The demonstration of the discriminator result is made in three parts: A) Training loss
in binary cross-entropy (BCE); B) Validation Loss in BCE; C) Discriminative precision
on the validation dataset.

According to A) in Fig[3.16] the additional data collected by different collection meth-
ods do not generate obviously influences on model training loss. This means, once the
network settings and additional data amount are fixed, the learning speed of the deep
learning model on instances from the training dataset will not be influenced.

But, as the models’ BCE losses on the validation dataset are shown in B), the perfor-

mance of model trained by Group GAN-TDA dataset shows a significant advantage than
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that of model trained by Group Random dataset in BCE loss (Final loss: 0.0305 - 0.1740).
This means the models’ generalization ability on unseen new data could be affected by the
quality of additional data for training. In other words, although both collection methods
guarantee the learning of instances from the raw dataset, GAN-TDA guided additional
data performs better in boosting the model’s learning of data distribution, which leads to
the reinforcing of model generalization ability.

The result in C) demonstrates the models’ discriminative precision on validation dataset.
The model trained with GAN-TDA guided additional data shows a quicker rising in infer-
ence precision of validation dataset compared with randomly collected data. And by the
end of my training, GAN-TDA guided model’s final precision on the validation dataset
achieve a 4.75% increase on that of model trained by random additional data (99.42% -
94.67% on 350 images). Simultaneously, GAN-TDA guided additional data could make
the deep learning model achieve high accuracy faster than randomly collected additional

data.

3.4.4 Conclusion

Increased proliferation of drones and autonomous air vehicles can disrupt critical national
services (e.g., Gatwick Airport 2018). The economic damage for air transport is estimated
to be millions per day for airports and airlines. Protection against drones is critical to
ensuring smooth operation of services, whilst safeguarding it against the most severe
threats. High resolution cameras using deep learning is challenged by the lack of training
data sets. This often means a large amount of resources and time is dedicated to broad
data collection and (re)training the neural network - without a guaranteed convergence
in improving accuracy. This chapter has used explainable deep learning to identify the
missing data and guide data collection and generation.

For high-dimensional image data, the GAN-TDA provide a solution to extract the
latent features of each data instance as feature maps and generate a demonstration of the

generalization ability of the convolution kernels on different latent features. With the
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mapping relationship among images, latent features and labels, the generalization ability
of kernels on latent features could indicate that on different image properties (according
to data labels). During model training, the training of hard-to-learned kernels with slow
improvement in generalization abilities needs more training epochs and additional date
feedings, which means an image instance with properties of these hard-to-learned kernels
are more difficult for DL models to learn (in my experiment: images with these properties
are hard for GAN to generate). Afterwards, analysing these learning-hardly images with
their tagged properties can indicate the direction of new data collection. By applying
GAN-TDA proposed in my chapter, I achieve a 4.75% precision boosting (99.42%) on
drone discriminative NN compared with a control Model which uses randomly collection
method (94.67%). Simultaneously, GAN-TDA guided data make the discriminative NN

achieve the same inference performance with less training time.



Chapter 4

Overall Discussion with Implementation

4.1 XAI4TS Framework

In paper chapters of this thesis, I firstly embed the priori knowledge in time series and
break it down into neuron-based dynamic modelling. Then secondly, I propose interpre-

tation methodologies for neural model explainability in distribution generalization and

Neural
Networks

System Model

inference aspects.

Data Priori
Modelling

Paper3.4 | Paper2.1&22 | Paper 3.1 & 3.2 {  Paper 3.3

Figure 4.1: The end-to-end framework.

For an overall implementation, the end-to-end framework of explainable Al for time
series modelling and causal inference is generated in Figld.T| via the papers in this the-
sis. In this chapter, I briefly apply the framework in a business case of semiconductor

manufacturing for overall discussion.

99
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4.2 Implementation in Smart Manufacturing

4.2.1 Introduction
4.2.1.1 Domain Knowledge

In semiconductor semicon fab EI, wafers go through a series of operations (incl. etch,
photo, diffusion, etc.) repeatedly and then become multi-layer chips called FabOut prod-
ucts. Each wafer has its own route prescription on the production line, called traveller,

depend on different design IDs (DIDs).

(a) Traveller for DIDs in WSGs

Ld
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i %]
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(®)
FAB with <100 Functional WSGs n

Wafer with >2k Procedures in Traveller
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Figure 4.2: (a) Each wafer has over 2000 procedures in production traveller but can be
done within 100 work station groups (WSGs); (b) WSGs always recur in (orange and
green) and across (red) travellers for & and 8 DIDs.

In the implementation, a fab of dynamic random-access memory (DRAM) in Taiwan
is investigated. As shown in Figl4.2h, there are over 2000 procedures on traveller before
a wafer becoming a DRAM chip in this fab within no more than 100 work station groups
(WSGs). Due to the three-dimension (3D) stacking technique in integrated circuit (IC),
most WSGs (e.g., etch, photo and diffusion WSGs) are recurring in multi-layer chips
fabrication. Thus, in Figid.2p, each WSG may undertake the same task repetitively in one

DID traveller (orange and green) and/or across several travellers for different DIDs (red).

! An overview of the fabrication (5 mins): https://www.youtube.com/watch?v=qlLBM 1NP3U4


https://www.youtube.com/watch?v=qlLBM1NP3U4
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In addition to the order of WSGs, there are also other constrains given by the traveller.
For example, the bundle prescription in traveller requires several procedures to be done
within a specific time, otherwise wafers will be unqualified. This means, the relevant
WSGs have to assign the corresponding priority to DID with such traveller. Nevertheless,
some WSGs need long runtime but can process wafers with same DIDs in batch. These
WSGs have to be idle until all the bundle prescription can be allocated properly. At
the same time, 3-4 million wafers in progress (WIP) are distributed and queuing up at
different WSGs in the same fab according to the traveller. As a result, fabrication is a
nonlinear and time-varying dynamic system, and can be considered as a black-box to the

planners.

4.2.1.2 Background and Motivation

The time it takes for a wafer finishing the traveller until a chip FabOut, which is called
cycle time (CT), lasts around 9-14 weeks for DRAM in average. Therefore, it is crucial
to plan the wafer start volume in advance for meeting the contractual orders. In addition,
under instant varying market, fab also aims to optimize the strategy of wafer start (SWS)
for other temporary requirements (e.g., max-out for specific DID product), while ensure
the baseline of meeting the contractual demand. However, base on aforementioned WSG
usage scheme, there exists implicit dynamic among the FabOut, CT and WIP (detailed
discussion in4.2.2.1)), which brings the difficulties to SWS.

Since there is no explicit expressions for the fabrication, an event-based simulator has
been developed as a model-driven digital twins, which plays a vital role for the virtual
interaction between data scientists (DS) and real fab in SWS. However, the this simulator
freezes most advanced dynamic optimization/planning models, due to its time-consuming
inner calculations in each WSG event (about 90 mins runtime in simulator for per avg.CT
in fab). For example in reinforcement learning, the interactions with the environment
must be inside the training loop, hence the event-based simulator will make the optimiza-

tion/planning last forever.



CHAPTER 4. OVERALL DISCUSSION WITH IMPLEMENTATION 102

Consequently, I develop a data-driven model as the twin of simulator, the SimTwin,
with rapid inference response. The framework is shown in Figlf.3 — the SimTwin is
proposed to generalize the simulator function via historical data, so that DS model can

have efficient interaction with the SimTwin.

"""""""""""""""""""""""" CAL = Calibration F/B = FeedBack M = Modeling

Sim-Twin

Figure 4.3: Motivation for Sim-Twin.

4.2.1.3 Contribution and Novelty

In this implementation, I model the fab manufacturing via a data-driven & neuron-based
SimTwin trained by the data from model-driven & event-based simulator. Two major
contributions are:

(i) The SimTwin achieve the equivalent accuracy performance for SWS-FabOut infer-
ence and alleviate the runtime by 100 less compared to the simulator;

(i1) Symbolic expressions of the SimTwin is approximated base on domain boundary

conditions for explainability;

4.2.2 Time Series Modelling
4.2.2.0 Notation

In the modeling, the notations in Tb1 4.1 are taken.
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Table 4.1: Notations defined in subsequent derivations.

103

Notation | Meaning | Notation | Meaning
A Traveller Length (steps) A Travel Distance (steps)
w Wafer in Progress (lots) V Velocity (steps/unit time)
i Wafer DID € {«, ,7,...} k AllDIDs k = {a,B,7,...}
0 F/O = FabOut p FabOut Upper Bound
T Cycle Time T Instantaneous Time

©

DID a, B at time T

@ Production Traveller, Total Length = A

Travel Distance g~ Chip | o
A Ve FabOut 0

(043 (7\,)

Ai Aa Ap
N Neural Inference
During 1 Unit" . Sampling Time Slot :

Y
Travel Distance ‘ﬁ_’- N Chip
e AR T 2bOut
}\frﬂz)\f"vr

(b) Underlying Logic / Assumption Functional Dynamic System
o ={i,Alie{a,p.y,...},A€0,A]} ——>|v=f@{,4,0)———> A=21+Z(v7)

T if L > A, then FabOut |

ve (D)

Figure 4.4: (a) Sketch of travel velocity model; (b) The underlying logic/assumptions
show that the dynamic function of velocity is the key to the model; (c¢) The expected
input/output inference function for the velocity model.

4.2.2.1 Fabrication Dynamic

With the idea in paper 2.1] and 2.2} the original time series is considered as a dynamic
model via its underlying physical domain knowledge. The dynamic modeling focuses on
the wafer move velocity v within WSGs (steps per unit time) as the core variable over
the time, while is assumed to be constant across the unit sampling period (Figld.4h). The
model dynamic takes the DID (i), travel distance (1) and WIP (®) into account with the
underlying logic shown in Figld.4p, and can hence be expressed by functional complex

system of:
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dA;

d_tl =vi(A) = fi|0g(A), 05(A), 07 (A),...|, i =, B, 7, .. (4.1)
=T

where f;(x) is the functions of @/ (4) with the operation demonstrated in Fig. To the

best knowledge, there is no empirical prior forms of this functional, thus, neuron-based

model is proposed to fit this functional operation as a black-box.

4.2.2.2 Neural Modeling

Base on the domain knowledge of fabrication, the travellers can be divided into blocks ac-
cording to fab operation suggestions. Then, the original model is converted as a nonlinear
sequence to sequence (Seq2Seq) inference problem as shown in Figd.5]

Traveller A Segmentation via Domain Knowledge

a a
p i Block Block 1 Block 2 Block 14 P L
63|93 |125 A =AA, 1 0007 | 007021 || 0961 257|225 (17.9
147 59 |42 | Z% To, 63 147 32 21.0 342 | 42.7
N Vi
v, 25.7 200 | .. 296 >
32|87 66 29.6 |24.1 233

Adaptive ResNet Positional Coding : &

: : © Quick Training
®i(A) .| Feed-Forward v - | Prob-Sparse
Matrix Neural Net : - | Self-Attention

Figure 4.5: Neuron-based data-driven model.

Here I use the attention-based neural network to model the Seq2Seq inference [|144].
In order to have scalabilty for the DID number and quick training/inference, probability-
sparse self-attention layer is selected as the main part of the model. Since the position
of data in my problem is not as important as that in natural language processing (NLP)
but still need encoding, I apply the idea from ResNet [46]] for an adaptive positional weak

embedding.
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4.2.2.3 Symbolic Boundary Condition

In the fabrication, base on the domain knowledge, the following assumption can be made
for boundary condition:

v (a) DID Level 0 (b) Fab Level (c) Boundary Condition

vE = pp X expl=f@)] +v)

0" =p Xtanh[g(a)]:)]+(90 P e :

g (wy)

Figure 4.6: (a) DID level constrain; (b) Fab level constrain; (3) Boundary condition con-
strain.

(a) DID level: For each DID i at time 7, as shown in Fig[4.6p, the travel velocity:

vi(A) = i x exp[—fi(of (A))] +v} (4.2)

For each DID, the travel velocity is always positive but depends on how many wafers are
queuing up on its traveller, and achieves the maximum velocity when no wafer is waiting.

(b) Fab level: For the Fab at time 7, as shown in Figi4.6p, the FabOut:

67 = p x tanh [g(®/)] + 6o (4.3)

For the whole fab, there is a "Max-Out” limit. No matter how SWS be optimized / WIP
be changed, a bottom neck will always determine this limitation.

Note that, in this implementation, I take “exp (—x)” and “tanh (x)” expressions here,
but they can be arbitrary bounded monotone asymptotic functions without altering the
underlying assumption. Then theoretically:

(c) The summation of DID level FabOut via DID level assumption ought to be always
equal to that from Fab level as shown in Figl4.6f. The inner functions f(x) and g(*) are

unknown in reality but may have possible answers under this constrain.
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4.2.3 Explainable Neuron
4.2.3.1 Targeted Data Collection

Two types data are collected for the training — (i) historical data from fab and (i1) gen-
erated data from model-driven event-based simulator. Although simulator can generate
data much faster and more flexible than the real fab, it is still too time-consuming (i.e., 90
mins runtime for 12 weeks’ simulation) to exhaust all possible conditions.

Thus, the GAN-TDA methodology in chapter [3.4] is applied for a targeted data col-
lection guidance from simulator. In reality, this fab have totally 14 overall manufacturing
mode setting as shown in the Fig. (left). Accordingly, the sub-labels for input matrix

can be tagged with former and current condition of each DID production line, as shown

in Fig. [4.7] (right).

Condition | DIDe_1 |DIDa 2 |DIDa 3 |DIDa 4 |DIDB_ 1 |DIDy_1 | DIDy 2 Sub | Former | Current
Label | Condition | Condition
1 MaxOut | Baseline Lean Lean Baseline | Baseline | Baseline
a 4 —» 2
2 MaxOut | Baseline Lean Baseline | MaxOut | Baseline | Lean I b 77— 7
c 6 —» 14
14 Baseline | Baseline | Baseline | MaxOut | MaxOut | Baseline | Lean

Figure 4.7: The production line condition can vary with the change of wafer start strategy.
In most cases, the strategy will be executed for less than a complete cycle time, so one-step
former condition is taken with the current condition as the sub-label of the WIP matrix.

4.2.3.2 Explainable Neuron Twins

With boundary conditions stated in[4.2.2.3] the explainability can be achieved by revealing
the explicit expression of f(x) and g(x). In order to apply the symbolic approximation
stated in chapter [3.1] and [3.2] the number of varibles has to be limited. For the purpose
of approximation explainability only, I assume the WIP are evenly distributed on the
traveller and moving with the same velocity. Then, Meijer G-Function can be optimized

as the symbolic twin for the neural networks via gradient descent [4].
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4.2.3.3 Probabilistic Inference

Due to the unscheduled down of the tools in WSGs, there exists the stochasticity in the
dynamic, which may lead to bifurcation in the forward inference time series. Remember
that the forecasting of the Sim-Twin will be used for further optimization on SWS series
planning, the distributions of bifurcation are more important than the mean predicted
values. Hence I adopt the idea of chapter [3.3] using Gaussian mixture model as the output
of the neural network, then mixture density network (MDN) is applied at the last layer to

generate the multimodal distribution for the probabilistic inference.

4.2.4 Results
4.2.4.1 GAN-TDA

I merge the existing real data and generated data into the same TDA for analysis as shown

in Fig[4.§]

Sufficient

Insufficient

Figure 4.8: TDA informed further data collection guidance.

By investigating the components of each insufficient node, I found that data in the
following conditions are more hard to be learnt by neurons:

(1) In the same series, more than one DIDs are set into “Lean” mode (e.g. DID o3 and
oy in Condition 1);

(ii) The manufacturing mode for DID f transfers from “Baseline” into “MaxOut” or

“Lean” (e.g., from Conditon 1 to Condition 2);
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(iii) From none “MaxOut” to more than 2 DIDs’ “MaxQOut” at the same time.
According to the possible modes in real fab (Fig{4.7) and these conditions, I can then

generate more data for training from the model-driven event-based simulator.

4.2.4.2 Symbolic Approximation

For trustworthy usage of end-users, symbolic approximation is applied to explore the
neuron inner operations. For simplicity, in the approximation, I assume the wafer moving
velocity keep the same across the traveller as one block (Figi4.5)). Then I get an example

explicit expression at time 7 for DID ¥ as:

vy =19.022 x exp { — (0.163wy +0.042wp) “44)

x [140.585sin (7.3020p —3.7920) | } +6.147

which matches the common sense — the velocity is generally decreasing when the WIP
is increasing. The inner sin (x) function implies the potential relationship affected by the

batch and cascade process blocks.

4.2.4.3 Multimodal Distribution Inference

Due to the non-normal stochasticity in the fabrication, the distribution of the velocity is
more important than the mean value in the inference for further planning and optimization
actions on the SWS and etc. With mixture Gaussian multimodal (GMM), three typical
patterns as examples in different processing blocks are shown Fig[4.10}

(i) For general blocks, the velocity is close to the normal distribution. The uncertainty
in this kind of blocks is given by the tool/equipment unscheduled downtime/failure;

(i1) For batch process blocks, the velocity can be considered as uniform distributed
over a certain range and also with the uncertainty as it in (i). The flat difference in velocity
is caused by the queuing in the batching procedure, while tool failure always exists;

(iii) For cascade process blocks, the velocity shows a bimodal distribution. Both cas-

cade WSGs clearing and queuing vary the waiting time for each wafer and make this
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Figure 4.9: Velocity distribution patterns in three typical kinds of processing blocks.

pattern in velocity. The formulation of this kind of distribution is crucial for further plan-

ning and optimization Al agent.

4.2.4.4 Time Series Forecasting
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Figure 4.10: Blue: the ground-true FabOut given by model-driven event-based simulator;
Yellow: the forecasting FabOut given by data-driven neuron-based SimTwin; Green: the
matched/hit part of two methods; Red: the hit rate of the SimTwin.

If I set the result from model-driven event-based simulator as the ground-true SWS-
FabOut forecasting, then the accuracy of the data-driven neuron-based SimTwin can be

evaluated by mean value FabOut hit rate. The hit rate is consistently maintained over 95%
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across more than one complete cycle time. However, due to the cumulative uncertainty,

the accuracy increasingly fluctuates with the length of forecasting time.

4.3 Overall Discussion

The proposed XAI4TS framework is implemented on the basis of the papers in this thesis
— Firstly embed the priori knowledge in time series and break it down into neuron-
based dynamic modelling; Then secondly, propose interpretation methodologies for neu-
ral model explainability in distribution generalization and inference aspects.

In this implementation, I model the time series of SWS-FabOut as a dynamic sys-
tem by introducing WIP moving velocity on traveller. Then neuron-based methods are
applied for training series generation, system symbolic approximation and probabilistic
bifurcation inference. Different types of explainability are explored in the framework—

(i) For data scientist: In data collection procedure, GAN-TDA helps to understand the
crucial features of data for the neural model learning and leads to the guidance of targeted
data collection for more rapid and generalized training.

(i1) For domain users: In data modeling procedure, time series are broken down into
dynamic system via the priori domain knowledge. Then in the neuron training procedure,
users can explore the symbolic/qualitative approximations of function of neural networks
base on the boundary conditions for trustworthy usage.

(i11) For AI expert: In causal inference procedure, the forecasting result is formed
in data-driven multimodal distribution which gives the bifurcation probabilistic inference
without any priori distribution assumption. The posteriori PDFs can hence drive further
planning and optimization Al agent (e.g., reinforcement learning) in next stages.

This implementation shows the landing potential of my XAI4TS framework in dy-

namic engineering time series application.



Chapter 5

Conclusions and Future Work

Due to the concern over the trust issue of black-box artificial intelligence (Al) in daily
human life, “right to an explanation” requirement is hence proposed for any algorithm in
Europe general data protection regulation (GDPR). However, the framework of explain-
able AI (XAl is still in its infancy. In this thesis, I generate and implement the framework
of explainable Al for time series (XAI4TS) modelling and causal inference.

My key findings can be elaborated as: (i) I embed the priori domain knowledge in
time series causal modelling and break it down into neuron-based dynamic system. In the
thesis, I take the climate and conflict as example, formulate its dynamic mechanism of
time series via neural modelling with priori assumptions, and demonstrate the importance
of domain expertise in explainable time series modelling. (ii) I propose interpretation
methodologies for neural model explainability in and distribution generalization and pos-
teriori inference. GAN-TDA workflow is proposed to identify the “hard to learn” features
by exploring the feature distribution generalization in neurons, in order to give the fur-
ther data collection guidance for incremental training; I formulate the flexible activation
function to reveal the inner operation within neurons by symbolic approximation twins of
neural networks; I use the feature embedding kernel in Gaussian Processes form the pos-
teriori inference into multimodal distributions, which represent the real data distribution,

for further application enabling (e.g., reinforcement learning).

111
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Through this framework in my thesis, diverse explainability can be achieved for vari-
ous trustworthy usage of different users. Specifically, (i) Domain end-users can trust the
model base on the dynamic via priori knowledge with their expertise; (ii) Data scientists
can trust the data and neurons base on the comparison of generalized feature distribution
via GAN-TDA workflow with graphic / tabular visualization; (iii) Al expert can trust the
posteriori inference base on multimodal distribution via data-driven probabilistic bifurca-
tion with no assumptions. Meanwhile, I acknowledge the importance of domain exper-
tise in my XAI4TS framework for human comprehensible interpretation, whereas, that
implies the principle of epistemology in philosophy — explanation cannot be revealed
without methodological ontology and logic.

Time series forecasting is one the key enablers for the static decision making and/or
dynamic actions optimization in deep reinforcement learning. Whereupon my future work
plans to apply XAI4TS framework as the explainable stochastic emulator environment
for the AI agent, and investigate further explainability in neuron-based reinforcement

learning algorithms.
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