
A Game Of Hide And Seek
Anti-ship missiles have evolved more rapidly than most navies’ electronic warfare and ship 
protection systems, which gives vessels very little time to respond in the event of an attack. 
Remaining undetected against a more complex threat requires electronic warfare systems with 
the capability to detect, recognise, identify and assess low-power, wideband emissions.

By Ioannis Vagias 
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Anti-Ship Missiles (ASM) were 
introduced in the 1960s and  
have proved to be a valuable 

tactical and strategic weapon. Along 
with short-range ballistic missiles, 
they can shape the battle  eld reality 
and foreign policy, since they can 
either damage or take out of action 
major surface units that are seen 
as a static force projector. 

Nowadays, these two capabilities 
have great commonality and have been 
merged into a single system capable 
of precision attacking both static and 
moving, land and maritime targets in 
layered and congested air defence, 

and in an electromagnetically saturated 
environment. Today, an ASM is 
designed in a modular concept for long 
storage times. The capabilities of an 
ASM are driven by four parameters:

   ange and velocity: This determines 
the choice of the propulsion system 
(rocket motor, turbofan, ramjet or ram-
rocket) and the shape of the lifting and 
control surfaces for optimum lift to drag 
ratio. Minimising the  ight time means 
maximising missile cruise velocity, thus 
maximising the probability the missile 
will  nd a moving target in the predicted 
or assumed position. This parameter 
is crucial for time-sensitive targeting. 

Also the missile will be able to pull more 
lateral acceleration (latax), thus making 
interception by shipborne missile air 
defence systems that use proportional 
navigation more dif  cult.

   Accuracy and target discrimination: 
The missile has to navigate to the target 
area. As this method will project position 
errors, it can be aided by GPS/Global 
Navigation Satellite System, celestial, 
terrain reference navigation, image 
scene matching, or a combination of 
the above for redundancy. This enables 
the weapon to accurately reach a target 
within a prede  ned time and begin its 
terminal attack. During this phase, the 

M  alibre: The latest ussian 
anti-ship and land attack missile 
(Image courtesy of Novator)



62

Defence Procurement International - Winter 2015/16

missile can weave, sea skim or increase 
its velocity to supersonic to kinetically 
defeat air defence. It is in this domain 
that electronic warfare (EW) systems 
operate to either saturate the missile’s 
receivers and/or electro-optics; deceive 
the missile regarding the location of 
the target (range, velocity and angle); 
radiate false targets in range and veloc-
ity; deploy decoys that can mimic the 
target’s behaviour, signature and/or 
transmission of a non-combatant target.

   usceptibility and survivability  The 
missile has to penetrate a layered air 
defence ranging from medium and 
short-range missiles using hybrid 
guidance mechanisms (command, 
autonomous and semi-autonomous 
homing, command-via-missile) and 
sensor-guided guns that might employ 
fragmentation effects. All of these, 
together with the employment of laser 
directed energy weapons are listed 
as hard-kill mechanisms and are the 
last means of defence to a ship. Long 
before they are deployed, however, the 
ship will use both coherent and non-
coherent techniques for interfering with 
the missile’s radar seeker and  fuse, 
satellite receiver, radar altimeter, as well 
as laser dazzling the missile’s electro-
optics. ountermeasures (  and I ) 
can also be launched to mask the ship’s 

 and I  silhouette and lie about the 
existence of the ship in a tracking gate.

   Lethality  The missile’s  nal goal is 
the delivery of a warhead into a ship. Dif-
ferent warhead design and initiation will 
allow for structure penetration, collapse 
and incendiary effects, all of which are 
designed to put a naval unit out of ac-
tion. The missile must be able to signal 
process the optimum point of impact and 
warhead initiation to maximise effect. 
However, the shape of the target can be 
distorted through the use of repeated 
electronic deception, use of corner re-
 ectors and I  countermeasures.  

COUNTERING VINTAGE AND 
CURRENT ANTI-SHIP MISSILES 

   Current electronic attack techniques 
have matured enough to provide 
adequate probability of the ASM missing 
or disengaging and re-attacking. Some 
of the techniques used and the way the 
ASM can neutralise them include:

   Noise Jamming: The ship can 
either transmit barrage, spot or swept 
spot noise on the missile’s bandwidth 
that is recorded accurately by the ES 
system. The ES has to receive and 
record all the pulse information required, 
scan pattern, frequency hopping and 
pulse modulation schemes.  

   Deception in Range and Velocity: 
ange ate ull ff and elocity 
ate ull ff are well-established 

techniques against radar trackers, 
very ef  cient when implemented with 
Digital adio requency Measurement 
(D M) and performed together with 
countermeasure dispense. The ship’s 
jammer can digitally record, reproduce 
the intercepted signal and couple it with 
deception in angle, range and velocity, 
mimicking the ship’s movement and 
radar cross-section ( CS). The missile 
could counter this by going wideband 
(frequency hopping and pulse phase 
modulation) and lowering its transmitted 

power to decrease the probability 
of intercept, increase the time to 
 rst intercept and the time between 
intercept. The goal of the ship’s ES is 
to track the missile’s transmission by 
binning every pulse, since each pulse 
will be unique. This, however, might 
deny the missile velocity information. 

   Deception in Angle: nce the 
missile acquires and tracks the ship, 
it changes radar mode by transmitting 
very short, low power, phase modulated 
pulses to hide from the ship’s ES. This 
transmission strategy is usually coupled 
with a change in  ight dynamics, an 
increase of velocity to high subsonic 
or even supersonic, weaving and 
manoeuvering. Angle deception is the 
preferred solution during the missile’s 
end phase. It includes techniques that: 

 – Take on an ASM scan pattern 
(sequential tracking) through inverse 
gain modulation of the incoming signal; 

– Techniques (image frequency 
jamming, skirt jamming and cross-polar 
jamming) that take on the design  aws 
of the ASM’s radar and require detailed 
knowledge of the  seeker, usually 
obtained through intelligence; 

– Techniques (cross-eye, terrain 
bounce and collaborative jamming) that 
distort the wavefront of the incoming 

 signal and do not require detailed 
information of the ASM emitter. 

   Active phased array technology 
coupled with D M which steals 
the radar’s automatic gain control, 
range and Doppler gates has made 
cross-polar and cross-eye jamming 
very effective against ASMs that utilise 
mechanically-steered arrays. The best 
attack pro  le for an ASM is slant as it 
enables both down-range and cross-
range pro  le information. Another 
engagement feature is sea state. In 
rough seas a sea skimming missile 

Ship wake SA  image 
(Courtesy of Gregory Zilman and Touvia Miloh)

A laser weapon system aboard USS Ponce 
(Photo courtesy of US Navy)
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in Weapon Systems would pitch and 
roll with the ship making tracking and 
engaging the missile di cult  Active 
Electronically Steerable Arrays do not 
need to be stabilised as the beam 
can be controlled electronically, thus 
making cross-eye, cross-polar and 
terrain bounce techniques very easy to 
implement and very e cient  

CO-OPERATIVE TECHNIQUES
 Co-operative jamming can be 

performed either by two or more vessels 
or by a vessel and one or more active 
decoys. The platforms have to be 
synchronised: This is usually performed 
through S ASS SS timing. 
This technique consists of multiple 
platforms noise jamming intermittently to 
force a missile to weave and home on 
jam . Co-operative simultaneous  
jamming will force the missile to either 
y through the emitters or engage one 

of them, while blink jamming engages 
the antenna scanning through servo 
saturation. or optimum implementation 
of these techniques the emitters have 
to be displaced by a certain distance 
and the ASM velocity, available latax 
and beam width must be known. If any 
of these techniques fail then the ship 
has to defend using missiles, guns and 
directed energy weapons, such as high-
powered lasers. 

DETECTING LOW PROBABILITY OF 
INTERCEPT EMITTERS

   ASM  seekers operate usually 
at X-band (8-12 GHz). Given the 
extreme scenarios of engaging from fast 
attack crafts or littoral combat ships, to 
large surface units such as frigates or 
destroyers, the missile’s seeker operates 
in medium  schedule (M , 0.3-3 
kHz), transmitting very short pulses 
(several tens of nsec). This will allow 
the selection of suf cient ast ourier 
Transform ( T) size for adequate S  
and velocity resolution, which will enable 
the selection of a low power transmitter. 

Typically values range from 10 W to  
1 kW, depending on:

 The ship’s size (corvette, frigate or 
destroyer)

 T size; depending on the 
seeker mode (surveillance, acquisition 
and track)

 Antenna diameter (from 35 cm up 
to 100cm) 

 alse alarm rate (several minutes) 
and probability of detection (90%) 

 Detection range; the radar horizon 
depends on the ight altitude of the 
missile and the height above water of the 
ship’s CS centroid

The missile’s top priority before 
commencing an attack on a ship 
is to conceal its existence. This is 
performed by:

 Controlling its  emissions (  
seeker, radar altimeter and two-way 
communication link)

  Controlling its  signature using  
 absorbing coatings, frequency 

selective surfaces, faceting, blended 
wing-body, tilted radar antenna and 
concealment of at plates such as the 
turbofan compressor and turbine

 Controlling thermal signature 
through subsonic coast to minimise skin 
friction drag, the use of heat dissipation 
coatings to lower heat signature during 
supersonic ight and conceal hot spots 
such as exhausts

 Controlling the illumination pattern 
and dwell time on target 
   Ships of war are usually equipped 
with thermal imagers as an extra 
means of surveillance and tracking 
to minimise electromagnetic (EM) 
transmissions, and thus being detected 
and jammed, and to track small targets 
with a weak  footprint in a clutter-
rich environment such as the sea. It 
is very dif cult for a missile to cover 
its existence simultaneously in all 
spectrums (visible, , I  and ). So 
coupling sensors operating at different 
wavelengths always help. egardless of 
the ef ciency of I  sensors, they cannot 
alert the presence of a radar-equipped 
attacking ASM at long ranges because 
of atmospheric attenuation, thermal 
noise from the sea and sea spray. 
The sensor of choice for long-range 
detection of sporadic and wideband 
transmissions is a ES receiver.

CONCEALING EMITTED SIGNAL 
INTO NOISE

   The most common technique for 
the ASM radar seeker to suppress the 
emitted spectrum under the noise oor 
is phase coding, also known as phase 
shift keying. Instead of transmitting 
very short, unmodulated pulses, the 
radar now transmits longer pulses that 
are phase coded. Within a single code 
interval the signal is phase shifted 
several times with different phase  
shift and a certain shifting period,  
which is equal to the pulse width of  
the transmission.  

intage ES receivers such as the 
ASM Active and assive  Seeker 
(Photo courtesy of AGAT)
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criteria for: 
 Detection of wide bandwidth, low-

power spectral density and very brief 
waveforms from the main and side lobes

 igh- delity parameter 
measurement (frequency, bandwidth, 
beam width, bearing, polarisation)

 Discrimination of simultaneously 
arriving pulses

 igh- delity parameter 
measurement for signals at the edges of 
the dynamic range 
    ful ls the open bandwidth 
criterion,  the sensitivity and I M 
the delity without ful lling the ability 
to measure simultaneous incoming 
signals. ote that the I M receiver can 
be implemented using digital technology. 
These issues are better depicted in 
Tables 1 and 2 below.  
   The answer to this capability lies with 
the selection of channelised and digital 
receivers. In the rst receiver type, the 
band is folded several times through 
the use of several mixers to provide 
adequate frequency resolution. The 
receiver has excellent sensitivity, is 
wide open in frequency and can sense 
simultaneous incoming signals. 
   The digital receiver heavily utilises 
analog-to-digital converters and allows 
exibility in post-detection signal 

processing because of its ability to 
digitally store incoming  signals. 
Depending on the bandwidth and the 
duration of the incoming signal, digital 
receivers can regulate their sensitivity, 
dynamic range, resolution and parallel 
signal processing capability. Given that 
these advantages can be exploited in a 
threat-rich and electromagnetic-dense 
environment, digital receivers are an 
investment that pays off immediately. 
They also require little operator input 
and are open architecture, which allows 
for continuous upgrades. 
      Multiple signals are discriminated 
in frequency even if they arrive at the 
receiver simultaneously. If the emitter 
hops in frequency or changes its , 
the receiver will sense these changes, 
update the emitter’s characteristics 
in the emitter database and track this 
emission. This information is valuable 
for intelligence, update of jamming 
techniques and weapon cueing.

THE WAY AHEAD
   There are several things a ship  

can do to improve its combat 
effectiveness and survivability against 
anti-ship missiles. At the same time 
the ASM can employ different attack 
strategies and capabilities to counter the 
ship’s advantages. 

  The ship’s main concern must be 
to remain passive: transmit a signal 
only when is absolutely necessary. The 

ship must rely on digital ES receivers 
and electro-optics to detect, acquire, 
identify, assess, track and engage. 

adar active sensing should only be 
used intermittently for early warning, 
for correcting the ES receiver in range 
and thus monitoring what the ASM 
transmitter is doing, and ultimately for 
weapon cueing. This is possible with 
active phased array technology since 
both the dwell time on the target and the 
transmitted waveform can be regulated 
and coded effectively for the emitter 
to remain undetected if the missile is 
equipped with a passive  seeker 
mode. The ship’s tracker can be fed with 
information from the primary surveillance 
radar (PS ), the multifunction radar, the 
secondary surveillance radar, the E  
surveillance and tracking system, the 
ES system and the data link ( , 
Satcom) to build up tracks.  

  Apart from utilising ES systems and 
monostatic radar for target detection, a 
squadron of ships could utilise bi-static 
and multi-static con gurations to detect 
bi-static S, which might be much 
larger than monostatic. This technology 
is currently used in semi-active radar 
missile guidance without providing, 
however, range information. Ships can 
communicate each other’s position and 
transmission data through data links 
and synchronise with GPS. The same 
principles can be used for passive target 
detection using emitters of opportunity. 
This is, however, more dif cult since the 
ship has to establish a line of sight with 
the emitter of opportunity.

  A squadron of ships can utilise blink 
and co-operative jamming with or without 
using active decoys to combat the missile 
ight and antenna dynamics (latax). 

 The ASM has to minimise its 
electronic signature. The technologies 
available to do this are wideband 
transmissions (phase coding, pulse 
compression and frequency hopping) 
and passive geolocation (using the 
radar as an ES receiver). The missile 
also has to minimise its S, its dwell 
time on the target, E  sensing and 
reception of target updates through 
data links. urthermore, the missile is 
forced to have low side lobes to avoid 
being detected and must rely on passive 
means for target detection. nce the 
target is detected, the missile can 

Dual Beam Array Concept (Image courtesy of John Hopkins Applied Physics Laboratory)



Defence Procurement International - Winter 2015/16   

66

employ a different strategy using its RF 
see er to get a etter   on t e target  

ropping t e side lo es idens t e 
eam idt  i  fa ilitates ynt eti  
perture Radar R  modes so t e 

missile an pro e t t e s ape of t e s ip 
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t eir effe ti eness s an use 
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mode  t e transmission an e s it ed 
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R t roug  etter R  isi ility
is met odology an or  in o
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EPILOGUE
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intage ser o po ered tra ers  
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TABLE 1 – ES RECEIVER’S CHARACTERISTICS
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TABLE 2 – ES RECEIVER’S PERFORMANCE OVERVIEW
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