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Abstract—Increased dynamic drone usage has increased com-
plexity in aerial navigation and often demands distributed local
deconfliction. Due to the high velocities and few landmarks,
robust deconfliction relies on precise positioning and synchro-
nization. However, intentional spoofing attacks aimed at induc-
ing navigation conflicts threaten the reliability of conventional
techniques. Here, we address these concerns by establishing a
baseline on the impact of novel conflict-inducing spoofing attacks
on existing geometric navigation methods. Based on the impact
of the attacks on the navigation, reinforcement learning (RL)
strategy is used to counter the effects of spoofing attacks. In
order to counter the effect of spoofing in randomized dynamic
airspace conditions, a zero-sum action-robust (ZSAR) RL based
on mixed Nash equilibrium objective is used. The proposed
methodology yields an improved number of conflict-free paths
while reducing average conflicts compared to existing state of
the art RL strategies, thus making it suitable for deploying
autonomous aircrafts.

Index Terms—Spoofing, conflict resolution, reinforcement
learning, UAV, adversarial network, deconfliction.

I. INTRODUCTION

A
DVANCED air mobility (AAM) involves autonomous

transportation of individuals and goods while incorpo-

rating innovative aircraft designs into existing and modified

airspace [1]. Consequently, there is an anticipated surge in

deploying unmanned aerial vehicles (UAVs) for diverse ap-

plications in co-existence with existing passenger aircrafts.

Consequently, significant diversity exists in the deconfliction

speed, manoeuvrability, priorities, and spatial separation re-

quirements. In contrast to ground autonomous vehicles, air-

borne platforms frequently encounter challenges in utilizing

visual or lidar technologies because of the greater distances

involved, elevated speeds, and susceptibility to weather con-

ditions.

Achieving complete aerial mission autonomy requires accu-

rate positioning, which has its security concerns. For example,

EUROCONTROL has outlined existing issues in the utiliza-

tion of open and legacy wireless and positioning protocols

and the potential cascaded impact of cyber attacks [2]. The

European Aviation Safety Agency (EASA) [3] underscores the

potential role of artificial intelligence (AI) in addressing these
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challenges by patching system vulnerabilities and identifying

preemptive threats based on behavioral patterns.

Cyber threats targeting UAVs are multifaceted, encompass-

ing data interception [4], denial-of-service [5], jamming [6],

and spoofing/manipulation (both evasion [7] and gamification

[8]). Countermeasures to tackle cybersecurity threats can be

broadly classified into prevention, detection, and mitigation

strategies [9]. Notably, defence against intentional jamming

and spoofing attacks requires urgent and practical solutions,

especially when acted against the global positioning system

(GPS) signals, even with known predefined trajectories and

the inclusion of secondary and tertiary sensor fusion [10].

The UAV functions predominantly within the manual to full

autonomous flight modes, and to alleviate the workload of

air traffic controllers (ATC), the current research emphasizes

the decentralized navigation mode, which requires full mis-

sion deconfliction autonomy, which depends on accurate GPS

signals. Interference attacks on GPS manifests in two main

categories: spoofing and jamming. Notably, the threat posed

by GPS spoofing is more pronounced than jamming, as it can

generate inaccurate navigation signals or even seize complete

control of the trajectory of GPS-driven autonomous UAVs.

However, very few works have mitigated the effects of GPS

spoofing on autonomous conflict resolution (CR) strategies in

dynamic air traffic management.

A. Related Works

1) Autonomous Deconfliction Algorithms

The CR strategies within unmanned airspace can be broadly

categorized into centralized [11] and decentralized approaches

[12, 13]. This study focuses on decentralized navigation, which

can be further subdivided into three main categories: pre-

scribed, negotiated, and reactive methods. Prescribed methods

involve adhering to predefined rules for executing manoeuvres

[14], although interpretable and adhering to regulations, this

approach may lead to increased conflicts in dense and dynamic

air traffic scenarios. In negotiated methods, CR relies on

explicit communication between aircrafts to reach a mutual

consensus [15], aiming for a globally optimal strategy; how-

ever, there is a risk of deadlock, rendering it impractical in

dynamic airspace or for aircrafts with no hover capability.

Reactive methods consider CR manoeuvres based on the po-

tential conflicts based on interpolated trajectories of involved

aircrafts. Furthermore, they can be expanded to address multi-

actor conflicts and adapt to changing airspace dynamics [16].

These conflict geometry-based manoeuvres can be classified
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into potential-based [17] and solution space methods [18].

The former relies on simple conflict geometry, executing

manoeuvres based on the closest point of approach (CPA) at

some look-ahead time. At the same time, the latter seeks to find

conflict-free velocity vectors by optimizing specific objectives

like fuel consumption or deviation from desired velocity. The

latter set of methods faces a risk of being infeasible under

certain geometric constraints, reducing its reliability in diverse

uncooperative air traffic scenarios. However, these methods

typically address conflicts at specific time steps without con-

sidering the cumulative impact of sequential decision-making

on overall mission success, highlighting the potential utility of

model-free methods.

2) Deep Reinforcement Learning for Autonomous Decon-

fliction

Deep reinforcement learning (DRL) is a prevalent technique

utilized for CR [19], with algorithms taking decisions in

discrete spaces such as deep Q-networks (DQN) and double

deep Q-networks (DDQN) [20], as well as continuous spaces

like proximal policy optimization (PPO) [21], deep determin-

istic policy gradient (DDPG) [4, 22], and multi-agent deep

deterministic policy gradient (MADDPG) [23]. Air traffic state

representation has been achieved using long short-term mem-

ory (LSTM) [24] and attention networks [21]. However, chal-

lenges persist in deploying DRL-based navigation [25], such as

issues related to validation and generalizability across diverse

traffic scenarios/tasks, thereby limiting the trustworthiness of

these models for real-world applications. Hybrid approaches

combining autonomous reactive CR strategies with DRL have

been explored in [26] to determine the adaptive look-ahead

time to execute the CR manoeuvre. However. none have

definitively resolved navigation concerns in dense airspace

under adversarial conditions. Adversarial AI methods have

shown effectiveness in developing robust algorithms capable of

adapting quickly to changing environments. Unlike traditional

AI approaches, which are vulnerable to perturbations in input

data [27], adversarial AI holds promise for ensuring safe and

resistant navigation in dynamic air traffic scenarios. These

methods are resilient against input manipulations, such as

spoofing attacks that introduce false navigation data and air

traffic information, making them valuable for enhancing secu-

rity in evolving airspace contexts. Adversarial AI has been uti-

lized in both single-agent [28, 29] and multi-agent [30] UAVs

for deep learning (DL)-based navigation and control in the

face of adversarial challenges. These attacks often come in two

forms: black-box attacks, where attackers have limited model

knowledge and manipulate pixel inputs based on gradients

of loss functions, and white-box attacks, where adversaries

inject attacks based on specific parameter of UAV navigation

[7]. Defensive strategies against these attacks include creating

robust adversarial samples to strengthen navigation resilience

[29] and using SHAP values for spoof attack detection [28].

However, the application of adversarial methods to counter

spoofing attacks in rapidly evolving air traffic environments

remains an area yet to be thoroughly explored, which is the

focus of this paper.

B. Gaps & Contribution in this paper

While existing literature has predominantly focused on ef-

fective DRL-based CR strategies against dynamic air traffic,

limited focus has been given to exploring targeted attack

strategies on UAV navigation [7, 29]. Based on the previous

DRL algorithms for CR, the efficiency diminishes with the

spoofed input signals to instigate conflicts with nearby aircraft.

In addressing this challenge, geometric methods around obsta-

cles have been integrated with DDPG for attack detection, as

evidenced in [28]. However, the impact of such attacks and

the subsequent correction in navigation strategies have not

been discussed. A notable gap exists in the previous works

while investigating the cascaded impact due to targeted attacks

within dynamic air traffic scenarios, and the impact should

aid in developing a robust defence strategy against spoofing

attacks within dynamic air traffic scenarios. Despite the no-

table achievements of RL in various practical domains such

as games [31] and robotics [32], its results are vulnerable when

transitioning from training to real-world environment, particu-

larly when encountering differences between the training and

testing scenarios. This paper introduces an enhancement to CR

by incorporating geometric methods with action-robust Deep

Deterministic Policy Gradient (DDPG). The goal is to optimize

navigational efficiency while ensuring resilience against dy-

namic conflict-induced spoofing amid dynamic air traffic. The

design of the algorithm is guided by reducing the maximum

impact of conflict-induced spoofing. The integration of geo-

metric navigation methods with action-robust reinforcement

learning (RL) enhances navigation by removing the reliance

on sparse rewards, allowing a focus on mission completion

and defence against spoofing attacks. This approach contrasts

with the method in [33], where both strategies are managed

simultaneously, reducing the generalizability of the algorithm.

Adversarial training, as discussed in [34–36], is limited in its

robustness to specific types of white-box or black-box attacks

and fails to generalize across a broader range of unpredictable

spoofing attack patterns. Therefore, action-robust RL improves

the algorithm’s adaptability to a wider and diverse set of

environment-based attacks.

In this study, we introduce a RL-based strategy aiding

maximum voltage potential (MVP) for UAV navigation to

effectively mitigate the impact of conflict-induced spoofing

attacks. To address spoofing in randomized and dynamic

airspace scenarios, we propose an action-robust DDPG ap-

proach formulated as a zero-sum game between the agent

and an adversary, aiming to solve a mixed Nash equilibrium

objective. This approach is analogous to enhancing intrusion

detection in cyber-physical systems using generative adversar-

ial networks (GAN) and non-zero-sum game between the actor

and the adversary to formulate non-zero-sum action robust

(NZSAR) RL, as described in [37] and [38] respectively.

The analysis encompasses conflict-free paths, the number of

conflicts, and overall steps to complete the mission. This study

employs a distributional analysis similar to our prior work in

[39], considering the stochastic nature of attacks, missions,

and the number of aircraft. The results are compared with

the geometric MVP CR method and state-of-the-art (SOTA)
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geometry-augmented DDPG used in scenarios involving static

[28] and dynamic obstacles [26], and NZSAR RL formulated

in [38] . The contributions can be summarized as:

• Development of novel spoofing attack strategy: Utilize

the novel randomized conflict-induced spoofing attack to

analyze the effect on UAV navigation in dynamic air

traffic.

• Design of zero-sum action robust RL against spoofing

attack: Development of a defensive strategy with MVP

augmented zero-sum action robust RL against conflict-

induced spoofing attack for a given UAV in dense airspace

of non-cooperative centralized aircraft.

• Comparison of the metrics with the state-of-the-art:

RL Validation and analysis of the ZSAR RL against

SOTA RL algorithms like DDPG and NZSAR compar-

ing the metrics like the number of conflict-free paths,

conflicts and steps required for mission completion.

II. CONFLICT RESOLUTION UNDER INDUCED SPOOFING

ATTACK

In this section, we describe the MVP method used for

conflict resolution, where an ownship UAV is tasked with

the mission to move from the start point (xstart,ystart) to the

goal point
(

xgoal,ygoal

)

in the 2D airspace, which is shared

with other aircraft under centralized control, each pursuing its

designated mission.

Due to their centralized navigation, these aircraft are an-

ticipated to follow direct trajectories facilitated by cooper-

ative data exchange through, automatic dependent surveil-

lance–broadcast (ADS-B) while following a non-cooperative

CR strategy [39]. The airspace operations used in this study

as per the taxonomy defined in [11, 12]:

• Surveillance: Independent surveillance techniques are

used, with each aircraft expected to cooperate through

ADS-B. Unmanned airspace manager (UAM) can moni-

tor the ADS-B signals exchanged between aircraft.

• Trajectory: The centralized aircraft are assumed to be

moving in a straight line.

• Coordination: ADS-B data (i.e. position and velocity)

communicated amongst aircraft and UAV.

• Manoeuvre: Reactive method as ownship UAV has to

perform the CR manoeuvre, with centralized aircraft

moving across a pre-programmed path.

• Avoidance Planning: UAV has to detect the aircraft

within certain radius with finite probability of conflict,

to plan escape avoidance.

• Avoidance manoeuvre: Speed and Heading.

The conflict detection strategy using MVP is explained in the

next subsection.

A. Modified Voltage Potential

Modified voltage potential (MVP) is a potential field method-

ology to mitigate conflicts arising from dynamic obstacles.

Within this algorithmic framework, aircraft are visualized as

charged particles, with their CR manoeuvre effectively serving

as repulsive forces, deflecting particles away from one another

based on their CPA [17]. MVP stands out for its inherent

simplicity relative to alternative CR strategies, which accounts

for the potential constraints using geometric representations.

We have considered the motion of the ownship UAV at

position Pown = (xown,yown) moving in the airspace at speed

magnitude vown and heading angle øhead as a point mass model

as described in (1) [39].

ẋown = vown cosøhead,

ẏown = vown sinøhead.
(1)

As we see in Figure 1a, in an unspoofed system, ownship

UAV is potentially in conflict with aircraft 1, in some point of

time, while there is no potential conflict with aircraft 2. Hence,

CR manoeuvre with MVP will be executed with respect to

aircraft 1. Hence, we can consider the position of ownship

at time t0 as Pown (t0) and the position of the nearest aircraft

as Pint (t0), and the velocities are defined as Vown and Vint

respectively, considering its magnitude and heading angle. Let

us consider the relative distance between the ownship and the

intruder aircraft at time t as Prel (t), defined as:

Prel (t) = Pint (t0)+(t− t0)∗Vint−Pown (t0)− (t− t0)∗Vown,

rrel =
√

PT
rel ·Prel.

(2)

In order to find the time at CPA, we need to find mint Prel (t)
to obtain t∗ which is obtained from (2) as:

t∗ = t0−
(Vint−Vown)

T · (Pint (t0)−Pown (t0))

∥Vint−Vown∥
2

. (3)

We can refer to (3) intuitively in the frame of the nearby

intruding aircraft, where its velocity is subtracted from the

ownship while considering its position to be constant. We con-

sider the distance dmin as the conflict radius of the aircraft as

shown in Figure 1. If we consider ∆P=Pint (t0)−Pown (t0) and

∆V = Vint−Vown , and accordingly substitute the expression

(3) in (2), then we can write the expression for the minimum

distance between the intruder and the ownship as,

pmin =

∥

∥

∥

∥

∥

∆P+∆V ·

(

t0−
∆V · (∆P+VA · t)

∥∆V∥2
+VA · t

)∥

∥

∥

∥

∥

. (4)

The MVP strategy is to find the closest point of approach, i.e.

O at Figure 1, and from this point finding the closest distance

out from the conflict zone, as defined in [17, 40]:

OO′ = κ ∗dmin

∣

∣

∣

∣

cos

(

arcsin

(

dmin

∆P

)

− arcsin

(

pmin

dmin

))∣

∣

∣

∣

. (5)

Here κ refers to the protection radius amount which will steer

the UAV from the conflict with the neighbourhood aircraft. In

this study κ is considered to be 1.1. Hence, considering (5),

we can find the corrected velocity maneouvre ∆Vcor as shown

in Figure 2,

Vuncon
own = ∆Vcor +Vown =

OO’

t∗
+Vown. (6)

where, Vuncon
own deconflicted velocity of the ownship UAV after

the manoeuvre ∆Vcor has taken place. In the case of multiple

aircraft, the net velocity manoeuvre is the summation of the

manoeuvres considered for all the neighbourhood aircrafts.
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Fig. 1. Schematic of the modified voltage potential method used for deconfliction strategy in (a) Unspoofed case (b) Conflict induced spoofing case.

However, as we see in Figure 1b, spoofing can cause the

ownship UAV to think to be at position Psp, which it thinks

to conflict with aircraft 2. Hence, a manoeuvre will be imple-

mented to avoid conflict with aircraft 2 at the spoofed position,

increasing the probability of conflict with aircraft 1 because

of the manoeuvre OO′′. This can cause cascaded conflicts

with multiple aircrafts in dense airspace, as per the schematic

in Figure 2. We see that, UAV requests the neighbourhood

UAV

Fig. 2. Schematic of the MVP based CR manoeuvre based data of the air
traffic obtained from UAM operator. Red indicates the data and outcome due
to induced spoofing. Green indicates the data flow in unspoofed scenario.
Blue arrow indicates a data indirectly impacted due to spoofing

aircraft IDs from the UAM based on its position Pown, to

request the position and velocity through ADS-B out. It obtains

the neighbourhood aircraft data (Pint,Vint) to implement the

CR manoeuvre ∆Vcor. However, based on spoofing position

Psp, ownship UAV misidentifies and acquires data a set of

neighbourhood aircrafts and its own position P∗, , giving

rise to erroneous CR manoeuvre ∆V
sp
cor, which potentially

causes more conflict with original neighbourhood aircraft as

per Figure 1b.

The conflict inducing spoofing strategy is described in the

following subsection.

Algorithm 1 Conflict Induced Spoofing

Input Ownship Position Pown, aircraft positions Pint, spoofing

radius rspoof, attack probability patt.

Output Spoofed UAV position. Psp

1: Find the position of the nearmost aircraft to the ownship

UAV Pnn as per (10).

2: Calculate the desired spoofing velocity Vsp as per

Vsp =
Pnn−Pown

∥Pnn−Pown∥
Vmax. (7)

3: Generate uniform random number X ∼U (0,1).
4: if patt > X then

Psp = Pown + rsp ·Vsp. (8)

5: else

Psp = Pown. (9)

6: end if

B. Conflict Induced Spoofing Threat Model

Spoofing attack involves a scenario in which an attack using a

radio transmitter manipulates ADS-B signals between aircraft,

injecting incorrect GPS coordinates. The attacker intercepts

the original navigation message, alters it according to its

intentions, and broadcasts the modified message from a dif-

ferent location. This study focuses on an intermediate attack

technique that maximizes damage with moderate resources by

incorporating a spoofing radius, as it is practical since injecting

messages beyond a certain radius can disrupt communication

between the spoofed UAV and misidentified aircraft due to

ADS-B transmitter and receiver range constraints. In this

study, we have assumed that the spoofing agent has infor-

mation about the air traffic. Let us consider N aircrafts in the
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given airspace along with the ownship UAV, with the position

Pint =
{

xinti ,yinti

}

i∈N
. We define the position of the nearest

neighbor as Pnn = (xnn,ynn), defined by,

Pnn = argmin(xnn,ynn)

∥

∥(xown,yown)− (xinti ,yinti)
∥

∥

2

2
(10)

Utilizing the position of the nearest aircraft, the spoofer with

the spoofing radius rsp injects the spoofing signal as shown in

Algorithm 1. at a probability patt.

C. Practical Defence Against Conflict Induced Spoofing

Fig. 3. Schematic of the RL used as a secondary system for aiding UAV
navigation while communication data from neighbourhood UAVs and UAM
vias ADS-B.

Although practical anti-spoofing techniques exist to detect

such spoofing attacks [9], they often fail to provide corrective

measures necessary for mission completion. Therefore, a de-

fence system is employed alongside the primary navigation

strategy to ensure redundancy and validation, enabling the

UAV to successfully complete its mission [41]. Inertial mea-

surement unit (IMU) sensors can serve as a backup to GPS,

offering an alternative when signals are jammed or spoofed.

However, IMUs operate independently of external inputs and

are prone to drift issues [42], making their navigation output

unreliable. To address these challenges, RL is integrated as

a secondary system to support the navigation controller, as

depicted in Figure 3, ensuring the UAV can complete its mis-

sion even under spoofing attacks. As shown in Figure 3, even

though its not mandatory for the UAVs to be equipped with

ADS-B IN capabilities, however as specified in [43], ADS-B

IN improves the safety operations of the UAV considerably.

The strategy is implemented through the following steps:

• Communication between Ownship UAV and UAM:

The ownship UAV’s ADS-B OUT transmits its position

signal to the centralized UAM, as illustrated in Figure 2.

• Communication between UAM and Neighboring

UAVs: The centralized UAM requests neighboring UAVs

within a certain radius of the ownship UAV, via their

ADS-B IN , to send their navigational information to the

ownship UAV.

• Communication between Neighboring UAVs and Own-

ship UAV: The neighboring UAVs transmit their position

and velocity data through their ADS-B OUT, which is

received by the ownship UAV’s ADS-B IN.

• Execution of the Defence Strategy using RL: The

mission controller implements the MVP algorithm to

avoid conflicts with neighboring UAVs. Additionally, the

RL algorithm uses information from the ADS-B IN

to dynamically adjust the UAV’s speed, in conjunction

with the speed recommended by the MVP algorithm.

The computed speed reference is then provided to the

speed controller, which dynamically adjusts the velocity,

ensuring the mission is completed even in the presence

of spoofing attacks.

III. ACTION ROBUST RL AGAINST CONFLICT INDUCED

SPOOFING

Fig. 4. Schematic of the training of adversarial action robust RL against
conflict induced spoofing attack

As shown in Figure 4, action robust RL is used as a

secondary system alongside MVP to defend against the ran-

dom conflict-induced spoofing attack explained in the previ-

ous subsection, as per the cyber-secure architecture against

spoofing defined in [41]. Action robust RL has two component

networks, i.e. adversarial and agent, which contribute to the

action space, with α being the proportion of the action

contributed by the adversary. Both networks are parameterized

as (ω,θ) for adversary and agent, respectively. DDPG is used

as the action space of the RL is continuous. The states are

represented by Φ, based on which the action ρ is taken, thus

obtaining the reward r and the spoofed airspace state transition

to Φ′. The deep neural network representing the agent and

the adversary are simultaneously trained utilizing the state

transition tuples en = {Φ,ρ,rt ,Φ
′} from the experience replay

buffer consisting of N experiences as D = {e1, . . . ,eN}. The

loss function is computed by sampling batches of experience

tuples from the replay buffer D to obtain the neural network

parameters (θ ,ω) for the adversary and the agent, respectively.

The training is conducted considering adversarial samples

generated by spoofing the UAV position at the probability

of patt. The reward r obtained from the CR manoeuvre from

the unspoofed airspace and the corresponding conflicts and

collisions occurring in the spoofed airspace. In the testing

phase, the trained action robust DDPG will compensate for

the damage in the spoofed airspace by controlling the speed

magnitude and heading accordingly.
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A. States

The state space Φ consists of information which includes the

ownship and the nearest aircrafts from the spoofed position

given as,

Φ =
{{

∆P
sp
i ,∆V

sp
i : i ∈ N (o)

}

,∆P
sp
rel,V

sp
own,

}

(11)

where,

∆P
sp
i = P

sp
int−Psp,

∆V
sp
i = V

sp
int−Vsp,

∆P
sp
rel = Psp−Pgoal.

(12)

Here N (o) represents set of 2 free flight UAVs nearest to

the UAVs spoofed position Psp.

B. Action

The action ρ represents the velocity magnitude regulation η
of the UAV along with the respective heading correction øcorr

to avoid conflicts under spoofed conditions.

C. Reward

The episodic reward Rep is the penalty imposed on the

UAV which consists of three parts i.e. the summation of

the UAV steps across the difference between the velocity

correction manoeuvre in spoofed and unspoofed conditions

i.e. −∑
Nsteps

∣

∣∆Vcor−∆V
sp
cor

∣

∣. The summation provides a step

penalty for the total number of steps Nsteps utilized by the UAV.

At the same time, the absolute difference tries to compensate

for the change in velocity manoeuvre due to a spoofing attack.

The second component penalizes the total number of conflicts

during the entire episode Ncon with each conflict contributing

to the penalty of rcol. The third component is the heavy penalty

rcol imposed on the agent if it collides with the neighbouring

aircraft. The three penalties are weighted respectively using

{w1,w2,w3}. Hence, the total episodic reward can be written

as:

Rep =−w1 ·
Nsteps

∑ |∆Vcor−∆Vsp
cor|−w2 ·Ncon · rcon−w3 · rcol.

(13)

The algorithm to maximize the robust reward against the

random number of aircraft and randomized spoofing attack

is explained in the next subsection.

D. Zero Sum Action Robust Reinforcement Learning (ZSAR

RL)

In order to tackle the rapidly changing environmental dynam-

ics in the context of RL, adversarial perturbation is employed

where a two-player max-min problem emerges involving the

agent and the adversary. The agent strives to fulfil given

missions while concurrently remaining robust against the

descriptions generated by the adversary.

Two methods for modelling these adversaries are robust

adversarial reinforcement learning (RARL) [44] and noisy

robust Markov decision process (NR-MDP) [45]. However,

training robust RL objectives poses a challenge, as they prove

sub-optimal when employing deterministic policy gradient

steps to address the max-min objectives outlined in [45].

Moreover, the inherent difficulty stems from the non-convex-

concave nature of the objectives in robust RL, where pure Nash

equilibrium (NE) may not be guaranteed for such problems.

However, this challenge can be encountered by adopting a

sampling perspective from the mixed NE, which provides an

approximate and accurate solution to the max-min optimiza-

tion problem [46]. This approach can be harnessed to develop

robust reinforcement learning algorithms [47].

Let us consider the two-player (i.e. agent and adversary)

zero-sum Markov game [48], where at each time instant

both the players choose an action simultaneously, and the

reward depends on the joint action space of both the play-

ers. This can be described in the form of MDP as M =
(

Φ,Aagent,Aadv,T2,γ,R2,P0

)

, where Aagent and Aadv represent

the continuous set of action space for agent and adversary,

respectively, T2 : Φ×Aagent ×Aadv ×Φ→ R represents the

state transition probability and R2 : Φ×Aagent×Aadv is the

reward for both the players. We assume that the agent executes

the policy π : Φ→Aagent and adversary executing the policy

υ : Φ→ Aadv in the environment M . Thus we can say that

for each time step t, both agents and adversary observe state

Φt and take actions ρagent and ρadv respectively, getting the

reward r and −r respectively. Using the two-player Markov

game, the following objective can be designed [44, 45].

J (π,υ) = E

[

∞

∑
t=1

γ t−1rt

]

. (14)

where, ∑
∞
t=1 γ t−1rt is the random cumulative return/. If we

consider the parameterized policies for the agent and adversary

as {πθ : θ ∈Θ} and {υω : ω ∈Ω} respectively, hence the

objective in (14) is written as,

max
θ∈Θ

min
ω∈Ω

J (θ ,ω) . (15)

Here J is non-convex-concave in both θagent and θadv. If we

have a mixed strategy formulation of (14), while considering

all the probability distribution over Θ and Ω, hence optimal

distribution is to be obtained that solves the following objective

max
p∈P(Θ)

min
q∈P(Ω)

f (p,q) := Eθ∼p [Eω∼q [J (θ ,ω)]] . (16)

The objective in (16) intuitively means that the agent has to

maximize the reward while considering the worst-case impact

from the adversary. As shown in Figure 4, in order to find the

loss function from the experience replay, the targets ϑ have

to be computed, from which the loss function is computed. It

is given as:

ϑ
(

r,Φ′,d
)

= r+ γ (1−d)Qφtarg

(

Φ′,ρtarget

)

. (17)

where ρtarget = (1−α)µθtarget
(Φ′)+ανωtarget (Φ

′). r represents

the reward from the experience replay samples, γ represents

the discount factor, d represent represents the terminal status

of the given experience sample. Q(.) represents the value

function at transitioned state Φ′. µθtarget
and νωtarget represent

the policies for the agent and adversary respectively having

parameters
{

θtarget,ωtarget

}

respectively. Now the critic is

updated by one step of preconditioned descent ∇φ L(φ) as:

∇φ L(φ) =
1

N
∑

(Φ,ρ,r,Φ′,d)∈B

(

ϑ
(

r,Φ′,d
)

−Qφ (Φ, ρ̄)
)2
. (18)
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Then the agent and adversary policy network has been updated

by minimizing the following loss functions:

∇θ
̂J (θ ,ωt) =

1−α

N
∑

Φ∈D

∇θ µθ (Φ)∇ρ̄ Qφ (Φ, ρ̄) . (19)

∇ω
̂J (θt ,ω) =

α

N
∑

Φ∈D

∇ω νω (Φ)∇ρ̄ Qφ (Φ, ρ̄) . (20)

where, ρ̄ = α ·ρadv+(1−α) ·ρagent. In [47] it has been shown

that, solving mixed strategy objective (16) as a sampling

problem has superior performance over solving the objective

in pure strategy form given in (15). In order to improve the

generalizability within the DNN, stochastic gradient Langevin

dynamics (SGLD) has been used, which improves the con-

vergence rate using the positive-definite symmetric matrix C.

As shown, in [49], adaptive preconditioning of the covariance

matrix C using the approximate second order moment of

gradient update can improve the generalizability of SGD and

the first order methods used in [49]. With the abuse of notation,

we can consider the gradient g to optimize the reward function

loss function concerning the parameter θ and ω ,

gθ ← ∇θ J ((θ ,ω)) , gω ← ∇ω J ((θ ,ω)) . (21)

Considering the following the parameters,

ξξξ t ∼N (µµµ ttt ,CCCt) ,

µµµ t ← ρµµµ t−1 +(1−ρ)ggg(Θt) ,

CCCttt ← ρCCCt−1 +(1−ρ)(ggg(Θt)−µµµ ttt)
(

ggg(Θt)−µµµ t−1

)

.

(22)

Here ggg= {gθ ,gω}, µµµ t = {µθ ,µω}, CCCt = {Cθ ,Cω}. The update

equation for the agent and the adversary parameter to obtain

the mixed Nash equilibrium for the max-min objective for the

sample k from the buffer at time t, is given as:

θ k+1
t ← θ k

t +η
(

∇θ
̂J (θ ,ωt)+ψξt

)

, (24)

ωk+1
t ← ωk

t −η
(

∇ω
̂J (θ ,ωt)(Γt)+ψξt

)

. (25)

Here ψ represents the noise parameter. The parameters up-

dated with the time t is given by

ω̄t = (1−β ) ω̄t +βω
(k+1)
t ; θ̄t = (1−β ) θ̄t +βθ

(k+1)
t . (26)

Obtain the parameters for the next time duration as,

ωt+1 = (1−β )ωt +βω̄t ; θt+1 = (1−β )θt +β θ̄t . (27)

We can write the whole action robust DDPG with mixed NE

with Langevin dynamics (LD) as given as Algorithm 2.

E. State of the Art Methods

Previous studies have employed various RL techniques as sec-

ondary systems to enhance operational security. In [28], DDPG

is combined with artificial potential field (APF) methods to

improve navigation while detecting adversarial attacks. In [38],

intrusion detection is enhanced using DRL, where the strategy

is designed considering a non-zero-sum game between the

external adversary and the agent. The SOTA RL methods can

be summarized as follows:

Algorithm 2 Zero Sum Action Robust RL

Intialize: Policy parameters ω , θ and Q function parameter χ .

Initialize: The target network parameters ωtarg← ω1 , θtarg←
θ1, and χtarg← χ .

Initialize: Replay buffer D

Initialize: t← 1.

repeat

1: Observe state Φ, select the actions as per ρagent = µθ +ζ ,

ρadv = µω +ζ ′ where ζ ,ζ ′ ∼N (0,σ I).
2: Execute the action ρt = α · ρadv + (1−α) · ρagent in the

environment to correct the CR maneovre.

3: Observe the reward r in (13), obtain the next state Φ′

after velocity and heading correction from (1), and check

whether the UAV has arrived its destination using the done

signal d.

4: Store (Φ,ρ,r,Φ′,d) in the replay buffer D .

5: Reset the environment if the state Φ′ is terminal.

6: if its time to update agent and adversary model then

7: ωt ,ω
(1)
t ← ωt ,θ

(1)
t ← θt

8: for k = 1,2, . . . ,Kt do

9: Sample a random minibatch of N transitions B =
{(Φ, ρ̄,r,Φ′,d)} from D .

10: Compute the targets as per (17).

11: Compute the loss function to update the critic

∇φ L(φ) as per (18).

12: Compute the agent and adversary policy gradient

estimate as per (19) and (20).

13: Compute the agent and adversary parameters as

per (21).

14: Update the parameters of the agent and adversary

network {θ ,ω} as per (24) and (25).

15: Obtain the value of
{

θ̄ , ω̄
}

as per (26).

16: Update the parameters of the target network used

to compute the target as per (17).

φtarg← τφtarg +(1− τ)φ

θtarg← τθtarg +(1− τ)θ k+1
t

ωtarg← τωtarg +(1− τ)ωk+1
t

(23)

17: end for

18: Update {ωt+1,θt+1} as per (27).

19: t← t +1

20: end if

21: until convergence.

Output: {ωT ,θt}

1) Deep Deterministic Policy Gradient (DDPG)

As per the schematic in Figure 4, the adversarial action

robust RL is replaced by DDPG, where only agent has to be

trained to deal with the conflict induced spoofing attacks. The

critic targets have to be updated as per the following equation,

ϑDDPG

(

r,Φ′,d
)

= r+ γ (1−d)Qφtarg

(

Φ′,ρagent

)

. (28)

The following change has to be incorporated as compared to

the policy update equation described in Section III-D in (19),
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∇θ JDDPG (θ) =
1

N
∑

Φ∈D

∇θ µθ (Φ)∇ρagentQφ

(

Φ,ρagent

)

. (29)

The update equations in (28) and (29) does not model the

adversarial impact due to the random traffic conditions in the

airspace as has been considered in Section III-D.

2) Non-Zero Sum Adversarial Robust RL (NZSAR RL)

A two-player non-zero-sum stochastic game has been mod-

elled in [38], where the agent aims to minimize the impact

of the spoofing attack due to the randomness of airspace

traffic, while iteratively considering the adversarial impact.

The value function to be maximized at time t is given

as Q
(

ρagent,ρadv,Φt

)

. The MDP in Section III-D has been

designed while considering a zero-sum game where reward

(13) is used. Hence for non-zero sum game the reward for the

adversary which is the modified version as per (13) is given

as:

Radv = w1 ·
Nsteps

∑
∣

∣∆Vcor−∆Vsp
cor−∆Vagent

∣

∣+w2 ·Ncon · rcon

+w3 · rcol.

(30)

The adversarial reward Radv defined in (30) signifies the

reward obtained by the adversary, if the necessary action from

the agent under spoofed scenario does not help achieve the

UAV necessary velocity which is obtained from the unspoofed

scenario.The adversarial rewards from (30) are incorporated

in the buffer D = (Φ,ρ,r,radv,Φ
′,d), where the samples are

used to train the policies and critics of adversarial and agent

networks. Unlike the zero-sum action robust RL as described

in Section III-D, non-zero sum case, involves independent

critics for agent Qagent and adversary Qagent. Hence the critic

target for the agent and the adversary with separate rewards

rep and radv respectively, is defined as follows:

ϑagent

(

rep,Φ
′

agent,d
)

= rep + γ (1−d)Q
agent
φtarg

(

Φ
′

agent,ρ
)

ϑadv

(

radv,Φ
′

adv,d
)

= radv + γ (1−d)Qadv
φtarg

(

Φ
′

adv,ρadv

)

(31)

where, Φ
′

agent = {Φ
′,ρadv} and Φ

′

adv = {Φ
′,ρ}. Here ρ refers

to the overall action is ρ = α ·ρadv +(1−α) ·µagent

(

Φagent

)

,

where µagent is the agent policy. Using these, returned values

for agent and adversary, the critic loss function is indepen-

dently framed for both agent and adversary, as

∇φ Lagent (φ) =
1

N
∑

(Φ,ρ,r,radv,Φ
′
,d)∈B

(

ϑagent−Qagent
)2
,

∇φ Ladv (φ) =
1

N
∑

(Φ,ρ,r,radv,Φ
′
,d)∈B

(

ϑadv−Qadv
)2

.

(32)

Similarly policy gradient for both the agent and the adversary

is written as:

∇θagent
J
(

θagent

)

=
1

N
∑
D

∇θagent
µθagent

·∇ρ Q
agent
φ .

∇θadv
J (θadv) =

1

N
∑
D

∇θadv
µθadv

·∇ρ Qadv
φ .

(33)

In the non-zero-sum game framework, the adversary has a

distinct reward function as defined in equation (30), result-

ing in independent critic targets for both the agent and the

adversary, unlike the shared critic target in the zero-sum

scenario. As outlined in [38], adversarial actions influence

the agent’s state space and vice versa, forming a stochastic

game. Regarding the implementation described in Algorithm

2, the process begins by calculating the agent’s state using

a random adversarial action. Subsequently, the agent’s action

is determined, becoming part of the adversarial state. The

adversary’s action, computed from this state, is incorporated

into the agent’s state in the following iteration. This iterative

process allows for managing the adversarial impact under

random traffic conditions in the airspace using a non-zero-sum

agent-adversary game.

IV. RESULTS AND DISCUSSION

A. Numerical Implementation

The numerical configuration aligns with our prior study [39],

wherein the simulation setup has been down-scaled by a factor

of 30. The simulation setup of the 2D airspace traffic model

has been designed as per the Github repository in [50]. The

airspace, configured as a square with each side measuring 24

km, is central to the investigation. The conflict radius is set

at 500 m, and the proximity for detecting nearby aircraft is

established at 50 m, indicative of a potential near-midair colli-

sion. Air traffic is centralized, with missions assigned to each

aircraft without incorporating conflict resolution manoeuvres.

The maximum speed of the ownship UAV is stipulated at 80

m/s (approx. 178 mph), while the speed of other aircraft varies

randomly within the range of 0 to 80 m/s.

A vertiport structure at the airspace midpoint (12, 12) km

is considered as destination for the ownship UAV. Its starting

point is defined at the vertices of the square vertiport system,

located 1.5 km from the airspace’s edge. The journey from the

vertex of the vertiport structure to the airspace midpoint can

be considered as the journey from a rural area with sparse air

traffic to an urban setting with dense air traffic. The trajectory

of other aircraft traverses the airspace centre, necessitating the

ownship UAV to navigate through a densely populated airspace

to fulfil its designated mission. Consequently, the potential

compromise of the mission, as explained in the subsequent

subsection, can occur through conflict-induced spoofing, as

detailed in Algorithm 1.

B. Effect of Induced Spoofing Attack on MVP Conflict Reso-

lution

Subsection II-A explains how the ownship UAV reacts when

spotting an intruder within a certain radius with the help

of UAM operator. Otherwise, it follows its planned straight

path using the desired speed vdes. However, during a conflict-

induced spoofing attack at a probability patt. The impact of this

spoofing on metrics like steps, conflict instances, and missions

is shown in Figures 5 and 6. Different mission scenarios with

various starting points and 20 aircraft on random paths were

considered. Figure 5 shows that non-zero conflicts increase

as the attack probability rises, peaking at 90%. There’s more



IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS 9

Fig. 5. The variation of the mean and standard deviation of non-zero conflicts
and total steps to complete the mission for the ownship UAV for different
percentage probability of the conflict-induced spoofing attack.

Fig. 6. The variation of the mean and standard deviation of a number of
conflict-free paths for the ownship UAV for different percentage probability
of the conflict-induced spoofing attack.

uncertainty in conflicts and steps beyond 70% attack proba-

bility. Steps increase linearly compared to non-zero conflicts.

At 100% attack probability, indicating complete spoofing,

there’s a high collision risk, leading to more number of

incomplete missions, especially after 90%. This trend is visible

in Figure 6, where non-zero conflicts drop to zero at 100%

attack probability. So, the geometric MVP shows robustness

at lower spoofing probabilities, as seen in AAM metrics in

Figures 5 and 6. Therefore, an RL strategy must be devised

to counter higher-probability attacks. The flooding of UAV

drone processors with spoofed data significantly increases the

risk of the mission being compromised. The flood of false

information to the UAV processor significantly increases the

risk of mission compromise. Hence, it is essential to design

robust RL at a higher probability of conflict-induced spoofing

attack a sit caused increased conflict and fuel consumption.

C. Reinforcement Learning Training

The action-robust DDPG model was trained according to

Algorithm 2, using parameters from Table I and running 10

Monte Carlo simulations. Action robust RL has been designed

as per the Github implementation in [51]. It randomly executed

15000 steps to gather experiences for training the adversarial

and agent neural networks. Training considered generating

adversarial samples at attack probabilities ptrain = 0.8, 0.9,

and 1.0. As per Figure 7 the rewards converges after the

exploration phase quickly for ptrain of 0.8 and 0.9, while the

fluctuation is quite high when ptrain = 1.0. The rewards at

Fig. 7. The variation of the reward along with its uncertainty ZSAR-DDPG
over 10 Monte Carlo runs.

TABLE I
ACTION ROBUST RL PARAMETERS

Parameter Value

Number of aircrafts 20

patt {0.8,0.9,1.0}

Replay buffer size 1e6

Minibatch size 128

Discount factor 0.99

Target network soft update rate 0.01

Agent and adversary network learning rate 0.01

Agent and adversary network momentum 0.9

Adversarial action ratio α 0.2

Adversary noise parameter 0.1

Weight decay 5e-4

Critic learning rate 1e-3

Neural network optimizer Adam

Exploration noise N (0.05,0.02)
Maximum steps per episode 1500

Total number of episodes 150

Total neural network layers 3

Robustness update rate (β ) 0.9

Number of neurons in each layer 128

Minimum velocity magnitude 0.75

Heading correction range [−π,π]

ptrain = 1.0 is comparatively worse than the other cases due

to higher number of conflicts induced at higher probabilities

as shown in Figure 5. The convergence of ZSAR based MVP

navigation strategy as per Figure 3 showed better convergence

than non-geometry-guided RL algorithms in [52].

D. Ablation Study on Deconfliction

The trained models at various spoofing probabilities ptrain

from the previous section were tested against random number

of air traffic intruders between 15 and 24 and conflict-induced

spoofing attacks at probabilities patt of 0.8, 0.9, and 1.0 across

100 episodes as per the schematic in Figure 3. The metrics

evaluated included the number of conflict-free navigation paths

and the number of conflicts over these episodes. The results

were compared with the MVP strategy for navigation without

incorporating RL as a secondary system to defend against

spoofing attacks. As shown in Figure 8, integrating the ZSAR

RL strategy significantly improves the number of conflict-

free paths across all probabilistic attack scenarios. However,

there is a noticeable increase in variability in conflict-free
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Fig. 8. The box-plot signifying the number of conflict-free paths for MVP
with ZSAR strategy along with pure MVP based UAV navigation against
conflict induced spoofing. The rows signifies the performance against attack
probabilities patt (a) 80% (b) 90% (c) 100%.

paths with models trained at ptrain = 0.9 and 1.0 compared

to ptrain = 0.8 under different attack scenarios. A similar trend

is observed in the number of conflicts: the ZSAR RL strategy

consistently reduces the number of conflicts for ptrain = 0.8,

0.9 and 1.0 compared to the pure MVP strategy. The reduction

in average conflicts is more pronounced for ptrain = 0.9 and

1.0 than for ptrain = 0.8 across all attack scenarios. Thus, we

Fig. 9. The box-plot signifying the number of conflicts over 100 testing
episodes for MVP with ZSAR strategy along with pure MVP based UAV
navigation against conflict induced spoofing. The rows signifies the perfor-
mance against attack probabilities patt (a) 80% (b) 90% (c) 100%.

conclude that the RL strategy combined with MVP enhances

the number of conflict-free paths and reduces the number of

conflicts under conflict-induced spoofing attacks compared to

using the MVP strategy alone. However, the variability in

conflict-free paths is lower when the model is trained at lower

spoofing probabilities, while the average number of conflicts

is minimized more effectively when trained at higher spoofing

probabilities.

E. Comparison with the SOTA RL Deconfliction

First, we assess the convergence of the state-of-the-art (SOTA)

methods described in Section III-E. As observed in Figure

10, the reward plot for SOTA shows slower convergence with

higher variability compared to the ZSAR convergence shown

in Figure 7. Specifically, for models trained with a determinis-

tic spoofing attack ptrain = 1.0, where the number of conflict-

free paths is zero, the SOTA convergence is significantly

poorer with lower rewards compared to ZSAR. Additionally,

the SOTA algorithms exhibit higher variability in rewards than

the ZSAR algorithm, as illustrated in Figure 7. Now we

Fig. 10. The variation of the reward along with its uncertainty zero-sum
action robust DDPG over 10 Monte Carlo runs

need to test the trained SOTA RL model aided MVP based

navigation strategy with random number of airspace traffic,

while comparing the number of conflict free paths and conflicts

over 100 episodes. As we see in Figure 11, the number of

conflict free path is higher for ZSAR as compared to SOTA for

different test spoofing attack probabilities while comparing the

models trained at the spoofing probability of ptrain = 0.8, even

with lower variability. Similarly, we also observe that number

of conflict free path is higher for ptrain = 1.0 for ZSAR RL

algorithms as compared to SOTA algorithms. However, in this

case, the variability in number of conflict-free path is higher as

compared to the variability in SOTA algorithms. But we do see

a different trend when comparing different attack probabilities

for ptrain = 0.9, where the number of conflict-free path is

higher for NZSAR RL as compared to ZSAR RL . However,

the average number of conflict free path is more for ZSAR RL

strategy as compared to NZSAR RL strategy. The anomaly

Fig. 11. The box-plot signifying the number of conflict-free paths for MVP
with ZSAR strategy along with SOTA DDPG and NZSAR-DDPG based
UAV navigation against conflict induced spoofing. The rows signifies the
performance against attack probabilities patt (a) 80% (b) 90% (c) 100%.

in the trend can be explained from the conflict plot shown

in Figure 12. We observe that even though the number of

conflict free path for ZSAR RL strategies have been reduced as
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compared to NZSAR RL strategies for most of the iterations,

number of conflicts over the episodes has reduced for NZSAR

RL as compared to ZSAR RL strategy. Moreover, the average

number of conflict free paths for ZSAR RL strategy is more

as compared to NZSAR RL strategy.Hence, we can conclude

that the ZSAR strategy aided MVP based UAV navigation

can considerably improve the number of conflict free paths

as compared to SOTA NZSAR and DDPG aided MVP based

navigation strategy. However, for higher attack trained models,

the increase in conflict free strategies comes at the price of

higher variability across Monte Carlo simulation runs.

Fig. 12. The variation of the conflicts obtained over 100 testing episodes
for MVP with ZSAR strategy along with SOTA DDPG and NZSAR-DDPG
based UAV navigation against conflict induced spoofing while considering the
ptrain = 0.9 .

F. Total Number of Steps Comparison

As observed in Figure 13, the MVP navigation with the RL

setup shown in Figure 3 reduces the number of steps only

when deterministic spoofing attack is considered. However,

there is no significant improvement in the number of steps

required to complete the mission when comparing the ZSAR

RL strategy to other SOTA RL algorithms described in Section

III-E This indicates that the setup in Figure 3 makes the

UAV more conservative in mission planning at lower attack

probabilities, resulting in more steps to complete the mission

compared to the setup without the RL strategy.

G. Advantages and Limitations

Based on the metrics discussed above in this subsection the

overall advantages are summarized and the limitations are also

discussed.

1) Advantages

The advantages of the proposed algorithm can be summa-

rized as follows:

• Enhanced Navigation against Spoofing Attacks: The

setup depicted in Figure 3 enhances UAV navigation by

reducing the average number of conflicts and increasing

the average number of conflict-free paths in the presence

of conflict-induced spoofing attacks, as shown in Table

II. However, it only improves fuel efficiency under deter-

ministic attack conditions.

• Improved Conflict-Free Paths with ZSAR aided MVP:

The ZSAR with MVP strategy significantly increases the

Fig. 13. The box-plot signifying the number of steps to complete the mission
for MVP with ZSAR strategy along with SOTA DDPG and NZSAR-DDPG
based UAV navigation against conflict induced spoofing. The rows signifies
the performance against attack probabilities patt (a) 80% (b) 90% (c) 100%.

average number of conflict-free paths compared to the

SOTA NZSAR and DDPG-based MVP navigation strate-

gies in random airspace traffic scenarios, as indicated in

Table II.

• Reduced Conflicts in Stochastic Spooofing Attack

Scenarios: The ZSAR with MVP-based UAV navigation

strategy reduces the number of conflicts under stochastic

conflict-induced spoofing attack scenarios, as demon-

strated in Figure 12.

Considering the advantages practical impact can be stated

as follows:

• Reduction in Sensor Cost: Utilizing RL algorithms as

a secondary system to counter spoofing attacks offers a

cost-effective alternative to using IMU sensors alongside

ADS-B, thereby reducing overall expenses.

• Negating the Impact of ADS-B Data Asynchroniza-

tion: An increased number of conflict-free navigation

instances decreases the need for detect-and-avoid (DAA)

alerts. This reduction lowers the computation time re-

quired for navigation control and minimizes the impact

of ADS-B data synchronization on navigation planning.

• Improved Safety: Fewer conflicts provide UAVs with

sufficient time to avoid collisions, enhancing safety even

in the presence of spoofing attacks, thereby allowing the

UAVs to complete their missions successfully.

• Improved Autonomy: The autonomous defence strategy

as shown in Figure 3 will reduce the ATC workload,

hence improving the autonomy levels of the unmanned

aircrafts [53] for safer integration in the airspace.

2) Limitations

The limitations of this study can be summarized as follows:

• The strategy depicted in Figure 3 is ineffective at lower

attack probabilities or under normal conditions, as it does

not show considerable improvement.

• As shown in Figure 13, the fuel required to complete the

mission increases when deploying RL algorithms with

the MVP strategy, indicating a need for a larger energy

supply to defend against attack scenarios, which can raise

the design and operational cost.
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TABLE II
COMPARISON OF THE AVERAGE NUMBER OF CONFLICT FREE PATHS FOR MVP, MVP AIDED DDPG, NZSAR RL, ZSAR RL OVER 100 TESTING

EPISODES AGAINST 10 MONTE CARLO SIMULATION RUNS

Attack Probabilities
ptrain = 0.8 ptrain = 0.9 ptrain = 1.0

MVP DDPG NZSAR ZSAR MVP DDPG NZSAR ZSAR MVP DDPG NZSAR ZSAR

patt = 0.8 7.80 28.4 29.8 41.6 7.80 28.4 29.0 33.4 7.80 28.4 32.0 37.6

patt = 0.9 15.8 19.8 24.2 37.2 15.8 21.2 26.4 29.2 15.8 19.6 30.8 25.6

patt = 1.0 10.4 6.80 23.0 28.8 10.4 5.00 24.0 36.8 10.4 8.40 14.8 21.8

• The setup described in Figure 3 involves data exchange

among several actors, which can lead to data synchroniza-

tion issues and potentially result in an overall ineffective

defense against spoofing attacks. This area will be ex-

plored in future papers.

V. CONCLUSION

In this paper, a zero-sum action robust (ZSAR) DDPG-

aided MVP-based deconflicted navigation system has been

designed, which will facilitate the ownship UAV to fulfil

its mission against uncertain novel dynamic conflict-induced

spoofing attacks and dynamic air traffic. The algorithm is

compared against the SOTA NZSAR and DDPG aided MVP-

based deconflicted navigation strategy against novel conflict-

induced spoofing strategy. Final results can be summarized as

follows:

• MVP is resilient against novel conflict spoofing attack

at lower probabilities, however the performance degrades

rapidly with increase in attack probability.

• RL aided MVP strategy considerably improves the decon-

fliction in random airspace traffic scenarios against vari-

ous stochastic and deterministic conflict-induced spoofing

attack scenarios.

• ZSAR with MVP strategy considerably improves the

average number of conflict-free paths compared to the

SOTA NZSAR and DDPG-based MVP navigation strat-

egy against random airspace traffic and conflict-induced

attack scenarios.

• ZSAR with MVP based UAV navigation strategy im-

proves the number of conflicts under stochastic conflict

induced spoofing attack scenarios.

Future work revolves around designing an adaptive AI algo-

rithm which will fulfill the safety as well with optimal fuel

efficiency while maintaining operational efficiency at normal

scenarios. The setup described in this paper serves as a prelimi-

nary investigation into future unmanned air traffic management

infrastructure. Due to the exploratory nature of this study, real-

world data and scenarios were not available. Future research

will focus on integrating the real-world trajectory data of

manned aviation flights with unmanned air traffic management

systems.
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