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PAST:
Pre-2003

PRESENT: FUTURE:
2003-2023 Beyond 2023

HISTORICAL WARS & SCIENCE: BATTLEFIELD EVIDENCE:

* Trace Battlefield Forensics Evolution? When did * Explore its historical significance.
it begin? Why?
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PRESENT:
2003-2024

Methods and Technologies: Modern Battlefield Definition:
* Explore contemporary battlefield forensics. * Define modern battlefield parameters.
* Access current practices in NATO * Who are the key actors?
* Contrast civilian and military applications.  Key diciplines?
* Evaluate emerging technologies, strategic * Analyse the impact on forensic investigations and

initiatives and geo-political trends. military operations.




Future Assessments:

* Emerging technologies and warfare tactics.
* Extract key-insights to support NATOs concept development

Evolution of Forensic Framework:
* Response to emerging technologies and limited recourses.

* Adaptation to changing warfare tactics.
* Collaboration between CIV-MIL-GOV

FUTURE:
Beyond 2023

Defining Battlefield Forensics:
* Comprehensive definition for Battlefield Forensics
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Methodology: :j 100 %

Action Research & Grounded Theory
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» Action and Changes

» Constant Comparison p R )

» Theoretical Sampling

» Explicit coding & theory buildingp - ) \% Categorizing %
Action & Changes Axial/Selective Coding
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AxiaI/SeIective Coding
Data Collection /I
| | . Theory/Concept
Observations and Semi-structured Interviews

Categorizing
Axial/Selective Coding
Building
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Why is this research needed?

WHY?
* LACK OF RECOURSES / WORKING IN STOWE PIPES

INCREASING COMPLEXITY OF THE BATTLEFIELD AND RAPID ADVANCEMENTS IN SCIENCE & TECHNOLOGY -> KNOWLEDGE GAP

UNTAPPED POTENTIAL OF COLLECTED EXPLOITATBLE MATERIAL RESULTS IN LOSS OF VALUABLE INTELLIGENCE AND EVIDENCE

BRIDGE THE GAP -> CIVILIAN AND MILITARY FORENSIC UNDERSTANDING & COLLABORATION

EXISTING NATO DOCTRINE —> NOT FIT FOR PURPOSE

NEED FOR A "BATTLEFIELD FORENSIC" FRAMEWORK?
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Working with

NATO

as a Case Study

Provide a real-world framework in which to test current
NATO doctrine and concepts within TECHNICAL
EXPLOITATION & BATTLEFIELD EVIDENCE and to gauge their
degree of implementation in the NATO Force Structure,
Operational Planning and coordination with Host Nations.

LEVEL 1
Tactical

Technical Exploitation Process in a NATO area of ope
Capabilities? Coordination with HN and NGOs?

LEVEL 2

Operational

ration -> Management?

LEVEL 3
Strategic
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SUPPORTED
OUTCOMES:

« Force protection

= Targeting

* Component &
Materiel
attribution

« Training

« Countermeasure
development

* R&D, Testing &
Evaluation

* Law enforcement
and Legal
proceedings

HQ MNC NE

1s responsible
for the safety
of Poland,

Estonia, Latvia,

Lithuanma and
has a security
awareness in
Slovakia and
Hungary.

That is nearly

L
Nt

60 MILLION
PEOPLE

Source: Multinational Corps Northeast, Szczecin, Poland.
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SUPPORTED

OUTCOMES:

Force protection
Targeting
Component &
Materiel
attribution
Training

Countermeasure
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development
R&D, Testing &
Evaluation

Law enforcement
and Legal
Supporting proceedings

- Dispositation
Activities

LEVEL 1 LEVEL 2 > LEVEL 3

Tactical Operational Strategic

Technical Exploitation Process in a NATO area of operation -> Management?
Capabilities? Coordination with HN and NGOs?




Exercise Observation, Implementation &

» Northern
Challenge
(Iceland)/NATO)

» Ardent Defender
(CAN)

» Bison Encounter
(EDA)

Current Technical Exploitation Framework
Staff Function's Responsibilities for TE
Technical Exploitation Coordination Cell
(TECC) — Capabilities, Operations, and
Management of the TE process

 Loyal Leda

Testing

(NATO) « Knight Namejs

» Trojan Footprint . éi g\vﬂcl\)llgl-(l\gHOP
(NATO SOF) (TTX)

- Avenger Triad NATO/Cranfield

(NATO)

Technical Exploitation Laboratory Level 2
Technical Exploitation Collection (Level 1)
Collected Exploitable Material (CEM) Flow
Managing TE Results

Harmonisation with HN

OUTPUT

Battlefield Forensics
Framework

NATO Doctrine &
Concept

Support to National
Defence Plans




Findings and Output so far...

% Output

. ‘ I KNOWLEDGE GAP: .

0\ e BATTLEFIELD COMPLEXITY AND ‘  RECOMMENDATIONS TO COM
FORENSIC TECHNOLOGY  TECONCEPT OF EMPLOYMENT
ADVANCEMENTS. e TE EXERCISE INPUT

* LIMITED REALIZATION OF FORENSIC = TE ANNEX OPERATIONAL ORDER
SCIENCE POTENTIAL IN WARFARE. = TE INJECTS
é LIMITED UNDERSTANDING: | .
e TECHNICAL EXPLOITATION & ? DOCTRINE DEFICIENCY:
BATTLEFIELD EVIDENCE? « NATO TACTICAL DOCTRINE NOT FIT-

e CAPABILITY GAP FOR-PURPOSE

« LEGAL FRAMEWORK MISSING « NEEDS TO BE INCORPORATED IN COM

« NATIONAL CAVEATS? INTENT and OPORD
000 « REQUIREMENT FOR OPTIMISED
}‘%{ UNTAPPED POTENTIAL: COOPORATION (HN, CIV, IND, AC)

* LOSS OF VALUABLE INTELLIGENCE AND
WHAT IS THE PURPOSE? EVIDENCE.
WHAT IS COLLECTED? * NEED FOR OPTIMIZATION OF COLLECTED
BY WHOM? ' EXPLOITABLE MATERIAL (CEM).
WHO OWNS IT? « CEM --> BATTLEFIELD EVIDENCE

HOW DO WE SHARE IT?
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2 ’5. i *» Computer network/Digital
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TE RESULTS

SUPPORTED
OUTCOMES:

« Force protection

« Targeting

* Component &
Materiel
attribution

« Training

- Countermeasure
development

* R&D, Testing &
Evaluation

* Law enforcement
and Legal
proceedings

LEVEL 1

Tactical

LEVEL 2

Operational

Strategic

Technical Exploitation Process in a NATIONAL context -> Management? Capabilities? Recourse

Optimisation? Coordination with Academia, Private- Sector, NGOs?
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SUPPORTED

OUTCOMES:

Force protection
Targeting
Component &
Materiel
attribution
Training
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Tactical Operational Strategic

Technical Exploitation Process in a NATIONAL context -> Management? Capabilities? Recourse
Optimisation? Coordination with Academia, Private- Sector, NGOs?




BIOMETRIC
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DNK LVL 37

 Recommendation to national procedures and planning processes.

 Examples of Forensic Resources in Denmark which could support a
national LVL 3 and theatre LVL2/1.

1) Efterretningsregimentet
(Army Intelligence)

2) Ingenigrregimentet
(Engineer Regiment)

3) Militaer Politiet

(Military Police) /

Forsvarets Auditgr Korps
(Military Prosecution Service)
4) SOKOM

(Special Operation Command)

What is the legal

framework?

5) Nationalt Forsvarsteknologisk Center

6) Forsvarsakademiet

(Danish Defence College)

7) Rigspolitiet

Police Intelligence and CSI

8) Forsvarets Efterretningstjeneste (Defence
Intelligence Service) /

Center for Cybersikkerhed

(Centre for Cyber Security)

9) Beredsskabstyrelsen (Danish Emergency
Management Agency)

10) FMI: Forsvarets Kemiske Laboratorium
(Defence Chemicial Lab) + Cyber Division:
Battle Lab.

11) DAR — Sikkerhed & Ballistik

12) Flyvevabnet (IMINT EXPL)

Danish Airforce

13) Foringsstgtteregimentet (Command
Support Regiment)

14) UAS Test Center Danmark



Battlefield Forensics Framework

| BATTLEFIELD FORENSICS IN TIME & SPACE CAN A HOLISTIC BATTLEFIELD FORENSICS FRAMEWORK

BE DEVELOPED? -
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Help and Support

3;39\ HOW ARE YOU CONTRIBUTING TO
BATTLEFIELD FORENSICS?

i;i» WHAT FORENSIC STRATEGIES DO
' YOUR GOVERNMENT AND MILITARY
HAVE OR NOT HAVE IN PLACE?

"Battlefield Forensics must be recognised as a
multifaceted and unique scientific discipline. To

foster cross-functional cooperation, | recommend
exploring the establishment of a NATO Battlefield
Forensics Center of Excellence." rikke Rietveld

é:} WHAT CHALLENGES ARE YOU
DEALING WITH?

/,’%Wi\ SOLUTIONS AND COLLABORATIONS?

WThe Military Personnel Identification (MPI) Project

is a 3-year initiative, launching in 2024. The aim

of this project is to empower and equip military
organizations with the necessary forensic expertise
and systemic processes required to ensure the
identification of their missing and deceased
combatants and to provide relevant information to
their families". \crc 2024
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