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The proliferation of drone technologies in urban spaces has increased the threat space on potential attacks of key
assets and people. The early disruption of adversarial drones is crucial to ensuring safety and the smooth opera-
tion of transportation services. Previous approaches use target interception algorithms for well-known trajectory
profiles such that the interception problem is reduced to solving a geometric task. However, the unpredictable
nature of the decision-making of drones poses significant challenges to traditional interception algorithms. To this
end, this paper proposes a tactical and dynamic path planning approach that maximises the interception proba-
bility of adversarial drones in the presence of obstacles, whilst minimising the interception time. This is achieved
by modifying a twin-delayed deep deterministic policy gradient (TD3) algorithm with an artificial potential field
(APF) that increases the likelihood of success for the interception in a reduced time, whilst avoiding local minima
issues. Extensive experiments are conducted to demonstrate the feasibility of the approach and future research

directions.

1. Introduction

The fast proliferation of drones is becoming a challenge in security
and defence [1,2]. The diverse applications of drones in urban spaces
pose critical risks to security, privacy, and protection of both people
and key assets [3]. The interception of these drones plays a pivotal role
in ensuring the smooth operation for services. Therefore, there is a need
of designing novel algorithmic tools or methodologies to support en-
forcers in the interception of drones that do not comply with safety and
security regulations [4-6]. Traditional drone neutralisation approaches
(e.g., missiles [7]) are not appropriate in urban areas due to the risk of
damage to the surrounding area [8]. Recent research investments are
focusing on using autonomous interceptor drones [9,10] that catch the
drone and tow it into a safe area instead of neutralising it. In this case,
the interceptor must adapt its mission profile and predict the movement
of the target to intercept it as quickly as possible.
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1.1. Related work

Solid-state LiDAR has been used to fuse two simultaneous scans with
higher and lower frequencies to estimate the position of a drone [11].
The approach consists of first detecting the target using YOLOV5 over
ranges of images generated from the LiDAR point cloud. Then, two si-
multaneous tracking estimators on two different scan frequencies are
run in parallel, both using an extended Kalman filter (EKF) [12,13].

Proportional Navigation (PN) is one of the traditional techniques for
target interception [14]. This algorithm is commonly used in missile
systems to intercept moving targets. Reinforcement learning (RL) has
been used to improve the capabilities of PN by modifying the naviga-
tion ratio in real-time. However, PN algorithms are designed for missile
interception at higher altitudes, i.e., under clear skies which makes PN
unsuitable for urban environments that contain obstacles.
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Multi-task algorithms are designed to alleviate the aforementioned
issue. A fusion between the Dynamic Window Approach (DWA) and
proportional guidance (PG) using RL was proposed in Ref. [15]. Here,
a proximal policy optimisation (PPO) algorithm is used to switch be-
tween the DWA and PG algorithms. Artificial potential field (APF) is
widely used in multi-task missions due to its high computational effi-
ciency [16,17]. This method leverages the concept of virtual forces to
guide robots toward a goal while avoiding obstacles. Here, the robot is
treated as a particle moving in a potential field influenced by attractive
and repulsive forces [18]. Also purely RL models [19,20] have been used
for multi-tasking. In Refs. [21,22] a deep deterministic policy gradient
(DDPG) is used to intercept drones with obstacle avoidance capabilities
by designing specific reward functions for each task. However, the learn-
ing time is large. Additionally, DDPG algorithms have been improved
to deal with high-density and non-deterministic environments in path
planning approaches [23-26]. Also PPO has been used for target inter-
ception in both open-sky environments and in congested environments
without considering interception time as a key metric [27,28].

A multi experience pool mechanism is used with a Twin-Delayed
DDPG (TD3) algorithm [29] to improve the convergence time. This tech-
nique is quite useful when the training fails in a local minimum. In this
case, learning from a single experience pool is not optimal (as the pool
is filled with non-optimal experiences). In order to avoid this situation,
three experience pools are created: the failure one, the success one, and
the temporary one. If the episode is a success, the data from the tem-
porary pool are saved in the success pool. If the episode is a failure, it
is saved in the failure pool. The data sampled to update the networks
are taken following a certain proportion from the success and failure
pools. However, this approach requires high-computational resources
which increases the interception time. There are recent approaches that
combine the benefits of heuristic methods with RL algorithms [30-32];
however, these approaches are constrained to path planning approaches
that cannot be easily migrated to target interception problems under
random target manoeuvres and highly dense environments [33,34].

1.2. Contributions

In view of the above, this paper proposes a target interception algo-
rithm that combines the advantages of the artificial potential field (APF)
with the twin-delayed DDPG (TD3) algorithm. Here, the TD3 algorithm
is used to approach the target as fast as possible, whilst the APF algo-
rithm is implemented when the interceptor is close to the target within
a threshold. The contributions of the approach are twofold: 1) the TD3-
APF algorithm converges faster to an optimal solution and improves the
interception success and 2) local minima are avoided such that the in-
terception time is minimised. Extensive simulation studies are carried
out under simulated environments with random obstacles of different
shapes, sizes and locations. The results verify the advantages of the pro-
posed model over the state-of-the-art DDPG and TD3 algorithms. Table 1
shows a summary of the variables used in this work.

2. Problem statement and methodology

The interception problem is depicted in Fig. 1, which consists of an
interceptor drone detected in a restricted urban area, a target drone, and
a set of obstacles. Here, an interceptor drone (interceptor) is deployed to
intercept the drone without collisions and as quickly as possible using a
data-driven target interception algorithm. To this end and without loss
of generality, we consider that the following assumptions are fulfilled,

Assumption 1. The interceptor has access to real-time measurements
of its surrounding environment within a finite sensing range, including
relative obstacle distances and the target position within its field of view.

Assumption 2. Disturbances and unmodeled terms are compensated
for by the low-level controller, which is not discussed in this paper. In
addition, the low-level control is in charge of executing the high-level
reference commands of the proposed interception planner.
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Table 1
Variables used in this work.
Symbol Description
P Position vector
v Velocity vector
Uy, 0, Velocity components
,a, Acceleration components

ay

[ Orientation of the yaw angle

B angle between agents

APF attractive and repulsive forces

1; LiDAR scan

Upmax> @max Maximum velocity and acceleration magnitudes
x Observation vector

u Action vector

O(xy, uild;) Q-network

&, Neural weights of Q-network i

T Soft update hyperparameter

c Random noise

kyskgo kg kpkys kg kg Reward gains

KT k! Attractive force gains

kfrg,klrg Repulsive force gains in emergency zones
kz;m Ky Ky Repulsive force gains for agents and obstacles
doins dypy Repulsive thresholds

Sun Switching threshold

dfrons Arep Interceptor distance thresholds

QB . -
s

X Interceptor
Target

O Obstacles

Fig. 1. Target interception problem: A drone interceptor aims to intercept
the trajectory of a drone target by navigating through an environment with
obstacles.

Assumption 3. The scenario takes place in an intelligent city infrastruc-
ture equipped with multi-frequency LiDAR sensors that provide accurate
estimates of the positions of both the intruder and the interceptor. These
measurements are assumed to be noise-free, instantaneous, and without
range or coverage limitations, and are communicated to the intercep-
tor without delay. Consequently, the interceptor operates under a fully
observable and closed-loop setting.

Assumption 1 defines the sensing capabilities at a modeling level,
namely the availability of environmental measurements within a finite
range and field of view. In this work, these capabilities are instanti-
ated using LiDAR-based sensing with a range of 20 m and a field of
view of r radians. Single-beam LiDAR sensors are a common practical
choice due to their low cost, accuracy, and scalability [35]. Assumption
2 is acceptable (to some extent) by considering a robust low-level con-
trol design that attenuates external disturbances, e.g., PID, sliding mode,
or novel model predictive controllers (MPCs) [36-38]. Assumption 3 is
motivated by recent developments in smart city sensing infrastructures,
which enable real-time localization and tracking of aerial agents, and
can be reasonably approximated as providing accurate state information
in the considered scenario [39].

Based on these assumptions and Fig. 1, the target receives
information about the interceptor from the smart city, while the inter-
ceptor receives the LIDAR measurements and the position of the target.



N. Lucotte, A. Perrusquia, A. Tsourdos et al.

QP
I %

Fig. 2. Local minima challenge of previous data-driven interception algorithms.

g SW|t‘ch|ng Condition

Reinforcement
Learning
LiDAR scans .
=0

Artificial
Potential Field

Acceleration Environment

Pos/Vel/Orientation
of the Target

Fig. 3. High-level diagram of the proposed TD3-APF approach.

The target will attempt to evade the interceptor by applying evasion
maneuvers. The main goal of the interceptor is to safely intercept the
target (without colliding with obstacles) as quickly as possible to pre-
vent its advance into the restricted zone. One of the main challenges
in the interception problem arises when the interceptor gets too close
to the drone target in the presence of obstacles. Fig. 2 illustrates an
example scenario of this challenge. Here, the interceptor and target are
separated by a distance d, but the interceptor cannot get closer to the tar-
get due to two nearby obstacles. The interceptor must navigate around
the obstacles to effectively intercept the target, which increases the dis-
tance between the drones. This creates a cycle-limit problem because
every time the interceptor moves away from the target, the interception
algorithm incentivizes the interceptor to approach the drone target, re-
turning to the same previous position. Previous RL-based interception
algorithms, such as DDPG and TD3, attempt to mitigate this problem
by increasing the interception distance, which is undesirable since the
target could escape. Furthermore, these approaches struggle when the
target is close to the interceptor, leading to an increase in interception
time.

To address this challenge, this paper proposes a complementary TD3-
APF algorithm that takes advantage of the complementary attributes of
both the TD3 and APF algorithms to successfully intercept the target
in reduced time. The overall architecture of the proposed approach is
depicted in Fig. 3.

Fig. 3 shows how the observations of the interceptor and target feed
both the TD3 reinforcement learning and APF algorithm. The key idea
is to use TD3 as the main algorithm to approach the target as quickly
as possible. A switching condition is designed to switch from TD3 to a
modified APF algorithm that allows the interceptor to get closer to the
target and avoid local minima issues by fulfilling a proximity condition.

2.1. Drone motion model

We consider a simple 2D kinematic model for both drones with a
constant altitude that satisfies aviation regulations. With this particular
model, the roll and pitch angles are neglected and we just consider the
yaw angle as the main orientation angle of each drone. For simplicity,
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we assume that the yaw angle matches the orientation of the velocity
vector v.

Remark 1. We focus on a 2D environment to evaluate the proposed
method under a simplified yet representative setting. Extending the
framework to urban 3D operation is non-trivial because altitude be-
comes an additional optimisation variable constrained by aviation regu-
lations, geofencing requirements, no-fly zones, obstacle avoidance, and
dynamic airspace policies. These factors require richer environmental
modeling and additional constraints within the optimisation process, sig-
nificantly increasing problem complexity. A comprehensive treatment of
regulatory-aware 3D planning is therefore left for future work.

We consider the following kinematic model,
X, = x;_1 + bAt, 1)

where x, = [px,py,vx,vy]z € R* is the state vector that describes
the linear position, velocity, and acceleration of the drone, b =
[y, Uy, ay, ay]T € R* and At is a sampling time between measurements
in the time index k — 1 and k. In this study, we measure the position
of the target drone in the global frame (measured from the LiDARs
of the smart city), whilst the position of the interceptor is measured
in its local frame that moves in the direction of the velocity vector.
The velocity magnitudes of both the interceptor and the target are de-
V@) + @1y and 0T =
The superscripts T, I denote the target drone and the interceptor drone,
respectively. This model uses the acceleration components as control
inputs, which are decomposed as follows

o]-<f)
a, sin(@)

where a is the acceleration magnitude and 6 is the orientation of the yaw
angle. We add the following kinematic constraints for both the target and

interceptor drones: maximum velocities of v = 20 m/s and oI =
18m/s, and a maximum acceleration of a

scribed by v! = \/(vz)z + (UZ;)Z, respectively.

max = 5 m/s? for both drones.
The sampling time is Ar = 0.05 seconds. Therefore, the magnitude of the
acceleration is a € [-5,5] m/s? and 6 € [-r, z] radians.

2.2. Environment

A two-dimensional square environment of size 200 x 200 m? is con-
sidered in this work. Circular obstacles [15,21,40] with varying radii
are randomly placed within the environment to enhance generalization.
The obstacle locations are resampled at the beginning of each training
episode of the RL-based interceptor. Obstacles are positioned within the
region spanning 50-150 meters from the origin, and each obstacle radius
is uniformly sampled between 3 and 10 meters. The initial positions of
both the interceptor and target drones are randomly assigned within the
central area of the environment. We consider N = 10 obstacles in total.

2.3. LiDAR observations

The interceptor drone is equipped with 19 single-beam LiDAR sen-
sors as the main measurement source with a range of 20 meters. These
LiDARs are uniformly located with an interval of = radians to cover an
angle of = radians. The length of the line of each LiDAR will be shorter
when it intersects an obstacle. In order to create a more realistic environ-
ment, noise is added to the measurements. An SF20/C Lightware [41]
linear LiDAR is considered with a range of 100 meters and a worst-case
error of 10 cm. An exponential distribution will be used to represent
the noise of these LiDARs. Fig. 4 shows a sketch of this exponential
distribution using 1000 samples.

This noise is randomly set as positive or negative such that we ob-
tain different noise in each iteration. Since the maximum range of the
LiDARs is /,,,, = 20 meters, data above 20 will be set to 20, and nega-
tive data will be set to 0. The final LiDAR data are given by the vector
I=1[l,ly,...,154]T € R,
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Fig. 4. Noise distributions of the LiDAR sensors.
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Fig. 5. Noise distributions of the target position.

Assumption 3 states that the city is equipped with a sensing in-
frastructure capable of accurately estimating the positions of both the
interceptor and the target. The interceptor’s position is assumed to be
noise-free, as it is part of the smart-city system and is therefore fully
observable. In contrast, the target drone is considered an external in-
truder, and its position estimate is subject to measurement uncertainty.
To model this uncertainty, we adopt the sensing performance reported
in [11], where a multi-frequency LiDAR system achieves a root-mean-
squared position error (RMSE) of 0.014 meters when tracking a moving
UAV. Since the error is expressed as an RMSE, this work adopts a
Gaussian distributed noise centered on 0.014 meters with a standard
deviation of 0.01 meters. Fig. 5 shows the Gaussian distribution of the
position error of the target drone. This noise is sampled at each mea-
surement and added to the true target position, with both positive and
negative deviations occurring randomly.

We consider two categories of LiDARs: critical L,,;;, and the side
LiDARs L, which are used to design different repulsive forces of the
APF algorithm discussed in subsequent sections. Here, we consider as
critical LIDARs the 5 scans located in the middle, whilst the rest of the
scans are considered as side LiDARs. Fig. 6 show a simple visualization
of the two categories of LiDARs.

3. Reinforcement learning design

From the previous section, we can easily observe that we are deal-
ing with a Partially Observable Markov Decision Process (POMDP)
with continuous observations and continuous actions. Therefore, this
section is dedicated to formulating a deep reinforcement learning (DRL)
architecture that can deal with these continuous observation-action
spaces.

3.1. Observation and action space modeling

To construct the observation space for this particular problem we
consider the data obtained from: the LiDARs, the position of the
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Fig. 6. LiDARs categories. Critical LiDARs are depicted in Orange, whilst the
side LiDARs are shown in blue colour.
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Fig. 7. Observation space: (x,, x,) defines the position of the interceptor, x; the
orientation of the velocity vector of the interceptor measured from the global
frame, x, the ratio of the velocity of the interceptor, (xs, x4) the position of the
target, x, the orientation of the velocity vector of the target measured from
the global frame, x; the ratio of the velocity of the target, x,.,, the 19 LiDARS’
measurements, x,g the direction of the target in the global frame, x,, the distance
between the interceptor and the target, and x5, the direction of the target with
respect to the local frame.

interceptor, and the estimated position of the target [42]. These data
are used to infer other observations such as the velocity of the agents.
We used a small sample time of 0.05 s. We additionally normalised
the observations to avoid scale issues. The state space is denoted as
x = [x],%y, ... ,x30]T and includes the following: 1) the position of the
interceptor x;, x, € [0, 1], 2) the orientation of the velocity vector of the
interceptor in the global frame x; € [—1, 1], 3) the ratio velocity of the

I
interceptor x, = U',’ € [0, 11, 4) the position of the target x5, x4 € [0, 1],

5) the orientation of the velocity vector of the target in the global frame
x7 € [-1, 1], 6) the ratio velocity of the target xg = ’;—T € [0,1],7) the 19

Umax
LiDARs’ measurements x; € [0, 1] with j =9,10,...,27, 8) the direction
of the target in the global frame x,3 € [-1, 1], 9) the distance between
the target and the interceptor x,¢ € [0, 1], and 10) the direction of the
target in the local interceptor frame x;, € [—1, 1]. Fig. 7 shows a simple
schematic of the observation variables obtained from the geometry of
the target-interception problem.
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The action space is also normalised between —1 and 1 to improve sta-
bility and convergence in the training stage. Therefore, the final action
space is ag; = [-1,1] and 65, € [-1,1], and hence u = [ag;,0x;1".

3.2. Reward function

The reward function is carefully designed and decomposed into 7
main components. Let k,, kg, ky, k;, k. k s, kg > 0 denote constant gains
associated with each term. First, the terminal reward r, depends on the
episode outcome: r, = k, if the target is intercepted, r, = —k, if the inter-
ceptor collides with an obstacle, and r, = 0 if the maximum step limit is
reached. The distance term r, = k,V/200? + 2002(x5; ! — x4)) encourages
reduction of the target distance, yielding a positive value when the in-
terceptor approaches the target and negative otherwise. The orientation
component r, = k,(0.5 — x37) promotes alignment of the intercep-
tor’s heading toward the target direction. To discourage approaches to

1—x; ..
L. 1.5] is in-

obstacles, the LiDAR-based penalty r; = k; 212.19 min<

Xl max

troduced, providing stronger penalties when LiDAR readings indicate
close obstacles. The velocity reward r, = k,vl_ (1 - x,) motivates fast
interception behavior by favoring higher speeds. A safety term r, =
min(kf(xlxlmax_ds), 0

ing the agent when the LiDAR ray aligned with the velocity direction
falls below the defined safe distance d,. Finally, a step cost r, = —k;
imposes a constant negative reward each timestep to promote efficient
task completion. Collecting all terms, the total reward at step k is given
by ry =r,+ry+r,+r +r,+r,+r. Each constant gain is manually
adjusted until the best performance is achieved.

) further prevents unsafe forward motion, penaliz-

3.3. Twin-delayed deep deterministic policy gradient (TD3) algorithm

We adopt the twin-delayed deep deterministic policy gradient (TD3)
algorithm as the underlying learning framework, owing to its ability to
learn deterministic policies in continuous action spaces while mitigating
overestimation bias. TD3 has demonstrated strong performance in target
interception problems [29,43,44], making it a suitable choice for our
setting. The algorithm incorporates three key techniques that enhance
training stability and robustness: (i) clipped double Q-learning, where two
critic networks are employed to reduce value overestimation; (ii) delayed
policy updates, in which the actor is updated less frequently than the
critics to ensure reliable value estimates; and (iii) target policy smoothing,
where noise is injected into the target action to prevent exploitation of
sharp value gradients.

The critic networks are parameterized by a set of weights denoted as

¢;.i = 1,2 that aim to minimise their respective loss function given by
[45]

i\2
L(p) = Epl(QCx, uld) — vl 3

where i = r, + yO" (X441, h(x;4)|@;) is the temporal difference (TD)
target, r, is the reward function and y is the discount factor. The actor
network with parameters 6 aims to learn the optimal policy h(x|0) that
maximises the Q network O(x, u|¢;) as maxg E,. plQg, (x, h(x|0))], where
D is a replay buffer that stores the trajectories (x;,u,,r;,x;,,) in each
iteration k. Both the actor and critic networks use a small batch sampled
from the replay buffer.

The target network is a copy of the main network and is composed of
an actor network h(x|6’) and a critic Q network Q(x, u|¢,’.). A soft-update
is used to maintain stable performance while learning [45], i.e.,

0=10+(1-00. ¢ =1¢,+(1-1)¢,, @

where 7 € [0, 1] is the soft update rate. Random noise ¢ is added to the
selected action, i.e., ' = u + o, to improve the generalisation of the
learned policy.

Remark 2. Stochastic RL agents, such as proximal policy optimisa-
tion (PPO) or soft actor critic (SAC), are not commonly used in target
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interception tasks. This is because interception requires precision, pre-
dictability, and stability, such that stochasticity tends to degrade all
three of these factors. This is demonstrated in the related work men-
tioned above, where the majority of the work adopts DDPG/TD3 as the
main RL agent.

4. Proposed approach: TD3-APF algorithm

Although DDPG demonstrates strong performance in many intercep-
tion scenarios, it struggles when the interceptor approaches obstacles, as
illustrated in Fig. 2. In such situations, the agent tends to remain station-
ary because it does not learn an appropriate avoidance maneuver that
would allow it to bypass the obstacle and continue pursuing the target.
This behavior is expected: navigating around the obstacle temporarily
increases the distance to the target, resulting in a short-term reduction in
reward, which conflicts with the reinforcement learning objective of im-
mediate reward maximization. On the other hand, TD3 tends to reduce
the velocity such that it reduces collisions, but increases the likelihood
of not intercepting the target.

To address this limitation, we incorporate an Artificial Potential
Field (APF) mechanism into the TD3 framework. The key idea is to em-
ploy TD3 to guide the interceptor toward the target up to a predefined
proximity and within the LiDAR sensing range. Once this condition is
satisfied, control is seamlessly transferred to the APF module, which
then guides the agent to intercept the target while ensuring collision-
free navigation and avoiding local minima. The details of the proposed
APF-based strategy are presented in the following subsection.

4.1. Artificial potential field (APF)

The APF algorithm will be used for both agents: the target (as an
evasion strategy) and the interceptor.

4.1.1. Target APF

To prevent collisions with obstacles, we designed an APF algorithm
that considers a security distance between the target and the obstacles,
such that if the target is too close to the obstacles, it will cancel its
attractive force and amplify the repulsive force of the obstacle. To this
end, we design the attractive force of the platform as FZ = kX (P pta form =
Prarger)» Where k7' is the attractive coefficient of the target, p, rorm iS
the position vector of the platform, and p,,,,., = [xs.x¢]" is the position
vector of the target. We consider three scenarios for the repulsive force
of obstacles: (1) when the distance between the target and the obstacles
is equal to or less than a safe security distance d,;, > 0, (2) when the
distance between the target and the obstacle is less than a repulsive
threshold d,;, > 0, and (3) when the distance between the target and the
obstacles is greater than the repulsive threshold d,, > 0 which means
that there is no repulsive force. This is formally described as follows

P -C
kT <L _ 1 ) target n lfdn <dmm

urg d, din d,3, c
FT, = Prarget —
” krTep 1_1 &3" ifd, < d,, ®)
'\d, dy >
0, otherwise,

T T ; :
where Ky kpop, > 0 are the security and threshold gains. The total

repulsive force of obstacles is given by
N

Fl, =Y F),. ©6)
n=1

where N denotes the total number of obstacles. The variable d, corre-
sponds to the distance between the target position p,,,,., and the nearest
point of obstacle C,. The repulsive force from the interceptor is ap-
plied just when the following two conditions are satisfied: d, < d,, and
d, > dy,, i.e., that the target is not in an emergency zone. Then, the
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repulsive force from the interceptor is given by

< 1 1 >pmrget _Pinrerceptor
Xo9  dyy

T _ T
F.= repy

= : @
29
where percepror = [X15 x,]7 is the position vector of the interceptor and

T . . . .
kyep, TEPTESENLS the repulsive gain applied to the interceptor. The total

artificial force acting on the target is computed as F; = F Z +F Z:, + F,Tn
and this force is used as the input target velocity v’ = F.

4.1.2. Interceptor APF

The interceptor is designed to reach the target while avoiding col-
lisions with obstacles. We assume that the interceptor operates under
noisy and partial observations, consisting of measurements from 19
linear LiDAR sensors, the target position, and its own position. The at-
tractive force acting on the interceptor is defined as F! = k!(pigrg0r —
Pinterceptor)> Where kI denotes the attractive gain. Since the interceptor
does not have complete information about the obstacles, repulsive forces
are generated based on LiDAR measurements. A repulsive force is as-
signed to each LiDAR scan that detects a potential obstacle, i.e., when
the detected distance is less than 19 meters (with a maximum sensing
range of 20 meters). Similar to the APF of the target drone, we consider
different repulsive forces based on different thresholds and the LiDAR
category (critic or side LiDAR). To this end, we define d,,, > 0 as the
repulsive threshold of the critic LIDARS L, ., d,., > 0 is the interceptor

rep

repulsive threshold, and we use the same security threshold d,;,, then
the interceptor repulsive force is described by
1 1 > pinterceptor — P .
1
- if Xl ok < di
urg <lemax dmin (lemax)3 Jmax min
5k1 ( 1 _ 1 ) Pinterceptar 7 if x/-lmax < d/'mm
Ffj =19 e lemax dfrom (lemax)3 andj € Lcritic
1 1 pintercepmr — P .
kT < - > _— if x;l. <d
jYmax rep
e xj lmﬂx d"BP (xj lmL\x)2
(1 otherwise,
(8

where klfrg, kr’ep > 0 are the security and threshold gains of the intercep-
tor and p; defines the intersection point of the LiDAR j with the obstacle

or target. The total repulsive force is given by
27
T T
F!= Z; Fl. 9
=

The total artificial force acting on the interceptor is F; = F "‘ + F f s
and the resulting interceptor velocity is v! = F,.

4.2. TD3-APF algorithm

Although the APF formulation improves obstacle avoidance, it ex-
hibits similar behavior to the TD3 policy when the interceptor ap-
proaches obstacles: the magnitude of the resultant force diminishes due
to the proximity of both the target and surrounding obstacles. To mit-
igate this effect and enhance interception performance, we introduce a
simple switching condition. Let B denote the angle between the intercep-
tor’s velocity vector x, and the displacement vector p,,.qer = Pinterceptors
and also consider the switching condition s,, > 0 that allows the switch
between the TD3 and APF algorithms. Assuming a critical scenario,
i.e., when the interceptor is close to the obstacles, then if ||p.ee —
Pinterceptor] < Spp @and || B|| < 0.5z, the following indices are computed

18B

[0 e |12

Laoun = | 2| + 10, (10)
T

where [-] and |-| denote the ceiling and floor functions, respectively,

and /; are the LiDAR measurements with j = 1, ..., 19. Then, if the con-

ditions llup > ”prarget _pimereeptor” and llduwn > ”pmrget - pinterceptor” are

satisfied, we set the interceptor’s velocity as v/ = F; = F"7 .

Applied Soft Computing 202 (2026) 115797

Algorithm 1 TD3-APF.

Require: Position of the target p,,.., position of the interceptor
Pinterceptor> thresholds s, d,,, angle B, and maximum number of
iterations N

1: forn=1to N do

min

2:  APF=False
3 if |ptarger - pinterceprorl < Stn and [B| <0.57 then
4: Compute the indices I, and I, using (10)
St ifllup > |prarget _pinlercepmrl and llduw,, > |ptargel _pimercepmrl then
6: APF=True
7: end if
8: end if
9: forj=1to L do
10: if ( € Lyye and I; < dy;,) or I; < 0.5 then
11: APF=True
12: end if
13: end for
14:  if APF=True then
15: Actions are chosen by the APF algorithm.
16: else
17: Actions are chosen by the TD3 algorithm.
18: end if
19: end for

The proposed condition works as follows: if the target is within a
radius of 19 meters from the interceptor and in the line of sight of the
LiDARS field, then it checks if there are obstacles between the intercep-
tor and the target. If no obstacle is detected, then the velocity vector will
be a straight vector in the direction of the target. This is the interception
part of the APF which allows for quickly intercepting the target in sit-
uations where obstacles are close. The proposed TD3-APF algorithm is
summarized in Algorithm 1.

We adapt the forces of the APF to comply with the maximum velocity
and acceleration constraints for both the target and the interceptor. For
the acceleration constraint, we have that the inequality ||v, — v,_;| <
a,,.<At has to be satisfied. If the above inequality is not satisfied, then
the velocity vector is modified as follows

[bx] el /S R (ﬁ)
b, At b, an
a= cos(@) v, =0, + aAt
max sin(a) ’ k k-1 >

where v, = [v,,0,]T € R? is either the velocity vector of the target or the
interceptor. This process allows to obtain a new velocity vector v that
satisfies the maximum acceleration constraint. To deal with the velocity
constraint, we follow a similar approach. If ||v|| > v,,,, (for either the
target or interceptor) then we compute

B = arctan <&>, [ZX] = Umax [COS(B) 12)

vy y sin(B) |

max

Then, the next position of the agent can be calculated using the
simple formula p, = p,_, + v, At, where p; = [p,.p,] € R%.

Remark 3. The overall computational complexity of the proposed al-
gorithm is dominated by the TD3 algorithm, whose computational
complexity is given by O(B,T(4n, + (1/d)n,)), where B, is the batch
size, n.,n, are the computational costs of the critic and actor networks,
respectively, in terms of parameters/operations, d corresponds to the
delays in the actor updates, and T is the total number of steps. Similar
results were reported in Ref. [46].

Remark 4. The proposed switching condition is independent of the
number of LiDAR beams, as it relies solely on the geometric property
that the target direction is bracketed by two adjacent rays. Therefore,
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the condition remains valid for different sensor resolutions. However,
lower angular resolutions increase the separation between consecutive
beams, which may reduce the conservativeness of obstacle detection in
borderline cases.

Remark 5. The switching to the APF controller is performed only when
a clear line-of-sight to the target is detected, which mitigates the oc-
currence of local minima in the terminal phase. Nevertheless, concave
obstacle configurations may still challenge the TD3 policy during earlier
navigation stages, as such geometries are not explicitly represented in
the training environments.

5. Experimental studies

The proposed approach is tested and compared with state-of-the-art
implementations which include DDPG and TD3. In this implementation
arandom environment is created and used in each episode to ensure gen-
eralisation across diverse interception scenarios. We use 8000 episodes
for training (approximately 4-5 hours of training time). For all mod-
els, the target uses the APF algorithm as an evasion strategy. Each
episode will have a maximum number of steps of 500. The algorithms
are compared based on the average time of interception and the success
rate.

The hyperparameters of the APF are set to kT = 0.5, dpy, = 2, d;j, =
50, kf,, = 9000, kl, = 1000, k[ = 10,000, d/yo = 3, dp,, = 10,
kl'=6, k! . = 5000 and Kl , = 1800. In this initial experiment we used a
switching threshold of 5., = 7 meters, which will be tested in the ablation
studies subsection.

For the reward function we use the following values that achieve the
best performance for all models: k, = 100, k; = k, = 0.5, k; = —0.1,
k, = -0.8, k, = 0.1, d; = 15, and k; = 0.2. Both the DDPG and TD3 al-
gorithms use the following hyperparameter values: = = 0.005, y = 0.99,
o = 0.1, learning rate /r = 0.0003, batch size of 256, and buffer size of
1,000,000. Additionally, for the TD3 we set the noise clip to 0.5 and
the policy noise to 0.2. Both the actor and critic networks consist of two
layer fully connected network with 400 and 300 neurons respectively
with the activation function ReLU, where the main difference is in the
input vector, i.e., 32 inputs for the critic and 30 for the actor. The total
number of parameters is 133,801 and 133,001, respectively (approxi-
mately 266k floating-point operations (FLOPs)) with approximately 1ms
per inference.

rep

5.1. Comparison results

Table 2 summarizes the results obtained for each algorithm. We have
four metrics based on the success rate of interception, the collision rate
(safety), the unsuccessful rate that occurs when the agent is not capable
of intercepting the target within the pre-defined number of steps, and
the average time that each algorithm takes to intercept the target.

The convergence results of each algorithm are shown in Fig. 8. The
results show that the proposed TD3-APF algorithm outperforms both
DDPG and TD3 algorithms in intercepting the target in minimum time
and with a 100% success rate. Notice that the DDPG algorithm ex-
hibits more collisions, whilst TD3 has more unsuccessful missions. This
is caused by the interception challenge when the obstacles are too close,
as well as its main benefit of avoiding the overestimation of actions.
Here, the action overestimation helps the DDPG algorithm escape from

Table 2
Success rate of the agents. Best results are in bold.

Model Reach the target  Collision (Safety) =~ Not success  Average time
success case

DDPG 92.50% 7.20% 0.30% 7.10s

TD3 91.20% 6.10% 2.70% 8.16s

TD3-APF 100% 0% 0% 5.70 s
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this issue in some cases, which is reflected in the number of unsuccess-
ful missions. On the other hand, the proposed TD3-APF exhibits stable
performance and is capable of completing the mission every time in
minimum average time.

Fig. 9 shows how the interception task looks in the proposed environ-
ment. Notice that the DDPG agent reduces the velocity in the presence of
obstacles that are too close and during the interception phase. This can
cause the interceptor to fail to intercept the target in several cases. TD3
effectively overcomes the velocity issue, however it still has the intercep-
tion issue. On the other hand, the TD3-APF exhibits smooth trajectories
and a faster interception time. The algorithm exploits the reward con-
straints of the TD3, i.e., safe distance and prediction of the interception
point; along with the APF smooth target interception. The TD3-APF is
faster than the other algorithms and maintains safe performance across
all the random environments.

5.2. Ablation studies

We conduct three different ablation studies: (1) modify the TD3-APF
algorithm to show how the APF and switching condition contribute to
the target interception task, (2) study how different thresholds in the
switching condition affect the effectiveness of the interception, and (3)
examine how different sensor noise levels compromise the interception
results [47].

5.2.1. TD3-APF algorithm ablation

We conduct an ablation study of the TD3-APF algorithm by consider-
ing a naive APF variant that omits the switching conditions (Lines 10-12
of Algorithm 1). The corresponding results are summarized in Table 3.

The results presented in Table 3 demonstrate the effectiveness of in-
tegrating the modified APF and TD3 strategies for target interception
and safe navigation. The naive APF algorithm achieves a relatively high
target-reaching rate of 92.9%; however, it still exhibits a collision rate
of 5.8% and a 1.3% failure rate. These shortcomings are mainly at-
tributed to the well-known local minima problem of conventional APF
methods, which can trap the agent in suboptimal positions and prevent
successful target interception. By contrast, the modified APF signifi-
cantly improves performance, increasing the success rate to 99.9% while
completely eliminating collisions. This result confirms that the proposed
modifications effectively address the local minima issue and enhance
navigation safety. Nevertheless, the average interception time slightly
increases from 6.57 s to 6.62 s, indicating that the additional corrective
behaviors introduced to improve safety may lead to marginally longer
trajectories.

The TD3-APF (Naive) approach improves upon both the naive APF
and TD3 methods. Specifically, it increases the target-reaching rate to
94.2%, reduces the interception time to 6.32 s, and completely elimi-
nates failure cases. Although collisions still occur in 5.8% of the trials,
the results indicate that combining reinforcement learning with APF
guidance enhances both efficiency and robustness. The proposed TD3-
APF framework achieves the best overall performance, attaining a 100%
success rate with zero collisions and zero failed missions. Furthermore,
it records the shortest average interception time of 5.70 s, outperforming
all other approaches. These results demonstrate that the synergy be-
tween the improved APF guidance and the TD3 learning strategy not
only guarantees safe navigation but also enables faster target intercep-
tion. While the modified APF alone already provides excellent safety and
reliability, the incorporation of TD3 further improves decision-making
efficiency, resulting in an optimal balance between safety, robustness,
and interception speed. This is particularly important in security and
surveillance applications, where rapid and reliable responses are critical
for protecting people and infrastructure.

5.2.2. Switching condition threshold ablation
As an ablation study we test different switching thresholds to observe
how they affect the effectiveness of the proposed approach. We used the
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Fig. 8. Comparison results between DDPG, TD3, and TD3-APF.

same hyperparameters under 1000 random environments. The results
are summarised in Table 4.

The results highlight that the switching threshold of 3 meters
achieves the best interception time, whilst a switching threshold of 1.5
meters slightly reduces the success rate to 99.4% with 0.5% collisions
and 0.1% of unsuccessful interceptions. This shows that the TD3-APF
approach maintains its performance under different switching threshold
conditions.

5.2.3. Noise ablation

We further test how the noise intensity affects the proposed TD3-APF
approach. In this experiment the noise applied to each measurement is
scaled using different factor gains. We test four factor gains: 0, 2, 5, and
10. The results obtained from 1000 random environments are given in
Table 5.

The results without noise, i.e., with a scaling factor of 0, show that
the obtained metrics are approximately equivalent to the baseline with
noise. However, when the noise level is scaled by factors of 2 and 5,
a slight degradation in the interception time is observed. This can be
attributed to the agent perceiving obstacles as being closer than their
actual positions, leading to overly conservative behavior such as prema-
ture or excessive slowing down. Importantly, safety remains unaffected
across these settings: the collision rate stays at 0% even under increased
noise levels. When the noise is further amplified by a factor of 10, the
interception time becomes more pronounced, following the same under-
lying mechanism. Nevertheless, the system continues to maintain a 0%
collision rate, indicating that the TD3-APF algorithm preserves strong
safety guarantees even under substantial sensory noise.

5.3. Robustness

This section addresses the robustness of the TD3-APF algorithm
under data loss. This is simulated by assigning an independent

probability of loss to each measurement at every time step. The con-
sidered measurements include the target position, the agent position,
and the 19 LiDAR measurements. At the beginning of each time step, all
measurements are computed. Then, for each individual measurement, a
Boolean variable is randomly sampled according to a predefined proba-
bility distribution representing the likelihood of data loss. This process
is repeated independently for every measurement at each time step. If
the sampled Boolean variable is true, the corresponding measurement
is considered lost. In such a case, the missing value is replaced with the
most recently available measurement.

Remark 6. Data loss does not occur simultaneously across all measure-
ments at a given time step. Instead, the process is applied independently
to each sensor.

Since both TD3 and APF compute accelerations, velocity is obtained
through direct integration. Therefore, the agent velocity observation is
not affected by measurement loss. However, the target velocity estima-
tion depends on the difference between two consecutive target position
measurements divided by the elapsed time interval. As a result, target
velocity estimation is directly impacted by missing data. To address this
issue, when a target position measurement is lost, the target velocity ob-
servation is also replaced with its previously estimated value. Otherwise,
the computed velocity would incorrectly become zero.

When a valid target measurement becomes available again after n
consecutive missing steps, the target velocity is estimated as

B

_ " targetk+n
Vtarget =

target,k

Tin — Tk

The results under 1000 random environments and information loss
are summarised in Table 6.

From the results of Table 6, we can observe that the TD3-APF ap-
proach is robust to data loss with minor percentage of collisions when
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Table 3

Success rate of the agents. Best results are in bold.
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Fig. 9. Interception Results.

Table 5
Interception results under different noise intensities. Best average

Model

Reach the target Collision (Safety) Not success

Average time
success case

time in bold.

Noise gain ~ Successrate  Collision =~ None  Average time of
APF (Naive)  92.90% 5.80% 1.30% 6.57s Interception (5)
APF 99.9% 0% 0.10% 6.62 s 0 100 0 0 5.88
TD3 91.20% 6.10% 2.70% 8.16 s 2 100 0 0 6.05
TD3-APF(Naive) 94.20% 5.80% 0% 6.32's 5 100 0 0 5.99
TD3-APF 100% 0% 0% 5.70 s 10 100 0 0 6.17
Table 4 Table 6
Interception results under different switching conditions. Best average time Interception results under different noise intensities. Best average
in bold. time in bold.
Switching Threshold Success Rate  Collision =~ None  Average time of % of data loss  Success rate  Collision =~ None  Average time of
(m) interception (s) Interception (s)
1.5 99.4 0.5 0.1 5.8 1 100 0 0 5.92
3 100 0 0 5.43 100 0 0 5.98
5 100 0 0 5.79 10 99.7 0.3 0 6.15
7 100 0 0 5.9 30 98.3 1.5 0.2 7.11
10 100 0 0 6.31

the data loss increases more than 10%. Here, the interception time in-
creases proportionally to the percentage of data loss. This performance
can be enhanced by incorporating sensor-fusion methods. However, we
can observe consistent interception results with a minor number of

collisions.

5.4. Generalisation

We perform additional experiments to show the generalisation of the
TD3-APF when the number of obstacles increases, as well as considering
obstacles with different shapes [48]. We consider 1000 environments
with random obstacle configurations and different initial conditions for
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both the target and the interceptor. For the 15 obstacles case, we obtain
99.90% success, 0.00% collisions, and 0.10% interception failure; with
an average time of 5.92 s. For the 20 obstacles case, we obtain 99.90%
success, 0.00% collisions, and 0.10% interception failure; with an av-
erage time of 5.73 s. Notice that in both cases, the interceptor fails to
intercept the target in one single random environment setting. This is
because the agent relies more on the APF rather than the TD3 algorithm
due to the highly dense environment. This implies that the intercep-
tor needs to reduce its velocity causing slower interception trajectories
which results in failing the interception task. Nevertheless, both results
show that the proposed approach is robust and maintains a good balance
between speed and safety.

Fig. 10 shows the distance between agents and the intercep-
tor velocity for both the 15 and 20 obstacle cases. Notice that in
both scenarios, the TD3-APF algorithm can effectively reduce the
distance between the agents and modulate its velocity to inter-
cept the target as quickly as possible without collisions. Fig. 11
shows some sample trajectories of the 15 and 20 obstacle cases us-
ing the TD3-APF algorithm, where we can observe smooth and safe
trajectories.

In Table 4 we observed that the switching threshold of 3 me-
ters provides the best interception time results for environments with

Distance (m)

100
Steps

150

(a) Distance between agents: 15 obstacles

Distance (m)

o

50 100

Steps

(c) Distance between agents: 20 obstacles
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Table 7
Results in higher density environments with different threshold conditions.
Best results are in bold.

Switching Threshold Success rate  Collision ~ None  Average time of
5,,(m) interception (s)
3 99.6 0.3 0.1 5.63

7 100 0 0 6.22

10 obstacles. We test this switching threshold under a higher dense
environment with 20 obstacles. The results are shown in Table 7.
These results indicate that reducing the switching threshold in en-
vironments with high obstacle density compromises system safety. We
slightly modify line 10 of Algorithm 1 to consider the switching thresh-
old of 3 meters and in addition change a LiDAR scan from 0.5 to 2 to
provide more space for manoeuvrability. The results are summarised
in Table 8 which shows that this slight change ensures a 100% success
rate with no collisions and almost homogeneous interception time in en-
vironments with different obstacle densities. Based on these results we
can observe that when the switching condition is small the minimum dis-
tance of the LiDAR scan should be increased to ensure the interceptor has
enough manoeuvrability to avoid collisions and ensure fast interception.

0.6
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Fig. 10. TD3-APF generalisation with 15 and 20 obstacles.
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Table 8
Results in higher density environments under different obstacle densities, s,;, =
3and/; =2.

Obstacle Density Success rate Collision None Average time of interception (s)

10 100 0 0 5.59
20 100 0 0 5.96

We additionally test the approach under polygonal obstacles. Fig. 12
shows the obtained results using 1000 random environments with 10
polygonal obstacles. We obtain a 98.30% success rate, 0.50% collisions,
and 1.20% interception failure, with an average time of 5.99 s. We can
observe that the interceptor is capable of anticipating the movement of
the target regardless of the shape of the obstacles in most cases. The
velocity profile adapts to avoid collisions due to the different obstacle
shapes. However, there exists a risk of collision when switching to the
APF since the obstacle shapes were not considered in the policy train-
ing. Here, the reward needs to be refined by considering the shape of
the obstacles as well as the interception condition proposed in this pa-
per. Nevertheless, the algorithm shows robustness and generalisation
capabilities to different numbers of obstacles and shapes.

5.5. Failure cases and limitations

The proposed framework exhibits performance degradation in envi-
ronments with increased obstacle density and more complex geometries
(e.g., polygonal or concave shapes), which are not represented in the
training distribution. In such scenarios, two primary failure modes are
observed. First, the TD3 policy may generate suboptimal trajectories due
to limited generalization, leading to inefficient navigation or collisions.
This can be mitigated by modifying the switching threshold condition
and the minimum distance of a LiDAR scan to have a more conserva-
tive switching condition that allows intercepting the target faster and

100 —— Distance

60

Distance (m)

40

Steps >0

(a) Distance between agents
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without collisions. Second, the switching mechanism may be triggered
prematurely or under marginal line-of-sight conditions, particularly in
the presence of irregular obstacle boundaries, resulting in unsafe tran-
sitions to the APF controller. These limitations highlight the sensitivity
of the approach to distribution shift and geometric complexity. Future
work will focus on improving robustness by enriching the training en-
vironments, incorporating safety margins in the switching condition,
and extending the perception and control framework to better handle
complex obstacle configurations.

6. Conclusions

This paper reports an interception approach for adversarial drones in
urban zones using deep reinforcement learning. The evasion manoeuvres
applied by the adversarial drone are governed by an artificial potential
field (APF), whilst the interceptor is trained under a deep reinforcement
learning architecture with APF in an urban zone with obstacles of vary-
ing densities. A simple condition for target interception is designed to
ensure successful interception when the agent gets close to the target.
In addition, a sparse reward function is designed to optimise the in-
terception time, collision avoidance, and interception point prediction.
Extensive experiments are conducted to demonstrate the benefits and
challenges of the proposed model.

Future work will focus on improving the robustness and realism of
the proposed framework. In particular, adversarial learning will be ex-
plored to enhance the interceptor’s performance in dynamic scenarios,
while imitation and inverse reinforcement learning will be used to model
more realistic and adaptive target behaviors. Further extensions will also
consider more complex obstacle environments, partial observability, and
fully three-dimensional settings.
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