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ABSTRACT

Wind energy is crucial for achieving net-zero emissions by 2050. However, unexpected wind
turbine failures, including fires and abrupt breakdowns, pose significant challenges to the
reliability of wind energy. Predictive Maintenance (PdM) is an Asset Management (AM)
strategy used to forecast equipment fault and resolve them before they occur, while Condition
Monitoring (CM) is another asset management strategy used to monitor the condition of
equipment at any given time. This work focuses on utilizing a technology called Digital Twin
(DT) — a digital replica of wind turbines’ physical components in the digital domain, to support
asset (equipment) management using predictive maintenance. This DT is used to achieve
condition monitoring of wind turbine components and Machine Learning (ML) is applied to
achieve predictive maintenance (PdM). The DT framework achieved in this work shows the
use of streaming sensor data from the Supervisory Control and Data Acquisition (SCADA)
system of wind turbines to constantly monitor the asset condition and use ML to anticipate
component failures well in advance so as to provide operational teams with a cost-effective
solution to simulate configurations that can help in managing turbine fault. While there have
been successes in using digital twins and predictive maintenance in manufacturing systems,
DT itself is an emerging technology that is still being explored as a concept. The explorations
of the application of DT in literature highlighted various misconceptions, limitations and
challenges that were necessary to look at in this study before achieving a wholistic framework
that proposes a valuable and cost-effective DT implementation for the wind turbine predictive
maintenance case study. To achieve the DT framework, multiple enabling technologies such as
Industrial Internet of Things (IloT), cloud computing and machine learning were considered
and broken down into layers and applications. To standardize the DT framework, the ISO
23247 DT standard was used to guide the implementation of multiple DT architectures while
evaluating various technology options. The methodology brought together and evaluated
different machine learning techniques, software and hardware configurations, data streaming
and storage technologies as well as architectural design patterns towards clarifying and
validating the proposed DT framework. Experiments and simulations with open data, and
results from real operational wind turbine SCADA data provided by an industry partner helped
in validation.

The PhD contribution is a functional architectural framework that is effective in the adoption
of digital twins for predictive maintenance in wind turbines. Thus, the framework serves
operational, resource utilization, scalability, standardization and cost benefits using a
distributed digital twin approach for predictive maintenance. The work highlights and covers
gaps from the associated challenges and limitations such as the lack of standardization found
in earlier approaches in DT research within the domain of predictive maintenance in IloT
applications.

Keywords: Distributed digital twin, predictive maintenance, wind turbines, gearbox, generator,
feedback, fog, cloud, edge.
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CHAPTER 1: INTRODUCTION

This chapter sets the stage for the thesis by discussing it in the bigger picture of managing wind
turbine assets and how important it is, with a focus on how digital twins can be used for
predictive maintenance. It begins by exploring the enabling technologies—Industry 4.0, digital
twins, and predictive maintenance—that address the challenges of implementing digital twin
solutions for managing wind turbine assets. The chapter outlines the motivations behind this
research, including gaps in existing approaches, and formulates the research questions aimed
at addressing these gaps. It highlights challenges associated with integrating machine learning
and IloT for predictive maintenance using digital twins. The chapter further provides an
overview of the adopted methodology to solve the identified challenges through developing a
cost-effective digital twin framework. The chapter introduces the thesis contributions, with a
focus on achieving standardization, scalability, and operational efficiency through DT
implementation. The chapter concludes with a roadmap of the thesis, outlining how subsequent
chapters build on this foundation to implement and validate the proposed framework.

1.1 INTRODUCTION

It is the year 2024, in the 4™ industrial revolution (Industry 4.0) and there is a tight race to
achieve zero carbon emissions by 2050 to save the environment and the world from the
negative effects of climate change. One of the key factors contributing to emissions has been
the need for energy in manufacturing, transportation, and all other key sectors of the world
economy. Wind energy provides a viable source of renewable energy through the conversion
of mechanical energy to electrical energy using a complex piece of engineering asset called a
wind turbine. The International Energy Agency (IEA) [1], International Renewable Energy
Agency (IRENA) [2] and the Global Wind Energy Council (GWEC) [3] suggest that by 2050,
not less than a projected 35% of global energy generation will be from wind energy, requiring
an estimated investment of up to 11 trillion US Dollars [4]. The GWEC emphasizes that the
current pace of wind energy installation is insufficient and must be tripled to achieve NET Zero
by 2050 [3]. This means that there will be a scaling in both onshore and offshore wind farms
to reach this target. However, there is a problem with regards to managing wind turbine asset
and this can hinder achieving this target. Wind turbines worldwide are experiencing abrupt
failures, including instances of fire, despite current maintenance strategies aimed at managing
these costly assets. Notable failures have occurred in wind farms such as in Portland, Oregon
[5], Scroby Sands in the UK [6] , and Bjerringbro in western Denmark [7] , among others. A
decade-long study by NREL (2003-2012) on wind turbine component reliability identified the
gearbox, generator, electrical system, rotor, hydraulics, and main shaft/bearing as the top six
components causing downtime [8]. Despite technological advancements, the gearbox
consistently remains the most failure-prone component, as confirmed by recent failure logs and
case examples [5], [6], [7]. These failures, particularly those involving fires, show the critical
importance of temperature monitoring as a metric for effective condition monitoring of wind
turbines [9].

Nonetheless, to effectively monitor and manage wind turbine assets, the typical architecture
and technology network requires an infrastructure that supports data gathering and energy
production in remote wind farms. This is expensive, as wind farms are often placed in difficult
terrains where wind energy is sufficient. This challenge necessitates the implementation of
robust systems called Supervisory Control and Data Acquisition Systems (SCADA). The
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Industrial Internet of Things (IloT) is an extension of device-to-device communication to
industrial systems, which plays a vital role in implementing modern SCADA systems. By
enhancing sensors to gather and transmit data with enhanced precision and efficiency, IIoT has
revolutionised SCADA systems. This presents a unique opportunity to leverage other industry
4.0 technologies such as edge computing, cloud computing, machine learning and digital twins
(DT) to achieve better asset condition monitoring and utilization driven by data intelligence.
Digital Twin (DT) is considered an Industry 4.0 technology that creates the replication of
physical assets in a digital space [10]. In manufacturing systems, asset management refers to a
systematic approach to operating, maintaining, and optimizing physical assets to maximize
performance. Therefore, to improve asset management of industrial assets such as wind
turbines with improved, rapid, and effective condition monitoring, DTs offer an advantage to
traditional SCADA condition monitoring because of applications such as condition monitoring,
predictive maintenance and simulations that can be achieved in a digital twin environment.
Predictive Maintenance (PdM) facilitates forecasting component conditions in the future before
failures occur, rather than preventive maintenance done with a schedule, or reactive
maintenance done when a failure occurs. The application of DT for predictive maintenance
further supports operational/asset management teams with improved and timely insights.
However, to achieve a full-fledged digital twin that can seamlessly support intelligent asset
management, studies must clear up misconceptions about DT and adopt standardized
approaches to show the value of DT application in asset management for industrial systems.
To achieve this, a framework is required that integrates relevant enabling technologies while
addressing key challenges, to demonstrate the value of a novel approach to utilizing digital
twins for enhanced asset management. Figure 1 below gives an overview of bringing these
enabling technologies together, along with factors that highlight potential challenges in
implementing a predictive maintenance digital twin.

; |Enabling Technology

Cloud Computing Issues/Challenges

Asset Management Solution

_ Model
Real-Time Data Generalization
Synchronization

Scalable Trainin.
Cost Optimization Methods °
Dgta Privacy Feature Engineering
oncems Complexity
Predictive
Industrial Internet Mamtenar!ce Dlgltal
of Things (lloT) Twins Machine Learning
Data Reliability Limited
Issues Computational Power
Device y Local Data Storage
Interoperability Limitations

Metwork Latency Edge Computing  Energy Efficiency

)

Figure 1: Enabling technologies for predictive maintenance digital twins with associated
challenges.
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1.2 BACKGROUND

This section gives a background on the key concepts around the case study and the enabling
technologies for the proposed solution, as described in figure 1 above.

1.2.1 Wind Turbines and SCADA Systems
Wind Turbines

A wind turbine is a machine that converts kinetic energy from wind into electrical energy by
using several components. As wind propels the turbine’s blades, a rotation is caused which
turns a rotor that is connected to a main shaft, and a gearbox which spins a generator to produce
electricity [11]. Multiple other important components work together to make this power
generation feasible. Figure 2 below from the US Department of Energy [11] describes a visual
description of a wind turbine and some of its components.

(\ | A
/
Jl“g vBIad;,;/

7/

Controller

S ~ Anemometer
3 @

\(‘\S )

) - .
Wind direction Yaw drive QD}) P q J‘\\ \
%, Xgﬁ ]' \
g Wind vane
Yaw motor—ﬁ “Nacelle
Tower - High-speed shaft

Generator
Figure 2: Inside a wind turbine (adopted from energy.gov [11])

The internal workings of a wind turbine involve mechanical systems that generate significant
heat. Heat generated by the gearbox and generator subcomponents makes temperature
monitoring crucial for assessing the health of these key components. Sites known as wind farms
typically install a collection of wind turbines. Wind farms are typically classified into two
categories: onshore and offshore wind farms. Onshore wind farms are situated on land, while
offshore wind farms are situated on the sea. Depending on wind farm size, wind farms can be
classified into small, medium, and large based on the number of turbines and total capacity, as
shown below.

e Small Wind Farms: Wind farms consisting of 1 to 15 wind turbines with a total
capacity of up to 20 megawatts (MW). Example: Bear Creek Wind Farm [12] (on-
shore) with 12 wind turbines and 24MW capacity, located in Pennsylvania, USA.

e Medium Wind Farms: Wind farms consisting of 10 to 50 wind turbines with a total
capacity of up to 100 megawatts. Example: Scroby Sands [13] (off-shore) with 30 wind
turbines and 60MW, located off the coast of Great Yarmouth, Norfolk, UK.

e Large Wind Farms: Wind farms consisting of more than 50 wind turbines with a total
capacity of more than 100 megawatts. Example: Whitelee Wind Farm [14] (on-shore)
with 215 wind turbines and 539MW capacity, located in East Renfrewshire, Scotland,
UK.
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One of the largest wind farms in the world is the Gansu Wind farm [15] with 7000 wind
turbines, a current capacity of 10,000 MW, and a planned capacity of 20,000 MW.

SCADA Systems

SCADA is short for Supervisory Control and Data Acquisition (SCADA), which is described
as “systems used for controlling, monitoring, and analysing industrial devices and processes,
consisting of both software and hardware components that enable the remote and on-site
gathering of data from industrial equipment” [16]. SCADA allows operators to “ remotely
manage industrial sites such as wind farms, by accessing turbine data and control them without
being on-site” [16]. This gives a good description of why SCADA 1is an important aspect of
asset management in wind turbines. SCADA systems serve as a foundation for the Information
and Communications Technology (ICT) infrastructure necessary for enabling data collection,
monitoring, and control of wind turbine components. Furthermore, SCADA’s integration with
the Internet of Things (I0T) serves as the basis for the concept called the Industrial Internet of
Things (IloT).

1.2.2 Industry 4.0: Cloud, Fog, and Edge Computing

Industry 4.0 stands for the fourth industrial revolution. ‘Industry 4.0’ is a term coined in
Germany in 2011 as part of the government’s efforts to digitise manufacturing, thus
symbolizing the advent of a new era in industrial production [17]. Industry 4.0 is a broad term
comprising of technologies such as the Internet of Things (IoT), Artificial Intelligence (Al),
Machine Learning (ML), robotics, and cloud computing that have advanced manufacturing and
other sectors. Therefore, in this work, key aspects of industry 4.0 that are important to the case
study are focused on. The following sections further elaborate on the key enabling technologies
for the digital twin framework in a background.

Industrial Internet of Things (IloT)

Internet of Things (I0T) is the concept of device-to-device communication between physical
objects which enables the collection and sharing of data from embedded sensors [18]. The
extension of this concept to manufacturing and industrial systems, often regarded as Cyber-
Physical Systems (CPS), is termed the Industrial Internet of Things (IloT). In essence, the
application of IoT in SCADA based systems such as wind turbines can be described as
Industrial Internet of Things (IloT). The SCADA system in wind turbines include embedded
sensors that measure telemetry such as temperature, vibration, rotation etc. from specific sub-
components such as gearbox bearings and transmit them through Programming Logic
Controllers (PLCs) and other sub-systems for processing and control. Due to the nature of
industrial assets and the data generated, local computing systems (servers) often support the
data collection. However, for more advanced analytics and intelligence, the cloud is usually
employed for scalability.

Real-Time Data Transfer and Control

‘Real-time’ in the context of this research denotes considering specific time constraints whether
in nanoseconds, milliseconds, or seconds as required by the sensors and actuators of an IloT
case study.
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Cloud Computing

Cloud computing delivers computing services including servers, storage, databases, and
networking over the internet [19]. This computing paradigm allows computing operations and
advanced analytics to be performed thousands of miles away from where the data is generated
therefore allowing robust, managed, and efficient computing at scale. Cloud computing has
further enabled IIoT by providing scalable resources for data storage, processing, and analytics.
However, due to the nature of cloud architectures, an integration with SCADA-based systems
like remotely located wind turbines require navigating challenges such as real-time control
security, data privacy, and cost [20], [21].

Fog Computing

Fog computing is a term introduced by Cisco in 2014 [22], as a paradigm that extends cloud
computing capabilities to the edge of the network closer to where data is generated [23]. This
architecture was designed to complement traditional cloud-based models. To further promote
its adoption, the OpenFog consortium was founded in 2015 by ARM, Cisco, Dell, Intel,
Microsoft, and Princeton University. The OpenFog consortium provided a reference
architecture for the design and development of fog-based systems to support industries from
transportation, agriculture, and manufacturing, to energy (such as wind farms) where the IoT
domain is specifically required [24]. Researchers have since then explored and adopted fog
computing and its potential to improve advanced analytics in IIoT [25]. As research on the
potentials of fog computing furthered, it was necessary to explore how the benefits of fog
computing can be leveraged for improving applications such as in Prognostics and Health
Management as in this study.

Edge Computing

Edge computing is similar to fog computing. However, edge computing enables IoT devices to
process data directly by eliminating the need to rely on the fog or cloud infrastructure [23].
This feature supports low-latency applications with the capacity to handle instant processing
and decision-making. Most recent advances in computing hardware such as NVIDIA’s Jetson
for edge computing [26], provide the ability to deploy Al on IoT devices. While this stands the
chance to accelerate decision-making in most IoT applications, SCADA-based systems such
as wind turbine control are currently limited in this type of integration. Therefore, traditional
SCADA systems that support wind farms require an integration with other external systems for
advanced analytics. In this work, edge computing is limited to the IoT devices and PLCs
embedded within turbine components for data collection and control.

1.2.3 Digital Twins (DT) and Data Intelligence

The concept of digital twins was first presented in 2002 by Micheal Grieves at the University
of Michigan, as a concept ideal for Product Life Cycle Management (PLM) [27]. In the
presentation, Grieves described the concept of a real space and a virtual space with a two-way
data and information flow between them [27]. The National Aeronautics and Space
Administration (NASA) further adopted the concept and re-introduced its application in which
they defined it as “an integrated multiphysics, multiscale, probabilistic simulation of an as-built
vehicle or system that uses the best available physical models, sensor updates, fleet history,
etc., to mirror the life of its corresponding flying twin” [28]. As the digital twin concept became
more popular in both industry and academia, multiple definitions and applications of it became
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more apparent. However, misconceptions remained in both its definition and application. Work
by [29] did well to clear these misconceptions by distinguishing a digital twin from a digital
shadow or digital model based on the two-way automatic data flow that synchronizes the
physical and digital states of an asset, rather than a manual data flow in a digital model or a
semi-automatic data flow in a digital shadow. This aligns with both Greive’s and NASA’s
definition of digital twins. Furthermore, DT applications reviewed in [30] [31] suggested that
over 85% of DT research is in maintenance and Prognostics and Health Management (PHM)
focusing on manufacturing assets. The adoption, implementation, and application of DT to
improve manufacturing processes shows challenges and limitations with regards to
standardization and design considerations that can support its effective utilization throughout
the lifecycle of an asset. This PhD work explores DT in the context of maintenance in
manufacturing to cover some of the identified research issues further elaborated in chapter 2
(literature review). A core aspect of realizing valuable digital twins is data intelligence. Data
intelligence deals with the process of collecting, analysing and utilizing large amounts of data
to enhance decision-making [32] [33] [34]. As digital twins provide realistic replicas of
physical asset based on I1oT, data-driven solutions requiring data management, computation
and storage are essential for achieving optimized operations [33]. Realizing data intelligence
with digital twins in the context of IIoT further presents challenges as highlighted on a high
level in figure 1 of this work.

It is based on this background that this PhD project focused on developing a novel distributed
digital twin framework for predictive maintenance in wind turbines while considering the
research gaps, challenges, and limitations in the adoption of digital twins within the PHM
domain.

1.2.4 Wind Turbine Asset Management

Asset Management in this context deals with optimizing the performance of wind turbines.
Wind turbines, as described in section 1.2.1, are complex pieces of engineering equipment that
require adequate maintenance to achieve a lifetime of 20 to 30 years [35]. While the
maintenance schedule varies from 6 months to a year, some components require more adequate
maintenance due to rapid wear and tear or failure [36]. The gearbox and generator are such
components, and this is why a timely condition monitoring solution for such assets is necessary
to optimize operations and alert asset managers of potential issues ahead of time. The National
Renewable Energy Laboratory (NREL) has reported on the evolution of gearbox failure as a
component more prone to failure [8]. Predicting asset conditions in the future enables
prognostics, planning, and handling of issues through the aid of predictive maintenance. This
background motivated this study to investigate predictive maintenance digital twins as a case
study for developing a digital twin framework.

1.2.5 Machine Learning and Predictive Maintenance

Machine Learning (ML) is a branch of Artificial Intelligence (Al) that offers a variety of
techniques for data analytics, enabling systems to learn from data by identifying patterns to
support decision-making [37]. Both Machine Learning and Deep Learning (ML/DL)
approaches have been used with a high level of success in implementing predictive
maintenance solutions [38]. ML/DL approaches can be either supervised learning such as
regression where the output is predicted based on certain input, or unsupervised learning such
as clustering where the output is known by identifying patterns/behaviour from associations in
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the input. In terms of the type of model used for predictive maintenance, it can be classified
into either of the following [39].

e Data-driven model: a data-driven model in which the output is solely determined from
the data (SCADA measurements from components).

e Physics-driven model: a physics-driven model in which the output is solely derived
based on laws of physics associated with how a component works.

e Hybrid model: A hybrid model combines both data and physics-driven approaches.

This work relies on SCADA data from IoT sensors and hence, adopts a data-driven approach.
The underlying requirement is the provision of an effective digital twin that can support the
implementation of a prognostic solution leveraging digital twins and predictive maintenance
models [39] [40].

Predictive maintenance is a maintenance strategy that informs asset management teams of
potential equipment failure ahead of time. This is in contrast to scheduled (preventive)
maintenance done in regular intervals or reactive maintenance done when an equipment failure
occurs [41]. Predictive maintenance in this work’s case study involves the prediction of a future
state, such as component measurements from loT sensors of an asset and then using condition
monitoring or prognostic approaches to ascertain the likelihood of a failure occurring.
Statistical and process control approaches such as Shewhart Process Control (SPC) have been
successfully used for decades to identify deviations from normal operation in manufacturing
systems. [42], [43]. Therefore, the adoption of data-driven ML/DL techniques for SCADA data
prediction and statistical process control for condition monitoring gives a sound methodology
for component fault prediction. This methodology [44] was adopted in the wind turbine
predictive maintenance case study of this research work.

1.3 RESEARCH MOTIVATION

Digital Twins (DTs) are positioned within the industry 4.0 context as a technology that is built
on other key technologies for enhancing the visibility of industrial assets and processes. This
makes DTs suitable for prognostics and health management as hardware, data and software
enable the implementation of predictive maintenance algorithms that can help improve asset
management of CPS such as wind turbines. However, to fully utilize digital twins, their
implementation and deployment methodologies need refinement for a more optimal
performance that effectively improves predictive maintenance as an asset management
strategy. The refinement of digital twin technology with standardization using a case study is
the major motivation of this study. To achieve this, research trends, challenges and limitations
were studied, and findings further validate the need for a refined digital twin framework with
architectural considerations that cover research gaps and answers to research questions for
improving DT effectiveness in supporting asset management in an IloT setting.

1.3.1 Research Gaps

Despite DTs gaining popularity over the last decade, a standard definition of the concept is
usually ambiguous as researchers adopt it based on their case study. However, it can be
unanimously considered as the convergence of physical entities and their corresponding digital
replica connected with a two-way (bi-directional) automatic update on status, condition, and
configuration, which enables the fusion of data and intelligence that can facilitate decision
support in a Cyber-Physical System (CPS). This is just an example of one way of seeing what
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a DT is and could be. In essence, there exist misconceptions about what a DT is, as shown in
the review by [29], where many applications presented in literature merely describe a digital
shadow or a digital model instead of a digital twin. These works [29], [30] showed that more
than 40% of potential use cases of DT is in Manufacturing. The relevance of DT in
manufacturing has also been highlighted in other reviewed literature in this study. However,
some gaps exist in DT research, being an emerging technology. A high level of these gaps in
the literature on DTs [38] is in the implementation of predictive analytics, whether using data-
driven, physics-driven or hybrid models for manufacturing systems using digital twins [39].
Figure 3 below gives this high-level view of some key research gaps.
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Figure 3: Predictive Maintenance DT with some research gaps (from paper 3).

One of the challenges identified with current trends in DT is the lack of standard frameworks
that effectively manage the features, characteristics, requirements, and components in the
development of DTs. A standard called 1SO23247 [45] has been identified as a recent
development towards the standardization of DT in manufacturing. However, works in literature
have not showcased its utilization as detailed in systematic literature reviews [38], [46]. In
addition to this, research in this domain has shown that the potential benefits of using digital
twins are in condition monitoring and predictive maintenance of IoT assets, and this adds to
the requirement of handling data and analytics with high velocity and volume at scale in DT
architectures.

In consideration of the above-mentioned challenges, the need arises for a suitable architecture
for deploying DTs, with a model that supports an architecture that will improve the
performance of the system by gathering, processing, and analysing data for decision support
using DTs. Based on some existing theoretical and empirical concepts [47] and recently
introduced [48], a decentralized approach to DTs can foster lower latency and lower
computation cost, thereby indicating the potential of distributed fog computing which can
optimize intelligent DTs by decomposing at the edge, fog and the cloud. This brings an
opportunity to cover some of the requirements that highlight gaps in implementing predictive
maintenance DTs. This can be achieved through the design and implementation of an
architecture that considers standards such as ISO23247 [45] which the model will adopt. This
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should ideally cover the components of the model and the metrics that will justify the
performance and validation of the proposed model.

1.3.2 Research Aim and Objectives
Aim

The aim of this PhD work is to develop a distributed digital twin framework suitable for asset
management using predictive maintenance in Industrial IoT Systems with the following key
objectives.

Objectives

1. To apply the proposed DT framework in supporting decentralized and intelligent PHM
(with improved feedback mechanism).

2. To develop the distributed digital twin framework based on standards.

3. To use fog computing as a tool for improving efficiency (and effectiveness) of digital
twin solutions, while ensuring performance based on metrics (communication latency,
computation cost, cloud services cost, and handling security).

To achieve the above stated objectives, the PhD research asked some questions that cover the
objectives in more detail. Objective 1 is elaborated and covered by research question 1,
objective 2 is elaborated and covered by research question 2 and objective 3 is elaborated and
covered by both research questions 1 and 3. The following section discusses these research
questions.

1.3.3 Research Questions (RQs)

Formulating the research questions helped in adequately unlocking the potential of the
proposed digital twin framework. The research questions were designed to untie and address
some of the limitations in the integration of predictive maintenance and digital twins, as
concepts from I1oT, cloud computing, edge computing, and machine/deep learning are essential
to achieve an effective predictive maintenance solution for wind turbines. A total of three
research questions were formulated around the introduction of fog computing as a concept that
enables distributed computing by enabling compute resources closer to the data sources. Each
research question has its own set of hypotheses evaluated towards achieving the research
objective. This section summarises the questions and the hypotheses assessed in the study.

RO1: What is the most suitable architecture that can handle data at the right
synchronization rate in a DT through all layers and components of an IloT system,
considering efficiency in terms of accuracy, computing resource utilization, and enabling
feedback from the digital twin to the physical twin (the IloT Asset)?.

RQI is aimed at finding an appropriate implementation architecture that positions the proposed
digital twin framework as a solution to established challenges such as achieving the right
synchronization rate (in real-time or near real-time: milliseconds or seconds — based on case
study requirements), and computational requirements of a predictive maintenance solution
using DTs. This research question builds on the application and potential of fog computing as
a paradigm that complements centralized cloud computing approaches in deploying digital
twins. The conceptual framework towards achieving the predictive maintenance digital twin
for wind turbines was introduced based on the need to answer this question. Building on related
works [25], [47], [48], fog computing was reviewed for its significance in developing the
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proposed framework. The hypotheses further break down elements of the research question to
inform the study whether fog computing qualifies to be considered in the next stages of the
research. Hypothesis 1 (H-1) was used as a benchmark to study fog computing, its applications
from literature, and its potential to improve some performance metrics such as communication
latency (response time), compute resources and support for modular/distributed DTs that can
enable feedback. Hypothesis 2 (H-2) builds on H-1 by conducting a qualitative assessment of
how fog computing enables decentralization of the unit (sub-components e.g. rotor - RPM),
system (gearbox and generator) and system of systems (whole turbine or wind farm) level of
abstraction in a CPS, and the potential of such distribution in supporting two-way feedback in
DTs. Hypothesis 3 (H-3) connects H-1 and H-2 to provide a fact of the bigger picture on how
a fog-based architecture can support PHM by enabling a feedback mechanism. Figure 4
summarizes RQ1 along with its hypotheses.

RQ1: What is the most suitable architecture that can handle data at the right synchronization
rate in a DT through all layers and components of an lloT system, considering efficiency in

terms of accuracy, computing resource utilization, and enabling feedback from the digital twin
to the physical twin (the lloT Asset)?.

H-1:Fog computing can improve the communication latency, computing resources utilitiization and modularity in
DT implementation.

H-2:A modular DT (broken into components) based on a decentralized architecture can improve accuracy and
support bi-directional data flow (feedback mechanism) in a predictive maintenance solution.

H-3:An Intelligent digital twin developed based on the outlined framework (described by H1 and H2) can support
the deployment and management of machine learning approaches for better Prognostics and Health
Management (PHM).

Figure 4: Research Question 1 (RQ1) with associated hypotheses.

RQ2: What are the requirements for building a functional DT as in RQ1 that uses a standard
framework for DTs?

Having established a conceptual framework and metrics in RQ1, RQ2 investigates the gap in
adopting standardization in digital twin development. This research question is aimed at
satisfying the requirement to standardize the proposed framework with accepted standard
frameworks that when adopted can provide seamless adoption in other use cases. As DTs are
still maturing, it was necessary to check for completeness of the proposed digital framework
and how it fits within the broader context of DT standardization. Beyond the wind turbine
predictive maintenance case study, answering this question is meant to showcase the feasibility
of such a framework in aligning with upcoming standards, particularly the ISO23247 — digital
twin framework for manufacturing [45]. To satisfy this question, requirements of a digital twin
framework using the wind turbine PdM case study as an example are established. To further
this, hypothesis 4 (H-4) allowed the consideration of DT development as an IoT development
using Software Development Lifecycle (SDLC) principles to quantify the value of adopting a
standardized framework to the product (PdM DT). Hypothesis 5 (H-5) checks the developed
DT for an improvement to the PHM of wind turbines, having adopted a standardized
framework to achieve it. Figure 5 below describes RQ2 and its hypotheses.
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RQ2: What are the requirements for building a functional DT as in RQ1 that uses a standard

framework for DTs.

H-4: By satisfying DT requirements using a standard framework, loT Developers can use the proposed DT
framework to implement more scalable and seamless DT solutions for predictive analytic solutions.

H-5:A DT framework leveraging on existing and proposed industry standards can improve the implementation
process and performance of Intelligent DT applications.

Figure 5: Research Question 2 (RQ2) with associated hypotheses.

RQ3: What is the impact of the proposed framework on existing approaches in SCADA-
based wind turbine predictive maintenance?

Once the predictive maintenance digital twin for wind turbines was developed to answer
questions 1 and 2, there was a need to quantify its value in terms of cost effectives, scalability,
and the potential to handle security. It is an industry-standard requirement to ensure the security
and data privacy of any technology. These requirements necessitated asking the question of
how introducing the additional fog layer improves rather than impair cost and security to the
impact of the digital twin framework in supporting wind turbine predictive maintenance. Based
on this, a validation was designed to ascertain how integrating the framework with a real-world
cloud-based data intelligence platform beyond the initial experiment rig could highlight the
benefits of the framework in a real-world deployment. Hypothesis 6 allowed the evaluation of
where the fog nodes can be placed, while hypothesis 7 helped discern how the fog nodes can
improve security and scalability without negatively impacting the performance of the overall
DT framework.

RQ3: What is the impact of the proposed framework to existing approaches in SCADA based

wind turbine predictive maintenance.

H-6: The DT framework provides a cost-effective solution to using data intelligence to support maintenance
aperations.

H-7: The DT framework complements security by using fog nodes within the SCADA network.

Figure 6: Research Question 3 (RQ3) with associated hypotheses.

In Summary, figure 7 below gives an overview of how the research questions cover associated
challenges and research gaps identified in the literature, towards developing a predictive
maintenance digital twin such as the case study in this work.
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Research Questions [DT Challenge/Research Gap]

RQ1: What is the most suitable architecture that can handle data at the right synchronization

rate in a DT through all layers and components of an lloT system, considering efficiency in

terms of accuracy, computing resource utilization, and enabling feedback from the digital twi
e physical twin (the lloT Asset)?.

:Fog computing can improve the communication latency, computing resources utilitiization and modularity in
DT implementation.

H-2:A modular DT (broken into components) based on a decentralized architecture can improve accuracy and
support bi-directional data flow (feedback mechanism) in a predictive maintenance solution.

H-3:An Intelligent digital twin developed based on the outlined framework described by H1 and H2) can support
the deployment and management of machine learning approaches for better Prognostics and Health
Management (PHM).
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Q2: What are the requirements for building a functional DT as in RQ1 that uses a standar
framework for DTs.

H-4: By satisfying DT requirements using a standard framework, loT Developers can use the proposed DT
ramework to implement more scalable and seamless DT solutions for predictive analytic solutions.
H-5:A DT framework leveraging on existing and proposed indusiry standards can improve the implementation;
process and performance of Intelligent DT applications.

RQ3: What is the impact of the proposed framework to existing approaches in SCADA based
wind turbine predictive maintenance.
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H-7: The DT framework complements security by using fog nodes within the SCADA network.

Figure 7: Overview of research questions and gaps covered.

1.4 RESEARCH METHODOLOGY

The research process adopted for this work was a robust methodology that used a hybrid
approach. The methodology combines elements of Design Science Research [49] and
Experimental Computer Science and Engineering (ECSE) [50]. DSR is a research strategy that
uses a problem-solving approach to evaluate artefacts that address identified problems,
enabling innovation that advance both theoretical knowledge and practical applications
systematically [49]. ECSE on the other hand, focuses on the empirical investigation of
computational artefacts—such as hardware systems, software systems, algorithms, and
processes—through observation, experimentation, and analysis[50]. Below is a description of
how this work adopts these strategies.

Design Science Research (DSR): At its core, the research methods in this work adopt
a DSR in that it approaches the problem by building a theoretical foundation using a
literature review to identify gaps and formulate research questions and hypotheses, then
goes further to design and implement a solution that shows practical application
benefits. Using an iterative approach, this practical application is reviewed using
experiments leading to a more refined solution with research outputs at each stage. The
experiment aspect is where the ECSE methodology comes in.

Experimental Computer Science and Engineering (ECSE): ECSE as a
methodology, enabled the research to evaluate and validate the digital twin framework
based on an empirical evaluation of the performance in terms of metrics such as
accuracy of the PdM algorithms, computational resource utilization and communication
latency (response time) in different architectural scenarios, and the overall effectiveness
of the digital twin. In an iterative approach, this helped validate the predictive
maintenance digital twin in experiments set up in real-world scenarios.
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Overall, the adoption of a multimethodology approach by combining qualitative and
quantitative techniques [51] enabled the achievement of the novel distributed digital twin
framework in this PhD study. Figure 8 below captures a high-level view of the research process.
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Figure 8: Overview of the research process.

1.5 CONTRIBUTIONS

In simple terms, this PhD work contributes to theory and practice. Theoretically, this thesis
contributes a digital twin framework that improves the implementation of predictive
maintenance digital twins using fog computing to support modularity and decentralization. The
practical benefits of this contribution are in the following key areas.

1. Scalable DT Architecture for Predictive Maintenance: The provision of a guiding
architecture for implementing DTs that enhance effective decision support using
machine learning and statistical techniques. This contribution covers the feedback from
the digital to physical twin research gap. Furthermore, this contribution shows how the
framework improves performance metrics such as response time between physical and
digital twins (i.e. improving the twinning rate) and compute utilization for ML
workloads. This practical improvement shows benefits of less infrastructure cost and
scalability.

2. DT Standardization Benefit: Improving the adoption of a digital twin standard by
utilizing the 1SO23247 and showing its application across the enabling technologies of
the solution.

3. Security Integration Benefit: This PhD work shows the contribution of practical
benefits of the proposed architecture in terms of how it supports additional security
mechanisms that can be implemented to secure predictive maintenance solutions.

At a high-level, this section breaks down the key contributions of this doctoral thesis by
highlighting how the research findings answer the research questions outlined in section 1.3.3.
Overall, the contributions of this PhD study can be described in the following form.

e Paper publications: This forms the core of the thesis, as the published research papers
serve as research outputs that cover specific aspects of the contribution of this thesis.
These are the papers named paper 1, 2, 3, 4 and 5, which will be discussed and
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referenced throughout this thesis. Figure 9 below gives a summarized view of these
papers with the metrics evaluated, and the individual contributions towards answering
the stated research questions.

e Industry Validation: Interest from industry was picked up based on the output of the
published paper 3 of this PhD work. This led to an industry validation project with a
partnership between Cranfield University and a renewable energy consulting firm
called Natural Power Services Limited. Natural Power manages wind turbine assets
across Europe, UK, and the US. Natural Power provided real operational wind turbine
SCADA data which helped in the validation of the predictive maintenance solution
developed in this study. This industry validation is discussed in chapter 5.
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Figure 9: Overview of contributions with metrics/outputs, research questions, and benefits.

Papers 1 [52] and 2 [53] jointly lay the foundation of the work with an exploration and
literature review that provided a conceptual distributed digital twin framework architecture for
predictive maintenance in wind turbines. Specifically, these papers review related works,
discuss enabling technologies, highlight research gaps and present the fog computing-based
architecture of the proposed solution.

Paper 3 [54] details the implementation of the distributed digital twin framework and the
methodology used to achieve it. It further discusses the overall framework in terms of data,
algorithms, metrics (model accuracy), experiments and results. Additionally, paper 3 introduces
the two-way automatic digital twin-to-physical twin feedback simulation with practical results.
Paper 4 [55] further analyses the performance of the PdM models and fog-based DT
architecture using three architectural scenarios in typical IIoT systems. Paper 4 focuses on
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computational efficiency (processing time and compute utilization), thereby enabling a
refinement of the architecture to align with a standard framework — 1SO23247 [45].

Paper 5 [56] contributes to the integration of the fog-based architecture in a real-world setting,
by using an industry-recognised cloud-based data intelligence platform to implement the
proposed framework. Paper 5 further evaluates performance metrics in terms of
communication latency (physical-to-digital twin response time), the cost of running the
framework and its scalability. A fog-based security mechanism is also introduced in paper 5.

1.6 THESIS STRUCTURE

As summarised in figure 9, this thesis is structured based on the overall contributions
(published papers) of this doctoral thesis. Each chapter linked to a published paper is aligned
with the metrics — what was checked, the research questions — what was answered and the
overall impact/benefit — research gap covered. A summary of the thesis organisation is as
follows.

Chapter 1 introduces the thesis by highlighting the research area and the problem. It goes
further to discuss the background on key enabling technologies and details the motivation
behind the study. This chapter presents the research gap and breaks down the research
questions, then summarises the methodology and contributions of the research.

Chapter 2 discusses the theoretical foundations pertinent to the development of a digital twin
framework utilizing fog computing and other enabling technologies, towards addressing
research question 1 (RQ1). It begins with an exploration of key enabling technologies,
including digital twin technology, fog computing in 10T, and the use of machine/deep learning
for predictive maintenance. The chapter further reviews related work by covering digital twins
for predictive maintenance, machine learning approaches for predictive maintenance, and the
application of fog computing in IIoT systems. The discussion identifies existing gaps and
challenges, such as the absence of standard frameworks, timely feedback limitations, data
synchronization issues, and lack of standardization. The chapter concludes by summarizing
these research gaps and aligning them with RQ1, discussing how papers 1 and 2 contribute to
addressing these gaps and laying the groundwork for the subsequent sections of the thesis.

Chapter 3 summarises the contribution of paper 3. The chapter focuses on the methodology
and implementation of the proposed distributed digital twin (DT) framework for predictive
maintenance, addressing research question 2 (RQ2). It outlines the adoption of the Software
Development Life Cycle (SDLC) and Experimental Computer Science and Engineering
(ECSE) methodologies to design, implement, and validate the framework. The chapter details
the integration of edge, fog, and cloud computing to enable condition monitoring and predictive
maintenance of wind turbines at the right time. The chapter discusses the implementation of
the predictive maintenance DT, with an experiment set-up highlighting key components, such
as edge systems serving as SCADA, data pipelines, DT Model, and machine learning
algorithms (MLR, XGBoost, LSTM). Components of the proposed architecture that support
achieving accuracy, efficiency and feedback mechanisms are highlighted. The chapter also
demonstrates the alignment of the framework with ISO 23247, being a standard for digital twin
development in IIoT. These contributions are published in paper 3, which discuss how the
framework supports predictive analytics and enables seamless synchronization between digital
and physical twins in detail.
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Chapter 4 is a discussion of the contributions of papers 4 and 5. The chapter validates the
proposed digital twin framework and its standardization by addressing research question 3
(RQ3). The chapter begins with the contributions of paper 4, which evaluates the computational
cost efficiency of the framework, comparing compute utilization and compute latency across
three architectural scenarios (edge-only, edge-cloud, and edge-fog-cloud). These validations
show results that suggest the framework's ability to optimize predictive maintenance
performance. The chapter highlights the adoption of ISO23247 in paper 4, to standardize the
framework. Next, paper 5 discusses the contribution of integrating the framework with a cloud-
based data intelligence platform. The experiment set-up in paper 5 simulates a real-world
industrial setting to assess response time, scalability, security, and cost-effectiveness.
Additionally, a fog-based security mechanism is introduced and evaluated for its impact on the
framework’s performance. Contributions from papers 4 and 5 highlight the framework’s
significance in enhancing SCADA-based systems with the cloud for the wind turbine predictive
maintenance case study.

Chapter 5 presents a report on an industry validation project with a renewable energy asset
management company in the UK. The industry partner provided recent data which was used to
further validate the predictive maintenance models. As the output of this PhD work, a DT
platform was provided for the company’s use in its asset management operations for wind
turbines. This chapter highlights the outcomes of the project, highlighting with results, the
validation of the framework in industry.

Chapter 6 concludes the thesis by highlighting the key contributions that justify the
framework, summarizes the contributions, and discusses the challenges, limitations and
lessons, as well as future research directions of the PhD research study.
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CHAPTER 2: THEORETICAL BACKGROUND AND
RELATED WORK

This chapter provides a more detailed discussion on the theoretical background of the key
enabling technology framework that forms the conceptual digital twin framework based on fog
computing. The discussions focus on the gaps and challenges that necessitate developing the
digital twin framework in this study. The chapter aligns with papers 1 and 2 as it elaborates on
the contributions towards answering RQ1. Overall, this chapter adopts the elements of Design
Science Research (DSR) to build a theoretical foundation, and a literature review that discusses
related work and presents the research gaps identified by the study. This DSR approach helped
in identifying the requirements for the proposed solution.

2.1 THEORETICAL BACKGROUND

In chapter 1, the key concepts and technologies that enable the proposed framework were
introduced at a high level. This theoretical background further discusses these concepts in the
context of building the conceptual framework of the distributed digital twin architecture along
with the methodologies that support its functionality.

2.1.1 Digital Twin Technology

Digital twins serve more as a concept than a technology when reviewed critically. This is
because it is the utilization of data and software to create virtual representations of objects. The
concept of Object-Oriented Programming (OOP) where software design is organised around
objects that represent real-world entities having attributes (data) and behaviour (methods) [57]
is relevant in understanding digital twins as a software system. Therefore, as a technology,
digital twins rely on pre-existing constructs such as OOP to model the ‘physical twins’ whose
attributes and behaviour can be represented with the right synchronization rate as they change
instantaneously over time. However, the misconceptions of digital twins are caused by the
flexibility of utilizing its enabling technologies to achieve digital replicas in diverse levels of
abstraction or detail. To better understand this, work by [29] helped in the clarification of the
concept along with Grieve’s [27] initial definition. This clarification is that to qualify as a
digital twin, a model must have a physical object, a digital object, and a two-way automatic
dataflow between them. As such, other simulations that do not satisfy this basic requirement
can be considered as something else. Below is a clarification of these concepts from [29].

e Digital Model: Models where the physical object is replicated with a one-way manual
data flow. As an example, this can be the digital models of a physical structure designed
by an expert, such as an architect.

e Digital Shadow: This model shadows a physical object in a digital space with a one-
way automatic dataflow. An example can be a software such as typical IoT systems
that present status information of assets using sensors. This model is mostly where
misconceptions occur in describing digital twins as it does replicate the physical assets
behaviours digitally but does not facilitate a two-way automatic data flow.

e Digital Twin: A digital twin is distinguished by its ability to provide replication
through a physical to digital automatic and bi-directional dataflow. This physical-to-
digital-to-physical makes it a two-way bi-directional automatic dataflow. This forms
the foundation of the proposed framework used to implement a feedback mechanism
when the ML-powered digital twin predicts a fault.
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Figure 10 below is extended from [29] , and shows a visual distinction between digital twin
misconceptions.
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Figure 10: Clarifying DT misconceptions

A digital twin provides features such as data, software and hardware that can utilize a bi-
directional automatic dataflow to support predictive maintenance. The ability to utilize this data
to identify trends and predict future states of a physical asset, simulate what-if scenarios, as
well as automate feedback to the physical asset to manage it, positions DT as a key enabler for
predictive maintenance. The term ‘what-if-scenarios’ is used to describe events where certain
conditions can be assessed without affecting the normal operation of an asset.

2.1.2 Fog Computing in IIoT

As cloud computing emerged, providing a cost-effective solution to building secure and
reliable solutions, companies conveniently deploy software, data, and applications thousands
of miles away from where the data is generated. Cloud service providers manage data centres
that allow the provisioning of infrastructure, platforms, and software, as services. Cloud
computing has revolutionised computing by adopting this approach. However, with the
emergence of Internet of Things (IoT) , where data emitting devices are embedded into real
world assets such as home appliances, vehicles and industrial systems such as wind turbines,
cloud computing introduced its own challenges concerning the latency of transferring such vast
amount of data from IoT devices to far away data centres for processing. This necessitated the
introduction of fog computing [23]. Fog computing positions infrastructure capable of handling
IoT data for immediate processing and storage and only sends latency-insensitive data to the
cloud. The OpenFog consortium [24] explains fog computing as an extension of cloud-based
computing that ‘selectively’ moves computing, storage and communication closer to the data
sources [24]. OpenFog consortium gives the definition of fog computing as ‘a horizontal,
system-level architecture that distributes computing, storage, control and networking functions
closer to the users along a cloud-to-thing continuum.’ [24] .The reference architecture overview
with a series of case study examples [24], breaks down the application of fog computing
architectures considering factors such as N-tier design, security, networking, as well as data,
analytics and control. In terms of IIoT systems, applications in factories, energy grids and other
manufacturing sites like oil and gas rigs, require low-latency processing to handle the vast
amount of data to be utilized for actionable insights. This presents fog computing as an
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architecture worthy of consideration in the proposed framework. While challenges are present
in its adoption, utilizing its benefits to solve other identified challenges especially in DT
implementation presents an opportunity to cover research gaps.

This work, therefore, uses wind turbines as a case study to build on the foundation of fog
computing within the domain of IIoT, and specifically predictive maintenance digital twins
deployment using this paradigm. Figure 11 below shows the conceptual architecture of fog
computing integration with an IloT application such as wind turbines, introduced in paper 1.
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Figure 11: Proposed architecture: a fog-based distributed DT framework (paper 1)

The overall architecture presented in figure 11 is envisioned to support the achievement of a
digital twin solution for intelligent PHM in wind turbines. Paper 2 [53] further discusses the
components of the architecture needed to achieve this. In summary, below is an excerpt from
paper 2, on the components of the layered architecture reviewed and implemented in chapter
3.¢

e Computational: The relevant hardware and software as a requirement for the
implementation of the DT.

e Software: This includes all relevant data extraction, data wrapping middleware, data
intelligence algorithms, as well as the actual DT software for users.

e Data Platform: this deals with data storage, and data management of historical and
real-time data for relevant predictive analytics models.

e Functional: This will be the application of the services of the DT — the predictive
maintenance models.

e Connectivity: This will handle the communication of physical to digital and the
middleware for integration of components to the open DT architecture.”

Fog computing as an extension of the cloud computing model in a distributed manner, was
evaluated and recommended by industry experts forming the OpenFog consortium [24]. Works
in literature [25], [47], [58] also found the paradigm to have capabilities that enable the above
mentioned components. Ticking this checklist in formulating a digital twin framework further
motivated the research to go further into adopting the fog-based architectural paradigm.

31



2.1.3 Integration of Fog Computing with Digital Twins and CPS

Fog computing supports a modular design of networked systems in terms of both physical
topology and software architectural design [24]. In systems engineering and Cyber-Physical
System (CPS) design, there are methodologies, standards, and reference architectures such as
ISO/IEC 15288: Systems and Software Engineering — System Life Cycle Processes [59],
Industrial Internet Reference Architecture (IIRA) [60], and RAMI 4.0 (Reference Architectural
Model for Industry 4.0) [61] that adopt a modular component-based design using object-
oriented design for manufacturing to breakdown an interconnected system into unit, system
and system of systems. This paradigm is rooted in industry 4.0 principles where the hierarchical
model shows how the complete system works, with some levels of interdependency [62]. This
approach is also in line with Software Development Life Cycle (SDLC) principles and DT
standards such as [45] and [63]. Work by [62] explores this methodology within the realm of
developing digital twins. Therefore, to develop digital twins as software modules that replicate
CPS, the adoption of such design principle is necessary.

From figure 11, the concept of the fog-based architecture is introduced to adopt the above-
mentioned standards and align with the object-oriented design for manufacturing in which a
wind turbine digital twin is broken down into the following layers.

e Unit level: These are smaller individual components that have both physical
functionality and cyber capabilities such as data collection and communication.
Examples can include temperature sensors (on the gearbox, nacelle, etc.) and actuators
from the control pitch, yaw, and braking systems. Others in this category can include
gearbox bearings, generator bearings and rotor.

e System Level: These are a collection of units that work together to perform a specific
operational function. In this work’s wind turbine case study, this level consists of
components like the gearbox and the generator. While each are standalone systems that
have sub-components, the rotation amplified from the gearbox is used by the generator
to generate electricity, for instance. This shows the interdependency between the
systems.

e System of Systems: This can be the Nacelle Control System that houses the gearbox
and generator, which integrates data from various sensors and manages actuators to
optimize turbine performance. However, the system of systems can also be considered
as the whole wind turbine itself, or a network of turbines within a wind farm that work
together through a centralized control system to optimize the farm's overall
performance.

Regardless of the level of abstraction or classification used in the modular design, this
functional decomposition, while not explicit, represents the basic building blocks of a digital
twin model. It is based on this background that fog computing was found suitable in
decomposing the digital twin to align with the distributed architecture as depicted in figure 11,
where the unit-level digital twins represent the sub-components (IoT devices at the edge), the
system-level digital twins represents complete components deployed in the fog nodes, and the
whole system of systems is the wind turbine and the whole wind farm. The proposed DT
architecture is designed to place fog nodes strategically to support Prognostics and Health
Management by enabling hardware and software infrastructure for feedback control from the
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unit and system levels, and this is why in figure 12, the unit and system level are aligned with
a fog node.
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Figure 12: Fog layer application with intelligent DT functionalities.

Furthermore, to position the fog-based digital twin within the context of wind turbine predictive
maintenance, the digital twin model needs to translate how the decomposed systems form part
of a PHM solution. To lay the foundation for this, an object-oriented methodology [62] is
adopted for the selected use case. Figure 13 (paper 3 [54]) depicts a hierarchical representation
of the DT solution based on input, output and an aggregation to higher systems that facilitate
achieving the PAM PHM DT solution.
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Figure 13: DT model hierarchy for wind turbine PHM
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2.2 RELATED WORK: LITERATURE REVIEW

This section reviews literature relevant to the research area introduced in this study. The review
focuses on related work on using digital twins for predictive maintenance and studies that
explore the benefits as well as the challenges of integrating some of the key enabling
technologies as is the focus of this study. At the core of the framework is the predictive
maintenance solution enabled by machine learning. Some of the concepts in machine learning
are discussed concerning the requirements, integration and evaluation of techniques used in
predictive maintenance. This review further highlights research trends, challenges, and gaps
that this PhD study covers. A research gap analysis was presented in paper 2 to establish the
contribution envisioned by this study.

2.2.1 Digital Twins for Predictive Maintenance

Digital twins are most applicable in the manufacturing industry with up to 85% of its
application in that domain [30], [64]. Predictive maintenance is also stated to be the use case
for digital twins that attracts the most interest from both academia and industry [38], [65].
Predictive maintenance digital twins have been implemented with varying levels of detail
adopting several methodologies [66], [67]. Work by [68] discusses the characteristics of
predictive maintenance digital twins to have real-time perception with intelligent decision-
making ability based on fault prediction and remaining useful life estimations (RUL). This
study [68] further highlights the requirement for a data-aware feedback control functionality in
a PdM DT architecture. This paper [69] showcased the use of a hybrid — physics and data-
driven model for RUL estimation DT as a predictive maintenance strategy. Authors in [69]
further emphasize the need for a reliable data acquisition system to feed the physics-based
simulation. Looking at the requirements of a digital twin, work by [70] evaluated the
fundamentals and state-of-the-art for predictive maintenance DTs and proposed a definition
similar to NASA’s [28], but suggests further that a DT should encapsulate “the full lifecycle
data to facilitate knowledge sharing and integration”. This further highlights the requirement
for a long-term data storage layer in a digital twin framework. A study by [71] on a holistic
predictive maintenance strategy using DTs discusses five steps necessary for integrating
predictive maintenance DTs into existing processes. These steps by [71], are listed below.

1. Objectives Definition and State Analysis: Identifying components and what approach
is feasible such as RUL estimation or fault prediction.

2. Availability of data, information, and knowledge: Using approaches such as Flexible
Manufacturing System (FEM) to understand the components of the manufacturing
system concerning production efficiency.

3. Data-Driven Modelling: How data from components will be collected and used in the
DT.

4. Physics-Based modelling: Simulating the physical object using CAD tools and Failure
Modes and Effects Analysis (FMEA).

5. Hybrid modelling: both physics and data-driven modelling integrated to create high
fidelity DTs, with improved prediction model accuracy.

The steps above give a summary of a strategy for developing a PdM DT, and it aligns with
many works in the literature that discuss PdM DTs based on a hybrid approach [72] [73]. While
this PhD study does not explicitly include a physics-based model, its relevance is
acknowledged, and requirements are considered in the proposed framework. In terms of
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methodology, the Software Development Lifecycle (SDLC) is also relevant as a structured
methodology for PAM DT development. Work by [62] introduced an SDLC-based
methodology in which the DT development lifecycle includes five stages, namely; the envision,
design, develop, verify and validate stages. The stages are divided into two phases: offline (data
at rest) and online (data in motion). These phases when evaluated, correspond to the physics-
driven (offline) and data-driven (online) DT modelling of a typical manufacturing system.
While no explicit physics-driven model was implemented in this work, the SDLC-based
methodology [62] is adopted. As such, the offline data relates to information from subject
matter experts, included in the envisioning stage, on relevant sub-components that impact the
PHM of a component (e.g. gearbox), and the online data relates to the data-driven modelling
of the DT with sensor data streaming from sub-components (e.g. gearbox bearing temperature)
based on the EDP open dataset [74].

The requirement for predictive maintenance digital twins to be designed in a modular manner
is identified from its relevance in PHM applications and both IIRA and RAMI 4.0 reference
architectures. For instance, figure 13 above describes this in the DT hierarchy. However, PHM
frameworks such as [75] have discussed the impact of distributed condition monitoring using
the OSA-CBM specification that promotes interoperability, reuse and reconfiguration.
Researchers in [38] conducted an extensive review of 42 primary studies, addressing 10
research questions to explore current approaches, applications, and challenges in using DT for
predictive maintenance. Key findings from [76] include the dominance of component-level
DTs, the prevalent use of platforms like OpenModelica [77] and Simulink [78], and the use of
vibration and temperature sensor data for monitoring. This study [76] highlighted gaps, such
as the need for bi-directional DTs with decision support, a computational burden in handling
data volume and velocity at the edge, and a lack of reference models, standards, or frameworks
guiding predictive maintenance DT development to address these gaps. Furthermore, another
extensive review of unit-level digital twin (DT) applications in manufacturing by [40]
systematically analysed 1409 publications, identifying 96 studies that met inclusion criteria
and analysed DTs by reference models (e.g. hierarchical, lifecycle), services (e.g., monitoring
and optimization), DT content (models and data), and DT deployment (hardware and software).
This work [40] identified key gaps, which include the lack of standardized models, mechanisms
for digital-to-physical feedback, and robust hardware/software systems for real-time services.
These findings directly inform the architectural considerations in this PhD work’s digital twin
framework, and the integration of intelligent, hybrid, and fog-based approaches.

2.2.2 Machine Learning and Statistical Approaches for Predictive Maintenance

Machine Learning Techniques for PDM.

Predictive Maintenance (PdM) leverages machine learning (ML) paradigms including
supervised, unsupervised, and deep learning to optimize maintenance schedules and prevent
equipment failures. These ML approaches are reviewed below.

e Supervised learning techniques, such as regression and classification models,
require labelled datasets and are effective in predicting faults or estimating
remaining useful life (RUL) [64], [79]. Supervised models like XGBoost are
considered for robustness and interpretability in PAM tasks, particularly with
structured datasets [44]. Work by [80] utilized XGBoost for predictive analytics
(oil and gas asset maintenance), which demonstrates its capability in handling
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structured data, outperforming random forest in another study as well [81].
XGBoost provides high accuracy in failure prediction. In other works, Support
Vector Machine (SVM) has been reviewed and shown to have high accuracy in
fault classification but deep learning such as Long Short Term Memory (LSTM)
and Artificial Neural Networks (ANNs) outperforms SVM in terms of large
datasets with complex non-linear relationships [82].

e Unsupervised learning methods, including clustering and anomaly detection,
analyse unlabelled data to identify deviations from normal patterns, and this is
often useful in early fault detection [83]. Clustering can also be used in detecting
subtle changes in operating conditions without prior fault data [83]. Studies
discuss that unsupervised learning can also aid in fault detection, particularly in
scenarios where labelled data is scarce [82].

e Deep learning approaches, such as Long Short-Term Memory networks
(LSTMs) have been suggested as effective tools for sequential data, enabling
the modelling of complex temporal dependencies critical in PAM applications
[84] [44]. Furthermore, while deep learning is data-intensive, the approach
excels in extracting hierarchical features from raw data, as demonstrated by the
superior performance of LSTMs in handling time-series SCADA data for wind
turbines [44].

As this work on developing a predictive maintenance DT involves evaluating the architectural
performance of deploying a PdM, it was necessary to select algorithms that will be reviewed
based on complexity and accuracy, from simple to complex, as the framework is envisioned to
support different ML techniques for PAM. Work by [44] showed the performance of three
algorithms — Multiple Linear Regression (MLR), Gradient Boosting (XGBoost) and Long
Short Term Memory (LSTM) with high accuracy in prediction of gearbox and generator failure
based on SCADA data.

PdM Models: LSTM, XGBoost, and MLR

The outcome of the literature review further motivated the adoption of the three ML algorithms
described in table 1 below. This satisfies the requirement of implementing the PdM algorithms
in alignment with the research gaps the framework intends to cover.

Table 1: Selected algorithms for the PAM DT.

Algorithm Complexity Description.

MLR Low Linear model, no iterative learning, few hyperparameters
[44]

XGBoost Medium Iterative boosting, non-linear relationships, multiple
hyperparameters [44], [80], [81].

LSTM High Sequential ~ data, deep learning architecture,
computationally intensive [44].

Based on the review of previous studies, methodologies and approaches, the following
justifications support the selection of LSTM, XGBoost, and MLR for the implementation of
the PdM algorithms in this study. Below is a description of this justification.
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e MLR: As a baseline model, MLR provides interpretable insights into linear
relationships between features and target variables, aiding in understanding
fundamental trends [79], [86].

¢ XGBoost: This gradient-boosted framework offers high accuracy and interpretability,
in handling complex, high-dimensional SCADA datasets [44], [80], [81], [85].

e LSTM: As a deep learning model, its ability to capture long-term dependencies makes
it ideal for time-series data with temporal correlations, as seen in wind turbine gearbox
fault prediction work [44], [85].

Model Features

Machine learning models require certain inputs to predict an output, based on the following
general formula as a relationship between inputs and outputs.

y=f(X)te
Where:

e v: The output (target variable, dependent variable).

e X: The input (features, independent variables, predictors).

e f(X): The function or model that maps inputs X to the predicted output y*
e ¢ The error term (captures noise or variability not explained by the model).

These general principles are extended depending on the algorithm used. Therefore, using the
selected wind turbine components case study, table 2 gives a summary of the inputs and outputs
used in the PAM models developed in this work, identified from studies and subject matter
experts.

Table 2: Input vs Outputs.

Component Input (Unit Level DT) Output (Unit Level DT) | References

(System Level DT)

Nacelle temperature

Rotor speed [44], [87],
Gearbox Active power Gearbox bearing [88], [89],

Outdoor temperature temperature [90]

Gearbox oil temperature

Nacelle temperature [44], [87],

Active power [90]
Generator Generator speed Generator bearing

Generator stator temp temperature

Based on work done in literature on wind turbine PHM, reports such as NREL’s gearbox
reliability update [8] that give a background of relevant components most prone to failure over
the past decade, and the methodology such as in [44], [90], table 2 provides the sub-components
(unit level DT) serving as input and output for predicting the health of components (System
Level DT) — gearbox and generator. The outputs indicate critical sub-components whose
condition is predicted, monitored, and flagged when a fault is detected.
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PdM Model Evaluation Metrics

The use of both machine learning and deep learning techniques and algorithms to implement
predictive maintenance requires a comprehensive evaluation of these models to ensure their
efficacy and accuracy. Work by [91] provide a thorough review of various deep learning models
applied to predictive maintenance, highlighting the advantages and challenges of these
approaches. One key aspect of evaluating predictive maintenance models is the selection of
appropriate performance metrics. Depending on the predictive maintenance approach, a variety
of metrics may be relevant, such as accuracy, precision, recall, F1-score, RMSE, MAE, R-
squared, and MAPE [44], [83]. Additionally, metrics that capture the cost-effectiveness and
business impact of the predictive maintenance solution, such as mean time to failure and
operational availability are considered. In the predictive maintenance context, where the goal
is to identify potential failures before they occur, the ability for a model to predict equipment
behaviour with high accuracy can make already existing or new condition monitoring strategies
more robust and effective. Work by [44], [92] showed how the use of metrics such as RMSE,
MAE, and R-squared are impactful in validating a PAM model accuracy. The evaluation
method using RMSE, MAE, and R-squared was adopted to evaluate accuracy of the models.

Sensitivity Analysis and Feature Importance

Sensitivity analysis and feature importance help in understanding the impact of different
variables on model predictions. XGBoost specifically provides feature importance scores, and
it can be deduced for other models. Studies suggest that LSTMs benefit from preprocessing
techniques like feature scaling to enhance temporal pattern recognition [84]. Machine learning
approaches generally support the identification of weights in models which can be used to
determine parameters or features with most impact on the model as this PhD work presented
in paper 3 [54]. Work by [93] discussed the importance of explainability of PdAM models, as it
provides insights into data, model behaviour, outcomes, and end-user interactions, thereby
enhancing the transparency and trustworthiness of PAM systems.

In the case study involving the variables from the sub-components listed in table 2, the feature
importance ranking is used to identify which sub-component or a collection of sub-components
can be regulated through the DT. Studies on rotor speed and gearbox performance [94], [95]
have indicated the impact of the rotor in the performance of gearboxes. As the rotor provides
the rotational force making the gearbox operate, it was justified to model the DT feedback
mechanism using regulating the RPM as an example of the feedback mechanism.

Using Statistical Approaches for Failure Prediction

In terms of fault detection, several approaches have been considered in literature to identify
fault in components of a wind turbine. Some methodologies use only ML techniques while
others use a combination of ML and statistical techniques. Authors in [96] developed a
predictive maintenance DT using the prophet algorithm, a statistical modelling approach with
elements of machine learning. The methodology in [96] involved time-series forecasting of
vibration and temperature data, focusing on trends, seasonality, and anomaly detection to
predict bearing failures. This study [86] used clustering combined with statistical thresholding
to identify abnormal patterns. A study by [79] implements Random Forest (RF) models to
classify machine states based on features extracted from sensor data, enabling fault detection
and predictive maintenance. However, as this work aligns more closely with a data-driven
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approach, the methodology adopted is extended on the machine learning techniques that predict
component measurements and potential failures are predicted using a statistical approach.
Hence, the adopted methodology distinctively separates the prediction of unit-level
components’ SCADA measurements and fault detection using statistical techniques. Therefore,
this study finds the methodology by [44] as a suitable benchmark for the digital twin
framework, as it satisfies the requirement of applying both prediction of measurements using
ML and condition monitoring using a statistical process control approach. The work in [44]
utilizes control limits derived from SCADA data to identify deviations indicative of anomalies
leading to failure.

Statistical Process Control (SPC) is a method used to monitor and control a process to ensure
that it operates at its full potential, by identifying deviations from normal operation [43], [97].
A fundamental tool in SPC is the Shewhart control chart, developed by Walter A. Shewhart in
the 1920s [97]. Shewhart control charts are graphical representations that plot process data over
time, allowing for the detection of variations that may indicate underlying issues. Each chart
typically includes the following [42], [97].

e Central Line (CL): This represents the average or mean value of the process.
e Upper Control Limit (UCL) and Lower Control Limit (LCL): These are statistically
calculated boundaries that define the acceptable range of variation for the process.

Adopting the SPC with wind turbine SCADA is a relevant condition-monitoring tool for wind
turbines [44]. This approach was found to be suitable in satisfying some of the functionalities
of the fog node in the proposed framework. Figure 12 highlights some of the fog layer’s
functionalities as reconfiguration and regulating operational conditions. The SPC serves as a
tool for utilizing the fog layer’s functionality in the DT framework. This serves as a tool for
implementing the feedback mechanism in testing what-if scenarios.

2.2.3 Data Requirements for Predictive Maintenance Digital Twins

As discussed in chapter 1, predictive maintenance DTs can either be data-driven, physics-
driven or hybrid. Hybrid approaches are shown to be superior as they integrate SCADA data
from sensors and subject matter expertise using mathematical modelling. While the distributed
DT framework in this work is hybrid, it is more aligned with a data-driven approach. High-
quality data 1s therefore particularly important for both the creation of the digital twin to reflect
asset conditions and the ML-powered predictive maintenance algorithms to make the DT
intelligent. The data processing requirements for a predictive maintenance DT can be broadly
classified into four components: data aggregation, data quality, data analytics, and data
visualization.

Data Aggregation - Data Collection and Integration

The first step is to aggregate data from the SCADA sensors, maintenance logs, and subject
matter expertise (physics modelling) and fuse them to the digital twin platform. This requires
capabilities such as real-time data streaming, connectivity middleware, protocol conversion,
and data storage (paper 2) [53]. This requires a DT framework to aggregate data from loT
sensors, enterprise systems, and maintenance records to enable predictive maintenance [54],
[98].
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Data Quality - Pre-processing Requirement

The accuracy and reliability of the digital twin model and its predictive capabilities is heavily
dependent on the quality of the data [54], [76]. Data quality issues can include sensor drift,
missing data, outliers, and data inconsistencies. A DT framework for predictive maintenance
requires data quality checks and cleansing routines to ensure the data is appropriate for
analytics [54]. Handling noise and outliers can be achieved using ML techniques such as
interpolation, filtering, and outlier detection. The cleansed and pre-processed data will then be
ready for analytics.

Data Analytics - Modelling Requirement

Once data is cleansed it requires to be modelled such that it reflects typical asset operation. For
instance in a wind turbine DT, the data used for analytics must reflect the turbine’s actual
feasible operation, e.g. when wind speed is above cut-in [44]. The DT platform should enable
advanced analytics and machine learning models to predict asset health, remaining useful life
or both. This can include condition monitoring, anomaly detection, failure mode analysis, and
predictive modelling. Work in [92] highlighted how a DT can be used to simulate the asset's
performance and predict when maintenance or repairs are needed. This uses physics-based and
data-driven models which are continuously updated to reflect the actual asset conditions [92].

Data Visualization - Monitoring and Decision Support

As the DT acts as a virtual representation of the physical asset, a key requirement is to provide
an intuitive visualization of the asset's health, performance, and maintenance needs. The DT
platform should provide dashboards and analytical visualizations to enable operators and
maintenance engineers to monitor the asset's condition, gain insights, and make informed
decisions.

2.2.4 Fog Computing for IToT Applications

Fog computing decentralizes the computing infrastructure which extends the capabilities of the
cloud to the edge of the network, allowing for real-time data processing, analysis, and decision-
making closer to the source of data generation [24]. This approach is beneficial for IIoT
applications, as it reduces latency, improves quality of service, and provides superior
performance by minimizing the need for constant communication with remote cloud
infrastructure [99]. Work on a fog-based architecture for digital twins [47] highlights the
benefits of processing data locally at the fog layer. The research paper in [47] discuss how fog
computing can enable real-time updates of digital twins by allowing edge devices to perform
preliminary processing, thereby reducing the bandwidth required for transmitting data to the
cloud. This minimizes latency and accelerates the decision-making process for IIoT systems,
which is crucial for applications such as predictive maintenance and performance monitoring
of industrial systems in real-time. Other studies have explored similar concepts, discussing a
fog computing-based architecture for smart manufacturing and digital twins. These works
[100], [101], [102] demonstrate that fog computing enhances the responsiveness of
manufacturing systems by incorporating real-time data analytics at the edge, thus reducing the
reliance on centralized cloud systems and helps in minimizing communication delays. Utilizing
this concept for machine learning applications have also been explored by researchers [103],
[104] and found to improve model deployment and resource management. This work [105]
reviewed some of the approaches and proposed a taxonomy showing the benefits of fog
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computing in resource provisioning, task offloading and load balancing. Federated learning
uses distributed computing to train a model with local data, and fog computing provides an
architecture that supports this technique by providing computational resources closer to the
data sources [106]. This study [107] showcased the implementation of on-device intelligence
based on a federated learning approach with edge devices.

Challenges in Fog-based Architectures for I1oT

While integrating fog computing into Industrial Internet of Things (IloT) environments offers
numerous advantages, such as reduced latency and improved real-time data processing, there
exist several challenges that must be addressed to fully realize these benefits. Studies in
literature have discussed these challenges and offered potential solutions. Some of these
challenges are summarised below, referencing works that discuss them.

e Security and Privacy Concerns: Integrating fog nodes can introduce vulnerabilities
for unauthorized access and data breaches. Addressing this requires robust data
encryption, access control and intrusion detection mechanisms [108], [109], [110],
[111],[112]

e Resource Management and Scheduling: Improper resource management among fog
nodes and their applications can lead to performance degradation and increased latency.
Addressing this can be from refining architectures and workflows that adopt dynamic
resource allocation, load balancing and predictive analytics techniques [113], [114],
[115],[116], [117]

e Scalability and Interoperability: As fog nodes are integrated with SCADA systems,
it can become a challenge to ensure seamless communication and data exchange. To
address this, it is essential to design architectures that adopt a modular architecture,
considering standardization, and reliable middleware systems [106], [118], [119].

e Data Management and Storage: As fog computing aligns with IoT, fog nodes will
manage data at high velocity and volume. As such, efficient data storage mechanism
must be employed. It is also critical to decide how and which data is processed locally
and which is processed in the cloud [58], [120]. Addressing this concern requires
designing an architecture and framework for efficient data management [121].

Considering the above-mentioned challenges, and reviews on digital twin implementation
informed by the state-of-the-art literature [64], [76], this work emphasizes the requirements of
handling the issues peculiar to the envisioned digital twin framework. As the proposed
framework is envisioned to utilize the flexibility and scalability of fog computing in its
integration with SCADA systems such as wind turbines, challenges related to the case study
are reviewed and presented in table 3 in the next section. Table 3 in the upcoming section
summarizes the challenges based on the literature review performed in this study. The
upcoming chapter, chapter 3, discusses the contributions of paper 3 in implementing the
solution to satisfy the requirements and research gaps identified.
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2.3 CHALLENGES, RESEARCH GAPS AND REQUIREMENTS:
CONTRIBUTIONS FOR RQ1

2.3.1 Challenges and Research Gaps

This section provides an overview of the challenges and gaps in digital twin (DT)
implementation and the integration of fog computing for predictive maintenance, aligning them
with RQ1. Some of the requirements identified with the implementation of digital twins for
predictive maintenance include data synchronization, modularity, and bi-directional feedback.
While typical DT implementation architectures are centralized, introducing distributed
architectures also presents challenges that must be addressed to achieve the full potential of
digital twins. Overall, table 3 below highlights a summary of the relevant challenges identified
from the literature that are pertinent to the proposed framework. Therefore, this study focuses
on addressing these challenges.

Table 3: Summary of DT Challenges

Item | DT Challenge Description Reference
l. Decision Support | A reliable Digital Twin to Physical Twin | [52], [54], [122]
feedback mechanism for

optimal/autonomous decision-making

2. Standardization Ensuring standardization across enabling | [46], [63]
technologies such as in architecture,
interoperability, reliability etc.

3. Cost and | Optimizing infrastructure and operational | [55], [106], [118],
Scalability costs while enabling scalability [119]

4. Twinning Rate Ensuring the right synchronization rate | [29], [40], [47],
between the physical and digital twins. [123], [124]

5. Security and | Addressing data governance, privacy, and | [108], [109], [110],
Privacy security  concerns in  distributed | [111], [112]
architectures

To address these challenges, this study designed a conceptual framework, introduced in paper
1 [52] and paper 2 [53]. The contribution of these papers are the architectural frameworks
introduced in figure 11, and the identification and definition of the requirements pertaining to
solving the problem with novelty. The next section describes the requirements.

2.3.2 DT Framework Requirements

Data Synchronization (Twinning Rate)

The twinning rate refers to the right synchronization rate of statuses between the digital and
physical twins for a specified case study. Existing implementations often lack standardized
frameworks to manage the volume and velocity of IIoT data, resulting in inefficiencies in
predictive maintenance solutions. Papers 1 and 2 highlight these challenges, emphasizing the
need for robust mechanisms to ensure seamless data flow and archiving. A connectivity
middleware and a data platform were highlighted to enable this requirement in the
architecture.
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Computational Complexity

Paper 1 demonstrates how fog computing can reduce latency and resource demands by enabling
local processing, but scalability and resource allocation remain areas requiring further
exploration. A computational platform was highlighted as a requirement to fulfil this
requirement in the proposed framework.

Modularity and Feedback Mechanisms

A modular DT architecture is essential for scalable and efficient implementations. Paper 2
outlines that breaking the DT into components supports bidirectional data flow that can
enhance prognostics. However, the integration of these modular components requires further
considerations related to standardization and interoperability. A software platform that
supports modularity and interoperability, along with a functional interface to operational teams
was identified to satisfy this requirement.

2.3.3 Alignment with RQ1 and Thesis Contributions

This chapter lays the groundwork for answering RQ1 by proposing the most suitable
architecture for timely data processing in a DT framework. The major contribution is
establishing that by addressing gaps in data synchronization, enabling local processing on fog
nodes, and adopting modularity, comprehensive predictive maintenance DTs with improved
performance than typical cloud-based architectures can be achieved. Papers 1 and 2 suggest
refined approaches to modularity and feedback mechanisms that can enhance predictive
maintenance capabilities. While the requirement for an open DT framework suggested in paper
2 has been removed as the research progressed, all other concepts have been implemented.
These developments provide the foundation for the predictive maintenance framework
implemented in chapter 3. Therefore, the proposed conceptual framework introduced and
discussed in papers 1 and 2 jointly contribute to establishing that a fog-based distributed digital
twin framework with elements that handle connectivity middleware, software, compute
(hardware), data and functional platforms can enable “an effective digital twin framework
for Prognostics and Health Management (PHM)” of wind turbines.

2.4 CHAPTER SUMMARY: CONTRIBUTIONS ANSWERING RQ1

This chapter explored the theoretical background and related work necessary for developing a
fog-based distributed digital twin (DT) framework for predictive maintenance, aligning with
RQI. It defines the foundational technologies of digital twins and fog computing, highlighting
their roles in enabling replication with the right synchronization rate, bi-directional feedback,
and reduced latency in Industrial Internet of Things (IIoT) systems. The chapter reviewed
approaches in predictive maintenance using machine learning models, such as LSTM,
XGBoost, and MLR, among others. The applicability of the technologies for fault prediction
and prognostics are discussed. Challenges identified in literature include data synchronization,
modularity, security, cost, and scalability, which hinder the realization of standardized and
effective DT frameworks. This PhD study proposes a conceptual framework that leverages fog
computing for local processing, modular architectures for scalability and enhanced feedback
mechanisms to support intelligent decision-making to address the identified gaps.
Contributions from papers 1 and 2 helped in refining the requirements while removing the
requirement for an open DT system as the research progressed. These contributions form the
foundation for the predictive maintenance solutions further detailed in chapter 3.
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CHAPTER 3: THE METHODOLOGY FOR A DISTRIBUTED
DIGITAL TWIN FRAMEWORK FOR DATA-DRIVEN
PREDICTIVE MAINTENANCE OF WIND TURBINES

As mentioned in chapter 1 of this thesis, this study adopts a multi-methodology with elements
of Design Science Research (DSR) and Experimental Computer Science and Engineering
(ECSE). The DSR methodology was discussed in chapter 2 to establish the theoretical
background and review of related concepts to establish research gaps. In chapter 3, elements
of the ECSE are employed in the design, development and evaluation of the predictive
maintenance digital twin based on fog computing. This chapter is aligned with the contributions
of paper 3 [54] towards answering RQ2, which is relevant in achieving standardization of the
framework. In paper 3, the distributed predictive maintenance digital twin implementation is
discussed in detail, along with the experiment set-up, the workflow, and the application of the
machine learning algorithms — MLR, XGBoost, and LSTM. The two metrics evaluated in this
chapter are (1) the accuracy of the ML algorithms, and (2) the application of condition
monitoring based on statistical process control to enable the feedback mechanism. The
remainder of this chapter discusses the contributions from paper 3, which serve as the
foundation of the PdM DT.

3.1 INTRODUCTION

The Industrial Internet of Things (IloT) has revolutionized the way industries approach asset
management. Wind turbines are a suitable case study of Industrial Internet of Things based on
SCADA infrastructure. These systems require robust predictive maintenance solutions to
ensure continuous operation and optimal energy generation [54]. This chapter explores how a
distributed digital twin framework that leverages the benefits of fog computing and machine
learning enables predictive maintenance in wind turbine systems. This is in line with the
contributions of paper 3 [54] that discusses the requirements of developing a predictive
maintenance digital twin in the context of Industrial Internet of Things, and proposes an
architecture that can be utilized to implement such a solution considering a selected standard -
the 1SO23247 [45].

In a high-level, the framework features three key components; (1) a distributed digital twin
architecture that replicates the physical wind turbine system based on an aggregation of digital
software artefacts (JSON based DTDL/AAS), from the edge, to the fog, to the cloud layers,
(2) a data collection and processing pipeline that gathers and pre-processes sensor data from
wind turbine components, and (3) a machine/deep learning-based predictive maintenance
model that uses statistical process control techniques to forecast potential failures and allows
for feedback simulations to handle faults effectively. To achieve the framework, in line with
this PhD study’s RQ2, paper 3 specifically answers the following questions. Excerpt from paper
3; ¢

e How can digital twins support predictive maintenance at the right synchronization
rate?

o  What benefits will a digital twin framework implemented based on a standardized
framework offer to a predictive maintenance solution in [loT?

e How can this proposed digital twin framework be extended to act as an intelligent
digital twin with a prediction feedback loop? *
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3.2 THE FRAMEWORK

Paper 3 discusses the requirements of a digital twin solution in the context of wind turbine
predictive maintenance, and implements the solution based on the outlined framework. The
contributions include a breakdown of the key components of the architecture and aligning it
with the requirements of ISO23247, which standardizes digital twins in manufacturing. These
components ensure the effective deployment of predictive maintenance in wind turbine
systems. The framework functions of each of the components are described as follows.

Edge/lIoT Device Layer

This layer acquires data in specified intervals (seconds to minutes) from wind turbine
components such as the gearbox, generator, and their sub-components.

The layer performs initial data pre-processing, including noise reduction and cleaning,
before transmitting the data.

The layer utilizes lightweight communication protocols such as MQTT to enable
efficient data transfer.

Fog Computing Layer

The fog layer acts as an intermediary between the edge and cloud, enabling localized
processing and short-term data storage to reduce latency.

This layer hosts predictive maintenance algorithms that analyse timely data streams to
detect early signs of failure.

This layer implements microservices-based architecture for modular and scalable
digital twin functionalities.

This layer integrates a feedback loop that facilitates bidirectional communication
between the digital and physical twins.

Cloud Computing Layer

This layer executes high-computational machine learning models with historical data,
including XGBoost, LSTM, and MLR, to predict failure trends.

The cloud layer stores and manages historical turbine data for long-term analysis and
model retraining.

This layer provides visualization tools and interfaces for monitoring wind turbine health
and maintenance planning across the whole wind farm.

Digital Twin Core Domain

The core domain implements the digital representation of turbine components based on
Digital Twin Definition Language (DTDL) and Asset Administration Shell (AAS).
This domain allows the simulation of operational scenarios to assess potential faults
and recommend mitigation strategies.

This domain ensures synchronization at the right time between sensor data and digital
models for up-to-date asset representation.
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User Interaction and Feedback Mechanism

e This serves as the application layer supporting a user-friendly interface that enables
maintenance engineers to interact with the digital twin for decision-making.

e This interface provides alerts and predictive insights through dashboards and reports.

e This interface facilitates operational adjustments by sending control commands from
the digital twin to the physical assets.

These components collectively provide an architecture that enhances the application of
predictive maintenance in wind turbines. Utilizing this solution will ensure efficient fault
detection, reduced downtime, and optimized performance. The high-level architecture is
presented in figure 14, as an excerpt from paper 3.
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Figure 14: Distributed DT architecture; here the layered architecture which represent a
novelty with respect to previous approaches can be observed.

The framework’s adoption of [SO23247 to guide its development, as discussed in paper 3, is
depicted in figure 15, satistfying the following key sections of the reference architecture.

1. Observable Manufacturing Element (OME) Domain: Context for the physical twin
(each wind turbine component), which is the basis of the DT. This interacts with DT
interfaces for data collection and device control-feedback mechanism.

2. Data Collection and Device Control Domain: This connects the physical twin (OME)
to its unit DT through sensor data collection, synchronization, and actuating feedback
to regulate operational conditions with decisions from the DT.

3. Core Domain: This domain handles all DT services from analytics and simulations to
feedback and user interaction.

4. User Domain: This is the application layer through which users access the DT and see
results through visualizations, alerts, and other functionalities.
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Figure 15: ISO23247 reference architecture mapping.

The methodology section will delve into the implementation details of each component, by
discussing their role in achieving the goal of the framework in line with the requirements
highlighted in chapter 2.

3.3 THE METHODOLOGY AND RESULTS

This section outlines the methodology adopted to design, develop, and implement the
distributed digital twin framework for predictive maintenance, as presented in paper 3. The
approach follows the Software Development Life Cycle (SDLC) for systematic development
and Experimental Computer Science and Engineering (ECSE) for validation through controlled
experiments, in iteration. The methodology is structured into key phases in alignment with the
framework described in section 3.2 above, designed to answer RQ?2.

3.3.1 System Architecture and Experiment Setup

System Architecture

The framework follows a three-layered distributed architecture—edge, fog, and cloud—to
enable real-time condition monitoring, predictive analytics, and feedback control. Using an
SDLC approach, the architecture is designed and implemented by executing the following
stages:

1. Planning: This built on the requirements identified from chapter 2, the adoption of the
conceptual distributed DT framework based on fog computing and the requirements
from 1SO23247 (figure 15) for the predictive maintenance case study.

2. Design: The DT framework was designed to align with the unit, system and system of
systems levels of abstraction that relate to the edge-fog-cloud hierarchy. This design
allowed for modularity, based on OOP concepts. Figure 16 below shows the software
architecture modelled based on the EDP [74] dataset used in this work.
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Figure 16: Data model for wind turbine DT based on the EDP dataset.

3. Development: The digital twin was implemented using Digital Twin Definition
Language (DTDL) as a lightweight JSON-based language for translating physical
component properties and their statuses. This configuration reflects the use of Asset
Administration Shell (AAS). The connectivity between the data from sensors and the
digital twin instance was implemented based on Message Queuing Telemetry Transport
(MQTT) for publish/subscribe between the physical asset and the digital twin.
InfluxDB with a Telegraf agent was used for real-time data storage. Additionally, the
machine learning models were developed and tested individually before integration
with the DT data pipeline depicted in figure 17.
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Figure 17: Implemented system architecture with middleware and models.

A data pipeline was designed to ensure a structured and scalable process that
involves the following aspects.
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a. Acquisition: Sensor data from wind turbines is collected via MQTT, simulated
at 1-second intervals (depicting real-time).

b. Pre-processing: Data anomaly/outlier detection, noise filtering, and
standardization are applied at the edge layer.

c. Data Transmission: Streaming of the EDP wind turbine SCADA data from
independent SCADA sensors (raspberry pi device from rig) to fog and cloud
layers using MQTT and telegraf.

d. Storage: Processed data is stored in InfluxDB for short term at the fog layer
and for longer term in the cloud layer. Records are identifiable by timestamps,
turbine ID and individual SCADA component measurements as depicted in the
data model in figure 16.

The layered approach further ensures that real-time sensor readings are streamed
efficiently and managed based on requirements of the DT, while historical data is
accessible for model retraining.

4. Testing: In iteration, the ECSE methodology was employed in testing and validating
the developed digital twin and the performance of the ML models. This iterative
approach helped in improving model performance, validating system performance and
failure detection using the SPC condition monitoring based on the EDP dataset and
failure logs of 4 wind turbines.

Deployment/Experiment Setup

The deployment of the digital twin and the models was done in a controlled experiment setup.
The predictive maintenance digital twin was hosted on edge devices, fog nodes, and cloud
infrastructure, based on the distributed architectural framework earlier described in figure 14.
The experiment setup adheres to ECSE principles, ensuring controlled data collection and
evaluation based on the selected metrics. The contribution of paper 3 was on validating the
accuracy of the predictive maintenance models and the digital-to-physical twin feedback
mechanism using the developed DT. However, contributions from papers 4 and 5 in chapter 4
discuss further evaluation of other metrics. Specifically, paper 4 evaluates the computational
latency, while response time, security, and cost of running the framework are discussed in paper
5. Figure 18 below depicts the example of an experiment setup in certain stages of the research,
comprising the following components of the architecture.

e Edge: Raspberry Pi devices for real-time sensor data acquisition.
e Fog: Mini-PCs for local data processing fault detection and anomaly.
o Database: InfluxDB for historical and real-time data storage.
o Containerization (Docker): Simplifies cross-platform  middleware
deployment while reducing infrastructure overhead.
e Cloud: High-performance server for longer term data storage, model training and
retraining.
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Figure 18: Experiment setup example.

3.3.2 The Predictive Maintenance (PdM) Models and Algorithms

The literature review of this research identified relevant methodologies and approaches of
using machine learning and statistical techniques for predictive maintenance. The foundation
was laid in chapter 2. In this section, an overview of paper 3’s contributions are presented,
along with the components that enable the integration of the PAM models with the distributed
digital twin framework. The key components of the predictive maintenance DT contributed in
paper 3 are mainly the following.

1. ML/DL Algorithms: The three machine learning algorithms (MLR, XGBoost, LSTM)
used to predict components measurements based on the input and output variables from
wind turbine SCADA presented in table 2 for this case study.

2. Condition Monitoring/Anomaly Detection: The statistical process control technique
used for fault detection.

3. Feedback Mechanism: The simulation based digital-to-physical twin feedback that
enables the predictive maintenance workflow to allow users run simulations of what-if
scenarios.

Figure 19 below shows an overview of the predictive maintenance DT workflow based on four
algorithms that cover the end-to-end data intelligence based on the developed digital twin and
experiment setup described in sections above.
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Figure 19: Predictive Maintenance DT workflow.
Algorithm 1: ML/DL Algorithms (Model Pre-processing & Training)

The first algorithm in the predictive maintenance DT workflow deals with the model pre-
processing, initial model training and testing. In this stage the data is cleaned and adapted to
reflect real-world turbine operation before the ML/DL models are applied.

Algorithm 1: Model Pre-processing and Training

Data: All turbines dataset, sensor data from components

Result: Predicting future trends

Start: Load 75% of each turbine’s dataset as historical data to real-time DB
foreach x; captured by sensors do

if x; € timeout then

| Delete

end

if x; € loss data then

| Xi = Xi+1 OF Xi-1

end

if x;< 0 or x; is null then

| Xi= 0

end

if turbine_power x; <= 0 and wind_speed (w;) > cut-in-speed (3.5) then
| Xi= 0

end

end
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Based on the selected asset, the following steps are executed at this stage in the workflow of
the DT.

e Identify variables of interest for each component and assign them as input and output
variables.

e Split historical data into 80% train set and 20% test set.

e Forecast the future trend using MLR, XGBoost, and LSTM (then select best model).

Figure 20 below describes an example result from the XGBoost algorithm comparing the actual
vs predicted for the gearbox bearing temperature as the output predicted based on the inputs -
nacelle temperature, rotor speed, active power, ambient temperature, and gear oil temperature.

Actual vs Predicted Gearbox Temperature (11th-18th Oct 2017)
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Figure 20: Actual vs Predicted for gearbox bearing temperature.

Based on the predictions, it was necessary to identify the variables (inputs) that have the most
weight and therefore have the more impact to the behaviour of the asset’s (gearbox) health.
This is relevant in identifying components that will be regulated in algorithm 3 for the feedback
mechanism feature. To achieve this, a feature importance ranking was used. Figure 21 shows
an example of the feature ranking from the predictions shown above.
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Figure 21: Feature importance ranking for gearbox bearing temperature predictions.
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Algorithm 2: Condition Monitoring/Anomaly Detection (Model Post-processing)

Algorithm 2 uses predictions from the trained and tested models in algorithm 1 to apply
condition monitoring using the Shewhart process control technique. Deviations above the
upper control limit (UCL) indicate an upcoming failure of the specified asset. At this stage,
failure records from the EDP dataset are used to validate the accuracy of the model. A gearbox
failure was identified up to 3 weeks before it occurred, as detailed in paper 3. Below is
Algorithm 2 in pseudocode.

Algorithm 2: Model post-processing
foreach x;in test set and dataset do

/[calculate deviation:
deviations = actual-predicted
end

MovingRange = |deviations—deviations;-|
Sigma = MovingRange/1.128
UpperControlLimit = 3 * Sigma
LowerControlLimit = —3 * Sigma
foreach deviation in deviations do

if deviation > UpperControlLimit do
| AnomalyDetected = True

| ActivateFeedbackMechanism()
else

| AnomalyDetected = False

| ContinueMonitoring()

End

Using the same gearbox from the EDP wind turbine — T06 as from the example in figures 20
and 21, the anomaly detection for the recorded failure described in table 4 below, is applied.
The result is shown in figure 22 with a Shewhart control chart where the spikes above UCL
can be seen about a week earlier from the actual failure occurrence. Paper 3 discusses this in
more detail.

Table 4: Failure log from EDP dataset

Turbine Component Timestamp Failure Type
To6 GEARBOX 2017-10-17T08:38 Gearbox bearings damaged
HYDRAULIC_GROUP 2017-08-19T09:47 Oil leakage in hub

Shewhart Control Chart
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Figure 22: Shewhart control chart for T06 Gearbox failure prediction
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Algorithm 3: Feedback Mechanism (Two-way feedback)

Algorithm 3 is the feature of the DT that facilitates the physical to digital to physical two-way
feedback to satisfy the requirement of the DT.

Algorithm 3: Feedback Mechanism
Function ActivateFeedbackMechanism():

foreach variable V in sensitive_variables do
if V> UpperControlLimit do
| Adjust V using actuators to bring it below UpperControlLimit
else if V < LowerControlLimit do
| Adjust V using actuators to bring it above LowerControlLimit
end if

end for

End Function

By running variations of the model through reducing certain parameters such as RPM,
operators can see results of the possible outcome to that effect. This is what is termed the what
if-scenario, as introduced in chapter 2. Figure 23 below shows an example of the application
of the feedback mechanism. From the point of predicted failure of the gearbox, the RPM is
reduced by 30% and models run again as a simulation and the SPC is evaluated.

Algorithm 4 orchestrates the whole DT pipeline.

Shewhart Control Chart

Deviation

— Deviations
1--- ucL
--- L

T T T T T T T T
10-15 12 10-16 00 10-16 12 10-17 00 10-17 12 10-18 00 10-18 12 10-19 00
Time

Figure 23: SPC operations using DT feedback mechanism—30% RPM reduction example.

3.3.3 Evaluation and Performance Metrics

At this stage of the experiments, it was essential to evaluate the performance of the predictive
maintenance digital twin framework. Similar to the methodology described above with the
implementation of algorithms 1, 2 and 3 for the gearbox, paper 3 discusses the same application
for the generator component also based on the DT data model and the specific inputs/outputs
presented in table 2. The EDP dataset for SCADA readings of the relevant components from 4
wind turbines (T01, T0O6, TO7 and T11) was used to iterate the training and testing of the model
for each individual turbine and component. The failure logs were then used to evaluate how
well the models can predict the failure. Overall, in paper 3, the focus was on two metrics that
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align with the objective of answering RQ2. The metrics used at this stage of the experiments
are the model accuracy and the prediction feedback loop (feedback mechanism described in
algorithm 3).

Model Accuracy

The use of RMSE, MAE, and R? for each ML model to evaluate how well the model is able to
closely predict asset behaviour.

1. Root Mean Squared Error (RMSE): RMSE was used to measure the average
magnitude of prediction errors.

2. Mean Absolute Error (MAE): MAE calculates the average absolute differences
between predicted and actual values. This provides a more interpretable and linear
measure of error.

3. R-Squared (R?) Score: R? represents the proportion of variance in the actual data
explained by the model, ranging from 0 to 1 (or negative for poor models). A higher R?
indicates better predictive power. This shows how well the model captures the
relationships in turbine data for accurate forecasting.

Table 5 summarizes the model accuracy results for the models — MLR, XGBoost and LSTM,
across the dataset used for the experiments in this work. The results have shown that a good
prediction accuracy has been achieved. Looking at the R-squared in all cases (both gearbox
and generator) which is from the range of 0 to 1 show that all the models performed well with
varying levels of accuracy.

Table 5: Model Accuracy Results.

MLR LSTM XGBoost

Turbine Y
urbine  Year "pNISE MAE Ri-Score RMSE MAE R-Score RMSE MAE R™-Score

2016 (Gear) 093  0.68 0.97 1.15 0.86 0.99 0.75 0.53 0.98

2016 (Gen) 391  3.25 0.90 3.86 3.10 0.90 3.98 3.17 0.90

Tol 2017 (Gear) 1.01 0.74 0.97 0.85 0.64 0.98 0.79 0.56 0.98
2017 (Gen) 4.28  3.17 0.89 4.04 2.94 0.90 3.83 2.77 0.91
2016 (Gear) 096  0.72 0.97 1.21 091 0.99 0.78 0.56 0.98
T06 2016 (Gen) 299  2.01 0.92 3.19 2.26 0.91 3.36 244 0.90
2017 (Gear) 1.07  0.81 0.97 0.84 0.61 0.98 0.86 0.61 0.98
2017 (Gen) 3.63  2.26 0.89 3.89 2.38 0.85 3.63 2.2 0.87
2016 (Gear) 1.04 0.74 0.96 1.15 0.86 0.99 0.81 0.57 0.98
To7 2016 (Gen) 255 2.04 0.95 2.49 1.96 0.95 2.60 2.05 0.95
2017 (Gear) 1.03  0.76 0.96 0.86 0.65 0.97 0.79 0.56 0.98
2017 (Gen) 3.59  3.11 0.92 4.87 4.42 0.80 3.83 2.77 0.91
2016 (Gear) 1.16  0.87 0.96 1.12 0.80 0.99 0.86 0.62 0.98
T11 2016 (Gen) 3.30  2.61 0.89 3.45 2.68 0.88 3.31 2.62 0.89

2017 (Gear) 122 092 0.96 1.02 0.76 0.97 0.87 0.64 0.98

2017 (Gen) 3.75 295 0.90 3.43 2.82 0.91 3.46 2.80 0.90

Further Evaluation — Answering RQ?2

A further evaluation into the performance of the models was done in paper 3. In this evaluation,
an insight found was from analysing the performance of turbines T01, T06, TO7, and T11 across
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models and years. The study found that the gearbox is more affected by seasonal variations
than the generator. This observation stems from the gearbox's proximity to input mechanical
energy, due to its role in wind turbine operations. Accuracy metrics like RMSE and MSE
confirm model reliability while R? values further validate model performance, with higher
values indicating greater predictive accuracy. Therefore, the findings underline the significance
of leveraging diverse algorithms for specific component behaviour, aligning with the need for
a distributed DT framework as posited in H-4. As such, by accommodating experimentation
and fine-tuning for Prognostics and Health Monitoring (PHM), the framework offers scalability
and adaptability. Moreover, these results support H-5 by demonstrating how adhering to
industry standards can enhance DT implementation, optimizing the process and performance
of predictive analytics. This aligns with the modular architecture specifying what instances of
the DT runs in what layer as presented in the predictive maintenance DT workflow (figure 19).
Figures 24a — 24d show the variations in accuracy levels across year and component.

Comparison of Accuracy for T01, Gearbox (2016 ve. 2017)
Comparison of Accuracy for T06, Gearbox (2016 vs, 2017)

Sabiatig

(a) TO1—Gearbox (b) TO6—Gearbox

Comparison of Accuracy for T01, Generator (2016 vs. 201T)

- Comparison of Accuracy for T06, Generator (2016 vs. 2017)

.-.-;.-a.'.;.'u“”ff}_”

(c) TO1—Generator (d) TO6—Generator

Figure 24: TO1 and T0O6—2016 vs. 2017 accuracy comparison by component.
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Prediction Feedback Loop

The feedback mechanism discussed and implemented in paper 3, as well as in the methodology
section 3.3.2 (algorithm 3) showcases how this metric is satisfied as a tool that enables PHM
of wind turbines based on the distributed DT framework. The fog layer plays a critical role in
providing the compute resource for this.

3.4 CHAPTER SUMMARY: CONTRIBUTIONS ADDRESSING RQ2

In this chapter, paper 3’s contribution was discussed as a methodology for the design,
development, and implementation of a distributed digital twin framework for predictive
maintenance. The chapter addressed RQ2 by emphasizing the importance of standardization
and a scalable architecture for real-time analytics. The adoption of ISO23247 was discussed
because it makes sure that the framework follows industry standards and gives digital twin
development a structured and modular way to work. The main idea behind the DT
implementation is that it uses a distributed edge-fog-cloud architecture to make monitoring,
data management, and low-latency processing for predictive analytics possible in in a timely
manner. The integration of machine learning models for predictive maintenance was also
discussed. The ML models implemented include MLR, XGBoost, and LSTM, which allow the
DT framework to predict faults and optimize operations using a feedback mechanism. The
models were validated through high accuracy metrics from the training and testing with the
EDP wind turbine dataset. Statistical process control (SPC) is used to find outliers, which
makes it easier to find faults and provides a feedback loop for simulations that use the fog
layer's computing power. The feedback mechanism allows simulation-based decision-making,
which can help transform the digital twin into an intelligent system capable of operational
adjustments and prognostics at the right time. Controlled experiments based on ECSE
principles validated the methodology. The implemented architecture shows the framework’s
potential for scalability. This contribution highlights how it meets the requirements of RQ2 to
address hypotheses H4 and HS5. Chapter 3 discussed accuracy and feedback mechanisms as
metrics used to evaluate the framework. In summary, table 6.1 is extended from table 3 to
specifically show the problems addressed in chapter 3, using the evaluation metrics. Chapter 4
(papers 4 and 5) explores and evaluates additional metrics like latency, scalability, cost, and
security. This study builds on the contributions of chapter 3 (paper 3) to establish an effective
DT solution for predictive maintenance in IIoT systems.

Table 6.1: Problems covered with evaluation metrics (chapter 3).

Problem Metric Justification Paper
Criteria
Decision Support e Model Accuracy Enabling asset fault | Paper 3
e Fault Prediction and | prediction and feedback
Feedback mechanism for optimal
Mechanism decision-making
Standardization e Use of 1SO23247 Ensuring  standardization | Paper 3
across enabling
technologies
implementation/architecture
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CHAPTER 4: FRAMEWORK VALIDATION

The previous chapter, chapter 3, discussed the methodology with details on the implementation
of the predictive maintenance digital twin from paper 3’s contribution. The metrics evaluated
were the accuracy of the predictive maintenance ML algorithms and the fault prediction of
gearbox and generator components using SPC. Furthermore, the implementation of the
feedback mechanism concept with a predictive maintenance DT workflow involving three
algorithms was discussed. The predictive maintenance DT workflow is the basis of the next
stage of the study. This chapter talks about how the contributions of papers 4 and 5 validate the
distributed DT framework by using additional metrics that address some of the research gaps
mentioned in chapter 2. Paper 4 uses the ECSE methodology in applying the distributed DT
framework to evaluate two metrics—computational cost (CPU utilization) and computational
latency (processing times)—in three architectural scenarios (edge only, edge-cloud, and edge-
fog-cloud). Analysing the performance of these three scenarios uncovered insights used to
refine the framework. In paper 5, extra measurements are evaluated to confirm the effectiveness
of the distributed DT framework. The experiment setup was changed to better reflect a real
cloud-based data intelligence platform. This redesign shows the placement of fog nodes within
a SCADA network. It also assesses how well this setup performs using response time,
scalability, security, and operational costs as measures. The remainder of this chapter discusses
the contributions of papers 4 and 5 towards answering research question 3 (RQ3) of this thesis.

4.1 INTRODUCTION

The rapid growth of the Industrial Internet of Things (IIoT) and big data has driven the need
for innovative solutions in asset management of manufacturing systems. Novel approaches to
implementing data intelligence solutions such as predictive maintenance digital twins [76], [96]
offer a promising approach to improving asset management strategies. In earlier chapters, this
study reviewed this concept and found gaps and challenges with regards to the combination of
enabling technologies such as cloud computing, I1oT, and machine learning in implementing
digital twin solutions. This study further developed a predictive maintenance digital twin
solution that enables a prediction feedback loop for supporting PHM simulations. However,
the developed framework requires further validation through experiments designed to evaluate
metrics pertaining to the efficiency of certain aspects of the framework. As highlighted in table
3 of the literature review section, the key challenges relevant to this study are the twinning rate,
decision support, cost and scalability, standardization, and security considerations in DT
implementation. The implementation of the DT in chapter 3 discussed results that cover
decision support with a framework standardization approach. Building on the developed DT,
further work investigated the remaining challenges based on the metrics relevant to assessing
the effectiveness of the framework. Based on this requirement, the contributions of papers 4
and 5 provide a validation of the distributed DT framework within the case study of enabling
a cost-effective PHM for wind turbines. As a continuation of table 6.1, table 6.2 shows the
challenges and metrics along with a justification based on the literature review (table 3 in
chapter 2) and the paper that goes into more detail about the contribution.
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Table 6.2: Problems covered with evaluation metrics (chapter 4).

Problem Criteria Metric Justification Paper
Computational cost & e Computational evaluated towards | Paper 4
Scalability cost (CPU | validating infrastructure
utilization) and operational costs to
e computational support scalability
latency
(processing times)

Twinning Rate e Response  time | Improving the | Paper 5
(end-to-end data | synchronization time
transfer latency) | (based on requirement;

milliseconds, seconds or
minutes) between the
physical and digital twin
instances.

Security & Privacy e Security and data | The impact of applying | Paper 5
privacy additional security and
mechanisms data privacy mechanisms

to the metrics above

Paper 4 further re-enforces standardization by refining the application of the ISO23247 based
on results, and paper 5 showcases the behaviour of the framework when the data set is scaled
to a small to medium sized wind farm with 16 turbines.

The remainder of this chapter is divided into three parts. Section 4.2 covers the contributions
of paper 4, section 4.3 covers the contributions of paper 5, and section 4.4 summarizes the
chapter linking the contributions to answering research question 3 (RQ?3).

4.2 FRAMEWORK VALIDATION: COMPUTATIONAL
PERFORMANCE

The work in paper 4 focused on evaluating the computational performance of the distributed
DT framework implemented in chapter 3 (paper 3). The key metrics evaluated are the
computational cost (CPU utilization) and computational latency (processing times) of running
the experiments based on three architectural scenarios discussed in the next sub-section, section
4.2.1. The contributions of paper 4 specifically tests Hypothesis 6 (H-6) relating to research
question 3 (RQ3). Therefore, paper 4 asserts the following questions and presents a
methodology used to answer them. *

e How can a distributed digital twin framework improve computational efficiency and
reduce infrastructure costs for a wind turbine predictive maintenance application?

o What are the enabling technologies and design principles to realize such an
architecture that can improve the overall solution, from edge to cloud?”

To answer the above questions, the methodology adopted is an ECSE approach, by running
experiments using the predictive maintenance workflow described in Figure 19. However, the
experiments focused on evaluating the computational cost (CPU utilization) and computational
latency (processing times) in running all the three models — MLR, XGBoost and LSTM based
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on an actual run and a feedback run. Below is a description of the actual and feedback runs in
the context of the predictive maintenance DT workflow (Figure 19).

e Actual Run: The training and testing of all three models with historical data to detect
failures using SPC. This is run every 24 hours or end of day.
¢ Feedback Run: The retraining and testing of simulation-based data slices, driven by

faults identified from actual runs. This is used for simulating what-if-scenarios to
handle certain faults.

The methodology used is depicted in figure 25 below, where the three layers are tested for

hosting the DT workload by interchanging the arrangements across three scenarios described
in table 7, below.

Table 7: Scenarios for computational performance experiments

Scenario | Architecture Description

A Edge only All DT functionalities deployed on raspberry pi device and
edge PC support (local server for data storage).

B Edge-cloud Global (system of systems) DT functionalities placed in cloud,
while system and unit functionalities on edge device and edge
PC.
C Edge-fog-cloud | DT functionalities split into a three-layered architecture.
(distributed)
—rr Compute Workload:
T Scenario based compute workload

Cloud Layer

Alert
signals
Trasmit

Evaluate Performance:
Compare CPU Latency and (AN
Compute Workioad: CPU utilization wih respect to

) - compute workload on edge,
Scenario based compute workload fog or cloud, BAE

Refine DT
Framework.

Fog Layer

Cantrol
signals
Trasmit

=
— Compute Workload:
m Scenario based compute workload

Edge Layer

Figure 25: Workflow for methodology/experiments
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The following metrics are the performance metrics recorded for each scenario.

e CPU utilization (%): serves as resource usage efficiency measure for computational
cost.
e Computational Latency (Time (s)): serves as processing time.

4.2.1 Scenarios and Results for Validation

Scenario A — Edge only deployment

In scenario A, all DT workload is placed in the edge layer which is the raspberry-pi device and
edge PC acting as a server. Figure 26 shows the architecture of this set up.

Alert
signals
Compute Workload: Compute Workload:
— Data transmission, Data processing Contral Data processing and long term
Ly and short term storage, Machine signals storage, Machine learning training
= learning training and inference and inference, alert on fault
feedback to actuators in edge layer. prediction to DT modules in fog
Edge Layer ,f;ﬂ:{?ngg Y. Trasmit e Local Servers

Figure 26: Architecture for Scenario A.

In this architecture, the compute workload assigned to the raspberry pi and the edge PC with 4
CPU cores (local server) is to fully accommodate the predictive maintenance workflow. This
is in line with the algorithms and workflow implemented as shown in figure 19. As discussed
in more detail in paper 4, the edge device (raspberry pi) with lower computational capacity
performed poorly due to resources constraint when considered for the ML workload. However,
the following results shows the results in instances where the edge PC handled the ML
workload.

Edge-PC % CPU Utilization - Actual Run

il = cpuld
o i cpul
#— cpu
—e— cpul

MLR
HGEDost
LSTHM

CPU Utilization (%)

]I:I;E'r:] '.I!:.;E:D 20:00 2500 ZiD'IECI
Time {MM:55)

Figure 27a: Edge PC % CPU Utilization — Actual run
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Edge-PC % CPU Utilization - Feedback Run
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Figure 27b: Edge PC % CPU Utilization — Feedback run
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Figure 28: Edge-PC Actual run vs Edge-Device feedback run CPU Latency

What can be observed from the CPU utilization comparison (figures 27an and 27b) is that in
terms of the actual run, the edge PC struggles as almost 70% of its CPU is occupied with the
workload. Additionally, a point to note is that the LSTM algorithm being a deep learning
algorithm could not be run successfully to provide results, by either of the hardware (edge pc
or edge device) both in the actual and feedback run instances. In figure 28, the time it takes to
run feedback on the edge device for the two algorithms that could run (MLR and XGBoost) is
compared with an actual run on the edge PC.

Scenario B: Edge-cloud deployment

Scenario B is considered as the typical centralized cloud architecture where all ML DT
workload for predictive maintenance from figure 19, are deployed in the cloud while light
weight transmission is done at the edge layer. This is depicted in figure 29.
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Figure 29: Architecture for Scenario B.

In the experiment setup for scenario B, a high-capacity computer with Graphics Processing
Unit (GPU) was used as the cloud infrastructure. In this experiment, the communication latency
(end-to-end response time) was not evaluated. The response time is covered in the next chapter.
Figure 30 shows the performance behaviour for the CPU utilization metric of running the actual
run in the cloud computer with 9 CPU cores. A feedback run was not run in the cloud as the
distributed DT framework does not provide for this requirement.
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Figure 30: Cloud system % CPU Utilization — Actual run

It can be observed from figure 30 that in all cases, not up to 10% of the CPU is occupied by
any of the models. Making it convenient to run all models simultaneously. Additionally, the
cyclic and phased behaviour suggests how the system is not handling overlapping tasks but
instead focuses resources on a single model at a time.

For contrast, figure 31 below shows the difference between the feedback run on edge device
versus the actual run in the cloud computer. It can be observed that for MLR and XGBoost, the
cloud was still faster in handling actual run than the edge device’s feedback run. While the edge
device cannot run the LSTM, the cloud system took 2.4 seconds to run.
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Actual (Cloud) vs Feedback (Edge Rasp) Times for Different Algorithms
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Figure 31: Cloud-Actual vs Edge-Feedback system CPU Latency
Scenario C: Edge-fog-cloud deployment (The Distributed DT)

Scenario C specifically evaluates the performance of the proposal in this PhD study, for a
distributed digital twin development using fog computing. The predictive maintenance DT
workflow (figure 19) was refined further based on the results of this experiment. Figure 32
describes the architecture for scenario C in which the fog layer sits in between the edge devices
and the cloud layer to provide a balance of compute resources. Additionally, a microservices
approach is used to complement the performance of the architecture using containerization
which helps to further achieve modularization within the fog infrastructure.
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Data processing and long term
storage, Machine learning training
and inference, alert on fault
prediction to DT modules in fog layer

Cloud Layer
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and inference , feedback to actuators o]

in edge layer. Microservices

»
»

Control
signals
Trasmit

¥
=
Compute Workload:
— Data transmission,
m Sensing

Edge Layer Acluating

Figure 32: Architecture for Scenario C.

In the feedback run, the fog PC which has 10 CPU cores behaved similarly to the feedback run
on the edge PC described in figure 27b. However, the fog PC was able to run LSTM with CPU
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utilization of less than 50% and less than 15% for MLR and XGBoost in the feedback run. For
the actual run, the fog PC — with no containerization, also performed well but the resource
distribution was not optimized as depicted in the results from figure 33 below.
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Figure 33: Fog-PC % CPU Utilization — Actual run

LSTM

A refinement of the deployment involved using Docker [125] to containerize the deployment
of the PdAM DT workflow at the fog layer. This helped in achieving better utilization of the fog
infrastructure, by managing the resources across all the CPU cores better. Figure 34a shows the
actual run with containerization for the actual run while figure 34b shows the feedback run
with containerization. In both cases, the CPU utilization was more streamlined, allowing the
simulation of the feedback to run and provide results efficiently.
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Figure 34b: Fog-Container % CPU Utilization — Actual run

In terms of CPU latency, it can be observed from figure 35, that the difference between actual
and feedback run was negligible when running MLR and XGBoost compared to when running
LSTM. Regardless of actual run, feedback run, or the model selected, the fog layer shows its
ability to manage the workloads to satisfy the requirements of the PAM DT workflow.
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Training and Feedback Times for Different Algorithms on Fog 1 - Container
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Figure 35: Fog-Container CPU Latency — Actual vs feedback

4.2.2 Framework Standardization with ISO23247 — Answering RQ?2

The results from the contributions of paper 4 highlighted in section 4.2 above, helped in the
refinement of the distributed digital twin framework by providing more clarity on the alignment
of the layers of the architecture with segments of the ISO23247 framework. As introduced in
chapter 3 (section 3.2, figure 15), this work (in paper 3) initially proposed the 1S023247
reference architecture mapping to the layers associated with unit, system, and system of
systems DT. As the validation experiments described in section 4.2.1 were achieved, a further
refinement based on the overall computational performance benefits of the fog layer provided
more context which helped in refining the mapping with specific adjustments. This refinement
is shown in figure 36 where the compute platform is highlighted, showing the actual runs are
to run in the cloud while the feedback runs are to run in the fog layer. This insight helps answer
hypothesis 6 of research question 3 by showing the specific compute platform placement
pattern that performs better in implementing a predictive maintenance digital twin.
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Figure 36: Framework refinement based on experiment results.
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4.3 FRAMEWORK VALIDATION: INTEGRATION WITH A CLOUD-
BASED DATA INTELLIGENCE PLATFORM

Once the computational performance metrics validation phase was achieved, it was necessary
to further validate the framework in a context similar to a real-world deployment. Companies
in the manufacturing industry often adopt cloud infrastructure to fully harness the benefits of
IIoT technologies [126], [127]. To validate based on this concept, paper 5 explored the
architectural consideration of integrating the framework with a real world, cloud-based data
intelligence platform called Databricks [128]. Furthermore, paper 5 focused on redesigning an
architecture that integrates the distributed DT with a typical SCADA network architecture. This
helped in clarifying where fog nodes can be placed, with experiments for evaluation of
scalability and metrics outlined in table 6.2 towards validation. The key metrics evaluated are
the following.

e Response time (end-to-end data transfer latency between physical and digital twin).
e The impact of fog-based data security mechanisms to the response time metric.

4.3.1 Integration Architecture

The integration architecture introduced in paper 5 is an extension of the distributed DT
architecture introduced in chapter 2 and implemented in chapter 3. Firstly, a review of the state
of the art in SCADA architecture for wind turbines was conducted. Studies in [129], [130],
[131] showcase the design consideration for an Information and Communications Technology
(ICT) network that enables the implementation of SCADA for wind turbines. This was used to
identify the layers of the SCADA network, and a mapping was then achieved on the extension
of this ICT network to integrate the distributed DT framework. Figure 37 below shows this
integration architecture.
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The architecture in figure 37 is not an explicit arrangement of the solution, rather a template
highlighting the potential of the framework’s integration. This clarification is necessary to
review the following points that highlight the integration of the process, bay and control centre
levels described in [130].

e Process Level and Edge Layer: The process layer comprises of the primary equipment
involved in power generation. This includes sensors and actuators for timely data
collection and control connected via wired and wireless networks. This process level
aligns with the edge layer as the physical twin that emits sensor data and receive control
instructions are in this layer.

e Bay Level and Fog Layer: The bay level manages outputs of a single or a group of
turbines. Components of the SCADA infrastructure such as the switchgear,
transformers and local controllers help in regulating electrical output. This level is
connected to the local control centre using high-speed data links such as fibre optic and
industrial ethernet. This aligns with the fog layer in the DT framework as it sits in the
middle between the data collection systems and local control centre. Based on the
proposed integration architecture, dedicated fog servers host the data streaming/storage,
feedback models for running simulations and security mechanisms. This is connected
to the cloud ML operations (MLOps) platform.

e Control Centre and Cloud Layer: The local control centre is the heart of the wind
farm control. In this level, central servers, databases, and Human-Machine Interfaces
(HMIs) enable monitoring, grid coordination and remote-control capabilities. This level
is connected to external systems such as the national grid and weather forecasting
systems via private Wide Area Networks (WANSs). The control centre, aggregates data
across the whole wind farm and can be considered as the system of systems level, where
cloud services integration can be enabled. In the proposed distributed DT framework
and experiments in paper 5, a connection of the edge and fog to the cloud is made via
this layer. This can be directly from edge to cloud (centralized) or using the fog-based
architecture (distributed).

The architecture in figure 37 describes the level at which the fog layer sits. However, this can
be within the wind farm close to wind turbines or at the local control centre based on a group
of turbines. For instance, an energy services company, Natural Power, designed and
implemented a bat avoidance system integrated with the SCADA system using a hub that sits
beneath individual turbines. Natural Power’s system facilitates automated controls as an
independent system outside of the wind turbine [132], [133]. This technology highlights the
feasibility of the fog-based architecture in terms of integration. Figure 38 below, describes a
fog placement concept introduced in paper 5 to depict the strategy for fog utilization in
managing both onshore and offshore wind farms.
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4.3.2 Fog Enabled Security Mechanism

As highlighted in the overview of problems covered with evaluation metrics in table 6.2, paper
5 introduced a fog-based security mechanism for additional layers of securing the integration
of fog nodes as they handle data and control within the SCADA network. This methodology is
extended from work by researchers that show the efficacy of utilizing fog nodes to complement
security in IoT environments [112]. Figure 39 shows the security by design of this approach
based on a predictive maintenance DT case study.
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Figure 39: Fog-enabled security mechanism.
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This fog-enabled security framework, once integrated within the SCADA, reduces the attack
surface of introducing fog nodes, but ensures the secure integration of fog nodes in a predictive
maintenance DT solution. The framework is divided into the following four main processes
spanning multiple layers (edge, fog, cloud, and application layers).

1. Secure Data Aggregation

e Sensor data is collected from wind turbines at the edge layer.

e The fog nodes aggregate and sign the collected data.

e The aggregated data is securely transmitted to the cloud for further processing.

2. Secure Data Sharing & Fine-Grained Access Control

e The aggregated data is encrypted for multiple Digital Twin (DT) endpoints.

e Access control mechanisms ensure fine-grained access, allowing authorized
entities to request, decrypt, and use data securely. Data is re-encrypted before
transmission to protect sensitive wind turbine operational data.

3. Secure Computation for Predictive Maintenance

e The predictive maintenance DT workflow runs in the cloud and fog.

e Fognodes execute simulations invoking feedback control mechanisms. Control
signals are encrypted before transmission to ensure security.

e The system decrypts control signals, runs feedback models, and encrypts
results. The feedback results are sent back securely for fine-tuning.

4. Application Layer & Feedback Loop

e The application layer decrypts results and re-runs feedback models to
continuously improve performance.

e Secure prediction feedback loops ensure that predictive insights optimize wind
turbine operations securely.

4.3.3 Validation Experiments

Once the security mechanism as described in the section above was implemented in the
predictive maintenance DT workflow, the validation experiment was setup and executed to
evaluate the behaviour of the framework with a connectivity to the cloud-based data
intelligence platform (Databricks). Firstly, a data scaling strategy was done to increase the size
of the dataset. The response time was further evaluated based on this scaling.

Dataset Scaling

In paper 5, the scaling strategy for the cloud integration experiments was discussed in detail.
The work further utilized the same EDP [74] SCADA data from four operational wind turbines
with failure logs, over two years. To test scalability, the data was synthesized using a scaling
factor that expanded the simulation to a wind farm of 16 turbines. This scaling is equivalent to
the Ray Wind Farm [134] which powers 30,000 homes annually with 54,400 kW capacity. This
scaling helped in further assessing how effective the framework remains in real-world
applications.
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Table 8: Dataset Scaling

Items Experiment Cases

Case A Case B Case C
Wind Turbines 1 4 16
SCADA 1 - Generator 4 — Generator 16 — Generator
Components 1 - Gearbox 4 - Gearbox 16 - Gearbox
Features (Sub- 14 56 224
components)
Fog Node(s) 1. 2. 8.

1 node serves a 1 1 node serves 2 1 node serves 2
turbine. turbines turbines

Metric Evaluation: Response Time.

The response time metric is selected to evaluate the framework based on the twinning rate
research gap highlighted in the effectiveness of DT solutions [40], [76]. For the response time
metric, this experiment phase considered real-time as 1-second interval for sensor readings and
milliseconds to measure communication latency. The response time serves as the duration from
when data is emitted by a SCADA sensor to when it is received for feedback processing at the
cloud or fog node. A comparison was made for the difference between sending data directly
from edge to the cloud versus from edge to the fog in the context of processing the feedback
simulation runs. Figure 40 shows the results.

Rolling Average of Response Time: Edge-to-Fog vs. Edge-to-Cloud

—— Edge to Fog (Rolling Avg)
—— Edge to Cloud (Rolling Avg)

Response Time (ms)
")
I
S

Timestamp

Figure 40: Response Time — Fog vs Non-Fog Setup

The result from figure 40 above, forms a key part of the contributions of paper 5. To satisfy the
twinning rate requirement of DTs, the response time as described above is evaluated. As shown
in figure 40, the edge-to-cloud (centralized) approach exhibits noticeable variations in response
time, with spikes exceeding 450 milliseconds. In contrast, the edge-to-fog (distributed local
processing) method maintains a stable response time, averaging between 100-150 milliseconds.
This consistency validates the framework as it satisfies the low and predictable latency
requirement for SCADA systems in supporting timely feedback and efficient control.
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Average Response Time Comparison (Fog vs Cloud)
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Figure 41: Average Response Time across 3 Cases

The response time was further compared in the following instances to check for the impact of
scalability and the overhead of the proposed security framework.

Impact of scalability to response time: Based on the scaling formula that synthesized
the dataset to 16 wind turbines (table 8), a comparison on the effect of the size of wind
turbine data and number of fog nodes was done. Figure 41 above shows these results.
Impact of security framework to response time: In a similar approach, the overhead
in processing time of applying the security framework was evaluated. A comparison is
made in two scenarios, to assess the processing delay when the security framework is
applied versus when it is not applied. Figures 42a and 42b shows this comparison.
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Figure 42a: Security overhead response time comparison
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Latency Comparison (Fog vs Non-Fog) with and without Security Framework
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Figure 42b: Security overhead response time comparison

These evaluations assess the impact of scalability and security on response time. Figure 41
shows that distributing workloads across fog nodes reduces response times, even as turbine
numbers increase. Figures 42a and 42b analyse the security framework’s overhead and reveal
that by offloading cryptographic tasks to fog nodes, the system can enhance security, without
negatively impacting the response time for feedback. This confirms fog computing as an
effective solution for scalable, secure, and real-time wind turbine control.

Metric Evaluation: Accuracy Validation

To further validate the framework with the cloud integration, the accuracy of running the
feedback models (all three algorithms; MLR, XGBoost, LSTM) on the fog node was compared
to running same models in the spark clusters on Databricks and the difference is negligible.
This shows the capacity of the fog nodes to handle the models efficiently. Figure 43 shows the
results.

Accuracy Comparison of ML Models: Fog Node vs Databricks
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Figure 43: Accuracy Comparison: Fog vs Cloud
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Metric Evaluation: Cost of running the framework

From a cost perspective, establishing a secure cloud connection was achieved using Virtual
Networks (VNETSs), load balancers, and data streaming services. In this experiment, the Azure
Digital Twin (ADT) service was integrated with Databricks. The findings indicate that the non-
fog setup incurs higher costs which can lead to a greater Total Cost of Ownership (TCO) over
time. Notably, the expenses associated with maintaining a secure connection remain consistent
across both use cases. Figure 44 illustrates this difference, where the first four days reflect the
non-fog setup, while the last three days correspond to the fog setup.
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Figure 44: Cost Comparison of running the framework.

4.3.4 Framework Validation — Answering RQ3

The contributions in paper 5 collectively validate the framework based on covering the
twinning rate and security requirements identified as gaps in DT development by the literature
review in this study. An integration architecture of a SCADA system for wind turbines with a
cloud-based data intelligence platform was designed, and experiments were conducted to
evaluate the impact of the distributed DT framework. The impact of the proposed distributed
DT framework was assessed in terms of the communication latency (response time) between
the physical and digital twin. The response time metric was used as a benchmark to further
evaluate the relevance of a fog-enabled security framework in improving security without
negatively impacting performance. Additionally, a scalability validation methodology was used
to compare the performance of the distributed DT framework in comparison to centralized
approaches. Finally, the cost of running the framework with the cloud integration shows the
commercial benefit in reducing the Total Cost of Ownership (TCO) of such a solution.

4.4 CHAPTER SUMMARY: CONTRIBUTIONS ANSWERING RQ3

This chapter provided a validation account of the distributed digital twin (DT) framework by
evaluating its computational efficiency, security, scalability, and cost-effectiveness in SCADA-
based wind turbine predictive maintenance. Building on chapter 3’s predictive maintenance
workflow, paper 4 examined three architectural scenarios—edge-only, edge-cloud, and edge-
fog-cloud—assessing computational cost and latency. The results confirm that the edge-fog-
cloud architecture optimally balances processing loads, which improves low-latency
performance while reducing infrastructure costs. This finding directly supports hypothesis H-
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6. Paper 5 extends the validation by providing an architecture that clarifies fog node placement,
which discusses an integration of the distributed DT framework with a SCADA network and a
cloud-based data intelligence platform. Paper 5 evaluates response time, the impact of a data
security framework, and the impact of scalability on response time. The evaluation
demonstrated that the fog layer enhances the synchronization rate between physical and digital
twins while mitigating security risks through a fog-enabled security mechanism. The findings
confirm that the distributed DT framework improves operational efficiency, supports secure
predictive maintenance, and reduces the total cost of ownership. This proves hypothesis H-7
and answers RQ3 by showing how the suggested DT framework improves SCADA-based wind
turbine management with secure, low-latency feedback loops. This validation makes sure that
the solution for Prognostics and Health Management (PHM) is both affordable and scalable.
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CHAPTER 5: INDUSTRY VALIDATION

An industry research partnership was initiated based on the contributions of this PhD work,
with interest picked up by industry. This chapter presents some of the results obtained from
applying the developed predictive maintenance solution in this PhD to further validate the
framework, with real and current operational wind turbine SCADA data provided by a research
partner, Natural Power Services (NP). NP is an independent consultant in the renewable energy
industry. This chapter is structured with an introduction mentioning the project’s objectives and
stakeholders, a discussion on the methodology adopted, and a summary of validation results.
A discussion on the contributions and future prospects of the project is also highlighted. The
chapter concludes with an acknowledgment.

5.1 INTRODUCTION

The published research articles in this PhD work garnered industry interest. As a result, a
research partnership was initiated, and a research project agreement was signed between
Cranfield University and Natural Power Services Limited (NP). Natural Power is an
independent consultant and service provider, working on green energy projects. Part of the
services Natural Power offer is asset management of wind energy infrastructure across the
globe. With 12 site offices across Europe and America, Natural Power manages wind farm
assets for multiple clients in the renewable energy industry.

5.1.1 Aim and Objectives

The project is aimed at the training and testing of already developed predictive maintenance
machine learning models (from this PhD work) for the prediction of selected component
readings and the identification of fault from wind turbine Supervisory Control and Data
Acquisition System (SCADA) data. The project has the following key objectives.

1. Use of wind turbine SCADA data to train, test and validate the accuracy of existing
predictive maintenance models.

2. Review results and subject matter expert feedback to refine and re-validate models.

3. Use a mechanism for collaboration on validating the wind turbine maintenance
prediction service through an accessible dashboard, with a framework integration
scope for deployment of the framework contributed in this PhD.

5.1.2 Project Stakeholders
Table 9: Validation project stakeholders

No. | Stakeholder/Role Responsibilities

1. | PhD Researcher (Ibrahim. A.) e Access and manage anonymized data
securely in local environments/cloud.

e Perform experiments.

e Provide regular updates, feedback, and
results with Natural Power.

2. | PhD Supervision Team (S.L & M.S) e Supervise, advise, and recommend best
practices
3. | NP’s Performance, Reliability and e Provide data and subject matter expertise
Optimization (PRO) team (A.L, J.G) for validation
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The project involves stakeholders from Cranfield university and NP’s PRO team. Table 9 above
describes the collaboration in terms of roles and responsibilities of the stakeholders in the
project.

5.2 PROJECT METHODOLOGY

The project is phased into the following stages described in figure 45 below, envisioned to
cover an industry validation of the predictive maintenance models developed in this PhD work.
Once the confidentiality agreement was signed, the first stage involves the initial data
exploration meetings with the PRO team of Natural Power. A review of the data to refine the
subject matter expert knowledge used in feature engineering was also done at this stage. In
Stage 2, the provided data of a wind farm with 6 operational wind turbines was used to train
and test the existing predictive maintenance models contributed in paper 3 of this PhD thesis.
As the data provided is recent (2021 to 2024), stage 3 involved sessions for reviewing the
results in terms of accuracy and evaluating the correctness of fault predictions. Finally, stage 4
of the project is on scoping the full implementation and deployment of the distributed DT
framework within the context of NP’s asset management operations.

] L ]
= raining/Testing model with
- operational wind farm data to

validate model accuracy

1. Initial Meetings:
Data Exploration & Analysis

Scope for framework
integration with live SCADA
data for intelligent asset
management (condition
monitoring services)

Requirements gathering with
subject matter expertize to
refine model features

> 2. Model Training & Testing

B 4. Framework Integration:
Scoping & Reporting

Figure 45: Industry Validation Project Stages.

5.2.1 The SCADA Data and Failure Logs
SCADA Data

The provided data is from 6 operational onshore wind turbines in a UK wind farm. The data is
of 10-minute average like the EDP open dataset used in this PhD study. However, naming
conventions of signals from the SCADA system is different and a mapping was required to
identify the relevant variables of interest for the predictive maintenance models.

Fault/Maintenance Logs

The goal of the predictive maintenance DT is to provide asset managers with actionable
predictions on asset health in order to respond swiftly. Therefore, the first step of the
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exploration is to review the fault logs and confirm the fault trend of components from each of
the wind turbines. Figure 46 below provides a high-level summary of the records of
failure/maintenance events from all the wind turbines in the provided wind farm SCADA data
from January 2021 to December 2024.

Wind Farm Maintenance Events/Failure Log per Component/Reason (2021-2024)

700 4
Event Types

I Scheduled Maintenance
600 A I Gearbox Events
Generator Events

I Other Events
500 4

400 -

300 A

200 A

Number of Events Recorded

100 ~

Component/Reason

Figure 46: Maintenance/Failure logs from January 2021 to December 2024.

From figure 46, with the turbines stoppage event for scheduled maintenance being the third
highest, it can be observed that scheduled maintenance is actively performed to manage and
maintain the wind turbine assets. From the fault logs analysis, this maintenance strategy ensures
less downtime as it is observable that the scheduled maintenance is done in a periodic manner.
However, the failure trend also indicates that predictive maintenance can improve the asset
management operations of NP. Additionally, the events of interest to this study are the gearbox
highlighted in red, the generator highlighted in orange, and the scheduled maintenance
highlighted in green. The logs validate this PhD study’s selection of the gearbox as one of the
key components causing wind turbine failure. A further analysis into the failure logs identified
turbine NP-T06 had a failure or maintenance event of the gearbox 68 times over the 4 years
(2021 to 2024). Selecting the fault logs of 2024, it was found that the gearbox of turbine NP-
T06 recorded faults in July of 2024, described in table 10 below. This fault from table 10 was
used to validate the models in this chapter.

Table 10: NP-T06 Gearbox — Selected fault for validation.

Turbine Alert Start Alert End Alerts | Comment

T06 22/07/2024 06:41 | 23/07/2024 12:46 8 Low gearbox oil pressure fault
requiring replacement of the oil
pump coupling
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5.3 VALIDATION RESULTS

For the validation experiment, the fault identified in table 10 is used. This section discusses the
results from applying the predictive maintenance DT workflow in this study to confirm its
accuracy in identifying the fault. After cleaning and pre-processing the data, it was split into
training and testing sets. Next, the three models—MLR, XGBoost, and LSTM— are used for
training and predictions. Finally, the SPC technique for fault prediction is used to identify
faults, in line with the methodology discussed in chapter 3.

5.3.1 Gearbox Bearing Temperature Prediction

The same input and output variables used in the methodology of this PhD study were further
used in training and testing the models. For the experiment shown here, the training split is
from January to June (2024), while the testing split is from July to October (2024). Figure 47
shows the actual vs predicted results from the predictions with the XGBoost algorithm.

Actual vs Predicted Gearbox Temperature (2024-07-01 00:00 - 2024-07-22 23:50)
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Figure 47a: Actual vs Predicted for TO6 within failure timeframe.

From figure 47a, it can be observed that the high prediction accuracy is similar to the
contributions in paper 3 showing the validity of the selected features from earlier in this
research. However, it can also be observed that the model performs well in stable periods, but
it struggles with sudden changes in operation fluctuations. This suggests that the model has
room for improvement to capture short term variations. Table 11 below shows the accuracy
metrics for the three models used in the study.

Table 11: Accuracy Metrics for NP-T06

MLR LSTM XGBoost
RMSE MAE R2-Score RMSE MAE R2-Score RMSE MAE R2-Score

Turbine Year

T06 2024 1.47 1.01 0.84 1.21 0.88 0.92 1.43 0.94 0.85
(Gear)
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5.3.2 Gearbox Failure Prediction Using SPC

As discussed in chapter 3 of this thesis, the Shewhart process control technique is the
methodology used in fault identification from the predictions of the ML/DL algorithms. Using
the same strategy, the SPC is applied to evaluate the behaviour of the gearbox based on the
predicted values of the gearbox bearing temperature. Figure 47b shows the SPC chart with the
deviations that indicate an upcoming fault identified up to 3 weeks in advance, from the 2" of
July and again on the 10" of July 2024, while the actual fault occurred on the 22" of July 2024
as indicated in the fault log (table 10).

Shewhart Control Chart
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2{124:01-05 2024:0?‘09 2024-I07~13 2024:07-17 2024~‘{JT‘21
Time
Figure 47b: Fault prediction using SPC for T06 Gearbox fault.
5.4 CONTRIBUTIONS

This validation project focused on validating the accuracy of the predictive maintenance
models with fault identification. The metric used within the study is the model accuracy metric
as evaluated in Chapter 3. Due the nature of the partnership, and time constraints, it was only
feasible to show this aspect of the validation, and not the full DT framework implementation.
Therefore, the major contributions of this industry validation project in line with the PhD work
can be summarised in the points below.

e The use of real-life operational data to validate the accuracy in predicting gearbox
component fault to enable asset managers receive alert up to 20 days before actual
failure occurrence. However, further validation with NP is required due to the fault type.

e The provision of a ‘Predictive Maintenance Digital Twin’ dashboard that will be used
by asset managers to continuously feed in live SCADA data for training/testing and
predicting failures with visual analysis components. This is based on the output of this
PhD study’s methodology. Figure 48a and 48b below show a screenshot of the sample
dashboard.
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Figure 48a: Sample predictive maintenance DT dashboard: showing the user interface allowing
users to select wind farm assets, components, and models for failure prediction.
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Figure 48b: Sample predictive maintenance DT dashboard: showing results from model runs
based model configuration from selected components.

5.5 DISCUSSION AND FUTURE PROSPECT

The results presented from this validation project show the real-life impact of the developed
solution in this PhD work. However, evident from the results, there is a room for improvement
with subject matter expertise and operational knowledge that will fill in some of the gaps
identified. For instance, where the models struggle to achieve full reflection of operational
conditions when sudden drops happen. This project, therefore, presents a direct knowledge
transfer from academia to industry with a potential for future improvement and extension into
real-time prognostics and health management.
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In chapter 3 of this thesis, an example was given to discuss a potential fog node placement
strategy referencing a system called ‘EchoSense. Natural Power invented EchoSense for bat
curtailment while increasing energy production in wind farms [132], [133]. The system utilizes
a Detection and Active Response Curtailment (DARC) system, as an integration of a dedicated
server with the SCADA system to achieve real-time acoustic monitoring, which enables the bat

curtailment strategy. Figure 49 below is an overview of the system developed by Natural
Power[132], [133].

System overview
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Figure 49: NP’s Detection and Active Response Curtailment (DARC) system [132]

As a future prospect of this PhD study, a real-time condition monitoring solution based on fog
computing (distributed DT framework) is achievable with AI/ML solutions to provide
intelligent and autonomous PHM strategies, similar in deployment to the invention presented
above by Natural Power.
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CHAPTER 6: CONCLUSION, LIMITATIONS & FUTURE
WORK

This is the sixth and last chapter of this PhD thesis. From chapters 1 to 5, this thesis discussed
the contributions of this PhD work from proposal to research design, to experiments and
validation, aligning with research outputs in the form of paper publications and an industry
validation project. This concluding chapter is in two sections. The first section concludes the
thesis by highlighting the qualitative and quantitative benefits of the framework that justifies
the framework architecture. A summary of contributions, challenges faced, lessons learned, and
limitations are also provided in the first section. Finally, the second section of this chapter
outlines future research opportunities building on the contributions and limitations of this PhD
work.

6.1 CONCLUSION

Qualitatively, this PhD contributes an advancement to the theory of predictive maintenance
digital twins by proposing a fog computing-based distributed DT framework that addresses key
implementation gaps. The gaps covered are particularly in digital to physical twin feedback for
decision support, standards adoption and performance of predictive maintenance solutions such
as improving the synchronization rate and utilizing compute resources better. The practical
contribution also demonstrates the potential of security integration for scalable and cost-
effective deployment of digital twins in industrial settings such as wind turbines. Section 6.1.1
highlights the quantitative benefits that justify the architectural framework.

6.1.1 The Impact/Benefit: Justification of the Architectural Framework

From the contributions mentioned in chapter 1 of this thesis, three key areas were provided as
the contributions of this PhD work. In this section, the three key areas of contribution are
discussed with context on the quantitative benefits that justify the distributed DT framework.

1. Scalable DT Architecture for Predictive Maintenance: The metrics evaluated to
validate the effectiveness of the distributed DT architecture, along with the benefits
from experiment results are mentioned here.

o Prediction accuracy: Overall, considering the R-squared accuracy metric,
across all models (MLR, XGBoost and LSTM) and components, the XGBoost
algorithm shows to be the most performing with up to 99% accuracy. However,
each model presented its best performance for certain operational situations.
Generally, whether running on the cloud or fog, the models achieved a minimum
of 85% in feedback accuracy, but running the models on the edge layer had the
least performance, with the LSTM not able to run at all on the edge. This
quantitative result shows the benefit of the fog layer as it processes feedback
close to the data sources without needing to send and wait on the cloud yet
achieving the same accuracy. This enhances timely feedback control.

o Computational cost: Similar to the above accuracy performance, across the
deployment layers (edge, fog or cloud), the fog layer with microservices
demonstrated the most scalable CPU performance, achieving up to 38%
reduction in CPU utilization compared to the edge (figure 27b vs 34b). The edge
layer had the least capacity for scalable operations, with CPU usage nearing
maximum and longer feedback delays. The fog layer also maintained processing

83



times below 1 second across MLR and XGBoost, and less than 30 seconds for
LSTM workloads, while the edge could not run LSTM (deep learning) at all.
While the cloud offered high processing power, it incurred higher response
times discussed in the next point. Therefore, these results confirm the benefit of
the fog layer which delivers efficient, low-latency processing close to the source
without overwhelming compute resources and enabling timely feedback control
(from response time results). Furthermore, in terms of infrastructure running
costs, the result show that the distributed DT framework outperforms the
centralized architecture by achieving up to a 60% reduction in cloud service
costs (from figure 44).

o Response time: For the response time metric showing the architecture with the
best twinning rate, results from the cloud integration experiment discussed in
paper 5 show that on average, the distributed DT framework based on fog
computing achieved a 70% reduction in response time (from figure 40) for
physical-to-digital twin communication. This further validates the benefits of
the fog-based distributed architecture in improving the twinning rate.

2. DT Standardization Benefits: The quantitative results from (1) above helped in
refining the architecture based on the 1SO23247 standard. This contribution is mainly
on showing an architectural benefit of using the standard with regards to how it can be
used to cover a wholistic DT framework including aspects such as data storage for
predictive maintenance which is a gap in literature. The implemented predictive
maintenance digital twin solution in this work shows the adoption of ISO23247 to
clarify where best the digital twin should be deployed for effective decision support in
a predictive maintenance case study (from figure 36).

3. Security Integration Benefit: To show the potential benefits of the framework in
improving security rather than impairing it, a security mechanism based on fog
computing is introduced. Overall, security itself is not the focus of the work, but
showing the frameworks potential in covering security concerns was necessary. The
security mechanism is shown not to impair performance with respect to the response
time (twinning rate). The limitation of the security aspect of the work is mentioned in
section 6.1.3.

Enhancing SCADA Systems with Digital Twins

The contributions in this thesis justify that DTs add significant value over traditional SCADA
systems by enabling real-time, bi-directional synchronization between physical wind turbine
assets and their digital counterparts. Unlike SCADA, which primarily monitors and controls
assets, DTs integrate machine learning to predict failures, simulate “what-if” scenarios, and can
automate responses in terms of control. The inclusion of fog computing enhances this by
enabling low-latency, decentralized data processing close to the turbines. This proximity and
compute capacity at the edge reduces reliance on cloud infrastructure which is typically located
in faraway data centres. The distributed architecture allows for predictive maintenance with
faster decision-making. This benefit makes DT essential for effective and intelligent operations
in industry 4.0 environments.

6.1.2 Summary of Contributions

This PhD study focused on developing a digital twin framework to improve predictive
maintenance as an asset management strategy using the digital twin technology. Firstly, in
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Chapter 1, the perceived issues from establishing the background on developing predictive
maintenance digital twins involving the integration of key enabling technologies are
highlighted. This initial survey helped in research question formulation, along with the research
design using a multi-methodology approach involving elements of DSR and ECSE
methodologies. In Chapter 2, a systematic literature review and framework conceptualization
are contributed in published papers 1 and 2. Chapter 2 facilitated the establishment of the
research gaps using the DSR methodology. The identified challenges and research gaps were
used as concepts to explore in building the distributed digital twin framework using fog
computing, which was considered an effective approach to digital twin development for
predictive maintenance in IIoT. This approach helped in answering research question 1 (RQ1)
of the thesis.

The PhD research took a phased approach, having identified key areas to cover in achieving
the framework. To answer research question 2 (RQ2), Chapter 3 discussed the contributions of
paper 3, which discusses the implementation of the distributed digital twin framework and
evaluation of the accuracy of the machine learning and statistical techniques used for predictive
maintenance. Chapter 3 also fills in a gap in the research on the feedback gap between the
digital twin and the physical twin by introducing a prediction feedback loop.

Research question 3 (RQ3) was answered in chapter 4, which discussed the contributions of
papers 4 and 5 that help in standardization. The contributions of papers 4 and 5 align with key
metrics used in assessing the framework’s impact. Specifically, the computational cost metric
is covered in paper 4, while the response time, scalability, and security metrics are covered in
paper 5. Paper 5 also evaluated the framework's running costs.

Finally, the contributions of this research show that an effective digital twin framework to
improve prognostics and health management (PHM) is achievable with performance benefits,
using a standardized approach based on the fog computing paradigm. However, there exist
challenges and limitations. The next subsection below highlights the challenges faced, lessons
learned, and limitations of this work in addressing the individual research gaps covered by this
work.

6.1.3 Challenges, Lessons, and Limitations

As with any research work, this study faced and acknowledged challenges leading to
limitations. However, the study provided some lessons that the researcher considers valuable
and part of the contribution of the PhD. These challenges and lessons are mentioned below for
each of the research gaps the framework covers.

Decision Support:

e Challenge: Establishing a reliable feedback mechanism between the Digital Twin and
Physical Twin for optimal decision-making is complex due to the need for real-time
data accuracy and integration.

e Limitation: The feedback mechanism was implemented as a concept, and systems
control with actual hardware was not implemented due the limitation and scope of the
experiment setup used.

e Lesson: A hybrid model with physics-based and hybrid-based model, informed by
subject matter expertise is required to validate decision support digital twins. However,
data quality checking is fundamental to a digital twin’s accuracy.
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Standardization:

Challenge: Achieving standardization across various enabling technologies, with
interoperability and reliability is difficult due to the diverse nature of industrial systems
and components.

Limitation: The framework's reliance on 1S0O23247 limits its applicability in
environments where different standards are prevalent.

Lesson: Developing a modular framework that can adapt to different standards and
technologies can facilitate broader adoption and integration. A phased, case study
approach is recommended.

Cost and Scalability:

Challenge: Balancing infrastructure and operational costs while ensuring scalability in
large-scale industrial applications must consider several factors. The best cost-effective
solution may not be the most operationally viable solution.

Limitation: Assumptions were made in the fog node placement design.

Lesson: Leveraging fog computing and distributed architectures can optimize costs and
improve scalability without compromising performance. However, the initial setup cost
for fog computing infrastructure can be high, and scalability may be constrained by the
reliance on the availability of fog nodes.

Twinning Rate:

Challenge: Ensuring the right synchronization rate between the physical and digital
twins is challenging due to latency and data processing delays. Isolating other
background processes to optimize resources for the experiments was difficult.
Limitation: The twinning rate in this work was considered based on simulations to
measure the response time. The use of 1 second intervals for SCADA measurements
and milliseconds for communication latency can be improved to find the right
synchronization rate for the case study. Furthermore, highly dependent on network
conditions and the computational power of edge devices. Multiple other factors were
not considered, rather a reasonable experiment set up was used to achieve results. For
instance, other communication technologies such as 5G/6G were not used.

Lesson: Technology advances fast; a simple solution that works must consider room
for improvement and integration of future technologies. An open architecture is
beneficial for this.

Security and Privacy:

Challenge: Addressing data governance, privacy, and security concerns in distributed
architectures requires comprehensive strategies to protect sensitive information.
Limitation: The security framework was not assessed for intrusion or attacks.
Additionally, the framework did not consider existing security mechanisms used in
typical SCADA infrastructure.

Lesson: Incorporating encryption, access control, and secure communication protocols
can mitigate security risks and enhance data privacy but implementation of additional
security measures can introduce latency and increase computational overhead. There
needs to be a balance.
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The above-mentioned challenges, limitations, and lessons acknowledge the room for
improvement in future studies pertaining to implementing predictive maintenance digital twins,
considering both technical and operational aspects. However, this study's contributions provide
a foundation for addressing these issues and advancing the field of digital twin technology in
industrial applications.

6.2 FUTURE RESEARCH

The contributions of this PhD work have shown the potential of utilizing a distributed digital
twin framework to improve prognostics and health management. The section above also
acknowledges the challenges and limitations associated with the scope of this PhD research.
However, it is important to mention some potential further research work that can build on the
contributions and limitations of this PhD work. Below is a highlight of some of the identified
future research opportunities with regards to the areas covered.

Decision Support: Intelligent and Autonomous Prognostics and Health Management
Solutions.

Building on the feedback mechanism concept implemented in this work, a potential research
area is in the use Al techniques to implement autonomous agents that can proactively control
IIoT assets such as wind turbines on the prediction of faults. The distributed DT approach has
laid a foundation of providing additional compute that enhances edge systems. This can be
achieved in an approach like Natural Power’s Detection and Active Response Curtailment
(DARC) system [132] referenced in chapter 4 and 5.

Standardization: Development of a Universal Standards and Protocol Enhancing
Interoperability

The digital twin technology remains an emerging technology that will benefit from further
standardization considering applications in diverse industrial applications. While ISO 23247
presents a good starting point, further research can unlock opportunities that will promote
interoperability. For instance, this study considered the Open DT concept to support plug and
play scenarios in paper 2 but this was not explored further. As such there is a gap that can be
covered in refining standards and protocols for integration using open-source technologies.
This will promote the adoption of DT.

Cost and Scalability: Refining DT Architectures for Scalability and Optimizing Cost.

This study was limited to highlighting the feedback mechanism with a simulation of regulating
the RPM of the Rotor component. Further research into building models and deployment
architectures that can support multiple simulations using the ‘what-if-scenarios’ autonomously
can be very impactful. For instance, building on the contributions of this PhD, a study on
implementing AI/ML solutions that provide system control simulations with multiple signals
instantaneously to find out what acceptable configuration control can extend remaining useful
life (RUL) of the asset in real-time, will be powerful. For a better solution, this area can
consider optimization of distributed nodes for resource and cost efficiency.
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Twinning Rate: Digital Twins with Low-latency Real-time Synchronization Leveraging
5G/6G communications.

Within the DT hype in academia and industry, there has been some high-level research in the
potential of DT in utilizing low-latency communications. This research has shown the
background requirement for achieving the right synchronization rate covering the twinning rate
requirement. However, It is important for further work to identify the best twinning rate such
as nanoseconds, milliseconds, seconds or minutes that satisfy other case studies. Furthermore,
this area can be further explored with advancements in Al in the next decade. This research
area links back to the intelligent and autonomous PHM concept described above. Al agents can
be developed for autonomous control of industrial assets when low latency, reliable
communications is achieved.

Security and Privacy: Securing Industrial Internet of Things Infrastructure

Security, reliability and trust are fundamental requirements for building autonomous systems.
If innovations in the field of using Al for intelligent PHM is to be achieved, research into
securing such advancements is a huge area to be covered. This is because as advancement in
Al influences better performing chips, cyber attackers can also leverage such systems to break
into industrial systems. This, therefore, presents an opportunity for further research.
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