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Abstract—In Underwater Acoustic Sensor Networks (UASNs),
the robustness of network is greatly affected by complex marine
environments when implementing multi-hop data transmission.
Factors such as the underwater acoustic channel and dynamic
topological changes induced by multi-layered oceanic vortices
exacerbate this influence. However, there is currently a research
gap in the specific area of robustness optimization for UASN.
Existing studies on robustness optimization are unsuitable for
UASN as they neglect the considerations of the marine environ-
ment and node characteristics (e.g., residual energy). In this work,
we propose PRobust, a percolation-based robustness optimization
model for UASN. PRobust consists of two distinct phases: perco-
lation modeling and bottleneck optimization. In the percolation
modeling phase, we incorporate both node and edge features,
considering the physical and topological properties, and introduce
a novel approach for calculating link quality. In the bottleneck
optimization phase, we devise a graph theory-based method to
identify bottlenecks, leveraging the flow information recorded by
nodes to improve the accuracy of bottleneck discovery. Moreover,
we integrated time slots and a current movement model into
the proposed model, allowing its applicability to dynamically
changing UASN. Extensive simulation results demonstrate that
PRobust, after optimizing the bottlenecks, significantly enhances
both network robustness and performance with minimal over-
head compared to other existing methods.

Index Terms—Underwater Acoustic Sensor Networks, Ro-
bustness Optimization, Percolation, Current Movement, Data
Transmission, Network Traffic.

I. INTRODUCTION

UNDERWATER Acoustic Sensor Networks (UASNs) con-
sist of nodes equipped with underwater communication

and computational capabilities. With advantages of flexibility
and scalability, UASN has been widely applied in various
domains such as underwater surveillance, target detection, and
environmental monitoring [1]. This facilitates comprehensive
monitoring and research in the marine environment. However,
the complex and unpredictable nature of the marine environ-
ment poses significant challenges to data transmission within
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UASN, leading to a decline in network robustness [2]. As a
result, ensuring the robustness of UASN becomes imperative
for the provision of network services without interruptions.

The robustness of UASN faces significant challenges due to
the dynamic nature of the marine environment and the unique
characteristics of underwater acoustic channels. These chal-
lenges arise from a fundamental contradiction. On one hand,
the dynamic variations, interference from oceanic noise, and
limitations of underwater acoustic channels impose restrictions
on the transmission capacity and processing capabilities of
links in UASN [3]. On the other hand, UASN, as a typical
convergent network, requires the aggregation of data collected
by all nodes to the sink node, resulting in uneven traffic dis-
tribution across different links. When the processing capacity
of a link constrains the flow of network traffic, consecutively
transmitted data packets accumulate at sensor nodes that are
unable to forward them. Although such abnormal states may
not necessarily cause interruptions, the data packets will be
unable to reach the sink node, thereby impeding the network’s
data collection capability and diminishing overall network
robustness. Efforts aimed at minimizing the impact on traffic
reaching the sink node, caused by limitations in the processing
capacity of network links, represent a compelling endeavor in
enhancing the robustness of UASN.

Based on the background discussed above, the concept of
network robustness in this work pertains to the network’s
ability to maintain traffic delivery to the sink node under
various environmental conditions [4]. Bottlenecks are defined
as the links whose removal minimizes the traffic reaching the
sink node to the greatest extent within the network [5]. In
recent years, percolation theory has gained significant attention
in different network domains due to its capacity to analyze
network dynamics. By utilizing link quality as a foundation
for network modeling, which reflects the processing capac-
ity of the individual links, percolation theory enables the
development of models that capture both topological and
physical characteristics of real-world networks. Researchers
have discovered that the removal of a small fraction of links
can lead to abrupt changes in the overall network performance
[6]. Through the optimization of a limited number of links
that are susceptible to causing abrupt changes in network ro-
bustness, the overall network performance can be significantly
improved.

Although a significant amount of research has been done on
optimizing network robustness in scenarios such as complex
networks [7] and urban transportation networks [8], these
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studies can not directly apply to UASN. To establish a sys-
tematic framework for optimizing UASN robustness, we need
to address the following challenges:

1) The limitation of the acoustic channel. In UASN,
data packets is transmitted through acoustic channels
characterized by substantial attenuation and high delay.
Moreover, the presence of environmental noise poses a
challenge to ensuring reliable data transmission [9].

2) The limitation of the resources. It is challenging to
provide sufficient energy to nodes in UASN. Performing
intensive operations and large-scale computations on
nodes significantly increase energy consumption, posing
a threat to the network’s lifecycle.

3) The dynamic changes of UASN. Factors such as
changes in the marine environment and the displacement
of moored nodes driven by currents easily lead to vari-
ations in the communication environment and network
topology [10].

4) The attributes of nodes and edges. Different from other
networks, UASN involves nodes and edges with distinct
attributes, requiring the integration of both node and
edge characteristics to capture the network’s features.

To overcome the aforementioned limitations, we employs
percolation theory as a modeling tool for UASN. We introduce
the concept of link quality to assess the processing capacity of
individual links. Additionally, we propose a novel approach for
optimizing bottlenecks based on the percolation model, aiming
to optimize these links and enhance the network’s robustness.
The proposed model incorporates the characteristics of traffic
imbalance observed in real-world networks, as well as the
specific physical attributes of UASN. Furthermore, our model
is theoretically applicable to UASN employing any routing
strategy as it directly utilizes the routing information of
the network. The main contributions of this work can be
summarized as follows:

1) In this work, we propose PRobust, a percolation theory-
based robust optimization model, to improve data trans-
mission and enhance network robustness in UASN. In
order to tackle the dynamic environments in UASN, we
integrate time slots and a current movement model into
the proposed model. To the best of our knowledge, this
work is the first research in the UASN that specifically
focuses on network robustness optimization.

2) We introduces a novel link quality metric that combines
node quality and communication quality, capturing the
characteristics of both nodes and edges in the network.
Additionally, we take into account the specific attributes
of underwater acoustic channels in UASN and the dy-
namic nature of the network, ensuring a comprehensive
representation of the network’s physical and topological
features.

3) A novel approach for optimizing bottlenecks using the
PRobust model is presented, with the goal of enhancing
network robustness through optimizing special links.
This method accounts for the scenario where multiple
links may have the same link quality. To address this
challenge, the information recorded by nodes in multi-

hop routing is introduced, enabling a more detailed
evaluation of the impact of different links on data
transmission. This enhancement improves the accuracy
of identifying bottlenecks with identical link quality.

4) Through extensive simulations, we conducted a perfor-
mance evaluation of PRobust in terms of maintaining
data transmission under diverse network conditions and
assessing its robustness across different network scales.
The results demonstrate that PRobust outperforms other
state-of-the-art methods by significantly enhancing net-
work robustness. Additionally, PRobust exhibits remark-
able improvements in key network performance metrics,
including packet delivery ratio, delay, and throughput.

The rest of this paper is organized as follows. In Sec. II,
we conduct a literature review and discuss existing robust
optimization methods. Sec. III presents the mobile model,
acoustic communication model, and percolation model. Sec.
IV discusses the design of the PRobust model, while Sec. V
focuses on simulation and performance analysis. Finally, the
conclusion, discussion, and future work are presented in Sec.
VI.

II. RELATED WORK

In the field of UASN, robustness has been a long-standing
concern, but existing studies in this area are mainly focused
on considering robustness factors during node deployment
and protocol design. To the best of our knowledge, there
is currently no dedicated research specifically addressing the
optimization of UASN robustness, making our work the first
article to target UASN robustness optimization. Considering
the limited literature on robustness optimization in the UASN
field, we also investigate the latest research on robustness
optimization in other related areas such as wireless sensor
networks, complex networks, and urban transportation net-
works. In this section, a concise summary is presented for
three specific directions of robustness optimization in various
network domains: topology optimization, topology control,
and link optimization.

A. Topology Optimization

Various techniques such as heuristic algorithms and rein-
forcement learning can be utilized to construct an optimal
network topology in order to maximize robustness metrics
such as the maximum connected component and rigidity
features under the current environmental conditions.

Given the constraints of limited energy and the importance
of network robustness, Zhao et al. proposed a dynamic routing
algorithm based on Q-learning and introduced an optimal
rigid graph approach utilizing potential games to balance
energy consumption and network robustness [11]. The rigidity
features were employed to assess the stability of the current
network, with larger values indicating higher robustness. In a
related study, Guang et al. presented the energy-balanced ro-
bust topology SFRG, which leveraged scale-free networks and
rigid topology [12]. They constructed an optimal rigid graph
topology structure within the designated area and treated the
complete rigid graph as nodes to establish a scale-free network
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to enhance the network’s robustness. Nevertheless, the topol-
ogy optimization techniques proposed in the aforementioned
works often neglected the traffic demands of real network sce-
narios, relying solely on topology features to evaluate network
robustness, which may not necessarily improve the network’s
service capacity. Furthermore, the dynamic and intricate nature
of underwater environments necessitates frequent computation
and adjustment of node topology whenever environmental
changes occur, potentially leading to a compromised overall
network lifecycle.

B. Topology Control

Topology control mechanisms exert control over nodes to
enhance the network’s robustness by employing strategies such
as power control, sleep scheduling. This type of mechanism
aims to construct a highly robust network while ensuring
network connectivity.

Du et al. proposed a non-cooperative game-theoretic topol-
ogy control model for Wireless Sensor Networks (WSNs) [13].
The main objective of their work is to develop an energy-
efficient and fault-tolerant topology control algorithm that
maintains k-connectivity in the network. This approach en-
hances network robustness and reliability while appropriately
managing the network’s lifespan. In another study, Fan et al.
introduced a deep reinforcement learning framework called
FINDER, which leverages training on small-scale complex
networks to identify a set of critical participants, whose
activation or removal maximizes or minimizes the network’s
connected components [14]. FINDER exhibits exceptional
performance in efficiently and effectively identifying critical
participants compared to existing methods. However, both
approaches fail to consider dynamic network changes, which
would significantly increase computational overhead on the
nodes. The execution of frequent complex computations on
underwater acoustic sensor nodes poses significant challenges.
Additionally, large-scale topology control methods lead to in-
creased energy consumption, contradicting the limited energy
characteristics of UASN.

C. Link Optimization

Through the manipulation of network edges and the uti-
lization of frameworks such as percolation theory, the iden-
tification and optimization of bottlenecks within the network
are accomplished, leading to the ultimate enhancement of the
network’s robustness.

Li et al. conducted a study on urban traffic networks and
discovered that the overall network consists of dynamically
formed local traffic clusters interconnected by bottlenecks
[15]. It is observed that targeted improvements on key bot-
tlenecks at a smaller scale can have a significant impact
on enhancing global traffic conditions. The research utilized
percolation models to represent the urban traffic network and
proposed a method based on the percolation threshold to iden-
tify bottlenecks. Experimental findings indicate that addressing
bottlenecks identified through the percolation threshold offers
a cost-effective strategy for substantially improving the overall
network traffic. Hamedmoghadam et al. observed that traffic

demand experiences non-uniform fluctuations in networks
and is often hindered by congestion or overload [16]. To
address this issue, they introduced a percolation-based network
analysis framework that theoretically identifies bottlenecks
exerting a decisive influence on traffic flow within the network.
Through experiments conducted on large-scale real traffic
networks, they demonstrated that mitigating congestion on a
small fraction of identified bottlenecks can lead to significant
network enhancements. However, it is important to note that
the aforementioned studies primarily focused on the attributes
of network edges while neglecting the impact of node at-
tributes on network performance. Moreover, considering the
dynamic underwater environment in UASN, it is necessary
to develop a comprehensive framework capable of analyzing
network robustness in the context of dynamically changing
networks.

D. Discussion and Innovation
The design of network robustness optimization for different

scenarios has shown diverse trends in the literature. However,
as far as we know, there is a current research gap in addressing
the specific optimization of robustness in UASN. Therefore, it
is advocated to develop a dedicated framework for optimizing
robustness, specifically designed for UASN. In light of the
existing challenges identified in related research, including
the lack of consideration for UASN’s underwater environment
characteristics, network dynamics, and limited node energy,
we propose a percolation model framework that is well-suited
for UASN networks. To address the challenges mentioned
above, corresponding solutions are proposed as follows:

1) To overcome the challenges arising from the underwater
environment in UASN, a percolation model PRobust
has been developed, explicitly tailored to accommo-
date the unique characteristics of UASN. This refined
model comprehensively incorporates the physical and
topological aspects of UASN while introducing weight
coefficients to effectively balance the significance of
node attributes and edge attributes.

2) To tackle the issue of dynamic changes in UASN, we
adopt network segmentation. Within each time slot, the
network is analyzed as a static entity, taking into con-
sideration node mobility and environmental fluctuations
between different time slots. This approach enables the
extension of the analysis from a static network to a
dynamic network.

3) To mitigate the limited energy problem in UASN, it is
essential to minimize energy consumption while opti-
mizing the network’s robustness. Accordingly, we adopt
a strategy of selectively optimizing and protecting a
small subset of bottlenecks within UASN to enhance the
overall network robustness. This approach circumvents
the energy expenditure incurred by manipulating a large
number of nodes.

III. SYSTEM MODEL

A. Network Model And Assumptions
In this work, the considered UASN comprises a sink node

s and a set of sensor nodes Sn. As shown in Fig. 1, the base
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station is deployed on land, the sink node s is deployed on
the water surface, and the sensor nodes ni ∈ Sn are randomly
deployed underwater. Each node ni can sense ocean data over
time to generate data packets, which are transmitted via acous-
tic communication to nodes within the communication range
and via multi-hop routing to nodes outside the communication
range, and ultimately transmitted to the sink node.

From the perspective of graph theory, the UASN can be
represented as a directed graph G(V,E), where V = Sn ∪ s
represents the set of nodes and E = {(i, j)|vi ∈ Sn, vj ∈
Sn ∪ s, vi ̸= vj , dij ≤ dr} represents the set of directed
links between nodes. Specifically, (i, j) denotes a directed link
from node vi to vj , where vi is a sensor node in Sn and vj
belongs to either Sn or s. Moreover, dij denotes the distance
between node vi and vj , while dr represents the maximum
communication range of the sensor nodes.

Satellite

Base Station

Underwater 

Sensor Node

Sink Node

Acoustic Link

Radoio Link

Fig. 1. The UASN system model

To ensure the data transmission between itself and neighbor-
ing nodes, each node requires a buffer to store data packets
that have not yet been sent due to the limited capacity of
underwater acoustic communication. The sink node s transfers
the collected ocean information to the base station for further
analysis and processing.

Given that the sink node is deployed on the water sur-
face, allowing for easy interaction and energy replenishment,
it is assumed that its communication, storage, and energy
capabilities are unlimited. In contrast, as the sensor nodes
are deployed at random locations in the marine environment,
direct interaction with them becomes challenging. Therefore, it
is assumed that all sensor nodes have limited communication,
storage, and energy capabilities. As a result, it becomes crucial
to consider the limited processing capacity of links since the
processing capacity of a link can constrain data transmission.
Unsent data packets will accumulate in the buffer of the current
node, impeding further transmission. The accumulation of
data packets may cause congestion, leading to a decrease in
data transmission across the network, which could ultimately
impact the UASN’s robustness [17]. This critical issue has
not been adequately addressed in prior research. Therefore,
when assessing the processing capacity of network links, it
is essential to consider the potential impact of data packet

congestion resulting from the limited transmission rates, in
addition to factors such as the underwater acoustic channel.
We provide some reasonable assumptions below for facilitating
analysis.

1) For the analysis of factors impacting data transmission
in UASN, it is assumed that the initial deployment
locations of each node are predetermined. Furthermore,
the UASN is assumed to be a connected network without
any node additions or removals during the network
evolution process.

2) We partition dynamic and evolving networks into mul-
tiple static networks across different time slots. For
each network in a given time slot, it is assumed that
the external environment is relatively stable, nodes are
stationary, and every link in the network experiences the
same environmental effects.

3) As the time slot changes, it is assumed that there
can be variations in external environmental factors and
node positions. Consequently, the network analysis is
performed within a coherent time slot, and the network
is reanalyzed only when network changes exceed a
predefined threshold.

B. Current Movement Model

In this work, in order to achieve a more realistic simulation
of ocean current dynamics, we adopt a hybrid approach
combining Lamb vortices [18] and directed water flow to
model the currents in each layer. Additionally, we incorporate
the velocity-depth relationship obtained in the Gulf Stream
[19], where the velocity decreases with increasing depth in
a multilayer current model [20]. The velocity of the ocean
current at point i(xi, yi, zi) in layer h at time t can be
expressed as:

V c
xi
(t) = vhx(t)− Γ(t)

yi−yh
v

2πd2
iv
[1− e

− d2iv
(δh)2 ]

V c
yi
(t) = vhy (t) + Γ(t)

xi−xh
v

2πd2
iv
[1− e

− d2iv
(δh)2 ]

V c
zi(t) = vhz (t).

(1)

In (1), V c
xi
(t), V c

yi
(t), and V c

zi(t) represent the velocity
components along the x, y, and z axes, respectively, of the
ocean current at time t, at location i in layer h. Meanwhile,
vhx(t), vhy (t), and vhz (t) represent the velocity components
along the x, y, and z axes, of the water flow at time t in layer h.
Consistent with the approach described in [21], [22], our focus
is primarily on the horizontal motion of the current within the
current layer, disregarding the vertical motion. The variables
xh
v and yhv denote the positions of the vortex center along the x

and y axes. Additionally, div represents the distance between
point i and the vortex center, while Γ(t) and δh correspond
to the radius and intensity of the vortex.

By employing the velocity of the ocean current as given in
(1), the ocean current force at point i(xi, yi, zi) in layer h at
time t can be determined as follows [23]:

−→
F c
vi(t) = −0.5Arρwco(

−→
V c
vi
(t))2. (2)
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In (2), Ar represents the cross-sectional area of node i,
ρw denotes the average density of seawater, co represents the
viscosity coefficient of seawater, and

−→
V c
vi(t) denotes the ocean

current velocity at point i at time t, expressed as
−→
V c
vi(t) =

[V c
xi
(t), V c

yi
(t), V c

zi(t)].
In this work, it is assumed that changes in the marine

environment occur exclusively during time slot transitions,
involving variations in factors such as vortex position, radius,
intensity, wind speed, and ship coefficients. During a given
time slot, it is reasonable to assume that the node reaches a
state of equilibrium, experiencing gravity force

−→
F g , buoyancy

force
−→
F b, current force

−→
F c, and tension force

−→
F r. Conse-

quently, by simultaneously considering the aforementioned
equations, we can ascertain the forces exerted on the node.

−→
F r
ni

+
−→
F g
ni

+
−→
F b
ni

+
−→
F c
ni

= 0

α = arctan(
F c

ni

F b
ni

−F g
ni

).
(3)

Considering the nodes are securely anchored to the seabed,
it is ensured that the buoyancy force F b exceeds the gravity
force F g for every node. This guarantees that the tether
remains under tension, maintaining a constant length. In Fig.
2, the node’s current position can be determined by using its
previous position, as well as the length and angular deviation
of the tether [24].

xt
i = x0

i + z0i sinα
t
i cosφ

t
i

yti = y0i + z0i sinα
t
i sinφ

t
i

zti = z0i cosαi.

(4)

In (4), xt
i, y

t
i , and zti represent the current displacement of

the node i at time slot t, while x0
i , y0i , and z0i represent the

initial deployment position of the node i. αt
i and φt

i denote
the angular deviations of the tether at the current time t. By
employing the Jacobi iterative method and solving equations
(1) to (4) with the previous time slot’s node positions as initial
values, the current node displacement can be calculated.

Static Location

(a) Node displacement (b) Node force situation

Fig. 2. The movement of the node

C. Percolation Model

The percolation model can be formulated as a mathematical
problem as follows. Consider a three-dimensional grid model
with n× n× n vertices, where neighboring vertices are con-
nected by edges with a probability p ∈ [0, 1]. The connectivity
of each edge is statistically independent of others. As the

size of the grid model approaches infinity (i.e., n tends to
infinity), we aim to determine the critical range of p, denoted
as ρc, for which there exists at least one percolating flow that
spans the entire grid. In the context of network theory, the
percolating flow spanning the entire grid corresponds to the
largest connected component in the current network.

For a time-varying network G, at each time slot, the
network’s current state can be characterized by its topol-
ogy structure and link quality. By associating a link quality
qij ∈ [0, 1] with each link eij between node i and node j,
we establish a percolation model in network G. The link
quality qij represents the relative performance of network
links compared to a predefined standard. In communication
networks, for instance, qij can be defined as the instantaneous
rate ratio of data packets flowing along the link [25].

By gradually reducing the link quality of selected links
to zero through simulations, which is equivalent to their
removal from the network, the links that significantly impact
network robustness can be identified. It is important to note
that assigning a link quality value of zero does not imply
the physical removal of these links. Rather, it signifies that
the processing capabilities of these links are inadequate to
sufficiently meet the demands of traffic transmission. This
process primarily impacts the size of the network’s largest
connected component, thereby influencing its overall perfor-
mance. Within percolation theory, the percolation threshold
ρc holds particular significance as a metric of interest. Close
to the percolation threshold, the network’s largest connected
component undergoes a sudden fragmentation into multi-
ple smaller node clusters [26]. This observation highlights
the importance of link qualities surpassing the percolation
threshold in maintaining the network’s global connectivity.
Consequently, researchers frequently employ the percolation
threshold ρc as an indicator of network robustness in numerous
relevant investigations. While this critical phenomenon indeed
indicates a sudden shift in the topological structure, it is
crucial to recognize that these changes only capture a single
aspect of the broader network dynamics observed in real-world
scenarios.

Given the fundamental objective of an UASN to transmit
data collected by sensor nodes to the sink node, our attention
shifts from the number of nodes capable of maintaining
communication with the sink node to the quantity of data
that the sink node can accumulate in the current time slot.
Therefore, if the sink node can still accumulate a significant
portion of the data packets, we consider the current network
highly functional, even in cases where the overall connectivity
is compromised due to link failures. Consequently, it becomes
imperative to employ a more appropriate metric than the
percolation threshold ρc to assess the network’s robustness
within the present context.

To characterize the network’s ability to guarantee services,
Hamedmoghadam et al. [16] proposed a key metric, denoted
as α, for assessing the reliability of a demand service network.
In a concise form, it can be expressed as:

α =

∫ 1

0

UDρdρ =

∫ 1

0

tr(Rρ)F
T

1TnF1n
dρ. (5)
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Fig. 3. Conceptual diagram depicting the proposed PRobust architecture

In (5), UDρ represents the proportion of total flow unaf-
fected between all pairs of nodes under the threshold ρ in the
percolation process, tr(.) denotes the trace of an n×n square
matrix. It can be computed using the reachability matrix R
and the flow demand matrix F of the network. The value of
α is equivalent to the area under the UDρ curve in the ρ
domain. α effectively captures the flow demand between all
pairs of nodes during the percolation process and quantifies the
unaffected flow in network variations, thereby reflecting the
robustness of the current network. In contrast to conventional
approaches that rely on percolation thresholds and similar
metrics to evaluate network robustness, Hamedmoghadam et
al. emphasize the importance of prioritizing the network’s
primary objective, which is to satisfy the flow demand. By
simultaneously considering both the network’s flow and its
topological structure, the α metric provides a more compre-
hensive assessment of the current network’s robustness.

IV. DESIGN OF THE PROBUST OPTIMIZATION MODEL

The overall workflow of the proposed PRobust model archi-
tecture is depicted in Fig. 3. PRobust comprises two principal
phases: the percolation modeling phase and the bottleneck
optimization phase. In the first phase, we present a design
methodology for link quality, qij . Expanding on prior research
[25], we take into account the distinctive characteristics of
UASN and introduce a communication quality metric, qcom,
specifically tailored for UASN environments. Furthermore,
recognizing the impact of node properties on network per-
formance in UASN, we propose a node quality metric, qnode,
to capture node characteristics and utilize node importance to
assess relative significance among nodes. This leads to the
integration of communication quality qcom with node quality
qnode, resulting in a novel approach for link quality design,
qij . In the second phase, we leverage the percolation model
established based on the current network and employ graph
theory to identify bottlenecks. To overcome the limitation
of handling identical link qualities encountered in previous
works, we introduce the flow information recorded by nodes
to optimize bottlenecks, even when link qualities qij are equal.

Finally, we calculate a significance score sij for each link in
order to optimize bottlenecks throughout the entire network.

A. Percolation Modeling

1) Node quality: Multiple factors may influence link qual-
ity. In most of existing works, link quality is commonly
obtained based on the transmission capacity of the links.
However, in UASN, the state of the nodes can also impact
the service capacity of the links since the sensor nodes
lack reliability in underwater. For example, low node energy
will elevate the probability of node disruptions, consequently
leading to lower link quality qij associated with such nodes.

Given the limited energy replenishment capability in UASN,
factors like energy depletion and failures can result in node dis-
ruptions, affecting the overall network structure and potentially
leading to network disconnections. To quantitatively evaluate
the impact of a node’s disruption on the entire network, we
integrate local and global topological considerations to assess
the collective influence of nodes. The node importance of node
ni is calculated as the product of its local importance, nodeil ,
and its global importance, nodeig , which is expressed as:

nodeiimp = nodeil × nodeig. (6)

The local importance, nodeil , of node ni is primarily deter-
mined based on its degree, representing the local connectivity
of the node. To differentiate the relative importance among
nodes with the same degree, we incorporate the characteristics
of the network topology and define the local importance as
follows [27]:

nodeil = d(i) +
dN (i)

D
= d(i) +

∑
j∈N(i) d(j)

d(i) ·D
. (7)

Here, d(i) represents the degree of the current node ni,
dN (i) represents the average degree of neighboring nodes of
the node ni, and D denotes the maximum degree among all
nodes in the UASN. The expression dN (i)

D is equivalent to
the normalized average degree of neighboring nodes of the
current node. As depicted in Fig. 4, we consider a hypothetical
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Fig. 4. Illustration of node local importance

scenario where the path from node n to the sink node includes
intermediate nodes ni and nj , both having the same degrees,
denoted as d(i) and d(j) respectively. Our objective is to assess
the relative impact of ni and nj on the local network. Notably,
it is observed that a node nj with a higher average degree
among its neighbors is more likely to be situated within a
densely connected node cluster. In the event of node failures,
disruptions to nodes nj in dense node clusters may potentially
impact a larger number of links compared to sparse node
clusters. Consequently, we conclude that nj exerts a more
substantial influence on the local network than ni. Even in
the case of ni’s failure, it will impact a fewer number of links
compared to the potential impact resulting from the failure of
nj . When evaluating the node quality, denoted as qinode, we
tend to attribute a higher level of reliability to ni, as it belongs
to a sparse node cluster.

We define the global importance as the advanced node
betweenness centrality proposed by ourself, which quantifies
the interconnectivity between associated nodes. The node
betweenness centrality is commonly used to measure the pro-
portion of shortest paths passing through a particular node in
the current network, and a higher node betweenness centrality
implies a more influential role in network communication
[28]. Considering the specific characteristics of UASN network
transmission, we focus solely on the shortest paths between
the sink node and each individual node when calculating the
advanced node betweennesss centrality:

nodeig =
∑ ni

st

gst
. (8)

Here, gst represents the number of shortest paths from the
sink node to the target node, and ni

st represents the number
of shortest paths from the sink node to the target node that
pass through node ni. A higher value of the advanced node
betweenness centrality for node ni indicates that the node
plays a more significant role in forwarding data packets to
the sink node.

The residual energy of a node is a crucial factor influencing
its reliability, as it reflects the node’s current lifespan and its
capacity to carry out tasks. We posit that a higher residual
energy value indicates a more dependable node. Let Ei

re

denote the current residual energy of sensor node ni, and Ei
ini

represent its initial energy. We define the node energy factor
F i
energy of node ni as follows:

F i
energy =

Ei
re

Ei
ini

. (9)

Ultimately, we undertake a comprehensive assessment of
the potential influence of node on the overall network and
define the node quality qinode for node ni. Subsequently, a
normalization procedure is applied to standardize the node
quality values across all nodes:

qinode = F i
energy × (1− nodeiimp). (10)

2) Communication quality: When analyzing link quality,
prior studies predominantly assumed successful packet trans-
mission, considering only data packet congestion resulting
from limitations in link transmission rate. However, in UASN,
the communication capability of underwater acoustic channels
introduces the possibility of transmission errors or failures
during packet delivery. Consequently, relying solely on trans-
mission rate to assess the processing capability of the current
link is inadequate. In networking, packet delivery ratio (PDR)
commonly represents the current link’s ability to correctly
transmit data packets. Nonetheless, evaluating the processing
capability of the current link solely based on PDR disregards
the impact of transmission rate limitations on link processing
capability. Thus, when evaluating link processing capability, it
is essential to comprehensively consider both aspects.

For the sake of convenience, we assume that the transmis-
sion rate varies when the transmission power pij differs across
nodes. We adopt an underwater acoustic channel model that
is based on the Urick model [29]. The attenuation of a sound
signal with a frequency of f kHz transmitted over a distance
of d m can be estimated as follows:

10 logA(d, f)

A0
= 10k log d+ 10d logα(f). (11)

In (11), A0 represents a unit normalization constant, while
k denotes an expansion factor utilized to characterize the
geometric profile of sound wave propagation. Unless explicitly
stated otherwise, a typical value of 1.5 is adopted for k.
The absorption coefficient α(f) in dB/km can be estimated
according to the subsequent formulation [30]:

10d logα(f) =
0.11f2

1 + f2
+

44f2

4100 + f2
+ 2.75× 10−4f2

+ 0.003.

(12)

Under the given conditions, when considering solely path
loss, the signal-to-noise ratio (SNR) of a signal with frequency
f transmitted over a distance d can be estimated as follows:

SNR(d, f) =
P/A(d, f)

N(f)∆f
. (13)

In (13), P denotes the transmission power, A(d, f) repre-
sents the given path loss, N(f) represents the environmental
noise, and ∆f denotes the receiver noise bandwidth. The
environmental noise N(f) is computed by considering the
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contributions from turbulence (Nt), shipping (Ns), waves
(Nw), and thermal (Nth) noise sources.

10 logNt(f) =17− 30 log f

10 logNs(f) =40 + 20(s− 0.5) + 26 log f

− 60 log (f + 0.03)

10 logNw(f) =50 + 7.52
1
2 + 20 log f

− 40 log (f + 0.4)

10 logNth(f) =− 15 + 20 log f.

(14)

To facilitate the estimation of the packet delivery rate
between two underwater acoustic sensor nodes, binary phase-
shift keying (BPSK) modulation is employed, with each sym-
bol carrying one bit. In a non-fading additive white Gaussian
noise (AWGN) channel, the bit error rate (BER) can be
determined as follows [31]:

BER(d, f) =
1

2
(1−

√
SNR(d, f)

1 + SNR(d, f)
). (15)

Considering the given expression for SNR(d, f), the prob-
ability of successfully transmitting m bit data packets between
two sensor nodes at a distance of d in an acoustic link with
frequency f can be formulated as follows:

p(d, f,m) = (1−BER(d, f))m. (16)

In conclusion, the communication quality qijcom is defined,
and a normalization operation is applied to the communication
quality values of all links:

qijcom =
vt

vmax
× p(d, f,m). (17)

3) Link quality: Given the unique characteristics of UASN
compared to other network scenarios, the processing capability
of the current link is influenced by both nodes and edges. To
account for both node attributes and edge attributes in the
network, weight coefficients are introduced to balance node
quality (qnode) and communication quality (qcom). We define
λ1 and λ2 as the weight coefficients for node quality and
communication quality, respectively, with the constraint that
λ1+λ2 = 1. The final link quality (qij) is defined as follows:

qij = λ1 ×
qinode + qjnode

2
+ λ2 × qijcom. (18)

In the aforementioned equation, qij denotes the link qual-
ity of the link eij connecting node ni and node nj . The
variables qinode and qjnode represent the node qualities of
nodes ni and nj , respectively. Additionally, qijcom represents
the communication quality of the link eij . Taking into ac-
count the previous normalization of node quality qnode and
communication quality qcom, we ensure that the current link
quality qij ∈ [0, 1]. Through dynamic adjustment of the weight
coefficients according to different scenarios, we can identify
a set of relatively optimal weight coefficients that achieve a
balanced trade-off between node quality and communication
quality.

B. Bottleneck Optimization

Once the percolation model is established, we can identify
the bottlenecks that impede network traffic transmission within
the current model. Considering the relative reflection of link
quality qij on the processing capability of the current link in
the percolation model, it can be assumed that the impact on
links with small qij is inevitable when links with larger qij are
affected. Moreover, as the robust optimization in UASN aims
to minimize the impact on traffic reaching the sink node, more
attention is given to the internal traffic of the network. In real-
world network, the constraints imposed by link service capa-
bility on data transmission may not lead to link disruptions, but
they significantly impact network performance. To facilitate
the observation of changes in network performance within
the percolation model, we assume that the aforementioned
traffic-constraining links with qij become 0 and investigate
the resulting performance changes. The steps of our proposed
bottleneck optimization algorithm are outlined as follows:

Step 1: For each target node nt ∈ Sn and the sink node s,
forming a node pair S − T , a directed path Rst is established
from sensor node nt to sink node s, consisting of links eij ∈ E
that connect different nodes ni, nj ∈V in the same direction,
with nt as the first node and s as the last node. Considering
the scenario of multipath routing, a set of directed paths Rst is
utilized to store all routing paths from sensor node nt to sink
node s. Subsequently, the set of directed paths R is employed
to record paths from all nodes to the sink node, while the link
quality matrix Q is utilized to store the link quality qij of
each link eij in the network. Furthermore, we utilize the flow
matrix F to record the flow information collected by nodes
in multi-hop routing, where fij represents the flow carried by
each link eij . The set of bottlenecks is denoted as Eb, initially
initialized as empty (∅).

Step 2: For each node pair S−T , we establish an auxiliary
link set Et initialized as empty (∅). A directed path Rst from
sensor node nt to sink node s consists of multiple links eij .
We create a temporary link set Em, also initialized as empty
(∅). By traversing the entire routing path Rst and utilizing its
associated link quality set Qst, we identify the link eij with the
minimum link quality qij . This link is deemed the bottleneck
on the current path Rst and is included in the link set Em due
to its restrictive impact on traffic flow. When the link set Em

contains only one link (|Em| = 1), it signifies the existence of
a sole bottleneck on the current routing path, and we add the
link eij to the auxiliary link set Et. However, when the link
set Em contains more than one link (|Em| > 1), implying
the presence of multiple bottlenecks on the current routing
path, we must select the relatively more significant one. In
scenarios where multiple links possess the minimum qij value,
we designate the link eij with the highest flow from the set Fst

as the bottleneck on the current path, subsequently appending
it to the auxiliary link set Et. This is because when these links
have limited capacity to handle the traffic, the disconnection of
the link carrying the highest flow will have the most significant
impact on the network’s data transmission. Therefore, it should
be selected as the bottleneck.

Step 3: For all routing paths between node pairs S − T ,
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Algorithm 1 Discovering The Bottlenecks On Each Path
Input: Sn, s, the routing set R, the link quality matrix Q, the
flow matrix F
Output: the set of bottlenecks between S − T Et

Initialization: Et = ∅
1: for Rst ∈ R do
2: Create Em = ∅
3: for eij ∈ Rst do
4: if qij = min(Qst) then
5: Em = Em ∪ eij
6: end if
7: end for
8: if |Em| = 1 then
9: Et = Et ∪ eij

10: else
11: for eij ∈ Em do
12: if fij = max(Fst) then
13: Et = Et ∪ eij
14: end if
15: end for
16: end if
17: end for

we iterate through the auxiliary link set Et and create an
empty temporary link set En. The link eij with the highest
link quality qij from Et is selected as the bottleneck in the
communication between node pairs S − T and added to the
link set En. When a link with qij less than the max value
among En in Qst (in Fig. 5 it equals 0.6) is disconnected, it
is considered that the data between the target node 1 and the
sink node 8 remains unaffected as communication can still be
maintained between node 2 and node 5. However, when all
links with qij less than 0.7 (or or any value greater than the
max value in Qst and less than 1) are disconnected, the link
between node 2 and node 5 is severed, resulting in the inability
to establish communication between node 1 and node 8. In
this scenario, the link between node 2 and node 5 is deemed
to be the actual link that maintains communication between
the target node 1 and the sink node 8, thus selected as the
bottleneck in the current node pair 1 − 8. If the link set En

contains only one link, it is added to the set of bottlenecks
Eb. If the link set En contains more than one link, the link
with the highest flow among the edges is similarly selected
as the bottleneck on the current path and added to the set of
bottlenecks Eb.

1

2

3

4

5

6

7

8
bottleneck with minimum 

quality of each path

bottleneck with maximum 

quality of all paths

link quality 0.3 0.6 10.3 0.6 1

Fig. 5. Illustration of bottleneck optimization

Algorithm 2 Discovering The Bottlenecks Between S − T

Input: Sn, s, the routing set R, the link quality matrix Q, the
flow matrix F
Output: the set of bottlenecks Eb

Initialization: Eb = ∅
1: for nt ∈ Sn do
2: Create Et = ∅
3: Discovering the bottlenecks on each path
4: Create En = ∅
5: for eij ∈ Et do
6: if qij = max(Qst) then
7: En = En ∪ eij
8: end if
9: end for

10: if |En| = 1 then
11: Eb = Eb ∪ eij
12: else
13: for eij ∈ En do
14: if fij = max(Fst) then
15: Eb = Eb ∪ eij
16: end if
17: end for
18: end if
19: end for

Step 4: In order to assess the influence of each bottleneck
in the set Eb on the global network traffic, a significance score
sij is defined to indicate the proportion of its traffic demand
relative to the total traffic demand:

sij =
fst

1TnF1n
=

∑
s,t∈V,e∗st=eij

fst
1TnF1n

. (19)

In (19) , fst represents the flow between the current node
pair S−T , and F represents the flow distribution matrix of the
current network. When a link eij may serve as a bottleneck
for multiple node pairs comprising nodes nt and the sink node
in S − T (in (19) it equals to e∗st = eij), we accumulate
the ratio of flow between each node pair in S − T to the
overall flow. By relying solely on the network’s flow matrix
for computation, our framework remains suitable for networks
with non-uniform flow distribution. Finally, we rank all links
in Eb according to their significance score sij . The higher the
score, the more pronounced the constraining impact on data
transmission in the network, and the greater the influence on
network robustness.

Upon obtaining the set of bottleneck links ranked by their
significance scores sij , our strategy is to selectively optimize
the link quality qij in order to enhance network robustness.
It is evident that optimizing a larger number of links leads to
a greater enhancement in network robustness. However, it is
important to acknowledge that this improvement is accompa-
nied by an increase in additional overhead. Thus, it is crucial
to strike a balance between enhancing network robustness
and minimizing costs. In practical scenarios, we prioritize
the optimization of links with higher significance scores. By
specifically targeting these bottlenecks, our objective is to
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Algorithm 3 Optimizing The Bottlenecks
Input: Sn, s, the routing set R, the link quality matrix Q, the
flow matrix F , the number of the optimized bottlenecks n
Output: the sorted set of bottlenecks Eb

Initialization: sij = 0

1: for eij ∈ Eb do
2: Calculate sij
3: end for
4: Sort ∀eij ∈ Eb in descending order according to sij
5: Set the link quality qij of top n bottlenecks according to

sij to 1

elevate their link quality to the optimal state (qij = 1).
This targeted approach enables efficient resource allocation
and prioritization of improvements, leading to an overall
enhancement in network robustness and performance.

In UASN, there are several approaches that can be em-
ployed to achieve the improvement in link quality. One such
approach involves leveraging the capabilities of Autonomous
Underwater Vehicles (AUVs) for inter-node data transmis-
sion. By utilizing the mobility and communication capabil-
ities of AUVs, we can establish reliable and efficient data
transfer between nodes, thereby enhancing the link quality
and improving overall network performance. Another avenue
for improvement is through the modification of inter-node
communication methods. By optimizing the communication
protocols and techniques employed among nodes, we can
ensure the optimal processing capability of the existing links,
resulting in improved link quality and enhanced network
robustness.

Through the implementation of the optimization techniques
mentioned before, we can assess the final effects on the
network’s performance and robustness. By comparing key
metrics such as packet delivery ratio, delay, throughput, and
network robustness metrics α before and after the optimiza-
tion, we can quantitatively evaluate the effectiveness of the
PRobust. These evaluations provide insights into the extent
to which the link quality improvements contribute to overall
network performance enhancement, validating the efficacy of
our optimization strategies in enhancing network robustness.

V. SIMULATION RESULTS AND ANALYSIS

In this section, we provide empirical evidence of the effi-
cacy of the PRobust network robustness optimization strategy,
which is grounded in percolation theory. We conduct a com-
parative performance evaluation between PRobust and three
state-of-the-art network robustness optimization approaches,
namely Criticality Score [16], Edge Betweenness Centrality
[28], and Percolation Criticality [15].

A. Simulation Settings

To demonstrate its applicability to various networks, we
begin by generating a random network and comparing the
performance variations resulting from different robustness op-
timization strategies. The performance evaluation is conducted
through 2000 simulation runs. In practical sensor networks,

nodes with higher power generally exhibit superior communi-
cation capabilities. To capture the diversity in communication
abilities among nodes, we assume a proportional relationship
between node power and transmission rates [32]. Nodes with
higher power exhibit faster transmission rates and are less
prone to packet congestion. Furthermore, to simulate a dy-
namic marine environment, we assume the stability of the ma-
rine environment within each time slot, with changes occurring
in subsequent slots. The remaining parameters required for the
simulation evaluation are provided in Table I [33].

TABLE I
SYSTEM PARAMETERS

Parameter Value
Sensor field 1000 m × 1000 m × 1000 m

Node transmission power [6,12,18] W
Node receiving power 1.1 W
Node transmission rate [4600, 5750, 6900] bits/s

Node initial energy 20000 J
Carrier frequency 48 KHz

Bandwidth 5 KHz
Communication range 400 m

Packet length 1 KB
Time slot 5 s

Wind speed [0,10] m/s
Ship coefficient [0,1]

Maximum number of retransmissions 5

TABLE II
CURRENT MOVEMENT MODEL PARAMETERS

Layer Depth (m) vhx , v
h
y , v

h
z (m/s)

1 0 - 200 0.25, 0.25, 0
2 200 - 400 0.20, 0.20, 0
3 400 - 600 0.15, 0.15, 0
4 600 - 800 0.10, 0.10, 0
5 800 -1000 0.05, 0.05, 0

TABLE III
CALCULATION PARAMETERS OF CURRENT MOVEMENT

Parameter Value
Sea water density 1.05 g/cm3

USN density 0.8 g/cm3

USN volume 0.025 m3

USN cross-sectional area 0.16 m2

Viscosity coefficient 0.5
Gravitational acceleration 9.8 m/s2

Vortex radius [50,100] m
Vortex intensity [0,50]

The ocean current movement model utilizes a five-layer
ocean current model, and the primary parameters for each
layer are outlined in Table II . In recognition of the dynamic
characteristics of the marine environment, we consider the
possibility of varying positions for vortex centers. The crucial
parameters for computing ocean current motion are presented
in Table III .

B. Baselines

The PRobust approach proposed in this work is compared
with three other baseline methods as follows:
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1) Criticality Score (CS): In this methodology, the per-
colation model is constructed by evaluating the link
quality as the ratio of the link data transmission rate
to the maximum rate. The bottleneck is determined as
the maximum link among all identified bottlenecks.

2) Edge Betweenness Centrality (EB): In this approach,
the edge betweenness centrality is calculated as the
proportion of times each link occurs on the shortest paths
between other node pairs. The link that has a higher
occurrence on the shortest paths of node pairs involved
in communication is considered as the bottleneck.

3) Percolation Criticality (PC): In this scheme, the per-
colation model is constructed using the link quality
defined as the ratio between the data transmission rate
and the maximum rate. The bottleneck is determined
by identifying the link that induces the collapse of the
largest connected component in the network when the
threshold is modified.

C. Evaluation Metrics

To conduct a comprehensive evaluation of the performance
differences between the network before and after optimization,
we conduct comparisons across various dimensions, including
network robustness metric α, packet delivery ratio, delay, and
throughput. For each of these indicators, we provide the cal-
culation methods to ensure transparency and reproducibility.

1) Network robustness metric α: In the percolation theory,
with the increase of the threshold ρ, the links in the
network with a link quality below ρ are gradually
removed, leading to a gradual decrease in the proportion
of nodes capable of maintaining communication with
the sink node until it reaches 0. During the link removal
process, the integral value of the curve representing the
unaffected nodes’ communication is denoted as α and
can be expressed as (5) mentioned earlier.
Compared to directly employing the percolation thresh-
old ρ as an indicator of network robustness, α offers a
more accurate representation of the network’s capacity
to sustain its functionality. Given that all data gathered
by UASN nodes must be conveyed to the sink node,
our assessment of network traffic focuses solely on the
potential impact on the flow from each node to the sink
node.

2) Package delivery ratio (PDR): PDR is defined as the
ratio of the number of successfully delivered packets
from all nodes to the sink node to the total number of
packets sent during a data transmission session. In our
simulation, we consider both congestion and theoretical
packet delivery rates to calculate the communication
quality in terms of PDR, which is expressed as follows:

P =

∑n
i=1

∏h
j=11− (1− qj,j+1

com )r

n
. (20)

In (20), P denotes the average PDR from all nodes to the
sink node, n represents the count of nodes in the present
network, h signifies the number of hops along the
current path, qj,j+1

com denotes the communication quality

from node j to node j+1, and r represents the maximum
number of retransmissions within the current network.

3) Delay: The average end-to-end delay is defined as the
mean time required for all nodes in the network to
transmit a data packet to the sink node and for the
packet to be successfully received. In our simulation, we
focus on the packet transmission delay and propagation
delay as the primary factors contributing to the end-to-
end delay, and they can be mathematically expressed as
follows:

D =
1

n
×
∑n

i=1

∑h
j=2{

L

bm
+

∑r
k=1(

L

bm
+

R

v
)

× (1− (1− qj,j+1
com )r)}.

(21)

In the above equation, D denotes the average delay in
the current network, n represents the number of nodes in
the network, h represents the number of hops along the
current path, L represents the length of the data packet,
bm represents the transmission rate of the current node,
R represents the distance between the current node j
and the next hop node j + 1, v represents the speed
of sound propagation underwater, qj,j+1

com represents the
communication quality from node j to node j + 1, and
r represents the maximum number of retransmissions in
the current network.

4) Throughput: The cumulative number of packets success-
fully received by the sink node within a single time slot.
In our experimental analysis, we compute the average
number of packets received by the sink node per time
slot throughout the entire network lifespan. This metric
can be formulated as follows:

T =

∑t
i=1

∑n
j=1L× P

t× n
. (22)

In (22), T represents the throughput of the current
network, t represents the network’s lifetime, n represents
the number of nodes in the current network, L represents
the length of the data packet, and P represents the packet
delivery ratio from the current node n to the sink node.

D. Simulation Results

In this section, we commence by conducting a comparative
analysis between the bottlenecks identified by our proposed
PRobust method and the ground truth bottlenecks, thereby
validating the effectiveness of our approach. Subsequently, we
perform an in-depth analysis of the network optimized using
PRobust. Finally, we conduct a comprehensive comparison of
PRobust with other baselines.

1) Reliability Validation of PRobust: To assess the validity
of the bottlenecks identified by PRobust in the network,
we employ a numerical simulation approach for verification.
We introduce a small perturbation ϵ (in our simulations,
ϵ = 0.00001 is chosen) to the link quality qij of each
link. Subsequently, we rank the perturbation magnitude of the
robustness metric α for the resultant network. The link that
demonstrates the highest increase in the robustness metric α
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is considered the most critical bottleneck in the network. By
employing this numerical simulation approach, we obtain the
true ranking (TR) of each link in the network.

0 5 10 15 20 25
0

5

10

15

20

25

 

 

N
um

be
r o

f t
op

-ra
nk

ed
 li

nk
s

Number of common links(k)

 Exact match
 TR&PRobust( 1=0.1, 2=0.9)
 TR&CS
 TR&EB
 TR&PC

(a) PRobust and other methods
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Fig. 6. Assessing the accuracy of PRobust and other methods in bottleneck
optimization.

In our simulation of bottleneck optimization, multiple ap-
proaches were applied in a network with 100 randomly gener-
ated nodes, yielding respective sets of bottlenecks. To evaluate
the accuracy of these findings across different approaches, we
examined the top k bottlenecks obtained by each method and
assessed the number of links that coincided with the true set
of bottlenecks. Given the limited scale of our network, the
number of bottlenecks by various methods was constrained,
and we restricted k to a maximum value of 25. Fig. 6(a)
demonstrates the correspondence between the bottlenecks dis-
covered by PRobust (λ1=0.1, λ2=0.9), CS, EB, and PC, and
the actual bottlenecks in the network, for values of k ranging
from 1 to 25. Notably, PRobust (λ1=0.1, λ2=0.9) exhibited a

close alignment with the true bottlenecks in the network. CS
demonstrated some capacity to identify bottlenecks when the
link count was small, but its accuracy was limited due to the in-
adequate considerations in its percolation model construction.
Conversely, significant disparities were observed between the
bottlenecks identified by EB and PC and the true bottlenecks.
In situations with a low number of identified bottlenecks,
PC demonstrated faster discovery. However, as the link count
increased, EB outperformed PC in bottleneck optimization. In
Fig. 6(b), a comparison was made between the bottlenecks
identified by PRobust using different weight coefficients and
the true bottlenecks. When solely considering communication
quality and disregarding node quality, PRobust (λ1=0, λ2=1)
exhibited a close correspondence with the true bottlenecks
in the network. Nevertheless, as the value of λ1 increased,
the optimized bottlenecks by PRobust gradually deviated from
the true bottlenecks due to the growing significance of node
quality. This deviation could impact the accuracy of bottleneck
discovery. Thus, appropriate weight coefficients should be
chosen in accordance with the network size.

(a) Location of bottlenecks
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(b) Comparison of network robustness index α

Fig. 7. An example of network optimization leveraging PRobust.

2) Optimization Results of PRobust: In Fig. 7, we present
an analysis of the network’s changes before and after opti-
mization using a network example comprising 40 nodes. Fig.
7(a) depicts the network, where the sink node is highlighted
in red, and the sensor nodes within the UASN are represented
by black hollow nodes. The links between nodes are shown as
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blue lines, while the bottlenecks optimized by our proposed
approach are indicated by red lines. During the optimization
process, we focused on optimizing only three bottlenecks in
the current network. From the observation of Fig. 7(a), we note
that the bottlenecks tend to be located near the vicinity of the
sink node or between two larger node clusters. This behavior
can be attributed to the nature of our robustness metric α,
which takes into account the traffic flow between all sensor
nodes and the sink node. Consequently, the links surrounding
the sink node experience higher traffic loads. When a link
exhibits poor quality and bears a substantial amount of traffic,
it can become a limiting link for the overall flow within the
network. Additionally, in order to facilitate the transmission of
data packets to the sink node, the links between larger node
clusters also endure significant traffic loads, which further
contribute to link-constrained flow patterns, consistent with
our expectations.

In Fig. 7(b), we present the variation in the proportion of
unaffected traffic in the network as the percolation threshold
undergoes changes. The black line depicts this variation,
and the size of the black region corresponds to the integral
value of the curve between the range [0, 1], representing
the network’s initial robustness metric α. As the percolation
threshold increases, the proportion of unaffected traffic grad-
ually diminishes until it reaches zero. However, through link
optimization, we can mitigate this rate of decrease. Notably,
when the percolation threshold reaches approximately 0.61,
all traffic is impacted, rendering transmission to the sink node
infeasible. This observation underscores the challenge faced
by the initial network in ensuring robust network service in
complex and dynamic environments.

Conversely, the red line illustrates the variation in the pro-
portion of unaffected traffic in the network after optimization
using PRobust. The area under the red curve corresponds to
the robustness metric α of the optimized network. In our
simulation, we represent the optimization of bottlenecks by
assigning a link quality qij value of 1. In practical scenarios,
real-time link optimization can be achieved by employing
Autonomous Underwater Vehicles (AUVs) for node-to-node
transmission or by modifying communication techniques. It is
evident that by optimizing the three links depicted in Figure
7(a), we guarantee the preservation of unaffected traffic even
in the most adverse environments (i.e., when the percolation
threshold reaches 1), thereby significantly enhancing the over-
all network robustness.

3) Comparison with Baselines: Fig. 8 demonstrates the
variations in the network’s robustness metric α with different
numbers of optimized links. It is evident that increasing
the number of optimized links enhances the overall network
robustness across all schemes. PRobust exhibits the most sub-
stantial improvement in network robustness, followed by CS,
PC, and EB, which exhibit comparatively lower performance.
In PRobust, as the value of λ1 increases, the enhancement
in network robustness α gradually diminishes. This can be
attributed to the adverse impact of excessive consideration
of node quality on the accuracy of bottleneck discovery.
Furthermore, we observe that while the network’s robustness
continues to improve with an increasing number of optimized
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Fig. 8. The impact of optimized link numbers on α.

links, the magnitude of improvement becomes less significant
beyond three optimized links for most schemes. Taking into
account the associated overhead of link optimization, we
uniformly optimize three links in the subsequent simulation
processes.

Considering that the networks utilized in our simulations
are generated randomly, we have considered the errors arising
from these stochastic networks in the subsequent comparisons.
The error bars depicted in the comparisons encapsulate 95%
of the random networks.

Fig. 9 presents the variation in the network’s α for different
schemes as the network scale changes. In Fig. 9(a), PRobust
demonstrates the most substantial enhancement in network
robustness, followed by CS, while PC and EB exhibit com-
paratively lower improvements. Furthermore, PRobust exhibits
lower variance compared to other schemes, indicating its
superior robustness across diverse network instances. This
superiority stems from PRobust’s comprehensive consideration
of both the topological and physical characteristics of the net-
work when designing link quality, incorporating the influence
of nodes and edges. In contrast, CS, which solely accounts
for transmission rates, offers a less precise depiction of the
current network conditions.

Additionally, we observe that as the network scale expands,
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Fig. 9. Comparison of PRobust and other methods on α.

all schemes experience a decrease in the magnitude of robust-
ness improvement. Nonetheless, PRobust displays a signifi-
cantly higher enhancement ratio compared to other schemes.
This can be attributed to PRobust’s ability to effectively lever-
age the redesigned link quality, considering a larger number
of edges within the network, thereby capturing the distinctions
among various link qualities more accurately. Moreover, by
taking into account the convergence characteristics of UASN,
our proposed bottleneck optimization method accounts for
traffic distribution within the network and addresses scenarios
involving identical link qualities. The incorporation of the
flow information in our approach facilitates improved ranking
of these links, resulting in better alignment between the
bottlenecks and the actual ones present in the network.

Fig. 9(b) illustrates the dependence of weight coefficients on
network size for achieving maximum optimization of network
robustness. PRobust (λ1=0.2, λ2=0.8) demonstrates the most
notable enhancement in network robustness when the network
comprises 20 nodes. However, as the network size increases,
resulting in increased complexity, the weight coefficient λ1,
which leads to the most significant improvement in network
robustness, decreases. For a network containing 100 nodes,
PRobust (λ1=0.1, λ2=0.9) exhibits the most substantial im-
provement in network robustness.

This behavior can be attributed to the observation that in
smaller networks, a majority of the traffic tends to concentrate
on a few nodes, rendering the quality of those nodes critical
for traffic flow. Consequently, greater emphasis is placed on
node quality. However, as the number of nodes expands,
traffic is distributed across different nodes, diminishing the
likelihood of a few nodes significantly impacting the overall
network, as observed in smaller networks. Hence, it becomes
justifiable to decrease the weight coefficient associated with
node quality, λ1, while increasing the weight coefficient linked
to communication quality, λ2, to more accurately reflect the
processing capability of links.

As the network size continues to vary, PRobust (λ1=0.1,
λ2=0.9) consistently manifests substantial improvements in
network robustness. Thus, it can be concluded that, in the
majority of network scenarios, selecting weight coefficients of
λ1=0.1 and λ2=0.9 achieves a balanced consideration of node
quality and communication quality.
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Fig. 10. Comparison of PRobust and other methods on PDR.

Fig. 10 illustrates the impact of different schemes on
the packet delivery ratio in networks with varying sizes.
As depicted in Fig. 10(a), PRobust demonstrates the most
substantial improvement in packet delivery ratio, followed by
CS, while PC and EB exhibit relatively poorer performance.
Furthermore, PRobust exhibits the lowest variance among all
schemes regarding the enhancement of the packet delivery
ratio. This can be attributed to the fact that other schemes
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predominantly consider transmission rate and network topol-
ogy as the limiting factors for packet transmission, lacking
consideration of the realistic transmission characteristics in
network scenarios.

Moreover, as the network size increases, all schemes ex-
perience a decline in the improvement of the packet de-
livery ratio. However, PRobust maintains a relatively stable
enhancement proportion. Several factors contribute to this
observation. The EB scheme solely considers the frequency
of link usage without considering whether these frequently
used links encounter transmission rate constraints that hinder
traffic flow. The PC scheme optimized bottlenecks based solely
on link quality constraints, neglecting the frequency of link
usage. While the CS scheme partially considers both link
quality and usage frequency, its design of link quality only
incorporates transmission rate restrictions, failing to reflect the
impact of the environment on link quality. Furthermore, its
bottleneck optimization method cannot handle special cases
where link qualities are equal, and optimizing less critical
bottlenecks leads to a lower improvement in packet delivery
ratio compared to PRobust.

In Fig. 10(b), we compare the effects of PRobust schemes
with different weight coefficients on the packet delivery ratio.
As λ1 increases, the improvement in packet delivery ratio
diminishes. However, PRobust still maintains a high level of
improvement compared to schemes such as CS. This is be-
cause excessively large values of λ1 excessively emphasize the
influence of nodes on link quality evaluation, thereby imped-
ing the comprehensive reflection of communication quality’s
impact on link capacity.

Fig. 11 presents the impact of different schemes on network
latency across varying network sizes. As depicted in Fig. 11(a),
PRobust yields the most substantial reduction in network
latency, followed by CS, while PC and EB exhibit compar-
atively poorer performance in latency reduction. Furthermore,
PRobust exhibits the lowest variance among all schemes in
terms of reducing network latency. Fig. 11(b) illustrates the
influence of PRobust with different weight coefficients on
network latency. Similarly, due to its superior consideration of
link communication quality, PRobust demonstrates the most
pronounced reduction in latency under the configuration of
PRobust (λ1=0, λ2=1).

Fig. 12 portrays the influence of different schemes on
network throughput in networks of varying sizes. Fig. 12(a)
demonstrates that PRobust exhibits the most prominent en-
hancement in network throughput compared to all other
schemes, with its effectiveness increasing notably as the
network size expands. This phenomenon can be ascribed to
PRobust’s ability to identify bottlenecks that consider both
link quality and network traffic, thereby optimizing traffic
flow for a greater number of nodes. Fig. 12(b) presents the
impact of different weight coefficients on network throughput
improvement within the PRobust framework. Evidently, when
λ1=0 and λ2=1, the overall network throughput experiences
the most substantial enhancement, aligning precisely with our
anticipated outcomes.
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Fig. 11. Comparison of PRobust and other methods on delay.

VI. CONCLUSIONS

This paper investigates the problem of optimizing the ro-
bustness of UASN in ocean current environments. We propose
PRobust, a robustness optimization model for UASN based
on percolation theory, which incorporates both node and edge
characteristics into link quality. To enhance network robust-
ness, we introduce a dedicated bottleneck optimization method
tailored for the percolation model network. The problem of
bottleneck optimization is effectively addressed by introducing
the flow information recorded by nodes. Extensive simula-
tion results validate the reliability of our proposed PRobust
approach, which yields significant improvements in network
robustness while enhancing other key metrics. In essence, our
PRobust method achieves enhanced network service reliability
and performance with minimal overhead.

Our future work will primarily focus on the design of a
robust prediction and control algorithm. This algorithm aims
to maintain network stability and ensure a certain level of
service capability in uncertain environments by leveraging
historical environmental information. Moreover, we plan to
integrate AUV scheduling and path planning to enable end-to-
end optimization spanning from bottleneck discovery to AUV-
optimized links.
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