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A B S T R A C T   

In the realm of Digital Twins (DTs), industry experts have emphasised the pivotal concept of the Federation of 
Twins, envisioning seamless collaboration across sectors driven by shared semantics. In response to this chal
lenge, the Cognitive Digital Twin (CDT) integrates the DT framework with formal semantics, specifically on
tologies. This paper introduces a comprehensive five-step methodology for CDT development. Furthermore, it 
becomes possible to incorporate human expertise into the DT ecosystem by adopting an ontological approach. 
The CDT enhances DT services with advanced reasoning capabilities, leading to a profound semantic enrichment 
of the data. The presented methodology has been validated using a use case where the CDT is employed to detect 
malfunctions, significantly reducing manual intervention. This paper advocates for the adoption of CDTs, which 
represent a harmonious fusion of formal semantics and human expertise, enhancing system efficiency and 
operational performance.   

1. Introduction 

The current industrial direction is oriented towards enhancing pro
ductivity across production and management systems. Businesses are 
reconsidering their production tools, automation processes, and 
fostering collaboration within the supply chain, engineering, and sales 
[54]. In some industries, this transformative shift is seen as the begin
ning of a cognitive manufacturing era [11]. Within this context, cogni
tive manufacturing systems are emerging with the capability to 
autonomously recognise, assess, plan, predict, optimise, react, adapt, 
and enhance their operations. They exhibit decision-making and 
action-taking abilities akin to real-world cognitive behaviour, especially 
in dynamic and changing environments [21]. 

From an industry perspective, the pressing need is to establish more 
interconnected and collaborative frameworks. Notably, a survey con
ducted with industrial experts regarding the future requirements of 
Digital Twins (DTs) has underlined the significance of the “federation of 
twins” or the “network of twins” concept [9,17]. To clarify, this para
digm centres on the development of DTs that facilitate interoperability, 
allowing them to seamlessly function within and across sectors. 

Moreover, it offers the advantage of a shared common semantics be
tween the twins. Therefore, the federation of twins’ paradigm becomes a 
priority to tackle complex challenges and optimise the operations in 
large-scale systems, such as smart cities, national digital twin programs,1 

and complex engineering assets [9]. 
To elucidate further, the concept of “federation of twins” is distinct 

from “federated learning”, which primarily concerns privacy preserva
tion and collaborative machine learning [56]. In contrast, the federation 
of twins focuses on the interconnection, interoperability, and shared 
semantics between individual digital twins, enabling them to work 
collectively and efficiently in diverse domains and applications. This 
clarification should help avoid any potential confusion between the two 
concepts. 

There has been an increase in the use of ontologies as a framework 
for managing knowledge and data in DTs. The systematic literature re
view conducted by Correia et al. Correia et al., [15] reports that the 
adoption of industrial standards and ontologies enhances interopera
bility and provides the reference architecture to develop DTs [15]. 
Ontologies are a tool used to represent knowledge through an “explicit, 
formal specification of a shared conceptualisation” [27]. In ISO 
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21838:2021, ontology is defined as a “collection of terms, relational ex
pressions and associated natural-language definitions together with one or 
more formal theories designed to capture the intended interpretations of these 
definitions”. They provide a structured and organised way to model and 
represent knowledge, allowing for better understanding, communica
tion, and information management [52]. 

In the context of knowledge management, ontologies serve as a 
framework for organising and categorising knowledge assets within an 
organisation. They help to define and standardise the vocabulary and 
terminology used in a particular domain, enabling effective knowledge- 
sharing and retrieval [5]. By explicitly specifying the conceptualisation 
of a domain, ontologies facilitate the identification, classification, and 
retrieval of relevant information [29]. Preliminary evidence from a case 
study in Singapore demonstrated that a DT using semantic technologies 
(ontologies) and knowledge graphs improves the planning of smart 
cities and the design of future energy systems [3]. The association be
tween these two paradigms (DTs and ontologies) has led to an evolution 
of the concept of DT where additional components have been added to 
the standard DT approach (see Section 2). 

Cognition and semantics are closely related, as cognition refers to the 
mental processes and activities involved in acquiring, processing, and 
using information. In contrast, semantics is the study of meaning in 
language and how it is encoded and understood [31]. In the Semantic 
Web context, concerns about its cognitive plausibility exist. Some pro
pose using conceptual spaces, a knowledge representation framework 
aligned with human cognition, to improve Semantic Web data utility 
[44]. Additionally, it is suggested that the Semantic Web should 
consider human cognition, including conceptual representations and 
reasoning mechanisms. This involves incorporating conceptual spaces 
rooted in cognitive semantics and emphasising factors like similarity 
and prototype effects in categorisation as a more realistic approach to 
knowledge representation [25]. An ontological approach might satisfy 
this need. Recent research shows that a cognitive or semantic layer has 
been implemented in the DT architecture. Such DT frameworks with 
cognitive/semantic aspects are:  

• The universal digital twin [3] – a DT which includes semantic web 
technologies and dynamic knowledge graphs;  

• The next-generation digital twin [13] – a framework where DTs are 
connected through a knowledge graph enhancing knowledge 
sharing; 

• The cognitive twin [38] – a DT that uses ontology for managing in
terrelationships between models and virtual entities;  

• The cognitwin [1] – a third stage of evolution of the DT concept 
implementing interconnection between twins, and expert knowledge 
and historical data into the DT;  

• The cognitive digital twin [4] – a DT that includes elements of 
cognitive science, machine learning, and artificial intelligence har
nessing implicit knowledge derived from the operational experience 
of existing manufacturing systems, facilitates the transfer of more 
effective decision-making and control methods, resulting in 
enhanced overall performance across the system. 

Most of the architectures presented in the literature include an 
ontology as the methodology to semantically enrich the knowledge into 
the DT. The concept that attracted most authors is the cognitive twin, 
which recently evolved into the cognitive digital twin (CDT). These CDTs 
include a graph database to manage the data, and a series of ontologies 
including a top-level ontology (TLO) [ISO 23247–1] to facilitate the 
semantic interoperability between the CDTs, enabling the creation of the 
“federation of twins”. The CDT is defined as “a digital representation of a 
physical system that is augmented with certain cognitive capabilities and 
support to execute autonomous activities; comprises a set of semantically 
interlinked digital models related to different lifecycle phases of the physical 
system including its subsystems and components; and evolves continuously 
with the physical system across the entire life-cycle” [60]. 

The above-mentioned papers highlight several benefits of CDTs, 
including interoperability, portability, and the incorporation of human 
knowledge for reasoning. These characteristics are crucial in facilitating 
the creation of a federation of twins’ paradigm. Despite these advan
tages, few publications offer a comprehensive methodology for con
structing CDTs, indicating a significant gap in the existing literature. 
There is a clear demand for conceptual frameworks that can effectively 
guide the development of CDTs. Addressing the need for seamless 
knowledge sharing, transfer, and scalability within and across multiple 
domains in CDTs is also essential [4]. This underscores not only the need 
for structured approaches and best practices in creating CDTs but also 
the necessity for these systems to be interoperable and flexible, capable 
of adapting to various environments and applications. This situation 
highlights the growing interest in CDTs and their potential applications 
while simultaneously identifying crucial areas for further research and 
development. 

This paper aims to address the above-mentioned gaps by presenting a 
methodology for developing and validating a CDT architecture by 
creating the CDT of a laboratory setup. A Festo sorting station consti
tutes the laboratory setup. Festo is a German industrial automation and 
control company. They specialise in developing and manufacturing 
pneumatic and electrical control systems, automation technology, and 
educational equipment. Festo’s products and solutions are widely used 
in various industries, including manufacturing, automation, and edu
cation, to enhance efficiency and productivity. The novelty of this 
research lies in the proposed methodology, which incorporates human 
expertise into the DT domain. Furthermore, the methodology is tool- 
agnostic, based on system engineering approaches, and aligns well 
with manufacturing systems. 

The research questions this paper aims to answer are the following:  

1. Can an ontology approach be used to develop a DT?  
2. Can human expertise be transferred to the CDT?  
3. Can a CDT support a root cause analysis for the malfunction of a 

system? 

The remainder of the paper is structured as follows. Section 2 pre
sents the literature review on CDTs, highlighting the state of the art and 
the current gaps in addressing them. Section 3 presents the methodol
ogy. Section 4 presents the application of the architecture using the 
Festo sorting station. Section 5 presents the discussion; Section 6 pre
sents the conclusion and future works. 

2. Literature review 

The number of publications on CDTs is growing, as reported in Fig. 1. 
The result comes from a search of the “cognitive digital twin” string on 
the Scopus database on the 22nd of June, 2023. A total of 38 publica
tions, constituting 19 conference papers and 19 journal articles that 
directly support this research, have been identified. 

Key breakthroughs inspire the CDT concept in cognitive science, 
machine learning, and artificial intelligence. According to Neisser’s 

Fig. 1. Number of publications regarding CDTs.  
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classic definition [51], cognition involves ‘all the processes by which the 
sensory input is transformed, reduced, elaborated, stored, recovered and 
used’. The fundamental characteristics of cognition are attention (se
lective focus), perception (forming practical precepts from raw sensory 
data), memory (encoding and retrieval of knowledge), reasoning 
(drawing inferences from observations, beliefs, and models), learning 
(from experiences, observations, and teachers), and problem-solving 
(achieving goals) [4]. A list of existing definitions of cognitive digital 
twins and related concepts is reported in Table 2–1. 

The literature identifies several gaps, research challenges, and open 
research questions related to the concept of cognitive digital twins. 
These include:  

• Lack of consensus on the definition and scope of cognitive digital 
twins: There is no widespread consensus on the definition and scope 
of cognitive digital twins, leading to ambiguity and confusion [62].  

• Integration of heterogeneous digital twin models: Integrating digital 
twin models from different stakeholders with different protocols and 
standards is a challenging task due to the heterogeneity of data 
structures [62].  

• Semantic integration of digital twin models: Semantic technologies 
such as ontology and knowledge graphs are promising solutions for 
integrating heterogeneous digital twin models, but further research 
is needed to explore their full potential [37;62].  

• Enabling technologies for cognitive digital twins: Research is needed 
to explore and develop enabling technologies such as knowledge 
graphs, artificial intelligence, and machine learning techniques to 
enhance the cognitive capabilities of digital twins [37,62].  

• Lifecycle representation of cognitive digital twins: Cognitive digital 
twins should be able to represent the entire lifecycle of a system, 
including its subsystems and components, and evolve continuously 
with the real system. Research is needed to develop frameworks and 
architectures to support this comprehensive representation [62].  

• Decision-making capabilities of cognitive digital twins: Research is 
needed to explore how cognitive digital twins can support decision- 
making processes, including real-time data analysis, learning, 
reasoning, problem-solving, and autonomous decision-making [62].  

• Interoperability and connectivity of cognitive digital twins: Research 
is needed to address the interoperability and connectivity challenges 
of integrating multiple cognitive digital twins of different systems 
and domains, enabling seamless communication and collaboration 
[62].  

• Validation and verification of cognitive digital twins: Research is 
needed to develop methodologies and techniques for validating and 

verifying the accuracy, reliability, and performance of cognitive 
digital twins in real-world manufacturing settings [59,62]. 

Some relevant next steps highlighted in the literature include: 
• The need for novel conceptual frameworks and algorithmic break

throughs to develop cognitive digital twins. The facilitation of 
knowledge sharing and transfer among digital twin models and the 
scalability of knowledge sharing across multiple domains in cogni
tive digital twins [4].  

• Enhancing the cognitive capability of industrial systems by 
combining ontology-based systems and MBSE methods [34].  

• Developing methodologies and tools to enable knowledge capturing 
considering different expert/user-oriented formalisation stages. 
Improving the effectiveness and efficiency of the ontology-based 
engineering system and enhancing knowledge capturing and uti
lisation [6].  

• Exploring collaborative behaviours such as value co-creation in the 
context of tangible and intangible value. Additionally, determining 
members’ contributions in a collaborative venture. These future 
works aim to enhance further the understanding and implementation 
of the concept of cognitive digital twins [2].  

• Identify and extend ontology-driven services to enhance digital 
consistency, interoperability, and reusability in engineering activ
ities. There is a lack of research on integrating ontology as a semantic 
core for industrial system design [32].  

• Identify and extend ontology-driven services to enhance digital 
consistency, interoperability, and reusability in engineering activ
ities [33].  

• Generalising knowledge sharing across multiple domains and 
enabling scalable knowledge sharing in digital twin models [42].  

• Exploration of knowledge graph-based analysis in the context of 
digital twins. There is a lack of tools and methodologies for inte
grating knowledge graphs into industrial settings [40].  

• The development of a top-level ontology-based digital twin to 
improve human-machine interoperability [16], enhancing the CDT 
with optimisation algorithms for decision-making [20], and 
expanding research in the aircraft manufacturing domain to cover 
additional assembly stations and address system complexity [61]. 

• The lack of a solid methodological framework for the implementa
tion of DTs in manufacturing and the absence of a systematic 
approach in the scientific literature that applies the concepts of CDTs 
in a complex system of systems setup, such as agile supply chain 
networks [34,46,8] 

These gaps, challenges, next steps, and open research questions 

Table 2–1 
Definitions of Cognitive Digital Twins in the literature.  

Ref. Concept Definition 

Fernández et al. [22] Associative Cognitive Digital 
Twin (AC-DT) 

‘A contextual augmented description that explicitly includes the relevant associated relationships, connections or information 
channels of the considered entity with the other entities, for the considered application and purpose’ 

Eirinakis et al. [20] Enhanced Cognitive Twin (ECT) ‘Introduce advanced cognitive capabilities to the DT artefact that enable supporting decisions, with the end goal to enable DTs to 
react to inner or outer stimuli. The ECT can be deployed at different hierarchical levels of the production process, i.e. at sensor-, 
machine-, process-, employee- or even factory-level, aggregated to allow both horizontal and vertical interplay’ 

Lu et al. [38] Cognitive Twin ‘Digital Twins with augmented semantic capabilities for identifying the dynamics of virtual model evolution, promoting the 
understanding of interrelationships between virtual models and enhancing the decision-making based on DT’ 

Abburu et al. [1] COGNITWIN - Cognitive Digital 
Twin 

‘An extension of Hybrid Digital Twins incorporating cognitive features that enable sensing complex and unpredicted behaviour 
and reason about dynamic strategies for process optimisation, leading to a system that continuously evolve its own digital 
structure as well as its behaviour’ 

Intizar Ali et al. [33] Cognitive Digital Twin ‘An extension of existing digital twins with additional capabilities of communication, analytics, and intelligence in three layers: i) 
access, ii) analytics, and iii) cognition’ 

Al Faruque et al.,[4] Cognitive Digital Twin ‘Digital Twins endowed with the other elements of cognition such as perception, attention, memory, reasoning, problem-solving, 
etc’ 

Zheng et al. [62] Cognitive Digital Twin ‘A digital representation of a physical system that is augmented with certain cognitive capabilities and support to execute 
autonomous activities; comprises a set of semantically interlinked digital models related to different lifecycle phases of the 
physical system including its subsystems and components; and evolves continuously with the physical system across the entire 
lifecycle’ 

ElMaraghy, 
ElMaraghy [21] 

Cognitive Digital Twin ‘A digital representation, augmentation, and intelligent companion of its physical Twin as a whole including subsystems and 
across all of its life cycles and evaluation phases’  
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highlight the need for further research and development to fully realise 
the potential of cognitive digital twins in various industrial domains. 
There are limited publications where a methodology to develop CDT is 
presented. Kalaboukas et al. presented a methodology composed of four 
steps: scope definition, system modelling, design and operation, and 
rollout. However, the application of this methodology has a focus on the 
supply chain. The cognitive capabilities are characterised by a semantic 
representation of data without any detailed explanation or any use of 
ontology [34]. Most CDT publications focus more on describing the el
ements and the architecture rather than a general methodology to 
develop the CDT. This paper aims to provide a methodology to build a 
CDT architecture that addresses most of the aforementioned research 
gaps. Moreover, the methodology has been validated using a 
laboratory-based experiment. 

3. Methodology 

In this section, a comprehensive and structured methodology for the 
development of CDTs is presented. The primary objective of this meth
odology is to provide a well-defined, step-by-step procedure that en
compasses all essential aspects involved in the process of CDT creation. 
What sets this methodology apart from the existing literature is its 
emphasis on the procedural dimension rather than delving into archi
tectural or tool-related details. The methodology proposed is the 
culmination of iterative work, lessons learnt, and research experience 
gained throughout this project. 

This methodology consists of five key steps, each playing a crucial 
role in the coherent and successful development of CDTs. What char
acterises a step is the achievement of a complete and tangible result at its 
conclusion, which then becomes instrumental for the subsequent step. 
Adhering to this criterion, we have delineated a process comprising five 
distinct steps. These five steps are not isolated entities but rather intri
cately interconnected, demonstrating a significant interdependency that 
ensures a cohesive and effective CDT development process. 

The methodology’s structure is underpinned by theoretical princi
ples from systems engineering and interdisciplinary insights, ensuring a 
robust and holistic framework (inspired by the one proposed and dis
cussed in [37]. Each step was designed to align with the goals of CDT 
development, focusing on integrating human expertise, data interoper
ability, and facilitating informed decision-making in complex asset 
management. Consequently, this methodology is tailored for CDT with a 
strong ontology component and is influenced by the recent methodology 
for developing ontologies, Linked Open Terms (LOT), proposed by 
Poveda-Villalón et al. Poveda-Villalón et al. [43]. This approach ensures 
that the methodology addresses current challenges in CDT development 
and lays a foundation for future advancements in the field. 

A visual representation of the methodology is reported in Fig. 2. The 
presented methodology provides a structured framework for developing 
CDTs and emphasises the procedural aspect, ensuring clarity and 
coherence throughout the CDT creation journey. By following these 
defined steps, researchers and practitioners can effectively harness the 
potential of CDTs across various domains and applications. 

In particular, the five steps are defined as follows:  

1. Requirements analysis. The initial step involves a comprehensive 
analysis of the requirements. This includes gaining a deep under
standing of the system of interest, dissecting its structural and 
functional components, and defining the scope and purpose of the 
intended CDT.  

2. Gathering knowledge. This step entails the systematic collection of a 
wide spectrum of essential information. This information encom
passes an array of critical elements, such as underlying facts, as
sumptions, rules, behavioural patterns, periodic observations, and 
invaluable human expertise related to the system of interest. The 
knowledge collected in this step serves as the foundation and needs 
to be encoded into an ontology in the subsequent phase.  

3. Develop ontology. The development of the ontology begins with the 
formulation of Competency Questions (CQs) that precisely define the 
ontology’s purpose. This step proceeds with the creation of the 
ontology itself, which serves as a formalised structural description. It 
encapsulates critical aspects like functions, behaviours, processes, 
and state descriptions of the system. 

4. Data. In this step, we address the data aspects of the CDT. This in
cludes selecting the appropriate data strategy, which encompasses 
choosing the suitable graph database technology capable of 
importing both the ontology and data to the graph database. Addi
tionally, it involves defining the query strategy, middleware selec
tion, and establishing the information and knowledge transfer 
strategy to and from the CDT.  

5. Analysis. The final step revolves around conducting analytical and 
simulation activities essential to fulfil the intended purpose of the 
CDT. As defined by [55], this element closely relates to the service 
component of the Digital Twin. The outcomes of this step are intri
cately tied to the specific application and purpose for which the CDT 
is being developed. The CDT will then provide feedback, enhancing 
decision-making and operations. 

3.1. Requirements analysis 

This step consists of understanding the components and boundaries 
of the system of interest. In particular, the classification of the compo
nents, qualitative formalisation of the parthood and connection relations 
between components (mereotopology). Mereotopology combines mer
eology, the theory of parts and wholes, and topology, the study of spatial 
properties and relations that remain constant under continuous trans
formations. In essence, mereotopology explores the relationships be
tween parts and wholes and their spatial properties and connections. 
Mereotopology helps define what constitutes a ’part’ of a system and 
how these parts are spatially and functionally related to each other and 
to the ’whole’ system. This is crucial in systems engineering and design, 
where understanding the boundaries and interfaces between compo
nents is key to effective system integration. Mereotopology provides a 
framework for modelling and understanding complex systems. It helps 

Fig. 2. Methodology to develop CDT.  
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in breaking down a complex system into more manageable parts, un
derstanding the relationships and dependencies between these parts, 
and how changes in one part might affect the whole system. 

In the context of requirement analysis, mereotopology can aid in 
understanding how different system components interact and depend on 
each other. This understanding is essential for identifying and defining 
system requirements, especially interoperability, scalability, and 
modularity. Mereotopology plays a crucial role in the requirements 
analysis, as it is fundamental for the ontology creation by providing a 
framework for representing and reasoning over part-whole relations 
(mereology) and spatial relationships (topology). Mereotopology deals 
with the concepts of parthood and location, which are fundamental for 
modelling complex relationships between entities in the world. By 
incorporating mereotopological relations into ontologies, we can cap
ture the spatial and structural aspects of the modelled domain. This al
lows for a more accurate and comprehensive representation of 
knowledge, enabling better reasoning and inference capabilities within 
the ontology [36]. Furthermore, the relation between functions and 
capabilities of each component, modelling the system’s behaviour, the 
flow of material, energy, and control in the system should all be included 
in the system boundary. 

Capturing the parthood and changes in different situations 
happening over time in a system can be managed with the Mer
eotopology theory. Salustri proposes using design mereotopology (DMT) 
in product modelling, highlighting its potential for improved under
standing and manipulation of product knowledge [47]. Forrest presents 
a mereotopological system based on interior parthood without relying 
on classical mereology or the Axiom of Choice [23]. Hahmann and 
Grunninger provide an overview of different axiomatisations and rep
resentations of mereotopologies, emphasising the need for practical 
extensions and integration into comprehensive ontologies [30]. Galton 
introduces discrete mereotopology, which considers entities built from 
atomic elements, and discusses its applications in qualitative spatial 
reasoning [24]. These papers demonstrate the relevance and potential of 
mereotopology in capturing parthood and changes in various contexts, 
including product modelling, theoretical frameworks, and practical 
applications. Casati and Varzi discuss the interplay between mereology, 
topology, and the theory of spatial location in understanding the 
structures of spatial representation. Moreover, they presented two 
strategies representing the combination of mereology and topology and 
the definition of mereotopology [14]. 

Mereotopology is pivotal in ontological analysis [58]. This theory 
allows for the qualitative formalisation of two essential concepts: 
part-whole relationships (i.e., one entity being a part of another) and 
connectivity (i.e., the relationship between entities being connected). 
The current obstacle in applying mereotopology-based theory in engi
neering design is the need to account for how a product is perceived in 
the real world [19]. The mereotopology theory is well explained in the 
literature [57] and has also been associated with the formal ontology 
domain [49]. It must be noted that the explanation of the underlying 
mereotopology theory is out of the scope of this paper. However, the 

application of the mereotopology theory through the use case falls 
within the scope of this paper and is presented in Section 4.1. 

The representation of the mereology structure of a system is reported 
in Fig. 3. The figure represents a system composed of three artefacts (a, 
b, and c) where two components b and c are part of a super component a. 
The Venn diagram at the bottom shows how the two subcomponents 
belong to a. In this paper, the authors follow the concept of functions and 
capabilities defined by Merrell et al. Merrell et al., [39]. It should be 
noted that other schools of thought also exist and slightly differ from 
what will be described below [12]. A capability is defined as a disposition 
in whose realisation some organism or group of organisms has/had an interest 
[39]. A function is a capability that explicitly highlights the reason why 
an entity exists (teleological argument). All designed artefacts have 
functions because that is the definition of the word artefact. They are 
entities which were designed to perform a particular process. Moreover, 
that means that they were designed to have a function which is realised 
in that process [39]. 

Also, to verify the system’s mechanical design, the Axiomatic Design 
(AD) theory has been used [53]. The AD theory is used to break down the 
system. This theory is applicable across various types of systems, 
encompassing machines, complex systems, software systems, organisa
tional structures, and hybrid systems combining hardware and software 
elements. Systems are represented using a system architecture frame
work, which includes the {Functional Requirements}/{Design Parame
ters}/{Process Variables} hierarchies, a ‘junction-module’ diagram, and 
a ‘flow diagram’. 

The ’flow diagram’ within the system architecture succinctly illus
trates the system’s design, the interconnections among its modules, and 
the control sequence in operating systems. This flow diagram serves a 
multitude of purposes, such as aiding in system design, construction, 
operation, modification, and maintenance. Furthermore, it is a valuable 
tool for facilitating distributed design and operation of systems, diag
nosing system failures, and maintaining archival documentation [53]. 

With this approach, at each level of decomposition, if specific pro
cesses achieve the functions of each component, then the parent com
ponent’s function is also effectively realised [48]. Axiom (A. 1) sets this 
limitation by employing the predicate functionalPartOf, which acts as a 
specific form of parthood relation among functions. This axiom helps 
formalise the concept of systems and their functional relationships 
within a more extensive system or context. 

∀s, śFunctionalPartOf(ś , s) →System(s) ∧ System(ś)

∧ ∃f , fʹ (bears(ś , f )́ ∧ bears(s, f) ∧ decompose(f ,́ f)) (A. 1) 

⸪ (A.1) For any two entities s and s′, if s′ is a functional part of s, then 
both s and s′ are systems, and there exist functions f and f′ such that s 
bears f, s′ bears f, and f can be decomposed into f. 

Sarkar et al. Sarkar et al., [48] have restructured the independence 
axiom from AD theory, focusing on how the associated components’ 
capabilities back functions at various decomposition levels. From the 
interplay between functions and the abilities of system components, two 

Fig. 3. Mereotopology diagram that shows the relations between artefacts, their functions, and their capabilities.  
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valid configurations can be discerned: the summation junction and the 
control junction, both considered types of modulo-junction. As origi
nally outlined in AD theory, these configurations align with the diagonal 
and triangular design matrices. 

The predicates SummationJunction (A. 2) and ControlJunction (A. 3) 
are established between a component and its two sub-components. 
Specifically, within the ControlJunction predicate, the component occu
pying the second position exercises control over the component in the 
third position. 

∀c, ć , ć ŚummationJunction(c, ć , ć )́ ↔ ∀p, f (bears(c, f)

∧ realizes(p, f)→∃f ,́ fʹ́, ṕ , ṕ (́bears(ć , f )́ ∧ bears(ć ,́ fʹ́)
∧ decompose(f ,́ f) ∧ decompose(fʹ́, f) ∧ realizes(ṕ , f )́ ∧ realizes(ṕ ,́ fʹ́))

(A. 2)  

∀c, ć , ć ĆontrolJunction(c, ć , ć )́ ↔ ∀p, f (bears(c, f)

∧ realize(p, f)→∃ṕ , f ,́ ṕ ,́ fʹ́(bears(ć , f )́ ∧ bears(ć ,́ fʹ́)
∧ (realizes(ṕ , f )́→realizes(ṕ ,́ fʹ́)))) (A. 3) 

⸪ (A.2) For all configurations c, c’, and c’’, the ’SummationJunction’ 
relation holds if and only if, for all processes p and functions f, if c bears f 
and p realizes f, then there exist functions f’ and f’’ and processes p’ and 
p’’ such that c’ bears f’, c’’ bears f’’, f’ decomposes f’, f’’ decomposes f’, 
p’ realizes f’, and p’’ realizes f’’. 

⸪ (A.3) For all configurations c, c’, and c’’, the ’Control Junction’ 
relation is valid if and only if, for all processes p and functions f, when c 
bears f and p realizes f, there exist processes p’ and p’’, as well as 
functions f’ and f’’, such that c’ bears f’, c’’ bears f’’, and if p’ realizes f’, 
then p’’ realizes f’’. 

The elements of the AD theory serve as essential guides throughout 
the stages of system design, development, servicing, and trouble
shooting. Furthermore, they offer a valuable means of documenting the 
system design effectively. When inspecting the flow diagram, it becomes 
possible to identify vulnerable design connections by recognising the 
interconnected components within the system’s design. This insight can 
help pinpoint areas of potential weakness in the overall system design. 
Moreover, the theory should offer clear instructions for identifying the 
components that need to be examined when the system fails to execute 
specific functions [53]. 

In this step of the methodology, the applicability criteria of methods 
that include mereotopology, mechanical, and system engineering anal
ysis should be aligned with the project’s scope and objectives, consid
ering the complexity and scale of the project. 

3.2. Gathering knowledge 

This section aims to understand the system’s behaviour, model the 
processes that occur within a specific system and then integrate that 
knowledge into the CDT. This process involves several key steps:  

• Defining Processes within the System: The first step is to identify and 
describe the system’s various activities, actions, or transformations. 
This is essential because systems can be pretty complex, and clearly 
understanding what is happening is crucial for effective modelling.  

• Transferring Knowledge into the CDT: CDT refers to a digital model of a 
real-world system that incorporates data, knowledge, and algorithms 
to simulate and understand how that system behaves. So, part of the 
process is taking the knowledge about the system’s processes and 
incorporating it into this digital twin for analysis and simulation.  

• Using First Order Logic (FOL) Axioms for Definitions: To make these 
processes more precise and formal, they are expressed using First 
Order Logic (FOL) axioms. FOL is a mathematical language that 
provides a structured way to represent knowledge. Each process is 
defined in terms of logical statements, making it clear, unambiguous, 
and suitable for computer-based reasoning.  

• Thematic Roles - "Instrument“ and "Patient"2: To better understand and 
model the processes, it is essential to distinguish between the various 
entities or elements involved. Here, two thematic roles are 
introduced:  
o Instrument: This role represents the entity or element that directly 

causes or initiates a process. It is the actor or agent responsible for 
carrying out the action.  

o Patient: In contrast, the patient is the entity that is impacted or 
affected by the processes. It is the entity undergoing a change as a 
result of the process. These roles help define the roles of different 
entities within the system clearly.  

o Gathering and Storing Human Expertise: Often, domain experts 
possess valuable knowledge about the system. They may have 
insights that are not necessarily expressed in a formalised way. 
During this phase, the aim is to collect this knowledge from 
domain experts and store it for later use.  

o Conversion of Human Expertise to Formal Logical Statements: Human 
expertise, especially from experts, tends to be in natural language 
or an informal format. This knowledge is converted into formal 
logical statements to make it compatible with the formal model. 
This step ensures that the gathered knowledge can be seamlessly 
integrated into the model, maintaining consistency and compati
bility with the rest of the formal representation. 

This approach is all about systematically understanding, modelling, 
and simulating a specific system. It emphasises the need for formal
isation to achieve precision, introduces thematic roles to clarify entity 
roles in processes, and stresses the importance of gathering, storing, and 
formalising human expertise from domain experts for a comprehensive 
analysis of the system. 

In this step of the methodology, where the methods focus on sys
tematically understanding, modelling, and simulating a specific system, 
the applicability criteria are centred around the thoroughness and pre
cision of the information-gathering process. This includes emphasising 
the need for formalisation to ensure accuracy in the representation of the 
system. The method calls for clearly defined thematic roles to elucidate 
the functions of various entities within the processes being modelled. 
Furthermore, a significant emphasis is placed on collecting, storing, and 
formalising human expertise, particularly from domain experts, to 
ensure a comprehensive and insightful analysis of the system. This 
approach necessitates a meticulous and systematic process of knowledge 
acquisition, prioritising depth and quality of information to facilitate a 
robust and accurate modelling and simulation of the system. The 
criteria, therefore, revolve around the precision of data, clarity in role 
definition, and the depth of expert insights incorporated into the system 
analysis. 

3.3. Develop ontology 

The information gathered in the previous two steps (subsections 3.1 
and 3.2) is encoded and used in this phase for the development of the 
ontology. In general, an ontology is a set of logical statements. A guide 
that will help the user to formalise what has been found in the previous 
steps in a set of consistent logical statements has been presented below. 
The result will then be converted into a file that can be used consecu
tively to enhance the collected data’s quality and perform more 
advanced analytics. The methodology to develop an ontology takes 
inspiration from the Linked Open Terms (LOT) methodology published 
by Poveda-Villalón et al. Poveda-Villalón et al., [43]. It is composed of 4 
main steps: (i) ontology requirements specification, (ii) ontology 
implementation, (iii) ontology publication, and (iv) ontology mainte
nance. This methodology emphasises the importance of ontology con
struction for sharing a common understanding of information structure 

2 https://semantic-annotation.uvt.nl/LIRICS_semroles.htm#LIRICS_semrole 
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and enabling query retrieval, highlighting its role in facilitating 
ontology reuse, knowledge representation, and information sharing in 
various domains. 

The ontology development process is initiated by identifying its re
quirements, a pivotal step achieved by formulating competency ques
tions (CQs). These CQs are carefully crafted queries that encapsulate the 
specific types of information and knowledge the ontology is meant to 
handle. They are derived from practical scenarios, such as the analysis 
phase in a CDT, which dictate what kind of information the ontology 
should effectively manage [28]. 

In conjunction with the formulation of CQs, it is essential to articu
late the answers the ontology should provide when these questions are 
posed. This step ensures that the ontology is constructed with a clear 
purpose and that it delivers the necessary information and knowledge 
when called upon. 

Following this, a rigorous verification process is carried out by 
querying the ontology with these CQs to validate that it aligns with the 
defined requirements. This verification process systematically compiles 
a glossary of essential terminology, serving as the foundational frame
work upon which the ontology is constructed. This terminology helps 
organise key concepts and relationships within the ontology and informs 
the development of a hierarchical taxonomy, ensuring that the knowl
edge representation is structured and efficient for its intended applica
tion. In essence, this comprehensive approach ensures that the ontology 
is tailored to represent, manage, and provide relevant knowledge for its 
specific domain of application effectively. 

In the context of CDT, ontology development holds a pivotal role. 
One key aspect of this development is the careful selection of upper-level 
ontologies. The different types of ontologies divided by level of 
abstraction are reported in Fig. 4. These upper-level ontologies, often 
referred to as top-level ontologies (TLOs), serve as the foundational 
building blocks for defining more specific domain ontologies within the 

CDT framework. TLOs like Basic Formal Ontology (BFO), Suggested 
Upper Merged Ontology (SUMO), and Descriptive Ontology for Lin
guistic and Cognitive Engineering (DOLCE) are generic frameworks that 
describe high-level concepts or universals. They play a critical role in 
ensuring interoperability between domain ontologies, facilitating 
seamless integration and the reuse of knowledge. In the context of CDTs, 
the choice of TLOs and mid-level ontologies (MLOs) is guided by the 
nature of the system and the knowledge required for analysis, enabling 
the development of domain-level ontologies (DLO) and application-level 
ontologies (ALO) tailored to the specific context of a CDT, considering 
factors such as functional composition and processes [7]. 

In addition, the design of ontologies within the CDT framework is 
guided by a set of eight fundamental principles, with a particular 
emphasis on domain ontologies [7]. These principles encompass essen
tial aspects such as realism, perspectivalism, fallibilism, adequatism, the 
principle of reuse, the balance between utility and realism, open-ended 
ontology design, and addressing low-hanging fruit. Adhering to these 
principles is of paramount importance to ensure the development of 
ontologies that not only address immediate utility but also accommo
date revisions and updates considering the evolving scientific knowl
edge and technological advancements, which are crucial in the dynamic 
context of CDTs. 

Moreover, in the context of CDTs, it is imperative to avoid devel
oping new ontologies from scratch, as doing so could hinder interop
erability. Instead, a comprehensive review and assessment of existing 
ontology resources related to the CDT’s domain should be conducted. 
Ontologies are intended to facilitate communication between informa
tion resources across various domains and disciplines, aligning with the 
holistic nature of CDTs. 

Furthermore, within the CDT framework, designing a domain 
ontology is just the initial step in an ongoing process. This process in
volves continuous maintenance, evaluation, updates, and alignment 
with neighbouring ontologies, considering advancements in scientific 
knowledge and our evolving understanding of ontology and its associ
ated logical and computational technology. These principles underscore 
the importance of creating ontologies in a manner that allows for 
expansion and amendment over time. The best practice guidelines 
within this framework are intended to achieve this dynamic and 
adaptable ontology development approach. 

In the process of developing domain ontologies within CDTs, a pre
liminary phase involves classifying fundamental universal concepts and 
relationships. A recommended approach is to begin by identifying 
overarching terms commonly found in foundational literature. Subse
quently, the process entails systematically representing increasingly 
intricate entities within the domain. The five general steps to follow 

Fig. 4. Levels of abstraction in ontology theory.  

Fig. 5. Database approaches based on data complexity (Inspired from An Introduction to Graph Data Stores and Applicable Use Cases, Sumit Pal, Gartner Research, 
Published: 24 January 2019, https://www.gartner.com/en/documents/3899263 (accessed 30/06/2023)). 
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when designing a DLO and ALO are [7]:  

1. Delimit the ontology’s subject matter.  
2. Collect data: identify the general terminology used in literature and 

other ontologies.  
3. Sort these terms in a hierarchy. 
4. Regulate the outcome to ensure (i) logical, philosophical, and sci

entific coherence; (ii) coherence and compatibility with neighbour
ing ontologies; and (iii) clarity, mainly through the development of 
human-readable definitions.  

5. Formalise the outcome in a computer-usable language such that it 
can be implemented in some computable framework. 

3.4. Data 

In this phase, a data management strategy is selected to ascertain 
how to store the data, which kind of databases need to be used, how to 
send the data into those databases, and where to store those databases 
(locally or in the cloud). Moreover, this step includes modelling the data, 
which consists of transforming raw data into the knowledge graph using 
the ontology vocabulary developed in the previous step (Section 3.3). 

The ontology maps the human expertise. It provides a formal way to 
express the knowledge of the system of interest and establishes common 
semantics over the system of systems environment through life (using a 
TLO approach). One of the elements of ontology is the map that repre
sents the relationship between objects, usually in the form of a graph. 
From the data management point of view, data might be entering the 
system in different formats and managed with different strategies 
depending on the complexity of the data. Various types of databases that 
handle different levels of data complexity have been reported in Fig. 5, 
with the non-relational database systems highlighted in dark blue [45]. 

Data complexity is assessed in terms of size, structure, variety, and 
abstraction [17]. It is important to note that graph databases may not 
always be the most effective solution due to this approach’s complexity 
and overhead. The optimal solution could be using a combination of 
databases, with each approach being better suited for handling specific 
areas of data complexity. Typically, a relational database is the prefer
able option when dealing with entities, whereas a graph database is 
better suited for examining the relationships between entities. Further 
information on these approaches can be found in the literature, such as 
Bechberger and Perryman [10]. 

The graph database is the perfect fit if the user wants to shape the 

data based on an ontology. Furthermore, some advantages of graph 
databases are [45]: 

• Flexible data modelling: Graph databases allow for flexible and dy
namic data modelling that can easily handle complex, inter
connected data.  

• High performance for complex queries: Graph databases are 
designed for complex queries, which can be executed quickly, even 
on large datasets.  

• Scalability: Graph databases can easily scale horizontally by adding 
more nodes to the cluster.  

• Better handling of unstructured data: Graph databases are good at 
handling unstructured data like social media data or IoT data. 

Applications where graph databases are more efficient than rela
tional databases are [10]:  

• Fraud or anomaly detection  
• Knowledge graph  
• Network/asset monitoring  
• Identity and access management  
• Social networks  
• Machine learning (pathfinding, inferred properties, etc.) 

In this methodology step, the applicability criteria revolve around 
selecting an appropriate data management strategy, which is crucial for 
determining storage methods, database types, transmission techniques, 
and whether data should be stored locally or in the cloud. This phase 
also includes data modelling, transforming raw data into a knowledge 
graph using the ontology vocabulary developed in an earlier phase. The 
complexity of the data, measured by size, structure, variety, and 
abstraction, dictates the choice of database. While graph databases offer 
flexibility, high performance for complex queries, scalability, and 
adeptness with unstructured data, they are not universally optimal due 
to their complexity and overhead. A blend of database types is some
times more effective, with relational databases favoured for entity 
management and graph databases for analysing relationships. This 
decision-making process is also shaped by the data’s nature and appli
cation areas, with graph databases excelling in fields such as fraud 
detection and network monitoring. Thus, this step involves a nuanced 
assessment of data characteristics and system requirements to identify 
the most suitable data management and modelling approach. 

Fig. 6. Relation between the components of the CDT.  
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3.5. Analysis 

In this phase, the purpose that led to the development of the CDT is 
converted into a validation strategy. Fig. 6 illustrates a conceptual 
framework that connects the physical and digital realms. It is partitioned 
into two principal sections: "Physical World" and "Digital World", 
demarcated by a dotted line. On the left, under "Physical World", there is 
an "Entity" linked to a "User" and "Sensors". The entity and sensors have 
connections leading to a "Database" in the "Digital World" segment, 
delineated by dotted lines, suggesting data transfer or communication 
pathways. Within the "Digital World", several components are 
interlinked:  

• "Ontology" is linked to "KG", denoting Knowledge Graph, and to 
"CDT," standing for Cognitive Digital Twin.  

• "Database" is connected to "Analytics", which in turn links to both 
"Model" and "DT", representing Digital Twin.  

• "Model" has connections to "Algorithms". 

This configuration indicates a system wherein sensors gather data 
from the physical environment, which is then stored in a database. This 
information is analysed and utilised to develop models and algorithms 
that underpin the DT. The CDT appears to be a more sophisticated 
iteration that integrates a KG and ontology for enhanced data analysis 
and decision-making processes. The intent is to clarify the roles of 
various components in the process of developing a CDT and how it 
differs from a standard DT. 

In the "Physical World", the tangible entity is to be mirrored digitally, 
which could be an asset, a system, or an organisation. The users and 
sensors serve as interfaces, collecting data and insights to be transmitted 
into the "Digital World". 

Within the "Digital World", the data gathered by the sensors is held 
within a database structure. Simultaneously, the insights collected from 
user and entity interactions are organised within an ontology. The 
ontology presents knowledge of different models about the physical 
entity, including ontology for the behaviour, processes, and interactions. 
This ontology encapsulates the knowledge and shapes the KG, into 
which the data is assimilated. 

The "Analytics" component illustrates the core of the CDT’s capa
bilities. Herein, the CDT analyses data, executes algorithms, and con
ducts analytics within the KG. This process entails comparing the digital 
model to its physical counterpart as represented in the CDT and sup
plying feedback directly to the entity (to refine operations) or to the user 
(to support decision-making). 

This procedure is reported in Fig. 6, which also visually differentiates 
the CDT from the DT. The CDT is represented as an enhanced system 
because it is capable of creating a digital representation of a physical 
entity and comprehending and using the knowledge concerning the 
entity to enhance operations and support decision-making. This is con
trasted with a DT, which may not possess the same level of cognitive 
functionality and might typically function primarily as a digital dupli
cate, lacking advanced analytical and decision-support capabilities. 

In this step of the methodology, the applicability criteria revolve 
around converting the development purpose of the CDT into a validation 
strategy. This involves linking an entity in the physical world, such as an 
asset or system, with users and sensors to gather data. This data is then 
transferred to the digital realm, where it is stored in a database and 
integrated into an ontology and KG. The CDT’s role is to compare the 
digital model with its physical counterpart and provide feedback for 
enhancing operations and decision-making, highlighting its advanced 
analytical and decision-support capabilities over the DT. 

4. The use case: Festo sorting station 

In this section, the methodology described in Section 3 is validated 
using the Festo Sorting Station module, a part of the Modular Production 

System (MPS). This asset has been chosen as a testbed because it is a 
good example of a material handling system that can represent multiple 
real-world applications, such as warehouses, baggage handling systems, 
etc. Additionally, the asset is reprogrammable according to the appli
cation of interest and can also be used to import the human experience 
into the CDT. This example represents an attempt to validate the 
methodology mentioned above. The focus was on developing the ar
chitecture, the graph database, and the import of human expertise. The 
CDT worked well for the characteristics assessed and responded well in 
detecting the malfunctioning component. However, some aspects need 
further investigation and are highlighted in the next section (Section 5) 
under the limitations paragraph. 

4.1. Requirements analysis 

Initially, the asset has been studied and reverse engineered. Classi
fication of the components, mereotopology, relations between artefacts, 
functions, and capabilities have been carried out. The classification of 
the components of interest and their actions is reported in Fig. 7. The 
working procedure for the Festo Sorting Station is described below:  

1. Upon entry of the workpiece into the sensing module, the data is 
transmitted to the CDT. The CDT then pairs the workpiece ID and the 
spatial area with the provided timestamp.  

2. The sensing module determines the workpiece’s colour.  
3. Once the colour is identified, a command is sent to the gate actuator 

to release the workpiece.  
4. As the gate actuator opens, the colour findings from the sensing 

phase and the corresponding timestamp are conveyed to the CDT. 
The CDT then links the workpiece ID, spatial area, and colour data 
with the provided timestamp.  

5. The primary actuator is engaged if the workpiece appears red, 
directing the piece to the initial collection point. Conversely, a 
metallic workpiece triggers the secondary actuator, directing it to
wards the second collection point. When the workpiece is black, no 
actuator is engaged. Instead, a physical barrier guides the black 
workpiece via the conveyor system to the third collection point. For 
such cases, data points for spatial zones are matched with the 
appropriate workpiece ID in the CDT.  

6. Whenever the retro-reflective sensor identifies a workpiece, this data 
is relayed to the CDT. The CDT then pairs the timestamp and spatial 
area with the corresponding workpiece ID. 

Fig. 7. Festo Sorting Station, schema, components, actions.  
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Considering the list of components reported in Fig. 7, the Festo 
sorting station system has been then divided into three subsystems: the 
red sorting station (Red SS), the metal sorting station (Metal SS), and the 
black sorting station (Black SS). The Red SS includes the conveyor, the 
red transferring unit (Red TU), together with the sensing unit (SU) and 
the first actuator (A1). Similarly, the Metal SS also includes the conveyor 
and the Metal TU, with the associated SU and the second actuator (A2). 
While the Black SS contains the conveyor and the SU. 

Regarding functions and capabilities, as per 3.1, the functions are 
capabilities that specifically highlight the reason why an entity exists. 
Therefore, only the functions need to be specified for this application; 
this paper does not report the connections between the components’ 
capabilities and their functions. The artefact compositions and func
tional composition of the system are presented in Fig. 8. 

The AD theory has been applied to verify the mechanical design and 
delineate how the functions are realised at every level of the artefacts’ 
decomposition. As represented in the artefacts’ decomposition, the 
sorting station comprises a "SummationJunction" made up of the ‘Black 

SS’, ‘Red SS’, and ‘Metal SS’. The first two units function as a "Sum
mationJunction" combining a section of the ‘conveyor belt’ with a 
‘transferring unit’. Furthermore, the ‘transferring unit’ operates as a 
"ControlJunction", where the ‘actuators’ are governed by the ‘sensing 
unit’. It is important to note that the final slope lacks an actuator, as 
reported in Fig. 8. The AD theory allows building matrices and verifies 
the relations between artefacts and their functions for each uncoupled 
(SummationJunction (A. 2)) and decoupled (ControlJunction (A. 3)) 
case in the system. The theory is explained by Suh [53] and is not 
included in this paper for brevity. The resulting matrices are reported in  
Fig. 9. 

4.2. Gathering knowledge 

This section presents all the relevant processes and knowledge to 
detect malfunctions. 

Fig. 8. Mereotopological representation of the system along with functions.  

Fig. 9. Modulo junction diagram from AD theory.  
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4.2.1. Processes 
Whenever a certain kind of process occurs, distinct entity types are 

involved, each performing specific roles. As anticipated in Section 3.2, to 
differentiate between the system and the materials it processes, we 
classify two key thematic roles: the "instrument" (serving as the direct 
cause) and the "patient" (which is affected). In this context, the material 
in question is the workpiece that the Festo sorting station classifies based 
on its colour. 

The Festo sorting station consists of three main processes. The 
workpiece functions as the patient in all these processes, though its 
interaction varies. For instance, as outlined in one of the subsequent 
axioms, sensors operate to discern colour through a process termed 
"ActOfMeasuringColor" (A. 4). At the culmination of this process, the 
colour data of the workpiece is rendered and sent to the system. The 
processes "ActOfCarrying" (A. 5) and "ActOfActuating" (A. 6) both target 
the relocation of the workpiece. While "ActOfCarrying" alters the 
workpiece’s spatial position as it remains stationary on a moving 
conveyor belt, "ActOfActuating" relocates the workpiece from a 
conveyor site to a collection point, which serves as its terminal storage. 

Based on the functional diagram of the Festo Sorting Station pro
vided in Fig. 8, there exist three distinct "ActOfMeasuringColor" sub
types: "ActOfMeasuringBlack", "ActOfMeasuringRed", and 
"ActOfMeasuringMetal". These are contingent on the colour variations 
they identify and the associated functions they execute, e.g., realizes 
(ActOfMeasuringRed, FunctionOfMeasuringRed). There are also three 
distinct "ActOfCarrying" types, each corresponding to the terminal lo
cations of the workpiece. However, the black workpiece, transported 
directly to ’collection point 3’ by the conveyor, does not require an 
actuation process. As such, only two "ActOfActuating" subtypes exist: 
"ActOfActuatingRed" and "ActOfActuatingMetal". 

For analytical purposes, understanding which component malfunc
tions and the structure of these processes is essential. These operations 
are executed by higher-tier components, which inherently incorporate 
these processes. For example, the "RedTransferringUnit" functions as the 
instrument for "ActOfTransferringRed", which inherently consists of 
processes like "ActOfMeasuringRed" and "ActOfActuatingRed". 

∀p, fActOfMeasuringColor(p) ∧ realizes(p, f) ↔ ActOfMeasurement(p)

∧ ∃s (Sensor(s) ∧ isInstrumentOf(s, p)) ∧ ∃w(Workpiece(w)

∧ isPatientOf(w, p)) ∧ ∀t(occursOn(p, t)→∃c, ci(Color(c)

∧ ColorName(ci) ∧ hasOutput(p, ci) ∧ isMeasurementOf(ci, c)

∧ ∃te(hasLastInstant(t, te) ∧ inheresIn(c, w, te))

(A. 4)  

∀p, fActOfCarrying(p) ∧ realizes(p, f) ↔ ActofLocationChange(p)

∧ ∃c (Conveyor(c) ∧ inInstrumentOf(c, p)) ∧ ∃w(Workpiece(w)

∧ isPatientOf(w, p))

∧ ∀t (occursOn(p, t)→∃l, s1, s2, tb, te (locatedIn(w, l, t)
∧ partOf(l, c) ∧ occupiesSpatialRegion(l, s1, tb)

∧ occupiesSpatialRegion(l, s2, te) ∧ hasFirstInstant(t, tb)

∧ hasLastInstant(t, te) ∧ (s1 ∕= s2))

(A. 5)  

∀p, fActOfActuating(p) ∧ realizes(p, f) ↔ ActofLocationChange(p)

∧ ∃a (Actuator(a) ∧ inInstrumentOf(a, p)) ∧ ∧∃w(Workpiece(w)

∧ isPatientOf(w, p))

∧ ∀t (occursOn(p, t)→∃l, ĺ , s1, s2, tb, te, n, c (Slope(n) ∧ Conveyor(c)

∧ partOf(ĺ , s) ∧ partOf(l, c) ∧ occupiesSpatialRegion(l, s1, tb)

∧ occupiesSpatialRegion(l, s1, tb) ∧ hasFirstInstant(t, tb)

∧ hasLastInstant(t, te)))

(A. 6) 

⸪ (A.4) If an action of measuring colour p results in the realisation of 
function f, it is the same as an action of measurement p. Additionally, 
there must be a sensor s that acts as an instrument for p, and there must 
be a workpiece w that is the patient of p. Furthermore, for all instances of 
time t when p occurs, there must be a colour c and a corresponding 
colour name ci. These colour measurements ci are linked to actual col
ours c and associated with the workpiece w at specific time instances te. 

⸪ (A.5) When an action of carrying p results in the realisation of 
function f, it is the same as an action of location change p. There must be 
a conveyor c that p uses as an instrument, and there must be a workpiece 
w that is the patient of p. Moreover, for all instances of time t when p 
occurs, there must be a location l, two distinct spatial regions s1 and s2, 
time intervals tb and te, and a part l of the conveyor c. The workpiece w 
must be located in l at time t, and l must occupy spatial regions s1 and s2 
respectively during time intervals tb and te. 

⸪ (A.6) If an action of actuating p results in the realisation of func
tion f, it is the same as an action of location change p. There must be an 
actuator a that acts as an instrument for p, and there must be a workpiece 
w that is the patient of p. Furthermore, for all instances of time t when p 
occurs, there must be a location l, another location l’, two distinct spatial 
regions s1 and s2, time intervals tb and te, a slope n, a conveyor c, and a 
part l of the conveyor. The locations l and l’ must be part of the conveyor 
c and must occupy spatial regions s1 and s2 respectively during time 
intervals tb and te. The slope n and the conveyor c must be part of the 
scenario. 

4.2.2. Malfunction 
If a component fails in a process where it serves as the instrument, 

resulting in an inability to achieve its designated function, its state is 
malfunctioning. The repercussions of a component’s malfunction can be 
evident both at the individual component and broader system levels. For 
example, if Actuator 1 fails to activate, the red workpiece might 
mistakenly be directed to collection point 3. Similarly, a sensing unit 
failure could misdirect a Metal workpiece into collection point 1. One 
can employ a series of rules to pinpoint a system-level error down to a 
specific component, which align with the system’s modulo-junction 
structure showcased in Fig. 9. 

We introduce the predicate "malfunctionedFor". This predicate es
tablishes a relationship between a component, the specific instance of a 
process where the error transpired, and the workpiece the component 
unsuccessfully managed. This means that the process, where the work
piece was the patient and the component functioned as the instrument, 
did not deliver the component’s intended function. 

To illustrate the application of this methodology, four rules geared 
towards identifying errors when sorting red workpieces have been 
outlined. Note that different error types could necessitate their distinct 
rule sets. 

malfunctionedFor(c, p, w) ∧ RedSortingUnit(c) ∧ ActOfSortingRed(p)

∧ Workpiece(w) ∧ Conveyor(ć) ∧ ActOfCarryingRed(ṕ)

∧ isPatientOf(w, ṕ) ∧ isInstrumentOf(ć , ṕ)

∧ ¬realizes(ṕ , F́unctionOfCarryingRed́)→malfunctionedFor(ć , ṕ , w)

(A. 7  

malfunctionedFor(c, p, w) ∧ RedSortingUnit(c) ∧ ActOfSortingRed(p)

∧ Workpiece(w) ∧ RedTransferringUnit(ć) ∧ ActOfTransferringRed(ṕ)

∧ isPatientOf(w, ṕ) ∧ isInstrumentOf(ć , ṕ) ∧ Conveyor(ć )́

∧ ActOfCarryingRed(ṕ )́ ∧ isPatientOf(w, ṕ )́ ∧ isInstrumentOf(ć ,́ ṕ )́

∧ realizes(ṕ , F́unctionOfCarryingRed́)→malfunctionedFor(ć , ṕ , w)

(A. 8)  

R.D. D’Amico et al.                                                                                                                                                                                                                             



CIRP Journal of Manufacturing Science and Technology 52 (2024) 366–385

377

malfunctionedFor(c, p, w) ∧ RedTransferringUnit(c)

∧ ActOfTransferringRed(p) ∧ Workpiece(w) ∧ SensingUnit(ć)

∧ ActOfMeasuringRed(ṕ) ∧ isPatientOf(w, ṕ) ∧ isInstrumentOf(ć , ṕ)

∧ ¬realizes(ṕ , F́unctionOfMeasuringRed́)→malfunctionedFor(ć , ṕ , w)

(A. 9)  

malfunctionedFor(c, p, w) ∧ RedTransferringUnit(c)

∧ ActOfTransferringRed(p) ∧ Workpiece(w) ∧ Actuator(ć)

∧ ActOfActuatingRed(ṕ) ∧ isPatientOf(w, ṕ) ∧ isInstrumentOf(ć , ṕ)

∧ ¬realizes(ṕ , F́unctionOfPushingRed́) ∧ SensingUnit(ć )́

∧ ActOfMeasuringRed(ṕ )́ ∧ isPatientOf(w, ṕ )́ ∧ isInstrumentOf(ć ,́ ṕ )́

∧ realizes(ṕ ,́ F́unctionOfMeasuringRed́)→malfunctionedFor(ć , ṕ , w)

(A. 10) 

⸪ (A.7) If a sorting unit c malfunctions for an action of sorting red p 
concerning a workpiece w, and c is a red sorting unit, and p is an action 
of sorting red related to w, and there exists another conveyor c’ for 
carrying red p’ related to w, and p’ is an action of carrying red related to 
c’, and c’ is an instrument for p’, and p’ does not realize the function of 
carrying red, then the malfunction also applies to c’ for the action of 
carrying red p’ concerning w. 

⸪ (A.8) If a sorting unit c malfunctions for an action of sorting red p 
concerning a workpiece w, and c is a red sorting unit, and p is an action 
of sorting red related to w. There exists a red transferring unit c’ for 
transferring red p’ related to w, and p’ is an action of transferring red 
related to c’, and c’ is an instrument for p’, and there exists a conveyor 
c’’ for carrying red p’’ related to w, and p’’ is an action of carrying red 
related to c’’, and p’ realizes the function of carrying red. The mal
function also applies to c’ for the action of transferring red p’ concerning 
w. 

⸪ (A.9) If a sorting unit c malfunctions for an action of sorting red p 
concerning a workpiece w, and c is a red transferring unit, and p is an 
action of transferring red related to w, and there exists a sensing unit c’ 
for measuring red p’ related to w, and p’ is an action of measuring red 
related to c’, and c’ is an instrument for p’, and p’ does not realize the 

function of measuring red, then the malfunction also applies to c’ for the 
action of measuring red p’ concerning w. 

⸪ (A.10) If a sorting unit c malfunctions for an action of sorting red p 
concerning a workpiece w, and c is a red transferring unit, and p is an 
action of transferring red related to w. There exists an actuator c’ for 
actuating red p’ related to w, and p’ is an action of actuating red related 
to c’, and c’ is an instrument for p’, and p’ does not realize the function 
of pushing red. There exists a sensing unit c’’ for measuring red p’’ 
related to w, and p’’ is an action of measuring red related to c’’, and c’’ is 
an instrument for p’’, and p’’ realizes the function of measuring red, then 
the malfunction also applies to c’ for the action of actuating red p’ and to 
c’’ for the action of measuring red p’’ concerning w. 

Rule 1 (A. 7) states that if there is an identified failure with the 
RedSortingUnit (a preliminary fact signifying a red workpiece sorting 
error), the fault is ascribed to the Conveyor when the related event, 
ActOfCarryingRed, does not execute properly. The negation of "realizes" 
indicates that the desired outcome depicted in the right part of (A. 5) is 
not met, meaning the required output state is not achieved. 

If Rule 1 (A. 7) is not activated, implying that the Conveyor is 
functioning as expected, then Rule 2 (A. 8) attributes the malfunction to 
the RedTransferringUnit. If the RedTransferringUnit is at fault, Rule 3 
(A. 9) and Rule 4 (A. 10) are employed to determine if the SensingUnit or 
RedTransferringUnit, respectively, are the root causes of the 
malfunction. 

As the SensingUnit is the control mechanism for the Red
TransferringUnit, it is not necessary to carry on with the rules and verify 
if the Actuator also malfunctions (as per (A. 4)). Conversely, the core 
malfunction can only be linked to the Actuator if the ActOfActuatingRed 
does not execute (meaning it does not fulfil the Actuator’s function), 
while the prior process, ActOfMeasuringRed, works as expected 
(meaning it achieves the SensingUnit’s function). 

4.3. Develop ontology 

The first step to creating an application ontology, as per 3.3, is to 
delimit the subject or formalise the ontology’s purpose. To do that, a set 
of CQs have been created to formalise the pieces of information that the 
CDT can manage. The CQs created for this use case are the following: 

Fig. 10. Overall structure of the ontology.  
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1. What are the components of the Festo sorting station?  
2. How long does the conveyor take to carry the workpiece X?  
3. What is the time that the workpiece X entered the sensing unit?  
4. What is the colour of workpiece X sensed by the sensing unit?  
5. How many workpieces are at the collection point X at time T?  
6. Is the workpiece X sensed by the sensing unit within the time interval 

T? 

The next step is to develop the terminology based on the terms used 
in the CQs and the terms used in the existing ontologies. Regarding the 
latter, existing ontologies are TLOs and MLOs widely recognised among 
the scientific and industrial community. The authors, following careful 
research, have chosen the ontology model for the Festo sorting system 
by extending the predicates from the Common Core Ontology (CCO) 
(available at https://www.cubrc.org, accessed on 01/08/2023) and 
IOF-Core [35]. These ontologies are grounded in a TLO known as the 
Basic Formal Ontology (BFO) (published by Smith et al. Smith et al., 

[50]). Given BFO’s recognition as an ISO standard (ISO 21838–2:2021), 
employing it ensures that the application ontology is both universal and 
interoperable. 

A few examples of terminologies inherited from those TLOs and 
MLOs are terms such as "bears," "realizes," "participatesIn," "Occurrent
PartOf," "occursOn," "hasFirstInstance," and "hasLastInstance" and are 
derived from BFO. Terms such as "hasOutput," "ActOfLocationChange," 
and "ActOfMeasurement" are borrowed from CCO. The term "System" is 
sourced from IOF-Core. The authors ensure a rigorous and comprehen
sive approach to structuring and detailing the Festo sorting system’s 
ontology model by aligning with these foundational ontologies. 

The next step is to create the taxonomy, starting from the identified 
TLOs and the MLOs. The ontology is created using Protégé (https:// 
protegewiki.stanford.edu/wiki/Main_Page, accessed on 01/08/2023). 
This tool allows the importation of existing ontologies (TLO and MLOs) 
and creates the new DLO and ALO, extending the previous ones and 
exporting them into a file that formalises the outcome in a computer- 

Fig. 11. Screenshot of the Protégé tool focusing on the class Sensing Station Festo.  

Fig. 12. Diagram that represents the process ActOfCarrying using BFO properties.  
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usable language. Moreover, it is possible to reuse and create data and 
object properties and annotations about the new class using Protégé . 

Starting from BFO, CCO, and IOF-Core, a DLO and ALO have been 
created as reported in Fig. 10. In the diagram, DLO represents the 
domain-level ontology or rather the ontology that can be applied in the 
material handling systems domain, while ALO represents the application 
ontology or rather the ontology developed for this specific Festo sorting 
station module. Each class has been defined mainly using two method
ologies for the definitions, i.e., the Aristotelian and the non-root terms 
one [7]. An example is reported in Fig. 11. 

The processes can be expressed using the BFO properties. An 
example is the process ActOfCarrying (A. 5), as reported in Fig. 12. The 
process represents the workpiece moving in the conveyor belt at a spe
cific time range. The properties in light blue are taken directly from BFO, 
considering the domain and range for each property, whereas the classes 
in dark blue are the parent classes belonging to BFO, to reflect the 
domain and range of each property. Another example is the process 
ActOfMeasuringColor (A. 4), reported in Fig. 13, represented using the 
properties and classes from BFO and CCO. In particular, the connection 
between the literal (string: “Black”) and the instance (“colour 1”) is 
made through the information-bearing entity class of CCO. 

4.4. Data 

The outcome of this phase is a file in the Web Ontology Language 
(OWL) format. The OWL file created will then be imported into the data 
management tool together with all the other TLO and MLOs used. The 
data is collected and managed within the same data management tool. 
The data management tool adopted for this project is GraphDB by 
Ontotext, an open-source graph database software that allows the 
importation of multiple ontologies and the receipt of data through an 
HTTP connection. 

SPARQL is the query language used within this environment. Data 
has been included in SPARQL queries and used to send information 
about the structure and functions of the system and its components, the 
related processes, and the reasoning for the malfunctions, as reported in  
Fig. 14. 

The sensing unit is composed of three sensors: i) a diffuse sensor 
(DS), ii) a diffuse colour sensor (DCS), and iii) an inductive proximity 
sensor (IPS). The combination of those sensors’ output determines the 

Fig. 13. Diagram that represents the process ActOfMeasuringColor using BFO and CCO properties.  

Fig. 14. Data flow in the CDT.  

Table 4–1 
Colour detection from sensors’ output combination. (DS = Diffuse sensor, DCS =
Diffuse colour sensor, IPS = Inductive proximity sensor).   

DS DCS IPS 

Black  1  0  0 
Red  1  1  0 
Metal  1  1  1  

Fig. 15. Example of SPARQL query to send data point to the KG.  
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workpiece’s colour, as reported in Table 4–1. 
An example of the query to import the data into the KG is reported in  

Fig. 15. The numbers from the sensors are going to be placed where the 
red underlined placeholders are. This query is enclosed in a script sent 
via an HTTP transmission to the CDT. Data is transferred into the soft
ware (GraphDB) shaped as a knowledge graph. The extraction of the KG 
is reported in Fig. 16. The ontology imported in the KG shapes the data. 

All the instances are then appended to the relative object imported from 
the ontology, as reported in Fig. 16 (right). 

In this paper, the only kind of database used is the KG. Other kinds of 
databases (Fig. 5), such as relational databases, can be used in associa
tion with the KG, but are not considered for this project, as they are not 
needed in this particular case. 

4.5. Analysis 

4.5.1. Competency questions 
One of the methods to verify the operation of the CDT, especially the 

ontology, is to query the CQs to the CDT. The 6 CQs are converted into 
SPARQL queries and launched into the GraphDB tool. The 6 CQs are 
listed below, for brevity, only the first and the last ones include the 
SPARQL query.  

1. What are the components of the Festo sorting station?  

2. How long does the conveyor take to carry the workpiece X? 

3. What is the time that the workpiece X entered the sensing unit? 

4. What is the colour of workpiece X sensed by the sensing unit? 

5. How many workpieces are at collection point X at time T? 

Fig. 16. Snapshot of the KG populated. Part of the ontology (left), and data population containing data related to workpiece ID001 in space s_in (right).  
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6. Is workpiece X sensed by the sensing unit within the time interval T? 

. 

4.5.2. Detection of malfunction 
A test scenario has been presented to showcase the reasoning process 

for identifying a malfunctioned component in the event of a system 
error. In this scenario, a discrepancy is observed at collection point 1, 
where the actual number of workpieces present (CQ 5) is fewer than the 
expected quantity. Consequently, the comparison script flags a system- 
level error, as reported in Fig. 17. Specifically, the workpiece with ID 
004 is identified as one of the missing items from the initial collection 
point. 

In order to perform this comparison script, the malfunction function 
has been created (1). The malfunction function has three parameters: the 
component (instrument) c, the process p, and the workpiece (patient) w. 

malfunctionedFor(c, p, w) (1) 

The function with three parameters cannot be managed in OWL. 
Hence, the reification has been applied to adopt this function. This 

procedure decomposes the function into three functions with two pa
rameters each: malfunctionedComponent, malfunctioningProcess, and 
mafunctionedFor. The schema (reported in Fig. 18) for the component, 
the process, and the workpiece has been created, reporting the values 
found in the result of the query in Fig. 17. 

A component malfunctions if the process in which the component 
plays the role of the instrument fails to realise its corresponding func
tion. An error/malfunction at the system level can be narrowed down to 
a component by applying the rules (A. 7) to (A. 10) in order to find the 
process in which a particular workpiece was a patient and the compo
nent an instrument did not realise the function of the component. 

The rules are contained in the ontology in the form of Semantic Web 
Rule Language (SWRL), inserted in Protégé after completing the 
ontology. SWRL is a rule language for the Semantic Web that extends the 
OWL. It allows users to specify rules in the form of logical expressions 
that can be used to make inferences about the data in an OWL ontology. 
SWRL rules are written using a combination of OWL constructs and a 
rule syntax that allows the creation of conditional expressions, using 
constructs such as "if-then" statements, "and" and "or" operators, and 
mathematical comparisons. SWRL rules can be used to automate 
reasoning tasks and to infer new knowledge from existing data. 

In this instance, upon applying the rules ((A. 7) to (A. 10)) to the KG, 
rule (A. 8) is activated. This occurs because the process ActOfCar
ryingRed successfully fulfils the Conveyor’s function, as detailed by the 
state description in Fig. 19 (specifically, Workpiece 004 is transported 
from s_out to w). As a result of rule (A. 8) being triggered, the assertion is 
made that the RedTransferringUnit is experiencing a malfunction. The 
RedTransferringUnit is the instrument of some ActOfTransferringRed, for 
which some ActOfMeasuringRed, ActOfCarryingRed, and ActOfActua
tingRed are occurrent parts. 

Following this assertion, only rule (A. 9) is triggered. This is due to 
the discovery that the output measurement indicates ’black’ instead of 
’red’, a discrepancy that violates (A. 6), specialised for ActOfActua
tingRed. This violation leads to the non-realisation of the SensingUnit’s 
function. 

Rule (A. 9) will assert the SensingUnit as the malfunctioned unit as 
reported in Fig. 20. 

The succession of the rule applied to the Red Sorting Unit component 
is reported in Fig. 21. 

This kind of feedback from the analytics section goes back to the user 
and aims to support the decision-making process at this stage. 

5. Discussion 

This paper presented a five-step methodology to develop CDTs. The 
methodology consists of understanding the composition of the system of 
interest, the definition of the processes and knowledge base around the 
system, developing the ontology, defining the data strategy, and per
forming the analytics according to the purpose of the CDT. It provides 
practical guidance, promotes a holistic perspective, offers flexibility, 
and encourages interdisciplinary collaboration. Moreover, through a 
formal ontological approach, the successful transfer of human expertise 
into the CDT has been achieved. To demonstrate and validate this, this 
paper has used the detection of the malfunctioned component in the case 
of a system-level error as a validation of the CDT. Furthermore, as per 
their intrinsic properties, the use of ontology, particularly the TLO 

Fig. 17. Malfunctioning of the red sorting unit.  

Fig. 18. Schema for the reification.  

Fig. 19. State description of workpiece ID 004.  
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approach, promotes reusability, interoperability, and interactions 
among the next-generation CDTs. 

This work demonstrates the capability of the proposed methodology 
to develop a CDT and transfer human expertise into it. The results pre
sented in this paper answer the research questions posed in the intro
duction section. 

1) Can an ontology approach be used to develop a DT? Yes, an ontology 
approach can be used and bring benefits for the DT. As seen in previous 
sections, a new paradigm has been created that brings semantic tech
nologies into the DT, which is the CDT. Ontologies are formal repre
sentations of knowledge that define concepts and relationships. 
Combining these two can offer several benefits in creating and managing 
DTs:  

• Semantic Interoperability: Ontologies provide a standardised way to 
define concepts, relationships, and properties within a domain. 
Using ontologies can ensure that different DT components (e.g., 
sensors, models, and simulations) share a common understanding of 
the domain, enabling semantic interoperability between different 
systems and tools.  

• Data Integration: Digital Twins often involve data from various 
sources and formats. Ontologies integrate heterogeneous data by 
providing a common vocabulary and structure, allowing data to be 
transformed and interpreted consistently across the DT’s lifecycle.  

• Knowledge Sharing and Reuse: Ontologies capture domain knowledge 
in a structured manner. Different stakeholders can easily share and 
reuse this knowledge in the development, operation, and mainte
nance of the DT.  

• Reasoning and Inference: Ontologies enable automated reasoning and 
inference, which can be valuable for detecting anomalies, predicting 
behaviour, and optimising the performance of the DT based on the 
defined domain knowledge.  

• Adaptability: As the physical entity or system evolves, the ontology- 
based DT can be updated to reflect these changes more efficiently, 
ensuring that the virtual representation remains synchronised with 
the real-world counterpart.  

• Lifecycle Management: Ontologies can provide a foundation for 
managing the entire lifecycle of a DT, from its initial design and 

development to deployment, operation, and eventual 
decommissioning.  

• Collaboration: An ontology-based approach encourages collaboration 
among experts from different disciplines by offering a shared 
framework for understanding and discussing the DT’s domain. 

However, while ontologies offer numerous benefits, they also require 
careful design and maintenance to ensure they accurately represent the 
domain and remain aligned with any changes in the real-world system, 
see Section 3.3. There are some drawbacks to this approach as well. 
Effective ontology development relies on domain experts who under
stand the intricacies of the specific field. The availability of such experts 
can be a limiting factor. In some cases, using ontologies to represent 
knowledge may be considered over-engineering, especially for simple 
systems, those with limited knowledge representation needs, or those 
systems that are siloed and do not require interaction with other 
systems. 

2) Can human expertise be transferred to the CDT? Yes, it is possible to 
transfer human expertise into the CDT via the adoption of a formal 
ontology approach. Throughout the paper, this knowledge transfer 
concept, from humans to the CDT has been validated using the Festo 
system as an example. The human understanding of the system has been 
converted from natural language into FOL rules, from (A. 7) to (A. 10) 
and then converted into SPARQL queries able to run into the KG, as 
reported in Section 4.5. This Festo example has been selected for its 
simplicity, and through this, the authors could demonstrate the pro
cedure to convert human expertise into CDT knowledge. 

In general, to import existing human expertise into the CDT, the 
following procedure is recommended: 

1. A formal ontology approach must be selected and followed, espe
cially with the definition of components, functions, properties, pro
cesses, etc. 

2. The natural language knowledge should be converted into FOL ax
ioms, following the properties defined in the previous point.  

3. The FOL axioms can then be converted into SWRL and loaded into 
the ontology file using a tool similar to Protégé . 

Fig. 20. Malfunctioning for the Sensing Unit.  

Fig. 21. Visual application of the rules into the system composition.  
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4. Upload the ontology file containing the SWRL rules into KG software 
and perform the reasoning within the KG. 

In this way, human expertise is imported into the CDT, reasoning can 
be performed into the KG, and new knowledge can be inferred from 
existing knowledge. The answer outlines a structured procedure for 
transferring human expertise to a CDT using formal ontology ap
proaches. However, it does not address the practical challenges and 
complexities associated with each step of the process. For example, the 
conversion of natural language knowledge to FOL axioms can be chal
lenging, especially when dealing with ambiguous human language. The 
answer also mentions using tools like Protégé for ontology editing and 
SWRL rules. While these tools are valuable, it is important to acknowl
edge that their effective use requires a learning curve and expertise. 
Additionally, tool compatibility and versioning issues may arise. 

3) Can a CDT improve the process of detection of a failing component? 
Yes, this paper has demonstrated that the CDT is able to detect which 
component is malfunctioning, starting from a general system error. 
Having imported human expertise translated into rules, the CDT has the 
capability to autonomously go through these rules and detect the mal
functioning components, like human thought, to the CDT. Without these 
rules, the CDT would have launched the system-level error, and the 
human operator should have done the whole procedure manually to 
understand which component was malfunctioning. This technology is 
valuable for industries where timely and accurate fault detection is 
critical for system performance and safety. 

Although the answer mentions the translation of human expertise 
into rules, it does not address the potential complexity of creating and 
managing these rules, especially in large and intricate systems. Rule 
maintenance can be a challenging task. Moreover, the answer highlights 
the importance of translating human expertise into rules for the CDT to 
operate effectively. The accuracy and comprehensiveness of this trans
lation process can significantly impact the CDT’s detection capabilities. 

Moreover, another critical limitation arises from the difficulties 
associated with dynamically integrating expertise knowledge into a 
CDT. While the dynamic adaptiveness of data is a fundamental charac
teristic of standard DTs and, by extension, of CDTs [18], this aspect of 
integrating expertise knowledge presents a complex challenge and ne
cessitates further research and study [26,3,41]. It involves the initial 
translation of expertise into rules and the ongoing adaptation and 
updating of these rules to keep pace with evolving expert knowledge and 
system changes. 

The methodology presented in this paper differs from the other 
methodologies in the literature as this one does not focus on the archi
tecture but rather on the procedure to develop CDTs. Traditional 
methodologies in the field often prioritise the architectural aspects of 
CDTs. These methodologies tend to delve deeply into the design and 
structure of the CDT, including its components, data flows, and system 
architecture. In contrast, the methodology presented in the paper em
phasises the procedural aspects of CDT development. It concentrates on 
the step-by-step processes, methodologies, and best practices for 
creating CDTs, considering how to effectively define, model, and oper
ationalise them. Rather than diving immediately into technical archi
tecture, it guides practitioners through the process of conceptualisation, 
knowledge integration, and operationalisation of CDTs within a specific 
domain. Moreover, the methodology presented is tool-agnostic and can 
be adapted to various applications within the industry domain. The case 
study used for the validation of the methodology serves as a proof-of- 
concept and does not fully cover all the aspects explained in the meth
odology. Therefore, additional challenges, out of the scope of this paper, 
need to be considered in the implementation on a complex engineering 
asset. The methodology has been applied to a real-world application 
(Section 4) and can be used as guidance to develop new CDTs. 

The use of ontologies for developing CDTs introduces limitations 
such as the complexity of ontology creation and maintenance, requiring 
domain expertise for accurate representation; challenges in scaling up 

ontologies for larger and evolving systems; potential gaps in formalising 
all forms of human expertise; the need for ongoing maintenance and 
alignment as the real-world system changes; potential difficulties in 
achieving standardised interoperability and integration across systems; 
technical implementation requirements and potential data integration 
challenges; limitations in addressing exceptionally complex scenarios; 
and dependence on the accuracy of human expertise translated into 
rules, impacting CDT performance if initial knowledge is flawed or 
incomplete. 

Further limitations, specifically on the use case in relation to the 
automation and autonomy of the CDT are presented below. The focus of 
this project was more on the validation of the semantic capability of the 
DT, such as the ontology, the KG, and the capability to transfer human 
expertise into the CDT. The automation aspect considers the capability 
of the CDT to make queries systematically. It can be improved using 
additional sensors and scripts with control checks. The second aspect to 
consider is the autonomy of the CDT. It looks at the capability of 
autonomously running the rules, inferring relationships, and supporting 
decision-making. This aspect can be improved over time by working 
more with graph algorithms on the KG. The implementation of these 
aspects has to be considered in the design phase of the CDT, or as an 
iterative implementation optimising the operation of the asset. 

Based on the content of this article, the advantages and disadvan
tages of the CDT approach using TLO enabling the federation of twins 
are reported in Table 5–1. The advantages include enhanced reasoning 
capabilities, as a deterministic reasoning system is included on top of the 
possible probabilistic models (mostly based on Machine Learning); 
reduction of human intervention and better support for decision- 
making, since CDTs provide a digital framework to formalise human 
expertise, reducing human intervention throughout the lifecycle and 
enhancing support in the decision-making process, aiming for an 
autonomous decision-making process; improved interoperability and 
knowledge sharing, as CDTs use formal semantics and ontologies to 
enable better interoperability between different systems and across 
various domains. This shared semantic framework facilitates more 
effective knowledge transfer and integration compared to the more 
isolated traditional DTs; and improved predictive analytics supported by 
a federated approach. By incorporating cognitive capabilities, CDTs can 
more accurately predict equipment failures and optimise maintenance 
schedules. This leads to reduced downtime and maintenance costs, as 
CDTs can foresee and mitigate potential issues before they occur. This 
can also be supported by the network of CDTs connected in the feder
ation of twins. 

In the validation phase presented in the article, the CDT applied to 
the Festo Sorting Station showed significant improvements in two main 
areas: i) the detection of malfunctions, where the CDT was used to detect 
malfunctions in the sorting station, significantly reducing the need for 
skilled human manual intervention, and ii) semantic enrichment, where 
the CDT enhanced the DT services by providing advanced reasoning 
capabilities, leading to a profound semantic enrichment of the data. 

While CDTs offer significant advantages, they also come with notable 
disadvantages. These include increased complexity, as the integration of 
formal semantics and ontologies, along with rule-based deterministic 
models, makes CDTs more complex to design and implement compared 
to traditional DTs; resource intensiveness, as integrating data from 

Table 5–1 
Advantages and disadvantages of the CDT approach using TLO enabling feder
ation of twins.  

Advantages Disadvantages 

Enhanced reasoning capabilities High complexity 
Reduction of human intervention and better support for 

decision-making 
Resource intensive 

Improved interoperability and knowledge sharing Expertise requirement 
Improved predictive analytics supported by a federated 

approach 
Security and privacy 
concerns  
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multiple sources and ensuring interoperability between different sys
tems can be complex and resource-intensive; expertise requirements, as 
developing and managing CDTs requires expertise in various aspects of 
semantics, graph technologies, and domain-specific knowledge, making 
it difficult to find and retain skilled professionals; and security and 
privacy concerns, as the extensive data usage and integration in CDTs 
raise significant security concerns. Protecting sensitive data from 
breaches and ensuring compliance with privacy regulations is crucial. 
Advanced systems like CDTs can be more vulnerable to cyber-attacks 
due to their complexity and reliance on interconnected data sources. 

6. Conclusion 

The paper outlines a methodology comprising five steps for creating 
CDTs leveraging ontologies to enhance their development. These on
tologies offer benefits like standardised understanding, integrated data, 
knowledge sharing, reasoning, adaptability, lifecycle management, and 
collaboration. The paper demonstrates the transfer of human expertise 
into CDTs through formal ontological approaches, exemplified by con
verting human understanding into rules and integrating them into on
tologies for reasoning in the KG. Additionally, the paper showcases how 
CDTs, enriched with human expertise, can autonomously detect failing 
components when system errors occur, reducing the need for manual 
intervention and improving overall performance in complex systems. 
The fundamental benefit of DTs is their ability to predict and simulate 
physical states. Since CDTs encapsulate all the attributes of DTs, they 
retain this predictive and rehearsal capacity and enhance it through 
their cognitive dimension. 

Integrating human expertise into the digital domain is set to bolster 
the predictive analytics capabilities of DTs significantly. Our approach 
augments the traditional reliance on physical models embedded within 
DTs. By incorporating the insights and experience of experts and oper
ators familiar with the asset, we provide a more nuanced understanding 
of its behaviour. Hence, this methodology improves DTs’ predictive 
precision and self-sufficiency, enabling them to act more effectively and 
autonomously in foreseeing and managing potential issues within 
complex systems. 

Future research in this field is needed to address several critical as
pects. The CDT concept requires further elucidation, necessitating the 
adoption of a unified definition to mitigate inconsistencies. Additional 
applications are essential to validate various dimensions of this para
digm thoroughly. Conducting case studies across diverse domains holds 
significant promise for assessing the practical implementation, advan
tages, and challenges of ontology-based CDTs, offering valuable insights 
for real-world adoption. Further exploration is warranted into mecha
nisms that ensure the precision and comprehensiveness of human 
expertise translated into ontologies, thereby fortifying the reliability of 
CDTs. Advancing reasoning and inference techniques to manage intri
cate scenarios marked by complexity and uncertainty would substan
tially bolster the capabilities of CDTs in handling intricate systems. 
Another promising avenue is delving into mechanisms to enhance the 
synergy between human experts and CDTs, enabling continual ontology 
refinement and knowledge transfer. Efforts to automate the translation 
of human expertise into formal axioms and rules could streamline the 
process and minimise dependence on manual conversion. Seamless 
integration of ontologies with existing systems, databases, and data 
formats is pivotal for the pragmatic implementation of ontology-based 
CDTs. Research on real-time ontology updates, aligning with changes 
in the physical system, holds immense potential for enhancing the 
adaptability and relevance of CDTs over time. Formulating standards 
and protocols for ontologies within the context of CDTs is vital to 
augment interoperability between different systems and stakeholders. 
The authors do not claim that BFO is the best TLO existing today. In fact, 
this methodology can be followed by selecting another TLO. The authors 
believe that a choice must be made to make some progress in this field. 

In conclusion, this research highlights the significant advancements 

and potential of CDTs in enhancing the capabilities of traditional DTs. 
The integration of formal semantics within CDTs offers profound im
provements in reasoning, interoperability, and operational efficiency. 
However, these advancements come with increased complexity, higher 
costs, and security and privacy concerns. While this study underscores 
the benefits and drawbacks of CDTs, it also opens the door for further 
exploration. Future research could focus on a detailed performance 
comparison between CDTs and standard DTs, using a well-defined set of 
metrics. Such comparative studies would provide deeper insights into 
the practical advantages and limitations of CDTs, guiding their imple
mentation in various industrial domains.. 
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