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Dynamic Knowledge-based Tracking and
Autonomous Anomaly Detection

Jianduo Chai, Shaoming He*, Hyo-Sang Shin and Antonios Tsourdos

Abstract—This paper presents a study on the problem of region
surveillance in complex terrain using an unmanned aerial vehicle
(UAV), and proposes a novel framework for on-road ground
target tracking and detection of anomalous driving behavior
with the assistance of domain-constrained information. In order
to improve the accuracy of ground target tracking, terrain
information is extracted and incorporated as constraints into the
tracking process. To account for the dynamic changes in terrain-
constrained information, a sliding window approach leveraging
a dynamic programming algorithm is employed for domain-
constrained knowledge inference. To improve the autonomy and
intelligence of the monitoring UAV, a mechanism for recognizing
suspicious driving patterns is seamlessly integrated into the
target tracking process with the aid of domain knowledge. The
effectiveness of proposed method is validated using extensive
numerical simulations.

Index Terms—airborne surveillance, ground target tracking,
dynamic terrain information, domain knowledge aided, dynamic
programming, anomalous driving behavior detection.

I. INTRODUCTION

ITH the rapid development of microelectronics and
W sensor technology, small-scale unmanned aerial vehi-
cles (UAVs) have become more adaptive and flexible, leading
to an increasing trend of using UAVs for both civilian and
military purposes. These applications include, but are not
limited to, region surveillance [1], [2], search and rescue [3],
cargo delivery [4], and wildlife conservation [5]. For any
of these applications, accurate localization regardless of the
presence of sensor noise is the foundation for achieving sat-
isfactory performance. In addition, the autonomous extraction
of crucial information, such as anomalous behavior detection,
using UAVs will improve the working efficiency significantly
and free up manual labor [6]. Despite the significance of
aforementioned aspects, the existing literature lacks satisfac-
tory methods to address them, both comprehensively and
effectively.

For accurate tracking without incurring dramatic com-
putational demanding, an increasing number of researchers
have adopted domain-knowledge aided method for airborne
tracking applications [7]-[13]. Namely, this method requires
prior knowledge about constraint information, which can be
obtained from both intrinsic or extrinsic factors. By incor-
porating domain knowledge into target tracking process, the
uncertainty space regarding state estimation is reduced, hence
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improving tracking accuracy. Technically, previous studies of
this field can be broadly classified into three categories. The
first category modifies the target or sensor model to incorporate
constraint information intrinsically. This involves establishing
target on-road dynamic model [12], [14] or incorporating
constraints into sensor model as perfect measurements [15],
[16], also known as pseudo-measurement method. To be
specific, an one-dimension representation of road network was
presented in [12] and terrain information was incorporated
into tracking process through designing an on-road kinematic
model. Reference [9], on the other hand, approximated the
irregular road by multiple curvature segments and considered
the external constraints as pseudo-measurements. However,
this method may result in covariance matrix, thus increas-
ing the possibility of numerical problems [17]. The second
category involves forming on-road probability distributions
through using ‘directional process noise’. The works in [18]
considered the constraints of topography information by lever-
aging the directional process noise. Similarly, the authors in
[19] presented a variable structure multiple model particle
filter (VSIMM-PF) and employed the road-constrained process
to involve domain knowledge. However, this method only
imposes soft constraints on state estimation, implying that
constraint violation may occur occasionally. The third method
incorporates domain constraints by devising constrained filters,
such as constrained sequential Monte Carlo (CSMC) filter
[20], [21], projection method [17], [22], moving horizon
estimator (MHE) [23], norm constraint filter [24], optimization
with T-FOT (trajectory function of time) [25], [26] and gain
constraint filter [27].

However, these existing methods all encounter a perva-
sive hurdle in the accurate alignment of constraints with
the intended target, particularly in the presence of dynamic
constraint conditions [9], [25], [28]. This challenge, if not sur-
mounted, can lead to significant degradation in system perfor-
mance due to mismatching or ambiguity issue [29]. Although
the interact multiple model (IMM) or variable structure IMM
(VS-IMM) is commonly employed to identify the relevant
domain information [18], [30], its implementation may entail
extensive parameter tuning and can result in constraint switch
delay, especially when the target traverses multiple constraints
rapidly.

Once target state information is obtained via tracking,
anomalies detection method is seamlessly applied so that UAV
can detect suspicious behaviors autonomously. To this end, a
wide spectrum of studies have been conducted over the past
few years [6], [31]-[34]. Those studies primarily involve two
solutions: single discrete state and sequence states analysis,
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also known as trajectory analysis method. By establishing ad
hoc statistical model between current target state and anomaly
definition, the single state analysis method calculates the cor-
responding anomalous level and extracts anomalous behaviors,
such as over-speed, anomalous intention and direction reversal,
etc. In particular, the works in [34], [35] defined a sigmoid
function to calculate the threat value based on target’s cur-
rent state. A Gaussian-process-regression-based method was
introduced in [36], which also considered domain constraints
for airborne target tracking. Different from the first approach,
trajectory analysis approach infers target behavior through all
states within a given time window. This method generally
formulates an expert definition of target behavior patterns,
which are then leveraged to examine a given state sequence.
To be specific, if the current data sequence matches any illegal
driving pattern predefined, anomalous behavior is detected.
The studies in [33] defined several typical driving behaviors to
classify target behavior given a part of trajectory, and a fuzzy-
decision-making process was then used to match the feature of
behavior. Similarly, [6] proposed a regular-expressions-based
approach to match the characteristic of target driving behavior.

Compared with trajectory analysis method, the single state
analysis method can be less reliable [34], [37], as the judgment
only based on a single data can be easily misled by even
minor disturbances such as sensor noise. However, despite
the robustness, trajectory method is also problematic under
certain circumstances. Anomalous behavior may have multiple
manifestations that are difficult to enumerate, resulting in
the false alarm of suspicious behavior [6]. Moreover, the
definition of certain target driver pattern is dependent on local
environment [33]. For instance, the same action triggering
alert for investigation in normal traffic may be considered
‘allowed’ during congestion. Besides, the trajectories with a
similar shape may indicate quite different meanings under
different tracking contexts, say a curve trajectory indicating
lane-changing action on straight roads may correspond to lane-
keeping behavior on winding roads.

To close above mentioned gaps in applications of UAV
surveillance, this paper proposes a novel overall framework
integrated with both airborne target tracking and anomalous
behavior detection mechanism. The framework is based on a
road-section-oriented concept, in which all measures, includ-
ing domain information extraction, on-road state estimation,
and suspicious behavior recognition, are centered around a
single road section or combination of road sections. The state
constraint information is modeled as a Hidden Markov Model
[38] (HMM) and is inferred using a dynamic programming
method. The constrained state of the ground target is then
calculated with a projection method [17], and a de-noising
method is presented to mitigate noise in the process of domain
constraint information confirmation. An anomalous behavior
recognition mechanism is seamlessly integrated by analyzing
the target driving characteristics, which are represented by a
combination of road sections.

The contribution of this paper is twofold: Firstly, we present
a logic delay approach using sliding window to autonomously
infer the relevant domain constrained information and esti-
mate the constrained states within the corresponding time

length. Secondly, an efficient anomalous behavior recognition
mechanism is introduced. This method obtains the anomalous
value of ground target by analyzing the rarity of target driving
pattern, which is represented by lane section sequence.

The remaining content of this paper is structured as follows.
In Section II, the mathematical model and definitions for
terrain information, ground target, sensor, and anomalous
behavior are formulated. Section III presents the methodology
for inferring constraint information, integrating constraints,
and performing a de-noising process. Section IV explains the
principle of extracting driving patterns, generating data, and
designing the anomaly detection mechanism. In Section V, the
effectiveness of the proposed method is demonstrated through
extensive numerical simulations, which show improvements in
both tracking accuracy and recognition of suspicious driving
behavior.

II. SYSTEM MODEL FORMULATION

This section utilizes a method for extracting domain-specific
information from a high-quality digital map by representing
the traffic lanes as an embedded graph. It defines the ground
target model under terrain constraints and sensor model, and
also describes model leveraged for the anomalous driving
behavior detection.

A. Terrain model

In this study, we simplify the digital map by approximating
it as a 2-D embedded graph, with edges and vertices repre-
senting specific lanes. The objective is to extract a universal
geography information set M, which can be used to constrain
the motion of the target by leveraging the edges and vertices
of the graph. M includes geography information of all lanes
in this region and is defined as

M:{thl“:l,"',nﬁ} (1)

where [ represents the lane index, n, represents the total
number of lanes in surveillance region, £; is the information
collection of lane [ and 0; contains the heading direction
information of lane [. For each lane [, we have
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where s}’”l represents the intermediate section between
. . ; T p
two adjacent lane vertices vj = [zl,y!]" and vjT' =

(2, 1,y +JT, n’, represents the total number of sections of
lane [. There is a substantial body of literature regarding
segmentation approaches for representing lanes, as shown in
previous studies [9], [10], [29]. Typically, the lane is either
represented by a series of line segments or curves, while both
methods inevitably introduce model errors. In this study, we
employ a linear segmentation method for the approximation
since it is both convenient and computationally efficient to
implement, and importantly, the model error is adjustable. As
a result, each linear lane section can be represented as follows,

5;’i+1 _ {(1 —a) vli + avl’:+1|a € [0, 1)} 3)
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To effectively control the model error, we adopt the concept
of maximum direction change error d,,,,; from reference
[29] to determine the segmentation frequency based on the
curvature of a given lane. Accordingly, the heading direction
of the line segment can be calculated as follows:

! !
i+l _ 1 Yit1 Y
91 = tan (l

i
Lip1 — X4

€0 @)

For clarity, the terrain modeling process is depicted in
Fig. 1. Note that this study assumes the movement of the
ground target to be restricted to a 2-D plane, which although
simplistic, is suitable for modeling purposes, but may not
accurately reflect the true surveillance scenario. However, this
2-D tracking approach can be easily extended to 3-D tracking
by employing multiple 2-D planes to provide a comprehensive
depiction of the lane shape in the 3-D space.

Lane
approximation

—

Fig. 1: Terrain model

B. Ground target and sensor model

The primary objective of target tracking is to accurately es-
timate the desired target state sequence XF = {x1,x2,...,x}
from sensor echoes ZF = {z1,22,...,2x} that are expected to
be corrupted by noise. Usually, the target state propagation is
assumed to follow a Markov chain process, wherein the future
state x4 is conditionally dependent only on the current state
xi, and is independent of previous states X f ~L. Similarly, we
have

X = Frxp_1 +wg &)

where wj, represents the process noise which is generally
assumed to be white Gaussian with covariance Qj (i.e.,
wy ~ N (0, Qg)). Given that on-road targets exhibit moderate
maneuverability, we utilize a constant velocity model to en-
hance computational efficiency. Define x, = [zk, Tk, Yk, yk]T
and the state transition matrix F, is represented as
1 T

0 1)

>

Fp=F=L® { (6)
where I represents a 2x2 identity matrix. In the target tracking
process, domain-constrained knowledge is taken into consider-
ation. Hence, the target state x; and state propagation process
noise wy, must adhere to the corresponding terrain constraints,
hence we formulate the constraint models as follows,

C()Ck) =0,

7
Q5 = C(Qu) @

where C(-) represents a constraint relation exerted on the
target state and the state transition process, and Qf, represents
directional propagation noise. It is generally believed that the
trace of the constraint matrix Qj should be less than that of
the covariance matrix Qg, as incorporating prior knowledge
can help reduce the uncertainty space of state prediction and
improve target tracking accuracy. However, when the ground
target moves under complex terrain conditions, the perfor-
mance can degrade significantly, particularly when dynamic
constraint information switches quickly. This issue will be
thoroughly addressed in Section III.

This study assumes that the small-scale UAV is capable of
detecting the relative range 7 and azimuth (j of the target
with respect to its current position, similar to the monitoring
model used in [9]. Therefore, given the current UAV position
x/ = (z¥,yY) which is assumed prior-known, the intrinsic
relation between the target state x; and measurement z; can
be represented by the following nonlinear function as

2 = (re, Br)" = hi(xy) + vy
V@ =20+ (e — )’ ®)

U + v
tan—1 (yk v

:Dkfibk

where v represents the sensor noise and is assumed to be
white Gaussian with covariance Ry (i.e., vx ~ N (0, Ry)).

Remark 1. The UAV dynamics model is usually utilized in
controller design for trajectory tracking, which has already
been extensively addressed in contemporary research, as ex-
emplified in [9], [39], [40]. In order to maintain the focus of
our study, we assumed that the UAV is a point mass model
without considering the UAV motion dynamics.

C. Anomalies detection model

Different from previous studies that mainly rely on target
trajectory analysis and specific behavior definition to recognize
anomalous behavior, this paper proposes a method to extract
target driving information by leveraging its interactions with
local terrain, specifically, the lane sections. To achieve this, a
fixed-length numerical sequence Se is used for target behavior
representation and pattern matching with driving patterns
collected in a database defined as D. The rarity of a given
driving pattern stored in Se is then calculated and defined
as A (Se|D). By linking the concept of behavior rarity with
anomaly, the anomalous level of each driving behavior can be
determined, as that the pattern which deviates so much from
others as to arouse the suspicions that it was generated by a
different mechanism [41]. The anomalous level of each driving
behavior is defined as

Alert, if A(Se|D) > uy
Respond = { Monitor, if ug < A(Se|D) < uy 9)
Normal, if A(Se|D) < uqy

where w1 and ug are constant parameters which describe the
anomalous level of target behavior. The detailed methodology
for defining driving patterns and recognizing anomalies is
discussed in Section IV.



IEEE TRANSACTIONS ON AEROSPACE AND ELECTRONIC SYSTEMS

III. DOMAIN KNOWLEDGE AIDED TARGET TRACKING

This section describes a method for inferring the correct
domain knowledge using a dynamic programming approach
within a sliding window. It also computes the on-road state
of the ground target by applying and integrating constraints.
To reduce data sequence noise, it introduces isolated points
elimination and double window techniques.

A. Constraint information inference

In order to extract domain-constrained information that is
imposed on the target state at each moment, a sliding window
W with a fixed length At is used here. The terrain information
sequence with respect to W is defined as

(10)

Et@ = {StﬁfAt+17"' s Sky 78tﬁ}

where t. represents the ending time of window W and sy
is a random variable (RV) that links domain knowledge at k
with the sample space M defined in Section II. For example,
s, = 57"t means that the ground target travels on the ith
section of lane [ at time k.

The terrain information set EF;, is viewed as hidden states,
which can only be inferred using observations. Thus this
inference problem can be treated as a Hidden Markov Model

(HMM), as illustrated in Fig. 2.

plaicr | oit) Pleer | i)

Observations

Fig. 2: HMM with terrain constraint

The observation sequence can be readily obtained via air-
borne sensor at t. as
12t} (1)

Zte = {Zte—At-‘rla ks,

To infer the relation between measurements and the traffic
lanes, we need to calculate the geography position with respect
to each measurement. To this end, the UAV position at each
corresponding moment should be recorded, and the collection
is defined as

U U U
U, = {X0 _ava1 Xy e o Xp | (12)

and at any arbitrary moment k, the geography position, defined
as pf, is calculated as

T T
) ]

13)

Pi = x5y = [TkU + 7 cos (By) , yg + 7 sin (Bk)

For each measurement, the vertical projection of pj
on arbitrary lane [ is defined as pj (I). The lane sec-
tion on which the target is moving can also be ob-
tained as $§x(l). Hence at each moment k, we have
ny + 1 predictions about target current position, which
are off lane: (p;(0) = pj,3x(0) : of f — lane), on lane one:
(pr(1),8,(1)), ---,and on lane ng: (pr(ne),8kx(ne)). The
prediction set Y}, at moment k£ can be represented as

Vi = {7 (). 6 (D) 1= 0. - (14)

e}
and the whole collection of target state and lane section
predictions over the sliding window length At is obtained as
{Yilk=te —At+1,-- t.} (15)
The preference of target driving behavior such as lane
keeping, lane changing, driving off road and driving onto road
is defined as wf,, which quantifies the transition probability
from behavior I’ to [. This value can be assigned by human
expert based on specific tracking scenario. For instance, if off
lane behavior is neglected, we can simply set wf, = 0, for
VIl = 0. We can also assume that the ground target is inclined
to perform lane keeping behavior instead of changing lanes
frequently, thus we set wll to be much greater than wll, a#£1).
It is evident that the number of possible terrain information
flow with respect to the sliding window W grows exponen-
tially with the time length At. To infer the correct domain
knowledge combination without leading to huge computational
complexity, a dynamic programming method named Viterbi
algorithm [42] is applied to determine the most likely on-road
state sequence of the ground target. This method obtains the
likelihood of each data sequence by calculating the product of
all states likelihood in the corresponding state sequence
Initial state k = 1,for Vi € {0, -+ ,nc}:

L}, = log (p (zelpi () +1og (p (%))  (16)

Propagation 1 < k < t,,for VI € {0,--- ,nz}:

Ll =  max (log (p (zk|py (1)) + log (wll/) + Lgfl)
U'e{0,--,nc}
)
Final state k = t.:
I, = L 18
SR TP S (1%
sk = 8 (k) (19)

where p (zx|p;, (1)) represents the likelihood density and is
assumed to be Gaussian, and p fcfc with & = 1 represents the
initial density of state at lane [. [; in Eq. (18) is a RV which
is the target traveling lane index at moment k. The domain
information constraining target motion at each moment k is
obtained as s in Eq. (19). By using the backward propagation,
all the constraint information with respect to the state in the
sliding window W, i.e., E;_, is subsequently extracted.
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Tlk—1— Ly
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Yk|k—1"Yi

H, _ | Vo i
Y —Yk|k—1
(Wk\k—l—wg)z'i‘(yk\k—l_yg)z

B. Constrained on-road filter

Once the terrain information is obtained, the next step is
to formulate constraint functions and calculate all constrained
target states within the sequence X;_,

) xte } (20)

Given the fact that ground target may move through various
terrain constraints, there are four typical behaviors that the
target may perform during its journey, as listed as follows,

Xi, =Xt Attt X,

1) Section keeping behavior, s = Si—1.
2) Section changing behavior (On the same lane), s #
Sk—1,1p = 1.

3) Lane changing behavior, I # l;_1.

4) Off lane behavior, [}, = 0.

These first three cases refer to the on-lane behaviors while
the fourth case denotes the off-road behavior, which can be
readily tracked with conventional unconstrained filter. In the
first case, the ground target not only keeps the lane but also
remains on the same lane section. In this case, both the target
state and propagation process are constrained by the section
information. In the second and third cases, the ground target
breaks through the original constraints and demonstrates a
certain level of maneuverability. In these cases, it is obvious
that only the target state satisfies the terrain constraints while
state propagation process noise should remain unconstrained
or appropriately enlarged to account for the maneuverability.

To obtain the unconstrained state of target, the typical
Bayesian principle is given as

p (zk|xx)

p (k| 2F) /dxk—lp (ke xe—1) p (xe—1|Z57Y)
—_—

state update

p(xk|ZT) =

state prediction

2D
with EKF steps as follows,
State prediction steps:
Xpjk—1 = Fxg_1

(22)
Pyjp—1=FP, FT + Qy

and given UAV current position ka, the Jacobian of
measurement with respect to target state Xglk—1 =

. . T . . )
[@hik—1> Eklk—15 Yk|k—1, Uklk—1] is obtained as Hj, in Eq.

(23).
State update steps:
Sk = HyPy— 1 Hi + Ry,
X = X1 + Prp—1HES (26 — b (xgj3-1))
Pip =Pt — Py HLS, " Hy Py

(24)

Next, we formulate constraint functions and apply them to
the process of target state estimation. Following the inspiration

\/(rkuﬁl—r5)2+(yk\k71—y£’)2
$k|k—1—$g O

(wk\kfl—wE)Z—s-(yk\kfl—y,’{)Q

(23)

of [28], we enforce that the position and heading direction
of the ground target must satisfy the constraint information.
Therefore, based on the map information extracted in Section
III-A, suppose the correct domain knowledge related to target
at moment k is s, = s?”“, then the terrain information
such as section heading direction 9;”“ and vertex v} can
be readily obtained. We formulate the constraint functions for

any arbitrary state xi as follows:

tan 6" 0 -1 0],
0 tan@f’”l 0 —1|°"
D (25)
iyit1 i T
= ([tanﬂl’ ,—1} [Ul,02><1])
d

where the first term on the left-hand side of above equation
represents constraint matrix, denoted as D and the second term
is target state, and the term on the right-hand side represents a
constraint bound, denoted as d. The problem of generating the
constraint state can be reformulated as obtaining the maximum
a posterior (MAP) of the state density that satisfies the given
constraint relations,

X) = arg maxp (xk|Zf) st. Dx, =d  (26)
Xk

This problem is readily solved with the Lagrange multiplier

approach as suggested in [17], and the optimal result is derived

as follows,
xp = Jixg + Jo

(27)
P, =J,P.J7

with the projection matrix J; and location parameter matrix
Jo

J, =L, - P,D” (DP,D”)"' D

. (28)
J, =P,D" (DP,D") d

where 1, is a 4 x 4 identity matrix. If the current position and
velocity direction of the ground target satisfy the constraint
equations, it is easy to prove that the one-step prediction
Fx;._1 also satisfies the constraint condition DFx;,_1—d =0,
corresponding to the state constrained model C' (xz) = 0
formulated in Section II. When the ground target remains on
the same lane section during state propagation, the process
noise should be constrained to comply with heading direction
of the lane section. According to [43], the section directional
noise can be calculated as follows,

Qi = (L - QD" (DQ,D") 'D) Qi ()T @)

where (- --)T represents the transposition of first term on
the right-hand side of above equation. This directional noise
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satisfies the constraint relation DQ{D? = 0 and has the
smallest covariance among all the possible constrained process
noise, corresponding to the model Qf = C' (Qy) established
in Section II.

C. Data noise mitigation

It is evident that the constrained state estimation process
yields better target tracking performance than the uncon-
strained estimation process, as it considers more external
information to overcome the space of uncertainty. However,
this method heavily relies on the accuracy of the extracted
constraint information, especially when complex terrain con-
ditions are considered. A sliding window approach integrated
with dynamic programming method is proposed for selecting
the correct terrain information. Nonetheless, noise may occur
and result in disastrous performance degradation. For illustra-
tion, two types of noise related to the lane confirmation result
are shown in Fig. 3,

..A-Data
O Anomalous point

<A Data
O Anomalous point

Lane index

Time (s) Time (s)

(a) Case one (b) Case two

Fig. 3: Data sequence noise

As shown in the first case, the pulse-like peak demonstrates
a fluctuation occurring in an extremely short term, which is
mainly caused by sensor noise. These anomalous fluctuations
caused by noise generally have two features: 1. They only
occur in a short term, and 2. they are surrounded by different
points among which they share the same value. To detect the
anomalous fluctuations and mitigate their negative impact on
the tracking performance, we define 7,,;, as the minimum
length for a ground target to accomplish an overtaking behav-
ior (switch to an adjacent lane and then switch back quickly),
thus

{Noise points confirmed, if Ny < TT (30)

Overtaking behavior, otherwise

where IV 4 represents the number of subsequent isolated points
sharing the same value, and it is believed that those points
are caused by noise if the time length is not long enough to
perform an overtaking behavior.

As shown in the second case, the method of eliminating
isolated points mentioned earlier is not effective due to the in-
sufficient information available in the current sliding window.
This phenomenon is referred to as the edge effect, which is an
inherent limitation of the proposed sliding window method. To
mitigate this effect, there are two solutions. One is to devise
an adaptive sliding window method that can automatically
avoid having isolated points on the edges of each sliding
window. Another solution involves designing a double window

mechanism, which is adopted in this paper. The working
principle of the double window method is shown in Fig. 4.

Sliding window: W

State 1 | State 120 | State At | —_
H Sliding window: W
| State 1 | | State 120 | State At | —_
Timet ¢, At+1 w t. w

Fig. 4: Mechanism of double sliding window method

Each single window starts at the central moment of the other
window, thus forming a complementary relation and mitigating
the edge effect of each single window. To fuse the data from
each sliding window, the posterior probabilistic density of
window W4 and Wp at moment k are defined as p (Wa|Z})
and p (WB|Z{“), respectively. Based on Bayesian principle,
we have:

p(WIZE) ocp (zklW, 2571 p (W27 71) (3D

where p (z|W, Z{~") denotes the likelihood density, while
D (W\Z{C 71) denotes the prior density. The likelihood density
can be easily obtained thorough Eq. (21) as,

p (W, 2¢71) =p (Zk-|xmg—1)

(32

~N (Zk;xm,ka)
where x%c_l is the predicted state with respect to window
W. The confidence level on window W without information
update using measurement is denoted as p(W|fol). To
mitigate the edge effect, a Gaussian distribution is devised
for p (W|Zy™"), which can be expressed as

2
p(WA|Z{€71) NN(k,%ﬁtH, (At) >
(33)

2/)
p WB Z}IC ! N kit 7t i
( ‘ 1 )N ) bes 2p

where k represents the current moment and p is a parameter
for deviation adjustment of the proposed distribution. The
estimation result is obtained by fusing the estimation results
of each sliding window using the following equation,

p(mlzf) = Y

We{Wa,Wg}

p (W, ZE)p (W|ZE) (34

with moment matching for state x} and covariance P}V
corresponding to each window W as

= >, p(Wzh)x
WE{WA,WB}
Pe= > p(WIZE) (P + (e — ) (8 —n) ")

We{Wa, W}
(35)
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and the domain constrained knowledge E, is then updated
using the unit SZV with respect to each sliding window W as
W = arg p(W|Z})

max

We{Wa,Wg} (36)

Sk:SZV

Due to the sliding window logic, a delay is unavoidable in
tracking application. The delay length, however, is controllable
and hence, researchers may use different window lengths
to trade-off between tracking accuracy and efficiency, given
specific application.

For clarity, the algorithm of proposed double window ap-
proach is given in Algorithm 1.

Algorithm 1 Overall structure of double window method

Require: Previous estimation results, current sensor echo zj,
domain knowledge M and current UAV position x

1: while Measurement z; received do

2 for W4 do

3 Store measurement zj in Z;,

4: Store current UAV position x¥ in Uy,

5 if Current moment k£ = ¢, then

6 Obtain on-road states and terrain information pre-

dictions via Eq. (15) with M

7: Infer domain knowledge E:  via Eq. (16)-(19)

8 Obtain X, and the corresponding covariance ma-
trices using E; via on-road state estimation in
Section III-B

9: Isolated noisy points elimination in Section III-C

10: Update Z;, and U, set t. =t. + At

11: end if

12 end for

13:  for Wg do

14: Repeat steps 3 — 11 with states corresponding to
Wpg

15:  end for

16:  if Any W is finished then

17: Obtain x; and Py, for arbitrary moment k in W via
data fusion in Section III-C

18: Update terrain inference E;, via Eq. (36)

19: return Target states and terrain reference results

20:  end if

21: end while

Remark 2. Though considering external information infer-
ence and constraints implementation with a delay logic, the
proposed method’s time complexity is comparatively light-
weight. Let target state X;, € R"=, the time complexity at each
recursion is O (ni + ’fl[). When considering the delay logic
over length At for double window estimation, the correspond-
ing time complexity is obtained as: 2At ((9 (ni) + 0O (n%)) +
O (At . ni) e O (At (ni —|—n%)), which in fact, can be
further reduced using efficient optimization method.

Remark 3. It is important to note that the proposed framework
is extendable, and besides EKF, other state estimation meth-
ods such as constrained Monte-Carlo sampling method may

also be feasible. Given specific application requirements, re-
searchers may find suitable filter to trade-off between tracking
accuracy and efficiency [44]. As for multiple target tracking
application, the proposed method can be readily extended as
well, via tackling the classic measurement-target allocation
issue, generally known as data association problem, which has
been well studied, especially in the field of radar application
[45]-[48], and for simplicity, this issue will not be discussed
in this research.

IV. ANOMALIES DETECTION

This section presents a method for defining target behavior
using lane sections. It also proposes a pattern matching method
and a database generation method for measuring the anomaly
level of target behavior. Finally, it summarizes the overall
framework of the anomaly detection mechanism.

A. Behavior definition

In this study, terrain information is obtained by approx-
imating road lanes as continuous piece-wise sections. This
information can be leveraged for detecting anomalous target
behavior seamlessly. Each lane section is assigned with a
unique number, and the driving behavior of a ground target
during a specific time interval can be represented by a se-
quence of these numbers. For example, the lane sections can
be encoded as shown in Fig. 5.
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Fig. 5: Lane section encoding

Suppose that the sequence of lane sections on which the
ground target moved is obtained as

Se(1) = ‘1112233344’
Se(2) = 5566778’
Se(3) = ‘11223778
Se(4) = 5562233778

and with the aid of domain knowledge, the behavior of the
ground target can be inferred from the lane section sequence.
For instance, Se(1) indicates that the ground target moves
straightforwardly along lane 1, while Se(2) suggests a similar
action along lane 2. Se(3) represents a lane-changing behavior
as the target moves from lane 1 to lane 2, and Se(4) is more
likely an overtaking behavior in which the target switches to
the adjacent lane and quickly switches back. Moreover, other
information, such as traveling direction, speed magnitude, and
the exact moment of lane change, can also be implied in the
section sequences. This method can be effortlessly extended
for analyzing multiple target behaviors, as the operator may
infer reckless driving patterns or leader-follower relationships
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by finding similarities among their corresponding road section
sequences.

Note that there could be ambiguity when applying conven-
tional trajectory analysis method [33] for behavior recognition.
Specifically, there is a potential for the intended target to
be mistakenly identified as executing lane change maneuvers
by applying pure trajectory analysis method while actually,
the target is following a path within a winding route, as
shown in Fig. 6, which displays two driving scenarios. The
first scenario (top) illustrates a lane-changing behavior, while
the second scenario showcases a lane-keeping action. Despite
the similarities in their driving trajectories, it is essential to
note that the same trajectory can have different interpretations
in distinct driving contexts. This underscores the potential
challenges associated with trajectory analysis methods and
highlights the significance of integrating external information.

Lane changing behavior

trajectory

Lane keeping behavior

| |
-~ - .- = ~
- trajectory

~ —
S _-—

Fig. 6: Ambiguity in behavior recognition

B. Pattern matching

To effectively recognize suspicious behavior of ground
target, a driving pattern rarity evaluation method is leveraged
for comparing a given driving pattern with a target driving
database. As substantial anomalous behavior occurs when
the target exhibits a different maneuverability [6], we extract
the feature of numeric strings by eliminating consecutively
repeated numbers, shown as follows:

Se(4) = 5562233778 — Se’ (4) = 562378’ (37)

where Se/ represents feature strings of the original string Se.
The feature string Se is then transformed into a set of fixed-
length numerical strings for ease of comparison, as follows:

Sef = 5623’
Sel(4) : ©562378 — | Ses = ‘6237’ | — Examination
e Sej = 2378’

(38)

where ts represents the length of each split numerical string,
and Se; represents the nth split numerical string. The ex-
amination process is primarily aimed at assessing the degree
of anomaly of a given split numerical string. Two methods
can be utilized for this examination process: pattern matching
and data-driven methods. For a fixed length of numerical
string, making comparisons is simple and convenient. Thus,

in this study, the pattern matching method is employed, which
necessitates an extensive database encompassing a significant
number of driving patterns related to the first digit of the
split numerical string. For instance, for a string length of
t, = 2 related to road section 2, the most frequently occurring
driving patterns are ‘23’: straight forward behavior, 26:
legal lane changing behavior, and ‘27’: legal lane changing
behavior. Violation behavior is assumed to occur rarely and
can then be easily detected. It is important to note that in
most typical scenarios, a value of t; = 2 proves to be
adequate for the identification of aberrant actions pertaining
to geographical position alterations, such as unauthorized lane
changes, questionable off-road maneuvers, or instances of
driving in the incorrect direction. Consequently, we employ
t, = 2 for validation purposes in the numerical simulations
discussed in Section V.

The database can be generated autonomously by the UAV
through surveillance data collection. However, in this paper,
for simulation purposes while still maintaining authenticity,
we define the transition between different road sections as
a Markov chain model and generate target normal driving
patterns through a random walk model, as illustrated in Fig.
7.

—: Lanel
: Lane 2
section: 3

section: 2

section: 1

section: 4

section: 8

section: 5

section: 7

section: 6

Fig. 7: Markov chain model of section switches

For each split string Se®, its occurrence frequency can be
obtained by searching for the same pattern within the string
database D, as f(Se®). Then the anomalous level of Se® can
be calculated as follows, based on its occurrence frequency
and the total number of sequences N in the database:

s f(Se?)

A(Se’|D) «x 1 N
This equation represents the rarity of the given split numerical
string compared to the frequency of occurrence of the same
pattern in the driving pattern database. A backward process
is then carried out to match the anomalous value of each
Se® with each time moment in the sliding window W,
thus obtaining A(Se|D). Next, according to the model Eq.
(9) formulated in Section II, UAV will automatically take
corresponding actions in response.

(39)

C. Overall framework of anomaly detection mechanism

For clarity, The mechanism for anomalous behavior detec-
tion is illustrated in Fig. 8. The input data are obtained through
constrained on-road tracking, as described in Section III. The
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Fig. 8: Framework of anomaly detection mechanism

inputs consist of lane and section indexes collected within
a sliding window as FE; . The output of the system is the
anomalous level for each moment within the sliding window
as A (Se|D). The overall mechanism is divided into two parts:
an online operation (shown as the pale blue frame in Fig. 8)
and an offline operation (shown as the pale yellow frame in
Fig. 8). In the online operation, the features of the raw data are
extracted and generated as Sef. The feature numerical string
is processed by the splitting part to generate a sequence of
numerical strings Se® with the same length. The examination
part matches each split string with driving patterns collected in
the database D and obtains the anomalous value through Eq.
(39). The anomalous value of each split string is assigned to
its first digit and matched with the raw data through backward
propagation. In the offline operation, each lane section in the
map is encoded with a specific digit to formulate an overall
template, which is used for transforming the input data to
the raw data used for online operation and is also used for
generating data for the database D. The database D not only
receives driving patterns from initial data generation but also
updates its database by collecting driving patterns from the
online operation, hence customizing for local driving habits.

Remark 4. Please note that the behavior recognition method
is terrain-information-centered and is tailored for the domain
knowledge based tracking application, as in one respect, the
tracking application provides exact the information that recog-
nition method needs for behavior inference, and in another,
the behavior recognition mechanism demands highly robust
estimation result, which is guaranteed by the incorporation of
terrain constraint information in our tracking application.

V. NUMERICAL SIMULATION

This section evaluates the performance of proposed method
through extensive simulations. The section first sets up the
simulation scenarios and explains the evaluation metric and pa-
rameters. Then, we examine and compare the performance of

the proposed methods, including both single and double slid-
ing window methods, with unconstrained filter and constrained
on-road filter with IMM logic. Finally, the effectiveness of
proposed anomaly detection mechanism is demonstrated with
numerical simulation.

A. Simulation setup

To evaluate the effectiveness of proposed domain-
constrained filter and anomalous behavior recognition mech-
anism, a high-quality digital map is utilized to provide local
terrain information, such as traffic lanes. The scenario includes
four curved lanes with two different heading directions. The
ground targets are permitted to either continue on their current
road or switch to an adjacent lane with the same heading
direction. However, any other lane-changing behaviors are
considered illegal and regarded as anomalous behaviors.

Fig. 9 shows two ground target tracking scenarios for
illustrative purposes. In the first scenario, the ground target
enters the surveillance region at position A and travels to
position B within 58s, at which point the tracking process
ends. The target demonstrates mostly straight forward behavior
during its journey, with only one overtaking behavior occurring
at 20s and 30s, and therefore exhibits no anomalous behaviors.
In contrast, the second scenario depicts a typical regulation
violation circumstance, under which the target enters the
region from position A and changes lane at 20s, before
driving directly onto the contraflow lane at 40s. That lane
changing action clearly violates the law and may result in
severe consequences. A UAV is utilized for monitoring target
behaviors in those two scenarios. Unless otherwise specified,
the simulation parameters are summarized in Table I. The
monitoring UAV maintains a consistent altitude of 50 meters
with an average speed of 24 m/s. It is configured to track
the intended target with an approximate distance that varies
between 67 meters and 122 meters in bird’s-eye view, as
illustrated in Fig. 11.

TABLE I: Parameters required in the simulation

Parameter Value
UAV sampling interval 7" (s) 0.5
Simulation length (s) 58

Process noise Qp diag([20 20 20 20])

Sensor noise Ry, diag([2 1/57.3])-diag([2 1/57.3])
Velocity range of ground target (m/s)  [14 20]

Slide window length At (s) 13

Initial state prediction [—213074.6991; 0; 6209735.658; O]T
Initial covariance diag([50 283 50 283])
Minimum time for overtaking T',in 3

Length of split numerical string ts 2

To evaluate the tracking performance, we utilize two met-
rics, namely root mean squared error (RMSE) and mean
distance error (MDE). RMSE is defined as the square root of
the average of the squared differences between the estimated
and ground truth positions of the target over a specified time
interval. Mathematically, RMSE can be formulated as:

N.
N
RMSE = | | 5~ _ vk —pill3 (40)
5 k=1
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(a) Scenario one: normal driving behavior
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(b) Scenario two: abnormal driving behavior

Fig. 9: Surveillance scenarios
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Fig. 10: Domain knowledge extraction

where N, is the number of samples and || - ||2 represents the
Euclidean norm; p§ and p! denote the estimated and ground
truth positions at sample k, respectively. MDE is the average of
the squared differences between the estimated and ground truth
positions of the target over a specified time interval, which can
be expressed as:

@

1
MDE = > "Ik — il (41
S k=1

B. Terrain information extraction

To extract domain constrained information from the given
digital map, the lanes are approximated as multiple continuous
piece-wise line sections, as suggested in [29]. The maximum
heading direction error 4, is set to be 3°. The approximation
results are shown in Fig. 10, indicating that all curve lanes
within the surveillance region are successfully divided into
multiple line sections and are labeled from left to right in
sequence as 1 to 4. Moreover, it is apparent that the frequency
of segmentation is proportional to the lane curvature, which
helps to mitigate the segmentation error.

C. Performance evaluation of single window tracker

According to the lane approximation process, it is evident
that the ground targets travel through various constraints
dynamically, which provides a challenge to existing road con-
strained filters as most of them only consider static constraint
knowledge. To illustrate the effectiveness of the proposed
method, both target tracking accuracy and terrain information
inference results are evaluated. For emphasis, an unconstrained
EKF and constrained on-road filter using IMM logic for
constraint information inference are employed here. We select
the first scenario for simulation, and the tracking result is
depicted in Fig. 11. The result clearly reveals that the proposed
method can persistently track the ground target regardless of
the rapid change of domain constrained information. It is
also observed that proposed method achieves better tracking
performance than the unconstrained filter during most of the
time. To further explore the tracking performance of the
proposed method quantitatively, the MDE and mean terrain
inference results of 1000 Monte Carlo simulations are shown
in Fig. 12 and Fig. 13, respectively. Fig. 12 demonstrates that
the proposed method outperforms EKF and constrained filter
with IMM logic in terms of target tracking accuracy. Fig. 13
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also shows that compared with IMM method, proposed method
can automatically match the correct domain constrained infor-
mation and demonstrates a strong robustness toward dynamic
changes of terrain conditions.
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Fig. 12: MDE results of single window method
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Fig. 13: Constraint inference result (single window method)

However, it is important to note that proposed method
exhibits significant performance degradation at certain time
instances, namely 14s, 20s, 27s, 30s, and 40s, as shown in
Fig. 12. Analysis of the ground target’s driving behavior in
the first scenario suggests that the performance degradation at
20s and 30s is probably due to the lane-changing behavior,
which violates the original constraints and renders the domain
constrained information ineffective. And this hypothesis is

212
108

TABLE II: Performance comparison

Method MDE RMSE
mean std mean std
EKF 2.0153 0.0942 22861 0.0737
MM 1.6412 03627 1.9495 0.3294
Single window 1.5621 0.2940 1.8870  0.3055
Double window  1.5358 0.2145 1.8480 0.1945

verified by the same performance degradation demonstrated
by the constrained filter with IMM logic in Fig. 12. The
performance degradation at 14s, 27s, and 40s can be observed
in both Fig. 12 and Fig. 13a, indicating that the peaks in Fig.
12 are likely caused by the domain knowledge inference noise.
Additionally, these time instances coincide with the edge of the
sliding window. Thus, we may conclude that the performance
degradation at 14s, 27s, and 40s are a result of the edge effect
mentioned in Section III-C.

D. Performance evaluation of double window tracker

To further alleviate the edge effect and improve tracking
accuracy, we investigate the performance of the double sliding
window tracking approach. The results of MDE and terrain
information inference after 1000 Monte Carlo simulations are
shown in Fig. 14 and Fig. 15, respectively. It is observed
that the performance degradation caused by the edge effect is
effectively mitigated, resulting in an improved tracking perfor-
mance. For comparison, the overall tracking performances of
the EKEF, single window approach, constrained IMM filter and
double window approach are summarized in Table II. It shows
that proposed methods yield the better tracking performance
than other unconstrained and constrained filters, and the double
window method successfully mitigates the edge effect and
achieves better results than the single window approach.

E. Anomalous behavior recognition

The performance of anomaly driving pattern detection lever-
aging domain information is verified here. To comprehensively
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explore performance of proposed method, both tracking sce-
narios proposed in Section V-A are utilized for comparison
purposes. The target driving behavior database D consisting
of N=10000 driving patterns is subsequently generated using
a random walk logic with the Markov model defined in Fig.
16 and 18. To further emphasis the effectiveness of proposed
method in this application, we leverage the string matching
method proposed in [33] for comparison purpose. The simula-
tion results are shown in Fig. 17. The anomalous level remains
lowest when the target is performing the commonly used
behavior, i.e., the straight forward driving action. In the first
scenario, the target performs an overtaking behavior from 20s
to 30s, resulting in a rise of anomalous value in 20s and 30s,
which, in accordance with cognition, neither triggers alert nor
monitor alarm. However, in the second tracking scenario, the
ground target performs lane changing behavior twice, driving
onto the adjacent lane at 20s, which is a normal behavior
with no anomaly detected, while directly entering the opposite
lane at 40s, clearly violating the traffic regulation. This law-
breaking behavior does not trigger alert with string matching
method (as the maneuver sequence appears to be normal),
but is successfully detected by proposed method, illustrating
the effectiveness of the anomaly detection mechanism in this
tracking application.

VI. CONCLUSION

This paper presents a novel framework for tracking ground
targets and anomalous driving behavior recognition using a
UAYV, with the aid of dynamic terrain information. The pro-
posed method models the target state and external constraints
on its motion imposed by domain knowledge using Hidden

Transition Matrix Heatmap

Fig. 16: Transition matrix

Markov Models (HMM), and infers the domain constraints by
employing a lightweight Viterbi algorithm. After extracting
the correct domain information, a constrained on-road filter
is utilized to enforce both the target state and propagation
process to comply with the domain constraints, leading to
improved target tracking accuracy. Subsequently, using the ter-
rain information inference results and domain knowledge, an
efficient anomalous driving behavior recognition mechanism
is seamlessly integrated, thereby increasing the UAV’s auton-
omy. Simulation results demonstrate the proposed method’s
robustness towards changes in domain constrained knowledge,
and promising results are achieved for both target tracking and
anomaly detection.

One of the major limitations of our work is that only single
UAV for single target tracking is considered. This method,
though effective and easy for implementation, can be further
improved in terms of tracking accuracy, flexibility and cover-
age with the cooperation of other intelligent units. In the future
research, the scope will be extended by considering dynamic
tracking scenario with multiple targets and UAVs. In this
case, a comprehensive strategy trading-off between tracking
efficiency and robustness while maintaining the consistency of
UAV swarm will be tailored for complex tracking scenarios.
Besides, only simulated data is used for verification in this
paper, the future study will employ motion capture system for
further indoor experimental data collection and tracking tests.
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