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ABSTRACT 

Our everyday lives are integrated with the use of mobile devices which store sensitive data. 

Sensitive data stored on smartphones attract different threats including malware. Among mobile 

platforms, Android is the most popular OS with malware targeting sensitive information and other 

mobile services. If malware infects a digital device, then it has control over the device's 

functionality and data. This can impact your finances, your privacy, and your access to your data. 

Malware is a threat not only to individuals but also to corporate organisations and financial 

institutions as well. This could lead to communication traffic of an infected network, hardware 

failure of the physical device, data theft, and loss of critical business data, among others. There are 

existing detection techniques for identifying Android malware. However, these techniques are 

limited in detecting evolving and sophisticated malware which use permission features as attack 

vectors in a smart fashion to infect Android mobile devices. 

To improve malware detection accuracy based on the related problem, we developed techniques 

for identifying Android-based malicious applications. To achieve this, the author presents a 

thorough review of the mobile malware evolution and infection strategies. The second part of the 

survey covers Android mobile malware detection, classification, and analysis techniques where 

the author identifies their efficacy in detecting evolving malware and their limitations. The author 

identifies through the review research gaps which open unto the development of different and 

novel solutions for Android malware classification and analysis.   

We leveraged the existing strengths of the previous methods to develop a robust novel automated 

framework to classify and analyse Android malware based on permission features. Classification 

accuracy of 97% was achieved with our framework with a False Positive Rate of 3%. Our 

techniques identified privileges that malware exploits as attack vectors to infect Android-based 

devices. The results demonstrate that our framework has high feature diversity capabilities for 

Android malware classification. We identified that there are permissions with similar attributes 

that are correlated and can trigger the installation of similar permissions with the same threat level 

especially. However, these prevention techniques are not tested on other mobile platforms' data 

and do not focus on mitigating pileup susceptibilities. Finally, we believe that as the results of this 

research are being made public and cited by organizations and individuals, the outcome of this will 

influence the security and social policies that mobile companies will implement based on some of 

the recommendations by our findings.   
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CHAPTER 1: INTRODUCTION 

1.1 Malware attacks and economic impacts 

If malware infects a digital device, then it has control over the device's functionality and data. This 

can impact your finances, your privacy, and your access to your data. Malware is a threat not only 

to individuals but also to corporate organisations and financial institutions as well. Malware attacks 

could lead to communication traffic of an infected network, hardware failure of the physical 

device, data theft, and loss of critical business data, among others. The extent of damage malware 

causes is dependent on whether the effect is on the corporate organisation or individual users. 

While the impact of the malware infection may be serious, the damage in other cases may be 

unnoticeable and less severe. Also, the impact of the harm may differ on the kind of malware, the 

type of data accessed or stored by such a device or infrastructure, and the nature of the device 

infected. As a result, there is a need to improve malware detection techniques to minimise rates of 

attacks and infection on devices and network infrastructure.  

Among other digital devices, mobile devices have been under severe threat more than ever before 

due to mobile technological advancements. The advancement in mobile technology such as the 5G 

network which accelerates IoT device connectivity; advancement in Bluetooth technology, cloud 

computing, and smartphone internet connectivity, and many more have integrated the world’s 

entities and places which has brought ease to the human lifestyle [1]. However, these 

advancements have made mobile security face different forms of threats such as phishing, malware 

attacks, and data leakage and loss, among others. Some recent cases of malware attacks are 

highlighted in the subsection. 
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1.1.2 Recent cases of malware attacks 

In June 2019, Lake City was attacked by ransomware which for two weeks crippled the computer 

systems operation of the county. A ransom worth $500000 was paid to the hackers via the 

insurance provider of the city government council. This malware attack was similar to the one that 

cost Riviera City and Jackson County that paid $600000 and $4000000 ransom respectively 

According to Cristea [2], malware attacks on digital devices is one of the most challenging security 

issues both at national and international context. While the ransom attack on Riviera City and 

Jackson County was generic, the Lake City ransomware encrypted email systems and locked 

mobile phones.  In 2019, the City Power in South Africa suffered a horrific ransomware attack that 

caused severe disruption in the electricity supply. The malware barred customers from accessing 

the electricity distribution company’s website where they can buy electricity units. The attack left 

prepaid customers without electricity for a couple of weeks [3] resulting in economic inactiveness. 

Capital One is one of the victims who suffered a severe data breach and financial loss when hit by 

ransomware [4]. More than 106 million credit card applicants were affected by the malware attack. 

The attack was pre-coordinated which affected more than 20 organisations in Texas. A ransom of 

$2.5 million was paid to retrieve the encrypted data. This resulted in both financial loss and the 

operational shutdown of the affected organisations.  

While the first quarter of 2019 experienced a 50% cyber-attack increase compared to 2018, the 

year 2020 witnessed a distinctive increase in the cyber threat with malware becoming the utmost 

significant threat [5]. According to [6], the COVID-19 pandemic constitutes an attack vector in 

the world of cyber where remote working and work from home approaches initiated by many 

countries to reduce infection became a necessity. This has enabled threat actors to exploit the 

uncertainties resulting from the pandemic which are infrastructural and technologically oriented. 

Cybercriminals began to adapt swiftly to the global pandemic to integrate the theme in their 

malware attack lures process. Some of the pandemic themes included but were not limited to 

contact tracing apps, free mask availability news, vaccination app, and vaccine news, among 

others. These themes and much more play significant roles in cybercrime including phishing, 

social engineering, and malware infection landscape all through 2020 and beyond. While 

organisations continue to deploy different work strategies and standards such as VPN endpoint 

deployment and online tools collaboration, the attack surface continues to increase [7]. 
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In 2020, Manchester United football club was hit by a cyber-attack. The attack was discovered to 

be ransomware where the IT infrastructure of the club was disrupted for two weeks. The hackers 

demanded ransom [8] which could result in the club’s data and financial loss as a consequence of 

shutting down the revenue generation from its operation. Cyber-attacks continue to surge in 2020. 

In 2021, a significant number of malware attacks on both public and private organizations have 

been witnessed so far. The National Cyber Security Centre (NCSC) reported that UK educational 

sector was heavily attacked by ransomware in February 2021. According to the report, ‘in recent 

incidents affecting the education sector, ransomware has led to the loss of student coursework, 

school financial records, as well as data relating to COVID-19 testing’ [9]. The attack caused an 

overwhelming impact on the educational industry, with significant financial loss and time to 

recover and restore the critical services.  

In their recommendation, while responding to the attacks, NCSC highlighted common infection 

vectors including unpatched devices, phishing, and permission privilege escalation, and lateral 

movement, among others. While providing malware and ransomware mitigation strategies, NCSC 

emphasized the need to develop application permission request techniques that could centrally 

manage organisational and personal devices. Training and providing awareness on permitting only 

applications from the trusted market and limiting excessive granting of permission access was 

emphasised [10] as one of the ways to prevent malware attacks on individual and public 

infrastructures. While the number of malware attacks keeps surging generally, attacks on mobile 

platforms such as Android were more prevalent.  

On the 22nd of May 2020, an internet security company (ESET) announced a new android mobile 

malware called DEFENSOR ID that clears victims’ bank account and takes over social media and 

email accounts [11]. DEFENSOR ID is a banking Trojan that has information-stealing abilities 

which require only single permission from the victim during installation to perform its malicious 

actions. This abused the permission and accessibility services offered by Android resulting in the 

stealing of sensitive data and the reading of displayed text messages received by the victim. 

DEFENSOR ID modified the application protocol of the infected devices leading to firebase cloud 

usage for messaging. This is similar to the Android malware attack of 2019 called ‘Agent Smith’, 

which infected 25 million Android users worldwide [12]. The malware was concealed within the 

WhatsApp application during installation, thus, taking advantage of the Android OS vulnerabilities 
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such as pileup flaws. Agent Smith affected 15 million victims in India, more than 300,000 in the 

U.S., 137,000 in the U.K., and the remaining victims in other countries.   

Malware attacks on corporate organisations and mobile infrastructures keep evolving from simple 

to more sophisticated attacks. While mobile devices were directly targeted, they were also used as 

zombies to perform malicious operations remotely. This is seen in the case of EasyJet Airline 

Company in April 2020 where 9 million customers were affected. About 2,208 credit and debit 

card details including digital security code (CVV number) were stolen by the attackers. The stolen 

data was later used for phishing to further lure customers to supply more personal details through 

malicious emails and mobile apps [13]. 

On the 29th of April 2021, a mobile malware called Flunot infected more than thousands of users 

of Android devices. The malware infected victims through text messages received by the user [14-

15]. The text tricked thousands of mobile users, especially those using Android-based platform OS 

into believing that the victim has missed delivery of his parcel from branded companies such as 

Amazon, DHL, Royal Mail, Hermel, and UPS. According to the report, Flubot provides an app 

download link where the victim can trace and reclaim the missed delivery parcel. The provided 

link is spyware which gains access to the victims’ device via permissions access and steals 

sensitive information such as banking details, passwords, among others. According to the report 

provided by the UK National Cyber Security Centre [16], Flubot infected thousands of Android 

users but with a low current threat on Apple device users. Figure 1-1 demonstrated the Flubot 

malware’s infection strategy as described by the UK National Cyber Security Centre. 
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Figure 1-1 Diagrammatic representation of Flubot malware infection trick 

1.2 Mobile Devices 

Mobile devices are used more and more for a predominant portion of our day-to-day lives. This is 

due to their exceedingly important computational functionalities and services such as online 

banking, mobile banking, email applications, and online shopping, among others. The 

computational capabilities of mobile devices are characterised by fast mobile technological 

advancements which influenced mobile users [17]. A recent study [18] reported that 5.19 billion 

people use different mobile device operating system platforms out of the world's total population 

of 7.75 billion, with 4.54 billion mobile devices actively connected to the internet. According to 

Statcounter, Android OS has a 72.72% share in the mobile OS market worldwide in 2021 as the 

most popular mobile OS [19] as compared to other mobile OS such as iOS, Windows, Linux, 

among others (as shown in figure 1-2). The leading factors for Android operating system 
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popularity are connected to its open-source platform nature. Other factors such as easy usage and 

low cost also influence its popularity. For instance, unlike iOS, Android phones are relatively 

cheaper. The popularity of Android increases the number of attacks targeting the OS. Laughlin 

[20]  reported that over one billion Android-based devices are infected with different malware 

variants as of 2020. 

Figure 1-2 Worldwide distribution of mobile OS platform in the market share in 2021 [19] 

The fast growth of Android has led to an increase in interest from hackers, because of the sensitive 

information they collect from many victims. Many android users use their mobile devices to 

perform transactions such as mobile banking which includes activities such as credit and deposits 

alerts, account threshold, and loan statements. Since hacking into financial and organisational 

websites can be forensically detected, black hackers, deploy other subtle ways to evade detection, 

stealing victims’ details by using malicious applications. These are programs written by 

individuals or a group of persons to perform malicious activities on the victim’s device or other 

infrastructures. It is, therefore, significant to investigate strategies that hackers deploy to infect 

Android OS with malware by studying the architecture of the Android system. 
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1.3 Android operating system 

In 2008, at its inception, the Android operating system was called Alpha [21]. Android versions 

keep evolving with different code names and API levels (Table 1-1). For example, in 2014, the 

latest Android name is Lollipop with a 21-23 API level, higher versions such as nougat emerged 

in 2016, Oreo version in 2017, and the latest beta 1 [22]. Though different versions keep emerging, 

the Android operating system composition (figure 1-3) remains the same.  

Table 1-1 Android version evolution[21][22]

Code name Version 
number 

Released date API Level 

Alpha  1.0 Sept 23, 2008 1 

Beta  1.1 Feb 9, 2009 2 

Cupcake 1.5 April 27, 2009 3 

Donut 1.6 Sept 15, 2009 4 

Éclair  2.0-2.1 Oct 26, 2009 5-7 

Froyo 2.2-2.2.3 May 20, 2010 8 

Gingerbread 2.3-2.3.7 Dec 6, 2010 9-10 

Honeycomb 3.0-3.2.6 Feb 22, 2011 11-13 

Ice Cream 4.0-4.0.4 Oct 18, 2011 14-15 

Jellybean 4.1-4.3.1 July 9, 2012 16-18 

KitKat 4.4-4.4.4 Oct 31, 2013 19-20 

Lollipop 5.0-5.1.1 Nov 12, 2014 21-23 

marshmallow 6.0-6.0.1 Oct 5, 2015 23 

Nougat  7.0-7.1.1 Aug 22, 2016 24-25 

Oreo 8.0-8.1 Aug 21, 2017 27 

Android Pie 9 Aug6, 2018 28 

Android Q 10 March 13, 2019 29 

Android 11 beta 11 June 10, 2020 30 
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             Figure 1-3 Android OS architecture [23] 

1.3.1 Structure of APK file 

Android Application Package (APK) [24] enables application distribution between mobile devices 

and market providers. APK is a well-organised package with Java ARchive (JAR) formatting style 

housing different Android files such as executables, classes, manifest, raw resources, and library. 

Malware applications are also encapsulated in this file formatting in the same manner by hackers. 

APK is used by Android for application installations and building of other dependencies and 

frameworks respectively. To build a classification framework that will be robust in identifying 

features of a malicious file, we examined APK structure (as shown in figure 1-4) to understand 
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features related to each segment. For instance, the manifest.xml contains all the permission 

variable attributes which most malware variants exploit to infect the victim’s device. This research, 

therefore, provides a detailed architectural representation of APK file format structure looking at 

all the connecting components and services. When an APK file is decompiled using any tool such 

as the JADX compiler, basic structures of the file are extracted for further analysis of the 

application’s structure. Understanding the structure of an APK is significant for analysing 

Android-based malware. 

Figure 1-4 Structure of Android APK file format 
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1.3.2 Taxonomy of APK structure 

The basic structure of an APK contains assets, lib, original, res, resources, and sources 

configuration files. 

 Assets: It is a segment of the APK configuration which contains filenames for permissions 

privileges and methods used to request for them respectively. Principally, data3, data1, 

data4, data2, fj, and fs are the hierarchical arrangements of the file structure. Details of 

malicious activities can be investigated through analysis of these file sectors.

 Lib: Armeabi folder of this file structure creates a floating contact for application 

debugging of readable and re-writeable data of Libf-jni.So and libdata.So respectively. It 

is a library in the Android environment module that facilitates the management of 

operational services at the OS background of the Android. This configuration structure is 

composed of mips, armeabis, and Armeabis-V7a. 

 Original: This is where META-INF and AndroidManifest are located. Other important 

components of the original archive tree are ANDROID_.SF, ANDROID_.RSA and 

MANIFEST.MF respectively. It is an associate sector of the resources file.

 Resources: This contains two primary features which are a folder called res and 

AndroidManifest.xml. Android drawable, values, layout, anim, and layout are controlled 

by the res component. In Android architectural development, res represents sets of defined 

Android resources that an application can have access to. These resources range from 

images, textual information, XML files, colours, values from strings and menus. It encloses 

application arrays, styles, strings, dimensions, and ids that are rooted in an XML file 

format. In identifying attack vectors that malware deploys to infect android based 

platforms, understanding the essential components of the res file segment is critical. 

Malicious applications such as adware and pop-up Ads can contravene Android security 

and sediments their payloads by infecting the online_pop_up sector of the Android 

application resources. Adequate knowledge of how the APK structure of Android works 

will facilitate the understanding of permission request attributes by malicious applications. 
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1.4 Digital investigation and mobile malware 

Technological growth with the high usage of digital devices has created an emerging field of 

computing called digital forensics. As technology is digitally growing so does digital crimes. The 

word forensics originated from the Latin word forensic which means forum [25]. It is a field of 

science that is concerned with investigating crimes and pieces of evidence related to digital 

devices. Dogan and Akbal [26] defined digital forensics as a science which deals with analyzing 

electronic proofs which are retrieved from digital devices. This definition lacks some fundamental 

details of what digital forensics is all about. Critical forensic investigation processes, phases, and 

components such as detecting, extracting, preservation, presentation, and evidence repeatability 

and reporting were not considered. The definition covered less than 30% of the digital forensics’ 

life cycle.  

The research of [27] defines digital forensics as a branch of forensics that deals with the 

production, transmission, and storage of computer evidence for legal exercise. The research 

affirmed that most electronic devices carry a massive amount of evidence which when extracted 

can be of evidential value to legal practitioners and forensics investigators at large. The definition, 

however, could not unveil the totality of what electronic evidence entails. Other sources of digital 

evidence such as mobile devices, smartwatches, smart TV, smart fridge, deep freezers, and other 

areas were not captured in their definition and concept.  The most commonly quoted and acceptable 

definition is the one given by the Digital Forensic Research Workshop (DFRWS) which defines 

digital forensics as ‘The use of scientifically derived and proven methods toward the preservation, 

collection, validation, identification, analysis, interpretation, documentation, and presentation of 

digital evidence derived from digital sources to facilitate or further the reconstruction of events 

found to be criminal, or helping to anticipate unauthorized actions shown to be disruptive to 

planned operations’[28-29]. 

The definition given by the DFRWS in 2001 is the most complete as all the segments of digital 

forensics (DF) are considered. DF can be seen in simple terms as applying all the forensically 

sound methods to ensure that all the original evidence is not altered but preserved. This can be 

equated to general crime scenes where law enforcement has standardized some investigative 

principles and approaches that must be applied and strictly followed as the basis when dealing with 

evidence. Evidence worthy to be presented and accepted in the court of law must not be captured 

haphazardly but carefully and logically. 
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Digital evidence also called electronic evidence is any supportive data in transit or storage either 

an electronic device or storage media that could be used to negate or back up a criminal-related 

theory or investigation. Evidence stored on digital devices is highly delicate. As a result, their 

collection and preservation process much be handled with a high mark of carefulness from 

acquisition, analysis, and reporting to maintain evidence integrity. Digital forensics evidence must 

be unaltered for it to be admissible and acceptable when presented in the court of law. Evidence 

must be relevant to the case, permissible legally, inherently reliable in the court, identifiable and 

preservative, and must not be modified. 

Digital evidence could be found in different sectors of the device or storage media both in allocated 

and unallocated space. Evidence could be sourced also from suspicious accounts, applications, 

open sockets, and hidden files. Digital evidence could be artefacts in form of phone contacts, 

events timelines, messages, thumbnails, encrypted files by ransomware, etc. Understanding these 

principles assisted the author on how to handle malware files during the research to avoid 

escalation. Digital investigation concepts and principles are essential in the investigation and 

analysis of different properties of malware to identify the attack and sometimes the attack motives. 

1.5 Motivation  

In this thesis, we recognised three prime issues that need to be researched. The open issues are: 

There is more mobile malware now targeting Android-based devices platform than ever before. 

Mobile malware is increasingly becoming sophisticated daily, and most of the existing techniques 

need improvement to detect smart and other sophisticated malware variants. 

 Open issue 1: There is more mobile malware now targeting Android-based devices 

platform than ever before. 

As notated earlier (Section 1.2), factors such as the open nature of the Android OS, the population 

using Android devices, and the potential amount of information that can be obtained from the 

target devices both in storage and on transit has made malware a global pandemic [30] with huge 

business profit. Other factors such as the open market in the dark web where malware development 

kits are transacted facilitate the increase of malware. The open-source architecture of the Android 

OS platform has made millions of applications uploaded on the marketplace with minima security 
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checks. Consequently, malware attacks particularly on Android-based devices keep rising and 

have become one of the most security threats been faced by mobile security as highlighted by 

Joldes [31]. As a result, developing new techniques or enhancing existing ones to improve malware 

detection to prevent mobile infection is essential.  

The research of [32-33] asserted that malware attacks on Android are one of the four most 

persistent security threats been faced by the mobile community. Due to the increased growth, 

reuse, and modification of both benign and malicious applications, it has become very difficult to 

manually perform effective malware analysis. Mobile marketplaces are daily flooded with millions 

of mobile applications both benign and malicious. Identifying which of those applications are 

malicious or benign is very challenging and time-consuming especially if the analysis is to be 

driven manually. This has diminished trust in mobile applications. Looking at the current 

developmental trend of malware infection on Android, there is an increased infection rate which 

calls for investigation into their deployment trajectories. Hence, the necessity to have an automated 

technique to aid intelligent analysis of Android malware is essential.  

 Open issue 2: Mobile malware applications are becoming smart and sophisticated. 

To achieve a successful attack without being detected, new generational malware has become 

smart and sophisticated in its operation [34]. The new generation of malware variants such as 

polymorphic and metamorphic malware emerged with different levels of sophistication. The 

sophistication level of malware is brought about as malware authors keep inventing new evasion 

techniques. Different evasion techniques like code obfuscation, registry modification, 

environmental awareness, code transformation, and code encryption and decryption are used by 

malware writers. Hackers deploy these techniques to enable malicious codes to stay stealthy on 

the infected device and remain undetected.  

The smartness and sophistication of malware generate complications and difficulties during 

analysis by digital forensic investigators and cyber-security analysts [35]. The behaviour of these 

smart variants of malware is by far complex to understand and detect when compared to traditional 

malware which is not characterised by certain features such as the victims’ location and profile. 

This open issue has integrated the necessity for a smart framework that can support the detection 

and analysis of sophisticated malware based on its functionalities and feature attributes. 

Understanding the privacy preferences of the users that smart malware leverage via permission 
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request to access and leak sensitive data of the victim including contacts, SMS, profile, and 

location are essential in helping to curb sophisticated malware propagation and enhance detection. 

 Open issue 3: The existing techniques need improvement to detect smart malware 

There are several techniques used to detect malware on smartphones such as signature-based which 

includes the use of anti-virus programs [36] and anomaly-based approaches [37] which include the 

static [38-39] and dynamic analysis [40-41]. However, the existing techniques have some 

limitations that need improvement. For example, signature-based detection approaches such as 

antivirus software are limited in detecting zero-day, polymorphic, and metamorphic malware 

which are sophisticated and complex in their characteristics and operation. They can only detect 

malicious variants whose hash and byte signatures are found in the signature repository. In 

addition, the signatures are designed by humans and as a result, signature-based detection is prone 

to errors as highlighted in the work of Akhtar [42]. Abnormality-based detection techniques also 

have limitations in detecting malware including susceptibility to mimicry attacks, the problem of 

imbalance, and the inability to detect obfuscated malware.  

Consequently, smart malware cannot be easily detected and analysed by mere pattern matching as 

is the usual case with most existing approaches. Even when antivirus software identifies a malware 

infection on a device, it does not provide critical analytical details of how it invaded the system. 

As a result, there needs to be a more intelligent framework that could help confront this menace 

rather than signature harmonization. The security threats highlighted above constitute the open 

issues that need for designing a robust framework for detecting sophisticated malware.  
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1.6 Research question 

The primary aim of this research is to design a framework that allows for the detection of malicious 

behaviour of smart malware based on permission attributes performed on the Android OS system. 

Based on monitoring permission request attributes, a process performing malicious behaviour 

should be detected by identifying the attack vectors and privileges that smart malware uses to 

attack Android OS-based devices. 

The research question is thus formulated as: 

Is it possible to develop a framework that identifies attack vectors and privileges on the 

permission request system that smart malware deploys to infect Android-based platforms, to 

prevent malware attacks on Android OS devices? 

Recurring patterns and correlations in the permission request system that define malicious 

behaviour are key research aspects with respect to answering the research question. The sub-

questions formulated to answer the principal research questions are:  

1. What are the current malware detection techniques (in the literature)? Answering this 

question provides relevant direction for a new and improved malware detection method 

based on the techniques examined in the literature review.  

2. How can all permissions requested by processes be monitored and classified? Answering 

this question provides an understanding of the privilege smart malware exploit during 

permission request processes to exploit and attack Android OS devices. 

3. What is a framework to analyse permission requests for anomalies? An effective analysis 

framework is essential for classifying permissions requests and finding anomalies in the 

classified system permission attributes of malicious processes. 

4. How can the correlation of the permission attributes be defined by threat and protection 

levels as fundamental classification rules? Ultimately, understanding the correlation 

between Android permissions will improve the detection and thus prevention of malware 

on Android OS-based platforms. This framework can be adopted and implemented by anti-

malware solutions.  
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The next section (Section 1.7) outlines the objectives that formed the approach taken to answer the 

research questions. To provide clear understanding, the following words: Framework, attack 

vectors, Infection, Android Devices, neural networks were defined for this thesis as follows: 

Framework: This is a process that can be built into a module for identifying device-based 

sophisticated and smart malware to boost the security of Android devices. One of the key 

characteristics of the framework is the identification and classification of feature attribute that 

smart malware use to infect Android devices. This framework is significant because it integrates 

both artificial intelligence components and signature-based techniques for detecting zero-day and 

sophisticated malware such as polymorphic malware that mutates its code to eschew detection. 

The details on some of the detection techniques are discussed in chapter 3 section 3.4 subsections 

3.4.1, 3.4.2, 3.4.3, 3.4.4, and 3.4.5 respectively.  

Attack vector: This is a way or method through which malware penetrates and has unauthorized 

access to an Android mobile device with the intent to exploit the device vulnerability and 

subsequently launch a malicious attack or series of attacks. The aggregation of all the attack vectors 

that malware writers use to infect or control Android devices to steal data and cause other damages 

forms the attack surface. Understanding the attack vectors helps to protect a device, system, or 

network against unauthorised access and consequent data breach. Mobile devices are infected 

when users grant permissions for the device’s GPS, contacts, camera, and other resources to be 

accessed by malicious applications.   

Sophisticated malware: Attackers spend a significant amount of effort, time, and resources 

developing complex variants of malware that exhibit combined characteristics in their operations. 

Sophisticated malware such as zero-day, metamorphic, polymorphic, among others is a set of 

diverse programs working collectively to accomplish attackers’ intentions.  

Infecting Android devices: This is when a malicious application gains access to an Android 

device either by authorised or unauthorised means and causes damages to the device. Other 

damages may include malfunctioning of legitimate applications, data extraction, theft on the 

device, or a combination of one or all.  
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1.7 Research objectives  

In this thesis, we aimed to develop methods based on permission attributes to identify attack 

vectors and privileges that smart malware uses to attack Android OS-based devices. The 

techniques are focused on enabling the identification and classifications of Android malware. This 

included studying detection and classification techniques and tools to aid automated framework 

development that supports analysis of sophisticated malware. The following research objectives 

have been stated using Bloom’s Taxonomy [43] and are subdivided into the following objective 

sets: 

Objective Set 1: 

 Conduct an up-to-date literature review on mobile malware's current state of the art 

 Identify malware evolution developments and infection strategies 

 Classify evolution trends based on their sophistication and attack vectors. 

To achieve the aim of this objective, we conducted a comprehensive study on mobile evolution 

and infection strategies looking at different related studies previously conducted in this area. The 

objective aimed to advance understanding of the mobile malware history and its position in the 

cyber threat landscape. This is achieved by examining security threats caused on mobile devices, 

surveying the evolution of Android malware to identify security transformation and propagation 

mode adopted at each evolutionary stage, examining different evasion techniques adopted and 

their security implications, critically examining android malware infection strategies, raising 

recommendations and awareness of malware impacts and how to curb their attacks and infection 

rate. The extensive literature review helped in providing a solid background on malware history, 

invention, and detection techniques. This objective is significant because the literature review 

identified research gaps in the previous studies and justifies the remaining work. 

Objective set output - Paper 1(Accepted): Android Mobile Malware Evolution and Infection 

Strategies: A survey (Chapter two).  

Objective Set 2: 

 Examine existing malware detection techniques. 

 Identify strengths and weaknesses of existing malware detection methods. 
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This objective aims to examine mobile malware detection techniques to identify their strengths 

and limitations. To achieve this, we specified the problems to be addressed in a clear structure to 

identify relevant work. Multiple resources both in printed and computerised form were searched 

with language restriction and study selection criteria respectively. The objective was achieved 

through the synthesis of data comprising of tabulation of research characteristics such as detection 

techniques, detection approach, and accuracy, algorithms deployed, strengths and limitations 

respectively. The findings highlighted were then interpreted. Most of the previous works examined 

demonstrate their inability to detect sophisticated malware, especially those using an obfuscation 

approach to hide from being detected. This objective is significant because it identified the 

limitations and strengths in existing techniques that need improvement for better detection. 

Identifying some of the limitations and strengths in the existing models was leveraged on building 

a robust framework and techniques that detect and classify features of sophisticated and emerging 

mobile malware.  

Objective set output - Paper 2 (Published): Analysis of Android Malware Detection    

Techniques: A Systematic Review (Chapter 3) 

Objective Set 3:  

 Identify privileges that malware exploits to affect Android mobile devices. 

This objective aims to carry out a preliminary analysis using a small-scale malware dataset to 

identify privileges malware exploit to infect Android devices. To achieve this objective, we carried 

out a preliminary experiment to identify privilege exploitations used by malware as attack vectors. 

This objective is important in investigating the effectiveness of the virtual components of the 

malware laboratory set up, examining suitable algorithms and methods for full framework 

development, and identifying privileges smart mobile malware exploit to attack mobile devices. 

Also, techniques that were not effective during the preliminary investigation were discarded. The 

preliminary study helped in identifying suitable methods, techniques, and tools for full framework 

development. 

Objective set output- Paper 3 (Published): Host-Based and Analysis of Android Malware: 

Implication for Privilege Exploitation (Chapter 5). 
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Objective Set 4:  

 Develop a framework for identifying privacy preferences such as permission features 

emerging and smart malware use as attack vectors on Android. 

To achieve this objective, we developed an Android malware detection framework for the 

identification and classification of dangerous permissions used by malware to attack Android. 

Android malware dataset was collected from Android malware repositories respectively which 

were experimented on in a controlled malware laboratory. The virtual environment was created 

using virtual machines. Security tools were used during setup and configurations to circumvent 

the escalation of malicious files and traffic to the digital forensic unit network, MOD network, and 

the outside world. During configuration, we adopted virtualisation methodology [44] and followed 

the malware lab setup principles [45] to safeguard external resources from contamination. This 

objective is significant because the framework provides a platform for large-scale analysis of 

malicious applications. The automated framework is significant in the analysis of smart and 

emerging malware attributes.  

Objective set output- Paper 4 (Published): Android Permission Classifier (APC): A Deep 

Learning Algorithmic Framework Based on Protection and Threat Levels (Chapter 6) 

Objective Set 5:  

 Identify the relationship between permissions requests. 

 Identify the relationship between threat and protection level to facilitate sophisticated 

malware detection. 

To achieve this objective, we model techniques for visualising the correlation between dangerous 

permission variables that sophisticated malware deploys to affect Android mobile devices. The 

model identified the correlation between permission variables with flags that indicate the presence 

of malware based on their threat levels. This is to facilitate analysis of sophisticated malware which 

compromise users’ confidentiality and general privacy using permissions as attack vectors. 
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Objective set output- Paper 5 (Accepted): Modelling Correlation between Android Permission 

Variables Based on Threat and Protection Level using Exploratory Factor Analysis (Chapter 

7). 

1.8 Research contribution to knowledge and thesis organisation 

Significant contributions made in this thesis based on the research questions and objectives are 

summarised as follow: 

1.8.1 Background and techniques 

A comprehensive and systematic analysis of mobile malware evolution and infection strategies is 

provided in the background to form the foundation for the thesis. The first research paper (Chapter 

2) presents mobile malware evolution and emerging and sophisticated malware. We carry out a 

comprehensive study of the mobile malware evolution and infection strategies. Based on the 

exhibited characteristics, we classify mobile malware evolution trends into distinct categories 

based on their sophistication, characteristics, and attack intents. We provide a general overview of 

the mobile malware infection model using infection strategies meta-data. Factors limiting the fast 

spread of the early mobile malware: (a) the lack of mobile OS standardization, (b) lack of mobile 

OS cross-platform, and (c) lack of Bluetooth technological advancements in data communication 

were identified.  Our study identifies factors that enhance the fast spread of recent mobile malware 

These include (a) the advancement in threat dimensions, (b) improved security and business 

communication on Tor using multi-signature transaction and encryption approach, (c) mobile 

platforms’ integration with the IoT-based applications, (d) the emergence of evasion techniques 

and the advancements in mobile malware Toolkits on the dark web.  

Our study provides recommendations as countermeasures to cope with the emerging mobile 

malware increasing threats. These include (a) the deployment of software solutions from enterprise 

mobility management to enhance the security of enterprise devices, (b) observation of mobile 

application plugins and codecs during mobile application download and installation, (c) the 

adoption of risk mitigation strategies by organizations, (d) development of a mobile malware 

infection model to understand the immunity state of a mobile device during and after recovery 

from malware infection. 
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 The comprehensive analysis suggests the need to analyse comprehensively and identify strengths 

and limitations in the existing detection techniques. The second research paper (Chapter 3) 

provides a broad but thorough assessment of mobile malware detection and classification 

techniques. Strengths and limitations of the detection techniques were identified and carefully 

analysed to help develop a more robust tool for the identification of sophisticated mobile malware 

variants.  

Chapter 4 of the thesis presents the malware lab for analysis of new generation malware. The build-

up of the malware lab is composed of selected tools to aid both malicious feature extractions from 

Android applications and analysis. The lab architecture was built using open-source tools obtained 

from different reliable security platforms. The malware lab integrates both virtual machines and 

physical devices working together to monitor system calls and command signature features. Other 

components of the lab include a significant number of Android applications datasets obtained from 

different malicious repositories such as Genome project, ContagioDump, virus Share, and 

DREBIN. Part of the dataset was also collected from Aptoide online market. The lab is vital for 

the evaluation and automated analysis of sophisticated and new malware variants and their 

features.  

1.8.2 Identification of attack vectors and analysis of malicious features and families 

The third research paper (Chapter 5) presents how malware can be classified by statistically 

analysing malware with Linux malware detect (LMD) technique. LMD is a technique for mining 

text features by configuring functions with rules. The technique retrieves data and statistically 

analyse the code if obfuscated using encoding methods. We adopted the ClamAV approach [46] 

in the reformation of the model process for similarity classification. LMD technique extracted 

detected privileges exploited by sophisticated malware families. We identified permission requests 

such as HTTP requests, text messages, and network connection during synchronization, payloads 

executed, location monitoring, and battery consumption.  

Understanding how malware escalates privileges is significant in combating malware because it 

will shift the prevention paradigm from proactive to reactive. This contribution is significant 

because it discloses how privileges are exploited by emerging smart malware families especially 

from the developmental application reuse point of view. In addition, this contribution facilitates 

the measurement of malware file similarities which can be used to classify malware into their 
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respective families automatically. It also aids malicious code module identification with their 

similarities during an investigation by malware experts.  

1.8.3 Permission variables anomaly detection  

Many frameworks recommend the use of detection engines that are based on cloud and proscribe 

platform-oriented approaches. Our framework adopts a different approach in providing solutions 

for detecting different malware variants. The fourth research paper (Chapter 6) presents different 

strategies for detecting smart malware based on the permission features among other features such 

as commands signature, API call signature, and intent features. The chapter demonstrates that 

detection of malicious applications based on features outsource strategy is better when compared 

to other strategies such as the on-platform approach. This part of the contribution is focused on the 

extraction of Android malicious features for examination of their consequential characteristics. 

Permission attributes provide hackers with the capability to exploit mobile users’ information. 

Chapter 6 introduces a permission-based framework called Android Permission Classifier (APC) 

for identifying and classifying permission requests by Android malicious applications on across-

the-board developments. This contribution provides malware analysts and digital forensic 

investigators with an efficient framework for automated detection and analysis of Android 

malware.  

1.8.4 Bayesian model for identifying malware based on permission correlation 

The fifth research paper (Chapter 7) provides two contributions associated with permission 

acceptance by mobile users. The key contribution is identifying the relationship that exists between 

two or more dangerous permission features by the analysis of their threat and protection level 

characteristics. The chapter proposes a protection level and permission-based taxonomy with flags 

that indicate the presence of dangerous permission during analysis.  We identify that there are 

permissions with similar attributes which can trigger the installation of similar permissions with 

the same threat level in the background without activating further request actions for access and 

payloads execution. The chapter identifies that in a random sample of a given malicious dataset, 

some features of some variables have control or influence the characteristics of one or more 

variables at given levels of independent measurement.  
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This contribution is significant in the sense that the understanding of the correlation that exists 

between permission request variables aids mobile users make low-risk decisions when installing 

mobile applications, especially from untrusted marketplaces. The contribution also shows that it 

is realistic to automatically identify patterns in the similarity of permission features using threat 

and protection levels as parameters. This provides mobile users with an understanding of how their 

confidentiality, integrity, and general privacy could be compromised when credence is not paid to 

high-risk permission variables. This understanding will aid mobile users to prioritize their privacy 

over the urge to use the application especially when the application is not from trusted markets or 

sites. 

1.9 Ethical considerations 

To effectively work on malware without breaching the security and ethical rules of the University 

and the outside world, we acknowledged the following ethical issues and apply mitigation 

strategies accordingly. 

1.9.1 We acknowledged that malware is dangerous  

Malware is designed to replicate and infect digital devices and network infrastructures. When 

malware breaches the research environment, it could be dangerous to external digital devices and 

network infrastructures. Security procedures were adapted to contain malware and protect the 

wider network infrastructure in case of a security breach. Prevention procedures such as the use of 

security tools to monitor and analyse both the incoming and outgoing traffic bounds from the 

virtual machines. Network traffic was regularly checked using Wireshark to identify evidence of 

malware traffic. Sniffers’ logs installed on the VMs were regularly checked for ICMP requests and 

reply traffic packets.  

1.9.2 Obtaining malware to create a corpus 

Many security organisations feel unsafe releasing their malware corpus for security reasons. Fear 

of users’ intentions with the dataset and the organisations’ reputation in case the data is used for 

crime makes it difficult for dataset release anytime malicious data set are being requested. Due to 

how dangerous malware is, organisations sometimes end up refusing or not willing to release the 

dataset for security reasons. Also, some organizations may follow bureaucratic processes which 
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take a long time before releasing the data. The long-time taken to obtain the data set impedes the 

experimental phase of the research. To gain faster access to the Android malware corpus, there are 

legitimate open security repositories where Android corpus was obtained. Android malware data 

for this research was obtained from legitimate Android malware repositories: Contagiodump [47], 

figshare [48], Drebin [49], among others.

1.9.3 Emulated and physical environments 

As much as it is recommended to run malicious applications in an isolated environment, it is also 

very pertinent to note that some malware can identify the presence of virtual machines and evade 

detection. To avoid this, we reformed the sample name from Android-malware-samples-master.zip 

to train.CVS. This was to eliminate any familiarity in word detection by smart malware files in the 

emulated environment. Also, VMs’ hypervisor was disabled to avoid VM detection by the malware 

according to SAN principles cited Fattori et al. [50]. The risk of physical machine contamination 

increases when not properly insulated from the guest operating system running VMs. They can be 

infected with traffics carrying malware especially when the same physical network is shared with 

the network of the virtual machines. To avoid this, we used sandboxing approach to add security 

layers to the lab during configuration. To prevent uncontrolled network communication between 

the VMs and the physical machines, the network of the VMs was separated from that of the 

physical systems by changing the network adaptor from NAT to Host-Only. Chapter 4 provided 

details of the lab setup.  

1.9.4 Dataset storage, access, and privacy 

Storage of datasets before and after the research is one of the ethical considerations for this 

research. When a malicious dataset is not properly stored, it can be easily accessed by unauthorized 

user(s) hence, escalation becomes inevitable through human error. The equipment used for the 

malware lab and the malware dataset were securely archived and stored in the Digital Investigation 

Unit (DIU) evidence store of Cranfield University for further research. The used systems were 

wiped to restore them to their original state. To further make the dataset secure, the stored dataset 

was encrypted to prevent unauthorized access. Our research, however, does not involve the use of 

individual personal information such as names, addresses, postcodes, health history, bank details, 
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etc. Therefore, personal information is not held by this study. This study has a limited risk of 

disclosing sensitive personal information of the researcher and other people respectively.  

1.9.5 Legal issues 

Computer Misuse Act [51] and the Data Protection Act 2018 [52] laws were observed to avoid the 

misuse of computers and other digital devices used for the research. The datasets used for the 

research were used solely for the research without any intent to commit a crime by infecting other 

devices or distributing the malicious files on the University network. Access to the malware lab 

and the dataset was restricted to authorised persons. The dataset was kept confidential without 

disclosure to unauthorised persons and made available to the authorised individuals to keep with 

the information security CIA triad.   
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 CHAPTER 2: ANDROID MOBILE MALWARE EVOLUTION 
AND INFECTION STRATEGIES: A SURVEY 

The content of this chapter is published in the International Journal of Information Security and 

Cybercrimes Research with authors Moses Ashawa and Morris Sarah.  

Citation: M. Ashawa and S. Morris, “Analysis of Mobile Malware: A Systematic Review of 

Evolution and Infection Strategies,” vol. 4, no. 2, pp. 1–29, 2021, doi: 10.26735/KRVI8434.  

This chapter is linked to the first objective of the research. Recent cases of malware attacks and 

their impacts were highlighted in chapter 1. This motivated us in surveying the existing mobile 

malware attack cases. Cases of malware attacks and economic impacts as discussed in Sections 

1.2 and 1.1.2 keep increasing. This chapter investigated mobile malware evolution state of the art. 

During the survey, we identified some mobile malware infection strategies and propagation modes 

to help reduce the infection rate. Based on objective set 1, we carried out an extensive survey of 

mobile malware evolution and state of art by examining famous incidents of mobile malware 

attacks. We focused on mobile OS platforms attacked, the name of the malware, the type of mobile 

malware, and their mode of propagation. 

In addition, we identified factors that enhance the fast spread of recent mobile malware such as 

the advancement in threat dimensions, improved security and business communication on Tor 

using multi-signature transaction and encryption approach, mobile platforms’ integration with the 

IoT-based applications, the emergence, and advancement in evasion techniques, and the 

advancements in mobile malware Toolkits on the dark web, among others. The identification of 

these factors was leveraged to carry out a systematic study in chapter 3 (published in paper 2) 

to identify the strengths and limitations of the existing detection techniques. 
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Abstract  

The open-source and popularity of Android attracts hackers and has multiplied security concerns 

targeting devices. As such, malware attacks on Android are one of the security challenges facing 

society. This paper presents an analysis of mobile malware evolution between 2000-2020. The 

paper presents mobile malware types and in-depth infection strategies malware deploys to infect 

mobile devices. Accordingly, factors that restricted the fast spread of early malware and those that 

enhance the fast propagation of recent malware are identified. Moreover, the paper discusses and 

classifies mobile malware based on privilege escalation and attack goals. Based on the reviewed 

survey papers, our research presents recommendations in the form of measures to cope with 

emerging security threats posed by malware and thus decrease threats and malware infection rates. 

Finally, we identify the need for a critical analysis of mobile malware frameworks to identify their 

weaknesses and strengths to develop a more robust, accurate, and scalable tool from an Android 

detection standpoint. The survey results facilitate the understanding of mobile malware evolution 

and the infection trend. They also help mobile malware analysts to understand the current evasion 

techniques mobile malware deploys. 

Keywords: Infection strategies, malware evolution, mobile malware, OS target, cyber threat 

2.1 Introduction 

The world is undergoing a rapid information transformation piloted by redefining and restructuring 

technological processes. This fast technological growth has caused the evolution and advancement 

of major security issues worldwide, in addition to its many benefits (e.g., fast financial transactions, 

automation, short-time processing of data) [1-2]. Information technology usage ushers in new secu-

rity challenges (e.g., impersonations, sensitive data exposure, malware attacks, other cyber-threat 

is sues) [3]. Malware has become a global issue and is now a sophisticated threat that information 

security is battling on a national and international scale. Cyber-threats have increased significantly 

during the COVID-19 pandemic as cybercriminals have taken advantage of the COVID outbreak, 

especially during the adaption of the work from home (WFH) approach to curbing the spread of the 

virus [4-5]. 
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While the pandemic claims human lives in the millions and creates anxiety and considerable un-

certainty, cyber-attacks are also harming peoples’ livelihoods. Government and non-governmental 

organizations have been compelled to adopt precautionary measures and adapt to remote working 

during the pandemic, with little or no adequate and necessary training of their employees to be 

cyber smart when working remotely. Even for those that have the training, working from home 

on a poorly secured network is a concern. As a result, cyber-criminals are exploiting individuals 

and government vulnerabilities for financial gain through pandemic-related threats such as fraud, 

phishing, and malware. Among the cyber threats, the research of Cristea [6] reported that malware 

attacks on mobile devices are the most challenging current security threat in the national and 

international context. Malware has evolved and has become sophisticated, so detecting some 

variants becomes very difficult. McLaren et al. [7] stated that bot writers deploy evasion 

techniques like code encryption to make detection by pattern recognition less effective. 

The advancement in mobile technology has brought about corresponding effects on mobile 

malware, which attacks mobile devices. Among the mobile OS, Android is the fastest-growing OS 

used worldwide [8-10]. Research has shown that the Android operating system outran other mobile 

OS due to some factors such as ease of use, affordability, open-source code, and compatibility 

commitment [11-13]. The first malware, called Creeper [14], was created to target personal 

computers, but as technology advanced, malware evolved to attack mobile devices as well. The first 

mobile malware, known as Cabir [15], was designed to target Symbian-based mobile platforms. 

Since the advent of Cabir, mobile malware has evolved into different variants and with differing 

complexities. Unlike PC malware, mobile malware has become so pronounced due to the enormous 

amount of personal and financial information cybercriminals harvest from those devices. 

Consequently, data breaches and financial loss cases caused by mobile malware keep increasing. 

The research published by the UK Department for Digital, Culture, Media & Sport in 2020 shows 

that malware caused 87% of the total cybersecurity attacks that caused financial loss [16]. In 

addition, the growth of malware attacks on mobile devices continues to increase despite the number 

of industrial solutions, scant systematic reviews, and meta-analyses focusing on identifying 

strategies mobile malware deploys as infection strategies or attack vectors to infect mobile devices. 

Also, while there are several mobile malware detections, classification, and analysis techniques, the 

systematic review and meta-analysis of the infection strategies are deficient. Our systematic meta-

analysis aims to look at the mobile malware evolution and infection strategies. Many mobile 
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malware attack goals can be fragmented into the motives and the behaviour related to the motive. 

The World Economic Forum (WEF) threat risk report highlighted that every cyberattack caused by 

malware leaves indelible impacts, even after the malware has been detected and removed [17]. 

This paper has the following aims: (1) To advance understanding of the mobile malware history 

and its position in the cyber threat landscape, examining the major security threats to mobile de-

vices; (2) To provide a discussion on the evolution of Android malware to identify security 

transformation and propagation modes adopted at each evolutionary stage; (3) To examine 

different evasion techniques adopted and their security implications; and (4) To critically examine 

android malware infection strategies and raise recommendations and awareness of malware 

impacts and how to curb the attacks and infection rates. Our research made the following 

contributions: 

1. Providing an up-to-date study of mobile malware evolution and infection strategies. 

2. Classifying mobile malware evolution trends into distinct categories based on their sophis-

tication, characteristics, and the motivations behind attacks. 

3. Providing a general overview of the mobile malware infection model based on the meta-

analysis of the infection strategies. 

4. Identifying factors that limited the fast spread of the early mobile malware. These include 

(a) the lack of mobile OS standardization, (b) the lack of mobile OS cross-platform, and 

(c) the lack of Bluetooth technological advancements in data communication. 

5. Identifying factors that enhance the fast spread of recent mobile malware. These include (a) 

the advancement in threat dimensions, (b) improved security and business communication on 

Tor using a multi-signature transaction and encryption approach, (c) mobile platforms’ in-

tegration with the IoT-based applications, and (d) the emergence of evasion techniques and the 

advancements in mobile malware Toolkits on the dark web. 

6. Providing recommendations as countermeasures to cope with emerging mobile malware 

and its increasing threats. These include (a) the deployment of software solutions from 

enterprise mobility management to enhance the security of enterprise devices, (b) obser-

vation of mobile application plugins and codecs during mobile application download and 

installation, (c) the adoption of risk mitigation strategies by organizations, and (d) develop-

ment of a mobile malware infection model to understand the immunity state of a mobile 

device during and after recovery from malware infection. 
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The remainder of the paper is structured as follows: Section II provides the research methodology, 

section III provides the background of the study, Section IV presents the discussion, Section V 

presents the infection and attack vectors, and Section VI presents the conclusion. 

2.2 Methodology 

Scientometrics was used to assess and analyse the finite features of the selected papers used for this 

study [18]. The source of literature for this study came from the Web of Science collections. Field 

tags such as parenthesis, wildcards, Boolean OR operator, and quotation marks were used to create 

the query for exact words and phrases. Two datasets (core dataset (CD) and extended dataset (ED)) 

were ultimately used for our study. Web of Science retrieval was used to obtain the core dataset 

which contained many kinds of literature. For further filtering, the repeated literature was eliminated 

using CiteSpace, a function of the Web of Science (as shown in Figure 2-1). The final database was 

then generated, combining the core and expanded dataset containing the reviews and the articles. 

The topic search (TS) was used as the target to perform a holdout data search to pull out all the 

keywords essential for both the core and extended dataset. This was to determine the total increase 

in node purity of the most important variables (Keywords) in the TS (figure 2-2). In summary, 

different articles were collected during the filtering process. However, only 243 papers met our 

selection criteria, including the period and language. Some papers contained keywords, but the 

content was written in languages other than English. Many more were eliminated according to our 

selection criteria. 

To discover the essential organization of the CD and ED, we conducted an exploratory factor 

analysis [66] using the applied rotation method, simplimax, to identify latent keywords that were 

not observed but share common variances. The aim of conducting the exploratory factor analysis 

on the combined dataset generated was to enhance the complexity reduction of the large data 

(articles and reviews). The exploratory factor analysis brought out the factor correlations and the 

uniqueness characterising the CD and ED articles with their influencing TS tag-keywords (as shown 

in figure 3-3). 
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Figure 2-1 Scientometrics dataset selection, filtration, and elimination process 
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Figure 2-2 Determining the total increase in node purity of the most important keywords in the Topic 

Search from the combined dataset 
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 Figure 2-3 Path diagram showing the keywords characterization and the number of factors using   

simplimax as the rotation method and minimum residual as the estimation method 
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2.3 Background 

2.3.1 History of mobile malware  

General malware appeared in the 1970s when Bob Thomas wrote a self-replicating virus called 

Creeper Worm. Creeper worm was Adware that displayed popups on systems with the message 

“I’m the Creeper, catch me if you can!” [19-21],. After the emergence of Creeper, other significant 

PC malware such as Wabbit [22], Elk Cloner [23], Brain Boot Sector Virus [24], PC-Write Trojan 

[25], Morris Worm [26], Michelangelo Virus [27], and Melissa Virus [28] also emerged. The 

emerging technology in mobile devices has brought about a proportional malware threat to mobile 

devices. Smartphones are speedily substituting PCs both in the workplace and at home. Most 

activities such as web surfing and financial transactions rely on mobile devices. Due to the 

increased dependence on smartphone devices and the financial information they store, malware 

writers’ attention has significantly shifted from PC to mobile devices. 

According to Shah et al. [29], the history of malware attacks on mobile devices can be traced back 

to 2004 when the first mobile malware called Cabir was written by Vallez to target Symbian-based 

devices. Being a worm, Cabir injected its payload into the victim’s devices via Bluetooth file-

sharing as a spreading mechanism. The malware was not sophisticated in its operation. It displayed 

annoying popups that made the infected mobile device unpleasant to operate. Due to the limitations 

of Blue-tooth technology in data communication, slow data speed, and short signals, the rapid 

spread of the malware was impeded. Another factor that impeded the rapid spread of Cabir was the 

fact that the devices had to be close to each other to establish a connection before the infection could 

occur. The lack of standardization in mobile OS was also another limiting factor that inhibited the 

rapid spread of Cabir. 

Another mobile malware called Skulls [30] was developed in the same year with criminal motives 

and later formed the basis of PC malware. The later malware was found to overwrite mobile 

application files and substituted applications’ icons with crossbones and skulls that stopped mobile 

device functionalities. In 2005, malware moved into the realm of information theft when more 

dangerous mobile malware called Commwarrior and Pbstealer [31] was discovered targeting the 

Nokia 7160. Both Commwarrior and Pbstealer targeted and harvested information-sensitive data 

such as passwords and usernames using nearby connected mobile devices. Looking at the malware 
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pattern, the study by Mayrhofer et al [32] shows the paradigm shift in malware development from 

Symbian devices to Android, particularly the development of malware for Java 2 Micro Edition 

(J2ME). The major trend followed by malware writers in this paradigm was developing malicious 

codes using J2ME to send premium-rate texts or using SMS as a social engineering mechanism to 

trick victims into confirming non-existing financial operations. 

The first android mobile malware was called “AN-DROIDOS_DROIDSMS.A” [33]. It was 

detected as a Trojan in 2010 by Trend Micro, while the Ikee worm was also uncovered for iOS-

based devices (Apple iPhones). The mobile infection trend in this era focused on phone 

jailbreaking, rooting, Rick-rolling, and changing the phone background to display Rick Astley’s 

image leaving the message on the screen “Ikee is never gonna give you up” [34]. Android 

malware was originally spread by using third-party application marketplaces, due to android 

openness in its App ecosystems circulation, which undoubtedly accelerated this misuse, unlike 

Apple. 

From 2011 till date, there has been a progressive growth of malware threat complexity. For An-

droid, the kill switch was used by Google, but the challenge remains that the kill switch will not 

be effective if an earlier download has an infection on the device. iPhone/FindAndCall [35] and 

Android/ DroidKungFu [36] malware snip individual data and forward this personal information 

to remote network servers. Other malicious software such as FinSpy, Android/Nickispy, and 

Android/Spybubble has been developed to record mobile phone calls, send SMS, and monitor 

mobile location as spy instruments. The research of [37] observed that the number of malware 

attacks on android from 2013 grew to 98.05% compared to Symbian (0.27%), J2ME (1.55%), and 

others (0.13%) (as shown in figure 2-4). 

The study by Chen et al [38] asserted that malware infections and threats on mobile devices are 

increasingly spreading to affect other smart devices such as smart cities, smart TVs, smartwatches, 

cloud-based technology, and IoT device platforms. This shows the susceptibility of smart devices 

to attacks such as buffer overflow, which can be deployed by hackers to remotely control those 

devices. Apart from attacks on smart devices, the medical field has recently been severely affected 

by the number of malware attacks. Malware attacks cardiac devices and reconfigures them [39], 

resulting in failures during cardiovascular implantation and, thus, putting the lives of patients at 

risk. The attack of WannaCry Ransomware [40] on the UK NHS infrastructure in 2017 affected 

several NHS computers have a considerable effect on the system operation and patient records. 
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From the above history, we noted that many malware codes were written for fun and probably for 

behavioural testing of software from the beginning. However, evolution in writing malware has 

increased the complexity of its impacts on financial institutions, businesses, and information 

leakage. It has evolved to be used for financial gain, vengeance, system sabotage, cyberstalking, 

and political influence. Table 2-I shows a detailed review of major mobile malware incidents and 

evolution and propagation strategies. 

Figure 2-4 Comparison of malware attack rates on mobile OS platforms in 2013 [38] 
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Table 2-1 Mobile malware incidents and evolution  

Year Research 
OS 

Targeted 
Malware Malware type Malware functionality 

2000 [90][91][92] Symbian Timofonica Worm Propagates through Bluetooth 

2004 [93][94][95] Symbian Cabir Worm Propagates through Bluetooth 

2004 [96][97][98] Symbian Skull Trojan 
Displays icons and replaces 
system applications and files 

2004 
[99][100][101

] 
Windows 

CE 
Brador Backdoor 

Gains remote access to a 
network 

2005 
[102][103][10

4] 
Symbian Commwarrior Worm 

Infects files by propagating 
through MMS and Bluetooth 

2005 [105][106] Symbian Locknut Trojan 
Enables installation of 
corrupted applications 

2005 
[97][106][107

] 
Symbian Drever Trojan Swaps antivirus loaders 

2005 [108][109] Symbian Skudoo Trojan Installs Skull and Cabir 

2005 [110]  Symbian Singlejump Trojan Disables system functions 

2005 [111] Symbian Cardtrap Trojan Deletes antivirus files 

2005 [62][122] Symbian Pbstealer Trojan Steals sensitive data 

2006 [113] J2ME RedBrowser Trojan Sends premium SMS 

2006 [114]  Symbian Rommwar Trojan Replaces device applications 

2007 [115]  Symbian Flexispy Trojan Steals sensitive data 

2009 [35]  iOS Ikee Worm Jailbreaks Apple devices 

2010 [35]  Android DroidSMS.A Trojan Sends premium SMS 

2010 [116]  

Blackberry, 
Android, 
windows, 

and 
Symbian 

Zitmo (Zeus-in-the-
mobile) 

Trojan Online banking attacks 

2010 [117] Android Tap Snake Spyware Location monitoring 

2010 [45][118]  Android FakePlayer Trojan Sends premium SMS 

2011 [119]  Android DroidDream Trojan 
Roots devices, installs other 

malicious apps at the backdoor 



61 

2012 [120] Android Boxer Trojan Sends premium SMS 

2012 [121][122] Android Opfake Trojan Device rooting 

2012 [122]  Android Fakeinst Trojan Performs update attacks 

2013 [123][124] Android fakeDefender Ransomware 
Prompts users to buy security 

app 

2013 [125]  Android Obad Backdoor Zero-day attack 

2014 [68][126]  Android NotCompatible.CA Trojan 
Side loading apps to hinder 

security assurance. 

2015 [127]  Android Acecard Trojan Banking Trojan 

2015 [128]  iOS XcodeGhost Trojan 
Overlays apps, Steals, and 

uploads user data to C2 servers 

2015 [98] iOS YiSpecter Adware 
Attacks both jailbroken and 
non-jailbroken iOS phones 

2016 [92]  
Android, 

iOS 
HummingBad Trojan Rogue software app 

2016 [129] Android Xbot Ransomware 
Sends premium SMS and 

steals banking details 

2016 [130] Android AndroidOS.Fusob Ransomware 
Remotely access infected 
devices. demands ransom 

2016 [131] iOS AceDeciever Trojan 
Exploits Apple DRM design 

flaws

2017 [6][132] Android Ztorg Trojan Roots devices 

2017 [133] Android ToastAmigo Backdoor 
Deploys toast overlay attack to 

install more malicious apps 

2018 [80][134] Android Chamois Backdoor steals OAuth tokens 

2018 [135]  iOS Pegasus Spyware 
Records calls, keylogging, 

zero-day exploit 

2019 [136][137] Android TimpDoor Spyware Click fraud attack 

2019 [11][138] Android Cerberus Trojan Intercepts calls 

2019 [12][139] Android XHelper Trojan 
Displays popup adds, redirects 

users 

2020 [140]  Android Ghimob Trojan Demands ransom 
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2.3.2 Evolution of Android malware 

Android open model architecture is one of the potential factors that encouraged fast malware 

progression, where the Google bouncer uploads malware applications written by hackers on the 

play store without adequate security checks. The Android open framework model is one of the 

major factors that pose a security risk. The open-source nature of the Android platform enables 

OS modification by the manufacturers for feature enhancement and thus makes the source code 

susceptible to attackers. It also provides opportunities for tinkering the OS-based devices, thus, 

weakening the security of the device. 

In 2010, AndroidOS.DroidSMS.A [41] emerged as the first Android mobile malware. AndroidOS. 

DroidSMS.A is a fraudulent application for the SMS premium rate. Using SMS services, the 

Trojan subscribes to victims’ Android devices. The affected devices received different text messages 

at a premium rate using automatic subscription premium SMS service. AndroidOS.DroidSMS.A 

installs itself on the phone once permission request attributes related to SMS features were granted. 

Another Trojan discovered in the same year was Tap Snake [42], which propagated via HTTP by 

acquiring the victim’s device location via GPS or network services. Tap Snake masqueraded as a 

mobile game but was a spy tool, remotely monitoring mobile conversations and locations. The moni-

tored data are then forwarded to malicious servers in the background for further attacks and vulner-

ability exploits. AndroidOS.DroidSMS.A and Tap Snake Trojans were wreaking havoc on Android 

in 2010. Their counterpart Ikee worm [43-44] was jailbreaking iOS-based mobile devices to use an 

SSH password. Based on the meta-analysis of their operation mode, we can assert that it was very 

easy to avoid being infected by Tap Snake if users pay attention to the services the application 

requests to access. For instance, during the installation, it requests permission to access network 

communication, device location, and system tools. We can infer that this infection could have been 

avoided if users prioritise their security over the need to use the masquerading applications. 

Three other Android malware that emerged in 2010 included SMSReplicator, Geinimi, and Fake-

player [45]. Both AndroidOS.DroidSMS.A and the Tap Snake game did not infect many devices, 

because the attack vectors were limited due to a lack of cross-platform propagation ability. Accord-

ing to the research of [46-47], another factor that limited the spread of those Trojans was that 

Android (4.45%) was still not as popular as Symbian OS (34.33%), iOS (32.92%), and BlackBerry 

OS (10.16%). Apart from cross-platform propagation limitation and lack of Android popularity, 

other factors such as low mobile features like weak internet connectivity and short Bluetooth range 
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were also contributing factors that repressed rapid propagation of the first emergent malware. The 

common behavioural goal amongst the two malware applications is their monetization motive 

towards the mobile space. 

While only a few Android malware families emerged in 2010, the number of Android malicious 

applications multiplied greatly in 2011 with over 44 different Android malware families discovered. 

Among the variants discovered, DroidDream [48] was one of the notable families that rooted the 

victims’ devices to steal sensitive data. Thus, android malware evolved from SMS premium to 

modification of mobile functionalities. While the family of DroidDream focuses on stealing users’ 

private information, the Genimi family [49] takes control from the attacker’s remote server. 

DroidDream was an Android botnet type of malware that stole Unique Identification Information 

(UII) by gaining root access to the victim’s Android device. Hackers were able to control the infected 

devices remotely by abetting automatic download of other malicious files without the victim’s 

awareness or authorisation. 

As noted in the study of Yan and Yan [50], the emergence of this malware family led to the main-

stream Android malware Toolkits. This became the foundation of the mobile cybercrime market 

worldwide. As the attack success progressed, Droid-Dream and its likes were sold on the dark web 

illegally where virtual access can be deployed to harm. This evolution made Android-malware-

spreading kits available and accessible worldwide. We can infer that this evolution made buying, 

ownership, and deployment of Android malware easy. Hackers pay for the toolkits in Bitcoin and 

are provided with the necessary tutorials needed for effective Android malware infection. This led 

to a rapid proliferation of malware samples and the corresponding attacks. 

Opfake [51] and Fakeinst [52] were the most prominent Android Trojans discovered by Kasper-

sky in 2012, with over 1,083 Android malware samples discovered by different security companies 

such as Kaspersky and F-Secure. Most of the Android malware samples were the repackaged 

versions of legitimate applications, which lead to the policing requisite of developing techniques 

that could detect repackage applications. Our research observed that this malware family adopted 

drive-by downloads and updated attacks to infect victims’ devices, which was more difficult to 

detect. According to Meng [53], samples of the families discovered in 2012 could influence root 

exploits to completely compromise the security of Android. Thus, this presented a high level of 

privacy threats to the Android community. Some of the Android malware families in 2012 had 

inherent attributes of the 2010 and 2011 samples. 
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Similar attributes included sending premium text messages, turning compromised devices into a 

botnet, harvesting users’ account details and calling in the background without the awareness of 

the owner. Root-level exploitation by these Android malware families caused poor security 

stability of the Android OS, leading to other different consequences such as device bricking, loss 

of device warranty, financial loss, and more openings of attack surfaces to make the compromised 

devices more vulnerable to attacks. Other Android malware, Plankton [54-56] and Foncy IRC bot 

later emerged towards the end of 2012. Kaspersky reported that the latter was not as sophisticated 

and prevalent as Opfake and Fakeinst. 

While mobile security was devising strategies to tackle the spread of emerged Android malware, 

new variants of Android malware emerged in 2013, namely Fave-Av-Reader, Plapka, Simplocker, 

Rough_Skype, Dendroid [57], among others. The most sophisticated among thousands of variants 

discovered in 2013 was Obad. Android malware Code obfuscation was the first experience with 

the emergence of Obad Trojan. Writers of Obad infused obfuscation techniques that enabled Obad 

to take the role of device administrator in the background. We can infer that Obad was a backdoor 

Trojan that used cracked sites and Playstore for pinging precise resources through pre-defined 

SMS strings. Financial platforms such as mobile banking apps, e-wallets, and credit card thefts 

were major attack goals for the Trojan, as highlighted by Austin [58]. The emergence of this 

malware trend leads to an increase in Android cybersecurity black markets where stolen data are 

sold. The obfuscation method adapted by 2013 Android malware developers to evade detection by 

anti-malware engines is a factor that advances the fast propagation of Obad Trojan. Due to the 

obfuscation technique, the static analysis would be much harder to achieve by cybersecurity experts 

and anti-virus engineers than could be done on the previous trends. While root level exploit was 

common in the previous trend (2012), Obad exploits zero-day weaknesses to gain more and higher 

privileges on the infected devices. 

The 4G-enabled Android devices involved a technological shift that motivated malware writers to 

exploit further vulnerabilities existing on Android phones via off-the-shelf creation of malware tools 

and deployment strategies. This led to many Android malware families being discovered in 2014; 

many samples displayed the same features seen in the previous variants. The notable Android 

malware family that exhibited unique characteristics from the already known samples between 2010 

and 2013 is NotCompatible.CA as highlighted by Ariyapala et al. [59]. NotCompatible.C is self-

protecting and persistent through encryption and redundant activities, thus making static analysis 
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hard to achieve. Being a botnet kind of Android malware, over 8.5 million devices were infected via 

spam emails. 

Notable impacts of NotCompatible.C included WordPress accounts cracking and the bulk purchase 

of event tickets from the infected devices. Unlike previous families, dynamic analysis became very 

difficult on NotCompatible.C due to its awareness of the emulated and virtual environments. Due to 

its obfuscated method, it can evade the vetting processes on play store and anti-virus products. 

Scalability, clustering, and memory analysis may be essential as the Android malware analysis ap-

proach with the annual increase in the sophistication and explosion of different Android families. 

The obfuscation of the botnet made the Android security threat more formidable. The mode of 

operation of NotCompatible.C malware (as shown in figure 2-5), shows its propagation strategies. 

Figure 2-5 Illustrating mode of operation of NOtCompatible.C Android malware 
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2.3.2.1 Dark web advancements and new malware variants 

In 2015, different Android malware emerged such as Spy, Simack, Jssmsers, Benews, Braint-est, 

Feabme, and Xbot [60]. However, an unknown Android Trojan is comparatively new and different 

from the former ones, which focuses on har vesting banking details via SMS interception. The 

Trojan specializes in sniffing banking-related SMS, emails, and forwarding the sniffed data to a 

hard-coded phone number and email service based in China. While analyzing the intercepted SMS, 

keywords such as balance, pay, bank, validation, and check are sniffed as part of the data collection 

and information gathering process. Several Android mobiles infected by the Trojan experienced 

brute-force which enabled the Trojan to take advantage of the infected devices to exploit the security 

vulnerabilities and collect sensitive information. Some researchers revealed that user privacy as 

mobile numbers stored in the database and address book faced security threats when stolen by 

hackers [61]. Cybercrimes such as identity camouflage become easy to perpetrate when the user's 

geographical location and phone number are is leaked. Also, many mobile banking apps require the 

owner's mobile number during registration associated with their location. 

As the Dark web technologies advance, diverse means are provided where criminal actors (includ-

ing malware attackers) engage in secure communications and transactions of malicious toolkits and 

other products and services. Android malware continued evolving with different attack strategies 

and evasion techniques. Android malicious Buyers and vendors began to exploit the security and 

business mechanisms on Tor using a multi-signature transaction and encryption approach to spread 

malware. Secure communications and transactions on malicious applications as software packages 

became a business of interest on forums and vendor online shops [62-64]. Different Android 

malware families include Rumms, Krep, Triada, Des-carga, Mazar_Bot, Rootnik, 

AndroidOS.Fusob, and DroidJack emerged in 2016 [65-67]. According to the mobile security 

report by Mead et al. [68], An-droidOS.Fusob Trojan ransomware was the most popular and 

persistent android malicious program in 2016 that infected users in different geographical locations 

including the UK, US, China, and Germany. Over 230 countries were attacked by Android 

malware with varying degrees of threat and impact. Some of the stolen information was sold in 

the dark web market. 
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One interesting observation is that Android malware began to evolve to infect wider geographical 

locations, unlike the previous variants and families. Hackers began to decompile legitimate ap-

plications and repackage them with embedded malicious code to sell to the marketplaces and in-

crease financial gain. Android malware evolved to a more sophisticated level when 

AndroidOS.Fusob and DroidJack were used as RATs and can survive a factory reset. These 

variants were used for state-sponsored attacks and espionage according to Li et al. [69]. Due to 

their open-source nature, leaked sourced code, and special plugins, the Fully Undetected Remote 

Access Trojans (RATs) market began to mature with this evolvement of Android malware. 

2.3.2.2 Smart malware evasion trends using technological techniques 

Android malware took a new dimension when the repackaging of Android applications became 

very popular in official and third-party markets in 2017. Hackers began to repackage benign ap-

plications using reverse-engineering techniques. Consequently, trust in an application has dimin-

ished due to repackaging techniques by hackers. Trust in applications influences mobile users’ 

decisions on which market store to download applications from. Mobile vendors must trust that 

mobile users get legitimate applications during purchases on the marketplace. 

According to [70], the Dark Web became a web of cybercriminals where Android and other RATs 

are sold openly for high prices on Clearnet but with a lower price on Dark Web. Kaspersky reported 

that in China, AndroidOS.Fusob changes the PIN code and enables Android safety function by 

resetting the infected device PIN to their Passcode. Android malware continued to evolve through 

2016. Different Android malware types significantly grew, especially with the growth in RiskTool. 

According to Kaspersky, RiskTool files increased from 29% to 43% in 2015 to 2016, respectively. 

According to the report, Trojan ransom experienced the most significant growth in 2016 with an 

increase of 4%, which was nearly 6.5 times higher than in 2015. 

Trust must be a fundamental component of mobile applications. Mobile applications are being 

used daily for transactions and other inter-personal collaborations and interactions. However, the 

trustworthiness of these services and applications, especially in the market store, is still a concern 

that needs thorough security implementations and checks. The study by Khanmohammadi et al 

[71] highlighted that the per cent of repackaging android applications grew to 54.38% in 2017 with 

permissions added in the repackaged applications. The number of malware attacks on Android 

mobile devices continued to rise from the beginning until the end of 2017. 
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According to Kaspersky Lab security bulleting [72], Android malware increased about 1.2 times 

more in 2017 than in the previous year. According to the report, rooting malware is the biggest 

security threat Android users experienced in 2017, and the percentage of its effects keeps increasing. 

Super-user rights were gained by the rooting malware (Ztorg) and system vulnerabilities were 

exploited. The rooting malware was distributed through the play store, which infected and modified 

over 100 Android applications. This malware family did not affect many devices due to the limited 

number of Android devices running older versions.  

While 230 countries were affected in 2016, the rooting Trojan infected only 161 countries in 2017, 

according to the Kaspersky report. To keep pace with the security threats presented by potential 

harmful applications (PHAs) [73], Google introduced multiple layer security architecture during its 

review of Android security in 2017. The multiple layers of the security and protection architecture 

advanced to form Google play protection. Though Google play protection has been a fundamental 

security feature in Android, other features were added in 2017 for better identification of 

potentially harmful applications on Android devices. Features such as regular updates of Google 

play were introduced so that the update no longer depends on Over Air updates (OTAs) for security 

improvement. Our research, however, observed that Google play protect was not sufficient for the 

total protection of PHAs because its functionality was only on Android devices running 4.3+ 

versions. 

Devices running lesser (older) versions were still subject to PHAs and application exploits. In 

summary, while the number of Trojan-SMS decreased significantly in 2017, Trojan-Ransomware 

increased by 5.22% in 2017 compared to 2016. In 2018, Android malware took a different dimension 

of attack, infection, and propagation strategies, though a built-in mechanism for defence against PHAs 

was enhanced in the previous year. Potential Harmful Applications infected mobile platforms that 

installed applications from outside the play store eight times more than those from Google play. While 

Google Play Protect played a significant role to reduce the rate of mobile infection in 2017, other 

protection mechanisms such as application sandbox [74], hardened APIs [75], discrete tamper-

resistant [76], and BiometricPrompt [77] were developed in 2018 to bring about a reduction in 

Android malware attacks. The introduction of these security mechanisms in conjunction with 

platform improvements of Treble [78-79], original equipment manufacturer (OEM) agreements and 

Android Enterprise Recommended has significantly advanced and improved the Android ecosystem 

security. 
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Despite all the security advancements, 0.11% of Android mobile devices were compromised by 

user-wanted (UW) PHAs called Chamois [80] in 2018. Other variants such as Snowfox, Cosiloon, 

BreadSMS, View SDK, Triada, CardinalFall Eager-Fonts, and Idle Coconut [81] later emerged 

with similar characteristics. Chamois was, however, judged to be more sophisticated and injected 

several sideloaded applications because it infected over 20 million android users. As demonstrated 

in Figure 2-6, the backdoor generates invalid traffic, performs artificial application promotion, 

telephone fraud, and dynamic execution of additional plugins. 

The User-wanted PHAs disabled SELinux and root Android devices by disabling the SELinux 

security feature. SELinux disablement led to the increasing of pre-installed PHAs and increased 

threats of backdoor SDKs. Also, the excessive privileges permit potential harmful applications to 

defend themselves against any attempt for removal by users. Backdoored SDKs code injected into 

genuine Android functionalities significantly enhanced the propagation of pre-installed PHAs that 

compromised Android device integrity, click fraud and attribution fraud. Compared to applications 

downloaded outside of the play store, the rate of PHAs was high compared to those from Google 

play (as shown in figures 2-7). 

Android malware continues to increase in both scope and complexity, despite the security implan-

tation in the Android operation system. The more the security experts deploy techniques to detect 

and prevent attacks, the more adversaries deploy alternative and innovative strategies to adapt to 

the current security situation. This was evident when a sophisticated Android malware family 

known as TimpDoor emerged in 2019 with unique attributes and rapid propagation and threats. 

TimpDoor mal-ware bypasses the play store by infecting Android victims through SMS. According 

to the McAfee threat report [82], the TimpDoor malware family proves extremely effective by 

infecting more users than the older known Android malware families. The spyware exfiltrates 

victims’ contact, photos, and SMS. The evolving functionality observed of Timp-Door is that the 

malware uses a SOCKS proxy that redirects traffic. The most probable attacks added by this 

evolution are click fraud and DoS attacks. 

The most worrying characteristic of this threat is the use of filched data such as photos and phone 

contacts to create false accounts on social media and other online services to steal more identities 

of users and attack Android-based IoT devices. As shown by Kumar et al [83], the Android 

platform’s integration with IoT-based applications facilitates malware propagation. IoT revolution 

has covered different spheres of life including remote monitoring, the healthcare sector, and many 
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others create attack platforms for extensive exploitation of Android-IoT devices. This is a result of 

the malicious data storage in the IoT blockchain which most of the time is undetected and hard to 

access for analysis. The study by Taylor et al [84] affirms that malware data deposited in blockchain 

history are easily transferred via the network and the propagation attack surface enlarges, thus in-

fecting many devices. Though TimpDoor was more sophisticated, LeifAccess Android malware 

impacts were significantly felt in the USA more than in any other country. 

Figure 2-6 Chamois backdoor operational propagation stages with each encrypted and obfuscated 

Figure 2-7 Comparison of PHA categories distribution outside of Google Play in 2017 and 2018 [75] 
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2020 witnessed the tremendous effects of COVID-19 that resulted in lockdown worldwide. While 

the threat actor strategies and procedures are the same, organizations’ exposure to risk levels has 

greatly increased due to slow response and recovery approaches during the pandemic. As 

employees continued working from home due to the COVID-19 pandemic, different variants of 

Android malware emerged. Most employees prefer to use their mobile devices for personal and 

business transactions under a poorly protected home network. According to the Deloitte security 

report [85], the contact tracing application launched by the NHS has become a threat actor for social 

engineering leverage that tricks users into installing fake and malicious COVID-19 contact tracing 

apps. According to the report, the fake COVID-19 application is being used to deliver different 

threats. 

A new Android mobile malware Unicorn emerged in Italy that targets doctors, pharmacies, business-

es, and universities. The ransomware uses social engineering to encrypt users’ devices and requests 

a ransom in euros. Other malicious threats such as email spam, fake landing pages, phishing, and so 

on emerged when four other variants of the same malware surfaced later. One of the major evasion 

strategies adopted by recent malware is the Trojan defence approach, as identified in the security 

report of ESET [86]. Table 2-2 summarises Android malware evolution from 2010 to 2020. Based 

on the papers examined as part of this study, we classified mobile malware evolution into five (5) 

categories based on sophistication, characteristics, and intents: 

Category 1: This group of mobile malware is characterized by annoying pop-ups and ads usually 

displayed on the mobile screen. The propagation mechanism is usually via SMS, MMS, and 

Bluetooth. The intent is for fun, behavioural software testing, knowledge testing, or both. 

Category 2: This group of mobile malware is characterized by information theft and privacy vi-

olation. The propagation mechanism is usually via social engineering, drive-by download, and 

key-permutation. The intent is for knowledge testing and financial gain. 

Category 3: This group of mobile malware is characterized by device rooting, jailbreaking, and 

rickrolling. The intent is for financial gain and physical damage to the mobile device. The 

propagation mechanism is usually via the third-party application and marketplace. 
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Category 4: This group of mobile malware is characterized by remotely accessing mobile devices. 

The intent is for financial gain, industrial espionage, vengeance, organization of state-sponsored 

attack, buffer overflow, remote monitoring, installation of other Trojans, spying, and stealing 

corporate secrets. The propagation mechanism is usually the internet. 

Category 5: Our research referred to this group of mobile malware as modular malware. This group 

of mobile malware can gain administrative rights of a device and can perform a DDoS attack. The 

propagation mechanism is usually the internet. 

Table 2-2 Android malware evolution. 

Year Prominent 
malware 

Malware 
type 

Kind of 
havoc 

Mode of 
propagation 

Description

2010 AndroidOS. 
DroidSMS.A 

Trojan Premium 
SMS 

Botnet A Trojan sends an SMS and charges 
the victim without his consent 

2010 Tap Snake Spyware Location 
monitorin
g 

Native code 
execution 

Sends the device location with the 
recorded phone conversation to a 
remote malicious server 

2011 DroidDream Trojan Device 
rooting 

Code 
encryption 

Roots devices and steals sensitive 
information from victims 

2012 Boxer Trojan Premium 
SMS

Via SMS The Trojan automatically installs 
once the victim receives SMS

2012 Opfake Trojan Root-
level 
exploit,

Drive-by-
download 

Performs update attacks 

2012 Fakeinst Trojan Update 
attack 

Key 
permutation 

Performs update attack. Compromises 
devices and makes them more 
vulnerable to more attacks 

2013 FakeDefender Ransomware Social 
engineeri
ng 

Drive-by 
download 

Prompts the user to buy a security app

2013 Obad Backdoor Zero-day 
attack 

code 
obfuscation 

Obad exploits zero-day weaknesses to 
gain more and high privileges on the 
infected devices 
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2014 NotCompatible.
CA 

Trojan Device 
side 
loading 

Drive-by 
download 

Self-protecting and persistence 
through encryption and redundant 
activities. Aware of the emulated and 
sandbox and evades detection. 
Sideloading apps to hinder security 
assurance 

2015 Acecard Trojan Apps 
Overlays

repackaging Steals banking data of the victim 

2015 888.apk Trojan Brute 
force 

Repackaging The Trojan specializes in sniffing 
banking-related SMS, emails, and 
forwarding the sniffed data to a 
hardcoded phone number and email 
service based in China.

2016 HummingBad Trojan Rootkit Drive-by 
download 

Establishes persistent rootkit 

2016 Xbot Ransomware Locks 
screen 
and files 

Code 
encryption 

Steals banking credentials send 
premium SMS 

2016 AndroidOS.Fus
ob 

Trojan-
ransomware 

RATs Drive-by 
download 

Remotely access infected devices. 
demands ransom 

2017 ToastAmigo Backdoor Apps 
Overlays 

repackaging Deploys toast overlay attack to install 
more malicious apps 

2017 Ztorg Trojan Device 
rooting 

Play store Super-user rights were gained by the 
rooting malware (Ztorg) and system 
vulnerabilities were exploited. The 
rooting malware was distributed 
through the play store. 

2018 Chamois Backdoor RATs Dynamic code 
loading 

The backdoor steals OAuth tokens. 
Significantly enhances the 
propagation of pre-installed PHAs 
that compromised Android device 
integrity, click fraud, and attribution 
fraud. 

2019 TimpDoor Spyware Click 
fraud 

Java reflection TimpDoor malware bypass play store 
by infecting Android victims through 
SMS 

2019 Cerberus Trojan Apps 
Overlays 

Drive-by 
download 

Intercepts calls 

2019 XHelper Trojan Premium 
SMS 

Drive-by 
download 

Displays popup adds, redirects users, 
send premium SMS 

2020 Ghimob, 
Unicorn 

Ransomware Encrypts 
files 

Drive-by 
download 

The ransomware malware adopts a 
Trojan defence approach to evade 
detection
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2.4 Classification of mobile malware 

Smartphone development and its popularity have brought about a surge in the number of mobile 

variants. Despite anti-malware advancement solutions, sophisticated malware variants use tech-

niques such as code encryption, code obfuscation, among others to evade detection. The advent of 

COVID-19 has accelerated mobile and PC variants, because most workers work remotely using 

unsecured and weak security networks with no physical monitoring and the help of IT support teams. 

As businesses face economic insecurity due to the advent of the pandemic, the number of cyber 

threats such as mobile malware is also increasing correspondingly, as highlighted by Brown [87]. It 

will be unjust to expect employees who work at home using the home network with weak security 

to be able to protect themselves and their organizations from being attacked by malware without 

understanding malware variants. Our review examined some of the malware variants and their 

modus operandi. 

2.4.1 Ransomware  

Although ransomware is commonly experienced on computers, mobile devices are not immune 

from being infected with this type of malware. Ransomware attack locks the mobile screen and 

encrypts files with a displayed ransom message, usually demanding a Bitcoin payment. Android 

ransomware is currently increasing, and it is of paramount significance to have a defensive approach 

that will guarantee the data security of mobile users. Most of the defensive approaches are signature-

based and, thus, ineffective for the current state-of-the-art malware variants. Mobile ransomware is 

a malicious variant whose design and operation block entrance or access to a mobile device until 

the amount of money is paid. Recent research has shown that 74% of companies in the 21st century 

are under terrific ransomware siege, especially those whose operations are connected to mobile 

devices [88]. Mobile ransomware harvests data such as photos, videos, usernames, and passwords 

related to a financial transaction. 

2.4.2 Adware 

Initially, adware was known for the annoying and frustrating pop-up characteristics without any spe-

cific malicious intent. However, it has now moved from the realm of just pop-up displays to data 

collection. Some adware goes as far as rooting (for android) and jailbreaking (for Apple) mobile 
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devices, while others have the capability of draining the device battery when not observed and 

prevented. Mobile adware such as Cydia [89] steals user data and modifiers mobile IMEI, IMSI, and 

steals android mobile Transaction numbers (mTAN). Mobile adware has evolved from creating 

banners and ads to easy and un-noticed mobile rooting and jailbreaking.  

Some create adverts as a link to lure victims into malicious sites for auto-download of malicious 

applications once visited. For instance, a banner or an ad may appear on your phone screen while 

online with the statement ‘Amazon is giving out £350 worth of voucher cards, click the link below 

to claim yours. This trick harvests sensitive data used to carry out sophisticated attacks. These 

details are then used to launch an attack on the victim’s mobile device. Some adware variants 

create backdoors on mobile devices when infected to facilitate further and future attacks. Some 

adware could deploy social engineering tactics to lure the victim into divulging sensitive 

information that is after that used for the attack. 

2.4.3 Trojan 

Android Trojans are camouflaged as legitimate Android applications. Trojans harvest sensitive in-

formation on a device, spy on the user's activities, delete the user’s files and can download other 

malicious activities. The study by Imtiaz et al [90] reports that some Android Trojans masquerade 

as legitimate mobile banking applications, mostly targeting android mobile phones. The research 

reported that an Android mobile unnamed Trojan “888.apk” intercepts and sniffs mobile banking 

transaction packets during SMS alerts and transaction commands such as Check, Validation, and 

pay as an attack banner grabbing process. Apart from the 888.apk mobile Trojan, Kaspersky report-

ed the emergence of a new Android banking Trojan Svpeng known as Trojan-

SMS.AndroidOS.Svpeng. Svpeng steals mobile banking credentials such as passwords and 

usernames upon launching a mobile banking application. The Trojan targeted only Russians using 

android phones and later people in other countries. Mobile Trojan horses are a dangerous set of 

mobile malware which in most occasions appear fictitious as beneficial applications but with hidden 

malicious content and action when executed. Some mobile Trojans can obliterate a whole mobile 

or computer drive when infected, while some serve as a backdoor for device remote control. 
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Malware writers apply the principle of social engineering as a means of gaining financial benefits 

from victims using SMS premium service. Through this strategy, victims subscribe to certain 

services or applications without their consent. Scammers usually use users’ phone numbers or 

emails to execute this malicious scheme. Most malicious premium messages to victims seem very 

real and appealing such as: ‘Know who blocks you on WhatsApp’ ‘Click here to see the message 

sent to you by a friend’, ‘Install battery speedometer to see how long your battery lasts’, and 

‘Amazon is giving a free £25 to prime members’; click here to claim yours’. Hackers make these 

tricks look appealing and real to entice the victim. Once the phone number is supplied, an automatic 

subscription to your monthly mobile bill is activated for any SMS received or sent.  

For advanced SMS premium service attacks [91], the victim does not have to be tricked into giving 

his phone number. Hackers’ banners grab the social networks account details of the victim, 

specifically his phone number. Therefore, it is advisable to critically look at the content of any email 

sent to you before opening it, especially if it looks suspicious. More importantly, it is worth not 

trusting easy financial claim links sent to you if not from your financial institutions such as banks 

and cooperatives. It is pertinent to note that the SMS premium service charge attack cannot be 

achieved if the malware does not have permission to access the device service "send Text Message”, 

which is the mobile privacy permission SMS service. Hence, understanding permission requests 

are very significant in fighting mobile SMS Trojans.

2.4.4 Rootkit 

A rootkit is a mobile malware type that controls and exploits a mobile device through remote 

access. A rootkit comprises a loader, rootkit, and dropper. The rootkit gains administrative access 

and installs other applications at the backdoor that are malicious without the consent of the victim. 

Rootkit alters the configurations of a device once installed. Due to their silence and underground 

operations, it is very difficult to identify and remove the rootkit. Evasion techniques such as 

obfuscation are adopted by roots to make it stay undetected in a device for a long time. 

HummingBad [92] is an example of a rootkit that steals credentials by installing other malicious 

applications in the background to create fake ads. 
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2.4.5 Botnets and viruses 

Botnets are compromised devices whereby an attacker remotely accesses and controls the infected 

devices. The botmaster controls the infected mobile phones without the knowledge of the victims. 

Botnets have become a serious threat to information and mobile security, as attacks such as DDoS 

are launched using mobile botnets. Double-Door [93] is an example of a popular mobile malware 

botnet. Mobile viruses are small computer codes built to attack devices operating in cellular 

environments, such as mobile phones and PDAs. They are computer programs whose designs are 

borne out of curiosity to gain general attention and target and exploit vulnerable mobile phones and 

other applications with a high degree of versatility. A mobile virus is propagated the moment an 

infected file or application is executed, causing a speedy escalation to connected devices and other 

application segments. The ruinous consequences of a virus on mobile devices and applications range 

from data loss, application loss, and device destruction on most occasions, if not discovered early. 

Some viruses invade detection and may be difficult to be identified by traditional detection 

mechanisms.  

When the running OS of memory in a device (mobile or computer) is infected with virus code, all 

the programs including the executable code running in the core memory of such a device can also 

be infected including its internal storage Figure 2-8. The virus program first requests permission 

from the device OS to attach its code to the device object module, especially at the system start-up. 

After the septic virus code is invoked in the device memory, the virus then switches over and takes 

over the entire system. The infected code then spreads to the device operating system. In the case of 

a computer, a floppy disk serves as the object code, which helps in virus invocation and execution 

at system start-up. 
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Figure 2-8 Mobile virus infection strategy 

2.4.6 Worms 

Android worms are malicious codes that black hackers develop for malicious intents and operations 

for mobile devices. Worms have the capability to self-replicate from one susceptible mobile device 

to another with little or no external trigger such as human behaviour. Mobile worms assume differ-

ent file formats, such as pdf and file extensions, to invade a vulnerable device. The peculiar infection 

character of worms is that the payload executes once on the initial device and later escalates to other 

targeted devices via attack vectors such as TCP, email, IP, SMS, etc. Based on the papers examined 

as part of this study, we classified mobile worms into five (5) main categories with their major char-

acteristics as follows: 

Binary file worms: These are forms of worms that infect device executable files. They are usually 

programmed in machine language for easy payload distribution. 
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Multi-partite worms: These are worms with the capability of affecting mobile and computer boot 

sectors and executable files. This form of worm is rare. 

Script file worms: These are worms technically written in human-readable form, which requires 

translation, by an interpreter to perform machine-executable. 

Binary stream worms: The infection vector deployed by this form of worms is pure via a network 

connection. It relies on the device to be linked to the network before implementing its infection. 

Macro worms: These are worms that infect applications and data files such as documents. Macro 

worms seem to be the most common. To reduce worm infections on Android devices and mobile 

platforms in general, it is pertinent to regularly upgrade the mobile OS to the latest versions to 

avoid mobile susceptibility to signature-based and zero-day attacks. A summary of the malware 

classes and their distinct but related behaviour is presented in Table 2-3. Though the use of the 

latest antivirus engines is very significant, it is recommendable to ensure that the latest mobile 

device patches are constantly installed and updated. By this, the worm infection rate and worm 

propagation can be considerably reduced. This strategy is essential because our research believes 

that the worm’s infection rate on mobile devices is directly proportional to the propagation speed. 

An increase in worm removal on affected devices can also subdue its propagation, thus reducing 

the number of mobile devices that can be contaminated. Other types of Android malware include 

Spyware and key loggers. Android OS fragmentation and open source have created security 

loopholes resulting in the great increase in attacks we are seeing now.  

Apart from the entire android platform, the majority of the android applications have untrusted 

digital signatures within their security parameters. While Apple has a proactive approach to 

malware and general threats, Google is more concerned about taking reactive defence approaches 

when a threat occurs. In addition, while iOS sticks to Xcode [94] with default IDE choice with 

minimal platforms which are maximally managed and embedded with better security primitives, 

Android has several platforms with little security entrenchment. These factors made Android 

devices the devices most infected by malware. The report produced by Li et al [95] affirmed that 

two-thirds of mobile malware targeted Android platform devices. This shows the degree of android 

vulnerability to malware. It, therefore, calls for appropriate security strategies to address this 

problem timely. 
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Table 2-3 Mobile malware variants with their distinctive characteristics 

Mobile Malware variants Characteristics 

Mobile Ransomware  Locks out users’ documents, encrypts files, requests for 
ransoms usually inform of bitcoin

Mobile adware Creates annoying pop-ups, creates backdoors, auto-
download, use social engineering tactics  

Mobile SMS Trojans Does not replicate itself, creates backdoors, may engage in 
secondary infection, does not infect other files, utilizes 
social engineering principle for payload execution, uses 
SMS, Links, and MMS for distribution 

Mobile worms  Self-replicating, may have no payload, could be benign or 
malignant   

Mobile virus  Written in small sizeable codes, highly versatile, 
exceedingly reoccurring during propagation to other 
devices, effective in data loss and device damage, a wide 
variety of functions     

Botnets An attacker remotely access and control the infected devices

Rootkit  Gains administrative access and at the backdoor install other 
applications

2.5 Mobile malware infection vectors 

Infection strategies are attack vectors through which designed mobile malware access the target 

device to execute their payload. Malware files remain non-executable and uninfected until a path 

is created via which access to the device could be achieved. While malware was written earlier, its 

propagation rate was slow compared to recent malware. The speed of malware propagation is 

significantly enhanced by internet advancement. Internet connectivity is one of the major routes 

via which malware payloads are easily transmitted to other subsidiaries such as Bluetooth, SMS, 

cellular networks, Wi-Fi, physical access, and USB-PC connections. 
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2.5.1 Bluetooth/SMS distribution 

Mobile malware such as Commonwarrior was discovered in 2005 and spread through Wi-Fi and 

SMS as an attack vector. As cited in Figure 2-9, mobile malware spreading through this medium 

has a large spectrum of infecting an entire continent, since there is nothing to restrict the spread 

except the exhausted balance of the user’s device. Pebler mobile is known to infect mobile phones 

by exploiting vulnerabilities found in Wi-Fi and network connectivity to devices. The only limitation 

of this attack vector is that mobile devices with no internet features suffer little. As technology 

advances, mobile devices with embedded Bluetooth technology can communicate and share files 

with nearby devices, which are a few meters away. Some Trojans exploit Bluetooth to spread to 

other devices. The danger of this attack vector is that although it can only infect nearby devices, it 

can cause a devastating septicity where many Bluetooth devices are enabled [96]. 

Bluetooth attack vector has a high threshold of spreading malware since the majority of mobile users 

share mobile files such as pictures, videos, and audio files without considering the consequences. 

Advancement in Bluetooth technology to enhance the location down to centimetre-level precision 

has created and expanded mobile malware propagation conduit. For instance, the inclusion of a point 

of interest application (POI) [97] for information solutions enhances the speedy replication of worms 

using Bluetooth. SMS is another mobile malware distribution strategy where malware payload is 

being disseminated to mobile or devices through SMS or MMS. The propagation could either be 

through sending SMS or MMS from one mobile device to another or from the cloud to the mobile 

device. Malware uses SMS as a distribution attack vector to mobile devices where the target device 

is infected to send illegal and unauthorised texts, and the victim is directly charged for the call or 

text message. 
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Figure 2-9 Malware propagation using Bluetooth technique 
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2.5.2 USB/network to device distribution 

Apart from the Bluetooth infection strategy, USB is one of the distribution strategies. Different 

developers upload and update their malicious codes on the Apps store, camouflaging them as 

genuine software. When the user installs a malicious application, malware unknowingly infects the 

user’s device. When mobile devices connect to PCs through USB, this offers the opportunity for a 

malware-infected PC to transmit to the victim’s device. The attack vector serves as a thumb drive 

for PC-Mobile malware infection. This is where malware is distributed from Universal Serial Bus 

(USB) to any device, which could be PCs or mobile devices. As was announced by IBM, many 

USB sticks with the following product model “2071, 02A and 10A are infected with malware 

which has access to the device via USB cables or port when a connection is established between 

the USB and the device. When a mobile device is connected via a USB port to an infected 

computer, malware distribution to the phone becomes inevitable. This distribution technique is 

used by malware in the form of ads or applications connected to the internet and masquerading as 

real applications. 

2.5.3 Market/application to device distribution 

Application to Device known as A2D is a distribution mechanism where the mobile malware 

depends solely on the application vulnerability to distribute itself. An example of android malware, 

which exhibits spreading and infection vector via A2D approach, is Andr/Opfake [98]. In the 

Market to Device strategy in distributing malware, a malicious application is uploaded into the 

application store market. The infection by users is dependent on the application reception in the 

market and users’ installation on their mobile phones. On a general note, some of these infections 

happen when users make conscious resolutions to carry out an act. Behaviour like scanning 

barcodes, QR codes, or logging into an unsecured compromised Wi-Fi network is an example that 

led to users’ mobile devices being exploited by malware. 

In summary, we assume a malware type could infect a susceptible mobile device after effective 

communication with a contagious device if an immunity to that same type of malware is not devel-

oped. Based on the meta-analysis of the infection strategies, we assume that when a mobile device 

becomes infected, it can develop immunity to that same type of malware and can recover if 

adequate security strategies are applied immediately. However, such a device will remain 
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vulnerable to other variants of the same malware after recovery. Also, an infected device can 

spread the malware if not kept under control. 

2.6 Classification of Smart malware based on behavioural  

Different criteria are used in classifying mobile malware such as classification based on device-

platform [99-100], family [101], file system [102], resource consumption [103], and many other 

criteria. Our research uses behavioural attributes as a major classification criterion of mobile 

malware. Under behavioural attributes, our research focused mainly on privilege escalation and 

attack goals as discussed in the subsection. Malware privilege escalation has attack goals. For 

instance, people downloading pornographic files do so to gratify their carnal urges, just like those 

who indulge in online provocation and harassment do so to have power over the other party. In 

addition, just like any other cybercrime, the goals behind every cybercrime are financial incentives, 

power greed, adventure, and vengeance. Some malicious activities on mobile devices are to steal 

sensitive personal credentials, while others are for SMS premium where charges are made without 

embarking on any service or SMS by the user unknowingly. 

2.6.1 Classification based on privilege escalation 

Privilege means what a device user is allowed or permitted to do on such a device. Examples of 

such include file editing or modifications. In the context of our research, it is viewed as the art of 

malware exploiting a vulnerability, bug, configuration, or design flaw of a mobile device or appli-

cation to have enough unauthorized privileges to access mobile resources. When this occurs, 

malware reads and writes to files, may insert or attach a permanent backdoor (as shown in figure 

2-10). Malware exploits some strategies to gain the required privilege. Some of these strategies 

could be user manipulation or technical exploitation. The technical exploitation path usually 

followed by malware to gain escalated privilege to mobile devices is through platform 

misconfiguration or technical susceptibility. Malware technical exploitations modify the security 

restrictions of a device. Once this is accomplished, exploiting other vulnerabilities on the affected 

system becomes very easy.  
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This technical exploitation malware imbibes to achieve privilege escalation including buffer 

overruns, session attacks, SQL injection, cross-site attacks, file disclosure system vulnerability, 

and networking configuration flaws. The attack behaviour and goals include sabotage, spam, and 

service misuse. This analysis clearly shows that mobile malware displays different behavioural sets. 

It is worthy to note that the mobile malware attack goal has different categories of incentives, which 

are interwoven. It means that an attack goal can have more than one motivation. For instance, SPAM 

as an attack goal has both personal information theft and financial profit as motivation types. 

Figure 2-10 Mobile malware Privilege escalation illustration 

2.6.2 Classification based on attack goals 

Though malware keeps evolving to take different attack trajectories, their attack goals and moti-

vations remain the same (see figure 2-11). While some malware writers could focus on stealing 

sensitive information as a primary step upon which subsequent attacks could be relied upon, others 

focus on the actual attack goal in their code implementation. Our research classified mobile 

malware attack goals based on their motivation type and behaviour related to the motivations. Table 

2-4 shows the motivation types and major attack goals classified in our research. Cybercriminals 

perform attacks to achieve one form of intention or the other. This means that for every attack, 

there is an equal motivation behind it. Just as malware writers develop malicious applications for 

different motives such as financial profit, identity theft, industrial espionage, and a host of others, 
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people that use these applications also have motives behind their usage. Based on their 

characteristics, mobile malware deploys different infection strategies based on the attack goals. 

We observed that the motivations behind every mobile attack are different: financial, power, greed, 

adventure, and vengeance. While some malicious activities on mobile devices target sensitive per-

sonal credentials, others are for SMS premium where charges are made without embarking on any 

service or SMS by the user unknowingly. The attack behaviour and goals include sabotage, spam, 

and service misuse. These are pure types of motivations for mobile malware attacks. The attack 

schemes that formed the behaviour related to those motivations could include eavesdropping, 

profiling, and loggers. Kocher et al [104] show how to pattern malicious behaviour using security 

inspection strategies. This confirms that mobile malware exhibits different attack goals during 

execution. It is worthy to note that mobile malware attack goals have different categories of 

motivations, which are interwoven. This means that an attack goal can have more than one 

motivation. For instance, SPAM as an attack goal has both information theft and financial profit as 

motivation types. 

The unusual behaviour of an application should be reported promptly. During application 

download and installations, mobile application plugins and codecs are pointers to be observed that 

the app is from a legitimate store. Mobile users could deploy software solutions from Enterprise 

Mobility Management to enhance the security on enterprise devices. These security strategies 

could help reduce the impact of the rising mobile malware threats. 
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Figure 2-11 Mobile malware characterization 
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Table 2-4 Mobile malware infection objectives 

Major attack goals 

Motivations Sabotage Fraud Data Theft Spam Misuse of 

Service 

Types of 

Motivations 

*Financial profit 

*Industrial 

Espionage  

*Financial 

profit 

*ID theft  

*PI Theft   

*Industrial 

Espionage 

*Financial profit 

*Personal 

Information 

Theft 

*Industrial 

Espionage  

*Financial profit 

*Personal 

Information 

Theft 

Financial 

profit 

Behaviour 

Related to the 

Motivations 

*Eavesdropping  

-SMS 

-Multimedia 

*Photo 

*Audio 

*Video  

*Loggers 

Touch 

Key     

*Loggers  

● Touch 

● Key 

* Profiling  

 Apps 

● Location 

Combination 

of any of the 

previous  

2.7 Conclusion 

Malware attacks on mobile devices are increasing with the increase in the number of mobile appli-

cations published on the App and Play store daily. Furthermore, mobile malware infection increases 

as mobile technology keep advancing. Most of the emerging mobile functionalities constitute the 

attack vectors malware deploys to infect mobile devices. For instance, the first-generation mobile 

malware could not spread quickly due to low knowledge of wireless hacking, short Bluetooth range 

coverage, a small Wi-Fi network population, and the lack of cross-platform propagation. Other 

factors that enhance the spread of mobile malware include advancement in threat dimensions, 

improved security, and business communication on Tor using multi-signature transaction and 

encryption approach, mobile platforms’ integration with the IoT-based applications, the emergence 

of evasion techniques, and the advancements in mobile malware Toolkits on the dark web. To 
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achieve the aim of the paper, we conducted an up-to-date study of mobile malware evolution and 

infection strategies. This enabled us to classify mobile malware evolution trends into distinct 

categories based on their sophistication, characteristics, and attack intents. We identified factors that 

limited the fast spread of the early mobile mal-ware such as lack of mobile OS standardization, lack 

of mobile OS cross-platform, and lack of Blue-tooth technological advancements in data commu-

nication. Finally, we identified factors that enhanced the fast spread of recent mobile malware. These 

included the advancement in threat dimensions, improved security and business communication on 

Tor using a multi-signature transaction and encryption approach, mobile platforms’ integration with 

the IoT-based applications, the emergence of evasion techniques, and the advancements in mobile 

mal-ware Toolkits on the dark web. 

Furthermore, this paper has discussed research conducted from 2000-2020 on mobile malware 

evolution with their infection strategies. In the end, the paper identifies the need to analyse the 

existing detection techniques to identify their strengths and weaknesses to help develop more 

robust and accurate tools for an Android malware detection standpoint. We suggest the need for a 

malware infection model to prevent mobile malware spread among mobile platforms with random 

additive perturbations of infection rate. This strategy will help to understand the immunity state of 

a mobile device during and after recovery from malware infection. The effect of the random 

perturbation on malware stability behaviour might be essential in determining some transient 

characteristics of malware infection states. 
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1. CHAPTER 3: ANALYSIS OF ANDROID MALWARE 

DETECTION TECHNIQUES: A SYSTEMATIC REVIEW 

The content of this chapter has been published in the International Journal of Cyber-Security and 

Digital Forensics (IJCSDF).  

Citation: M. Ashawa and S. Morris, “Analysis of Android Malware Detection Techniques: A 

Systematic Review,” Int. J. Cyber-Security Digit. Forensics, vol. 8, no. 3, pp. 177–187, 2019, doi: 

http://dx.doi.org/10.17781/P002605.  

This chapter is linked to the second objective of the research. After extensive review, we identified 

the research need to investigate the existing techniques based on their approach to identify their 

strengths and weaknesses. This objective is significant because it identified the limitations and 

strengths in existing techniques that need improvement for better detection. Identifying some of 

the limitations and strengths in the existing models was leveraged on building a robust framework 

and techniques that detect and classify features of sophisticated and emerging mobile malware. 

The identification of the strengths of the technique was leveraged to carry out a preliminary study 

in chapter 5 (published in paper 3) to determine the feasibility of using them in the main 

framework. 
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Abstract  

The emergence and rapid development in complexity and popularity of Android mobile phones 

have created proportionate destructive effects from the world of cyber-attack. Android-based 

device platform is experiencing great threats from different attack angles such as DoS, Botnets, 

phishing, social engineering, malware, and others. Among these threats, malware attacks on 

android phones have become a daily occurrence. This is because Android has millions of users, 

high computational abilities, popularity, and other essential attributes. These factors influence 

cybercriminals (especially malware writers) to focus on Android for financial gain, political 

interest, and revenge. This calls for effective techniques that could detect these malicious 

applications on android devices. This paper aims to provide a systematic review of the malware 

detection techniques used for android devices. The results show that most detection techniques are 

not very effective to detect zero-day malware and other variants that deploy obfuscation to evade 

detection. The critical appraisal of the study identified some of the limitations in the detection 

techniques that need improvement for better detection.

Keywords: Malware, detection techniques, Android mobile device, detection rate, static detection, 

hybrid detection, dynamic detection, cybersecurity.

3.1 Introduction 

Android has become the most popular operating system in the world of mobile telephony with the 

largest users in different parts of the world. A vast number of financial applications such as mobile 

banking and online banking run on this most popular mobile OS. Other sensitive information like 

health records, passwords, and usernames are stored on android phones. The technological 

progression in Android has created proportionate attraction by malware writers who are advancing 

daily to gain financial roots by creating malware applications that can directly break into android 

mobile device security and snip victims’ data or ransom requests usually inform of bitcoin after a 

successful attack is implemented.  Malware attack on android has generated critical issues in the 

mobile and security industry at large. These factors increased the occurrence of mobile malware, 

especially on the Android platform. This research provides a systematic review by formulating 

and answering research questions using a methodology provided in section 3. This helps to identify 

relevant works that are carried out on android malware detection techniques with their strengths 

and limitations. 
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3.1.1 Malware 

Different definitions of malware are given by different scholars and researchers depending on the 

attack vector deployed or the harm caused. Though these definitions may be different, all 

converged to the same meaning as malicious applications with evil intent. The research of [1-3] 

defined malware as simply malicious codes. This definition considers malware as any piece of 

program segment which is developed with harmful intentions. This definition does not encompass 

many attacks and harm trajectories followed by malware. Looking at information harvest and data 

leakage, the study of [4-6] defined malware as any computer program that leaks users’ private data 

without their consent. The research cogitates malware as programs that do not necessarily cause 

harm to a device but gather information about the activities of such a device and thereafter create 

disclosure of them to third parties for future attacks. The literature survey on the SOA project [7] 

looked at malware as any suspicious program that affects organizational databases. 

Kaspersky [8] looks at malware as a developed computer program that contaminates and exacts 

damage on users’ computers. As wonderful as the above definitions might be, their coverage is 

limited when looking at the broad spectrum of malware attacks and effects. This research, 

therefore, defines malware as any computer code written with evil motives to get unauthorized 

access into IT infrastructures and digital devices by breaking their security defence parameters and 

exploiting their vulnerabilities leading to information harvest, data loss, information leakage, file 

infections, buffer overflow, interruption of computational operations and leading to subsequent 

physical or operational damage or both.  

3.1.2 Malware attacks on Android phones 

Malicious programs that are designed to attack android Dalvik virtual machine (DVM) and java 

core libraries respectively can be described as Android malware. The majority of Android users 

download free applications without critically considering whether such applications are genuinely 

provided by Google or not. Many do not turn on their Android device application permission 

monitor [9] to help confirm Apps checked and guaranteed by Google bouncer [10] before 

installation even when such application over request permission to different resources of the 

device. The study of [11] asserted that application download from unknown sources constitutes 

one of the major attack vectors through which mobile devices get infected with malware. Besides, 

vigilance, when given permission privileges to applications with, is a good security practice. Some 
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Android malicious applications exploit a vulnerability in the system when such permissions are 

granted at the installation stage after the application download. 

Evasion and obfuscation techniques deploy by malware to elude detection have made Google play 

store insecure despite the tremendous effort of Google and the associated companies to review 

Android applications to avoid malware distribution. Android malware keeps emerging daily. On 

August 7th, 2018, a security network called Palo Alto [12] again identified about 145 malicious 

applications on the Google play store which appear to be genuine but are not. There are a lot of 

detection techniques used by many researchers and security companies to detect and prevent this 

threat (malware) but none of these seems to be perfect.  

For knowledge contribution, this study will provide general knowledge on mobile malware and 

some of the attack tactics malware deploy to execute their payloads and exploit Android 

vulnerabilities. This knowledge will help to develop further security parameters and tools that will 

improve Android mobile security. Evaluation of the detection techniques will give an idea on 

which is more efficacious in detecting malware on android platforms and which needs to be 

improved for better detection of sophisticated malware variants. The study provides some of the 

challenges that digital forensics and cybersecurity investigators may encounter when working on 

Android malware. The remaining part of this paper is organized into the following sections: 

Section 3.2 provides the related work. The methodological approach to the research is provided in 

section 3.3. Sections 3.4, 3.5, 3.6, and 3.7 are for detection technique, discussion, evaluation, and 

conclusions respectively. 

3.2 Related work 

Research in Mobile security has become a thing of concern. A range of research in mobile 

technologies from design, vulnerability, threats, and detection techniques is ongoing. Many 

security industries are spending billions of funds on this field. This paper examined some of them 

as building blocks. The study of [13] x-rayed the dynamic detection and analysis approach on how 

malware can be detected on the Gingerbread Android version. DroidScope detected DroidKungFu 

and DroidDream android malware were the major malware investigated in this research. Detection 

features obtained by the research indicated that while DroidDream encrypted IMSI and IMEI 

numbers into XML String, DroidKungFu carried cage exploit to gain unpermitted access to the 

mobile device security. The outcome of the study demonstrated the efficiency of the technique 
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used was resistant to malware code obfuscation. The observed limitation was that the research did 

not consider analysing mobile RAM for forensics artefacts after executing the malware. In 

addition, fundamental features such as core logic, exploit binaries and native libraries were failed 

to be analysed by the technique approach.  

The research of [14] made a comparative analysis of static, dynamic, and machine learning 

detection techniques used for malware detection on android applications. Market Centralization in 

mobile platform applications has made malware detection a very tedious task for most detection 

techniques even for machine learning and AI techniques. For instance, Google plays the central 

market role for Android Google bouncer to verify the legality of many apps. This security 

monitoring is insufficient because millions of android developers associated with Google who’s 

their Apps are not properly scrutinized before being permitted on the play store.  This is similar to 

the phone store and App store for Windows and Apple respectively. This made the security of 

mobile devices especially Android-based not to be 100% absolute. The detection approach 

considered was based mainly on misuse and anomaly with the application, untrusted data, and 

system state as the main objectives of the analysis. None of the techniques provided a 100% 

detection rate for mobile malware, based on the result obtained. 

Anusha [15] dynamically compared malicious and mobile application behaviour using mobile API 

for malware detection. The developed detection system (WMMD) detected obfuscated mobile 

malware which antivirus software failed to detect. The detection approach used Finite State 

Automata (FSA) for malware code sampling and pattern checking. Using analysis by run-time, the 

model detected viruses both before and after packing. Of all the six (6) antivirus software used, 

none was able to detect those mobile viruses after packing with UPX. It is then perceived that most 

anti-virus programs are not reactive to malware detection because they are signature-based. This 

result was similar to [16] which is based on behavioural analysis for detecting malware on Android 

applications. The study mined 216 and 278 for normal and malicious Android applications 

separately. A variety of trained mathematical algorithms were applied to both the benign and 

malicious data set. Using correlational analysis, the research realized 97.16% detection 

accurateness.  
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Looking at advanced malware artefacts in the mobile memory [17] performed an analysis of 

malware detection in mobile memory using memory forensics methodology. The research detected 

with 90% accuracy a self-replicating Trojan with 20% unclassified samples. The research observed 

that significant malware information can be mined from memory dump analysis of android mobile 

devices. Hidden codes waiting to explode at favourable conditions are easily exposed. The research 

however could not provide any investigation on searching malware attributes that are significant 

for forensic and security analysis. There have been elaborate works on detection techniques but 

there has not been research that identifies and lists the limitations and strengths that existed in 

those techniques. By identifying both the limitations and the strengths will help improve the 

efficiency of those techniques and enhance better detection of malware on Android devices. 

3.3 Methodology  

An organized appraisal concerning the comprehensive malware detection framework outlined by 

[13] was applied in this paper. The analysis targets to investigate recent studies on android malware 

detection techniques. The subsequent methodological subheadings expound on the research 

questions, criteria for paper selection, source of data, and research keywords, a summary of the 

research interpretation were presented. 

3.3.1 Research questions (RQs)  

Based on the review in section two to identify potential research gaps, the following research 

questions were formulated: What are the techniques used for detecting malware attacks on android 

devices? What are the key limitations when that exist when using those techniques? Are there 

some areas of strength that are found in those techniques? 

3.3.2 Criteria for papers selection 

In selecting papers for this study, some standards were set. Only papers that matched and met these 

criteria were selected. The selection criteria are as follows:    

 The paper must be written in the English Language. 

 The paper must be published within three years (2016 to 2018) apart from frameworks 
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 It must discuss android malware and detection techniques using “OR” or “AND” operators. 

The operators here mean a paper can discuss one or both phrases. 

 The selected paper must reflect the research experimental evidence on android malware 

detection in its content and results. 

3.3.3 Justification for the selection criteria 

English was selected as the language for the study to allow wide coverage for readers. Papers 

written in native languages are limited to a particular tribe of people with little impact. The choice 

to go for three years' publications is to produce research with the current trend in malware and 

their detection techniques paradigms. Frameworks could be from any year since they form 

bedrocks for any study. The operators “OR” and “AND” means that the selected paper must 

discuss either android malware, mobile malware detection techniques, or both. Finally, the paper 

must show the experimental results with the approach used for such a detection technique.  

3.3.4 Source of data 

To get reliable data sources, reputable academic research databases encompassing computational 

disciplines with high publication reputations. Such databases included but were not limited to 

IEEE, Springer, ACM, Wiley, and Inderscience. Conference papers and journals from those 

sources formed the primary source of data for the study. Papers from untrusted sources such as 

Wikipedia were not considered since they are rated unreliable. However, data could be sourced 

from dependable blogs such as SAN blogs because of their reputation. As stated in the paper 

selection criteria above, basic search operators which include ‘OR’ and ‘AND’s will be enforced 

to get request data within the defined research objectives. The main data which we intend to mine 

are the technical challenges, limitations, strengths of detection techniques used for android 

malware. Experimental results and the approach deployed by each research will not also be 

discarded.  
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3.4 Android malware detection techniques 

For this survey, the following malware detection and classification techniques were examined: 

3.4.1 Dynamic detection techniques  

Android-based applications correlate with the device OS via system calls which makes it possible 

to monitor what transpires between them. Dynamic detection technique monitors android malware 

in a controlled environment at runtime by taking cognizance of the malware pointers which 

detection signatures can be modelled using them. It inspects malware interaction with mobile 

resources and services such as location, network, package, OS activities. For the safety of the 

experimental equipment (physical device), it is recommended that the code execution be carried 

out in a cybernetic environment.  

The study of [18] applied this detection technique on 4034 and 10024 malware and benign datasets 

respectively. Using the ServiceMonitor approach, the random forest classification algorithm was 

detected with 96% accuracy of malware on those applications. Using k-fold validation and Markov 

chain, the classifier module was coached to extract the sample features. Information retrieved such 

as phone IMEI by the malware was detected to be 67% accurate. Among the detected malware, 

17% of the applications were observed to have attached their payload on the device for premium 

service rating. The mobile utilities such as CPU and Memory were observed to be infected with 

an overhead device performance of o.8% and 2% respectively.  

Some malware remains dormant on the device after download and installation until an action is 

triggered. While some do so, others execute their payload at download, installation, and runtime. 

Access authorization habitually permitted by Android users during application download and 

installation creates a large space in the device attack vector even though default permissions are 

always encountered during download and installation sessions. Malicious code attaches benign 

applications during that exercise. Critical monitoring at these stages is required for the better 

security of mobile platforms.  
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3.4.2 Static detection techniques  

Static detection technique for malware detection does not execute or run the malware code but 

solely depends on the malware abstraction features. For malware detection using this technique, 

the dependable features for detection come from the application byte code or its manifest file; 

unlike the dynamic method which focuses on the system calls and application program padding. 

Android applications are in APK format or archive, usually in a zip package. All the Android files, 

folders, and other resources are included. For meaning detection, reverse engineering is mostly 

applied to the APK files for features mining. When looking for relevant feature extraction, the 

manifest file “AndroidManifest.xml” is first to be considered. This manifest file contains 

permission vector features for access to the installation, locations, battery optimization, and phone 

state permissions.  

Ankita [19] used 103 and 97 malware and benign applications dataset respectively and detected 

malware on Nexus 5 with API level 19 detected high unauthorized permission attacks by malware. 

Reverse engineering was used as the experimental approach while applying Naïve Bayes, simple 

logic, RF 100, RF 10, J.48, Sequential minimal optimization, and IBK algorithms. The XML parser 

extracted the permission request which generated binary features of the malware which was stored 

in Attribute Relation File Format (ARFF). Result provided a 96.6% detection rate when the 

random forest algorithm was used with a 0.069% marginal difference from the worst detection 

algorithm.  

Malicious applications appearance cannot be easily seen until the code running the application is 

thoroughly inspected using trained systems. To analyse the raw data, which is been processed as a 

Dalvik bytecode, concatenation of the opcode by disassembling the APK files constitutes good 

practice. De-compilation of this file provides convolutional direction for extracting and analysing 

further Android applications files such as XML and other resource files. This approach is similar 

when using the n-gram procedure in detecting malware. To ascertain and validate experimental 

results obtained in terms of detection accuracy, the study used four different detection algorithms 

to detect android malware with a large dataset of 5,560 malware samples. Bytecodes dichotomize 

CFGs from the object node at initialization. Different detection obtained by the trained algorithms 

characterized the power of DSA when applied at the input and extraction layer of the model. The 

random forest algorithm obtained a detection accuracy of 97% higher than the rest.  
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3.4.3 Hybrid detection techniques  

This technique combines both the features of dynamic and static techniques to provide a more 

robust detection result when analysing malware. The hybrid detection approach to malware 

detection involves training and detection phases which could be done by dynamic and static 

techniques respectively. This seems to give a better detection rate than dynamic and static 

techniques since the strengths in both methods are synergised. Using the deep learning aspect of 

artificial intelligence, [20] developed and trained a DroidDetector model with some algorithms for 

android malware detection. The hybrid technique collected a total of 192 android malware and 

benign samples for training. The model yielded detection result accuracy of 96.60% with 0.0021% 

disparity amongst the algorithms used.  

In some complicated cases where the malware sample is unknown, training and detection may not 

be done simultaneously to avoid features meddling. Hidden Markov Models prove to have high-

performance features when it comes to bisectional improvement in malware detection. The hybrid 

technique helps to make a comparative analysis of static and dynamic detection rate accuracy. 

Through the semantic approach of this technique, the study of [21] performed opcode and API call 

malware sample sequences were extracted using Hidden Markov Models. Recall, precision and 

specificity determined the threshold of the ROC curve. To define and establish the maliciousness 

and benignity of an application, Android Buster Sandbox was used as an analyser. Android 

malware detection by applying API call sequence could not however overcome the problem of 

malware obfuscation. In addition, the observational sequence of the malware features does not 

produce a relational correspondence to the HMMs distinct states, this approach cannot generate 

the initial malware distribution state in the call graph and sequence respectively.  

Similarly, the research of [22] used API call graphs to extract malware smali files. Out of the 1,216 

suspicious Android applications, a total of 1022 extraction was made. The resultant detection 

accuracy was found to be 96.12%. Though evasion attacks in Android malware were overcome by 

this approach, android poisoning attacks could not be addressed using Machine learning. Focusing 

on API block calls, the study of [23] designed a detective tool (Droiddelver) with a Deep Belief 

Network algorithm that mined asemantic traces of both known and unknown malware. Boltzmann 

generated a restricted bipartite graph at the model input layer during malware probabilistic 

distribution. The malware print tack most at times in such a scenario provides indices of the smali 

program the malware might be intending to carve on the Android mobile kernel.  



110 

The unzipping and decompiling of Android applications before extraction the API call layer 

requires a smali code to stand between the Dalvik VM and the App interface. Some Android 

malware is designed to harvest information related to system calls, file systems, mobile location, 

and images captured by the device camera. Malicious app with this target makes the user of the 

device physically and informationally vulnerable. He can be easily tracked down and attacked or 

his system files could be exploited for financial gain or otherwise. This was demonstrated in the 

study of [24] with a relatively small Android malware dataset.  

3.4.4 Permission-based detection techniques 

This technique involves a detailed analysis of all the network traffic packets coming from the 

HTTP server. The analysis of such packets indicates the nature of data that an application or device 

is sending to or receiving from an isolated server. Some categories of mobile malware do not 

execute visible and noticeable harm to the host device but only leak PII information such as a list 

of apps, address, photos, IMEI and IMSI, location and mac address to malicious URL especially 

when the insecure channel of communication is used. When these traffics are captured by software 

like Wireshark and are analysed, information leaked might be obtained. It is observed that when a 

proper approach is deployed, sniffed data by such malware could be detected. When analysing 

malware with this method, features such as communication protocol and APK files should be the 

target. In addition, a check can be performed to see if PII data is involved in the captured traffic. 

However, some Android malware does not generate network traffic to the HTTP URL. This then 

becomes very difficult to detect malware conducting premium rates to contact numbers. This 

research is similar to the research of [25-27] respectively. 

3.4.5 Emulation-based detection  

This technique requires providing a simulated ecosystem by an emulator for running malware 

samples to separate them from the actual physical resources of the device. Simulation can be done 

on the Android OS or hardware. However, detection becomes much tougher when the execution 

of malware is done in the mobile real OS. This technique requires the building of sandboxes and 

configuring virtual machines systematically and securely to avoid infecting other devices on the 

network. This technique is effective especially when the Dalvik file (.dex) [28] is properly 

monitored. Malicious applications can be detected in the sandbox system by obtaining the dex file 



111 

and converting it into a form that can be understood by humans. Zero-day malware [29] and 

malware that escalate privileges [30] are effectively captured with this technique. However, some 

malware becomes aware of the virtual nature of the environment and tends to evade detection. 

Different machine techniques are applied to detect malware, network intrusions, and other threats 

that keep emerging daily (see chapter 4 for details).  

3.5 Discussion 

From the comparative analysis of this study, basic observations were made regarding the detection 

techniques. The use of a small malware dataset was one of the basic limitations observed in the 

investigated techniques. This hinders the true evaluation of the detection efficiency since the 

sample size could not cut across different edges of malware families. With such a sample size, the 

technique might have seemed to perform proficiently but when implemented on a larger dataset, 

the opposite of the result is the case. This could produce a lopsided ratio with little optimization.  

Another logical observation was the execution of malware in the sandbox without disabling the 

Android supervisory calls. This is clear that some malware would likely evade detection by 

detecting the presence of a sandbox environment by comparing different pieces of information 

from the system with strings such as “VMware” or “QEMU.” Malware families or samples with 

the ability to test sys_vendor files will be able to detect the sandbox analysis environment 

especially when the analysis is performed with root privileges. According to the research of [31-

32], some of the malware can detect chroot by matching /proc/1/mountinfo with the PID of the 

malicious application information. This can be seen in the case when a known Linux malware 

known as Handofthief tried to evade IBM virtual machinery. When a virtual environment is 

perceived, dangerous malware can delay its execution while in the environment and wait at a 

suitable time to resurface, thus escaping detection.  

It, therefore, means that some of the detection techniques whose detection rate amounted to over 

90% without disabling the Android supervisory call during malware analysis in the sandbox might 

be questionable. Variation in detection rate by the same algorithm in different detection scenarios 

is worrisome. For instance, in the study of [33], a Naïve algorithm was implemented for detection 

using the CFG approach. The detection rate was found to be 87.0%. In the same manner, 67.64% 

detection accuracy was witnessed in [34] when CFG was used. It is significant investigating into 

this wide variation.  
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3.6 Evaluation 

Analysis of android malware detection techniques is significant to building an efficient detection 

tool by applying both the strengths and limitations identified in all the studied approaches. The 

static detection methodology mined android metadata and other artefacts from Android malicious 

applications. Malicious interaction with the dex files at the Dalvik layer provides a dynamic 

approach to detection. A combination of static and dynamic techniques constitutes a hybrid method 

that provides a better detection accuracy. Other techniques studied are content and emulation-

based detection. Worthy to note in this study is fact that both dynamic and static techniques can 

be approached in different ways by applying a diverse set of trained algorithms. The dynamic 

technique can overcome strings of detection issues such as malware fitting. The observed 

limitation is its susceptibility to transformation attacks, vulnerability to mimicry attacks, and its 

inability to run on unrooted Android devices. 

When opcode sequence approached overcomes the need for hand-engineering. This could not 

however address the problem of malware encryption. Malware Obfuscation to escape detection is 

tranquil when this approach is used. Some elements of human interference could lead to unreliable 

outcomes by using CFG. CFG is Susceptible to malware loading and replication, though highly 

scalable. The content-based approach provides speedy execution of large malware datasets. This 

approach achieves virtually no tangible detection result when the APK file is not generating 

network traffic to HTTP, TCP, and UDP servers. As observed by [35-36], several challenges are 

confronting android mobile forensic including malware detection.  

The detection challenges range from known to unknown, simple to sophistication. Transformation 

of the designed behavioural model could lead to malware obfuscation when the trained 

algorithm(s) and mutation approach are known by hackers or malware writers. Mutation and 

obfuscation make detection very difficult. Malware sandboxing is observed to be a delicate 

exercise. Little mistake to put the physical device at risk. From this research, it is clear that no 

detection technique developed and used by industries and individuals is 100% efficient in malware 

detection. As a result, the occurrence of android malware has become a daily attack threat to the 

users. The comparative analysis of each detection technique studied in this research is summarized 

in Table 3-1. 
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Table 3-1 Comparative analysis of the studied works 

S/No Research Detection 
technique 

Detection 
Approach 

Algorithms Detection 
accuracy 

Strength limitations 

37 (Salehi and 
Amini, 2017)

Dynamic ServiceMonitor Random 
forest, 

Markov chain

86% Overcame 
problem of 
fitting  

Susceptible to 
transformatio
n and 
mimicry 
attacks 

38 Ravula et al.,
2013)

Static Reverse 
engineering 

Naïve Bayes, 
simple logic 

96.6% Overcomes 
issues of 
Bytecode 
Encryption

Fail to 
execute using 
Monkey 
Runner 

4 (Yuan et al, 
2016)

Hybrid AI, Deep 
learning 

DroidDetector 

Multi-layer 
perceptron, 

Naïve Bayes 
and Logistic 
regression 

94.60% High-level 
learning 
representati
on 

Lopsided 
ratio, 
Little 
optimization 

39 (Damodaran 
et al,
2017)

Hybrid Hidden 
Markov 
Models 

(HMMs) 

N/A N/A Known and 
unknown 
malware 
samples 
were 
detection

The problem 
of imbalance 
and 
obfuscation 

22 (Hou et al.,
2016)

Hybrid Deep learning 
framework 

Neural 
Network 

92.66 % Malware 
image 
recognition 

Malware 
depth features 
were not 
extracted, 
assembly 
language is 
required 

40 

(Leeds et al., 
2016)

Hybrid Permissions data 
flow 

Machine 
learning 

algorithm 

80% N/A The sample 
was not 
streamlined 

41 (McLaughl
in et al,
2017)

Static Opcode 
sequence 

Convolutiona
l 

neural 
network 
(CNN) 

87% The need 
for hand-
engineered 
was 
removed 

This could not 
address the 
problem of 
malware 
encryption 
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42 (Jia et al, 
2017)

static CFG and 
Bigram using 

DSA 

Random 
Forest, 

Naïve Bayes, 
AdaBoost, 

Linear 
SVM 

87.0% Efficiency 
and 
scalability 
can be 
achieved 
with this 
approach 

Susceptible to 
malware 
loading and 
replication 

43 (Malik and 
Kaushal, 

2016) 

Content-
based 

CREDROID 
and Web of 

Trust 

N/A 63% Fast 
execution 

Fails when 
APK is not 
generating 
network 
traffic. 

44 Alimardani 
and  Nazeh, 

2019) 

Permission-
based 

Machine 
learning 

LSTM 
Decision tree 

Nearest 
neighbour 
AdaBoost 

LSTM 
91% 
DNN 

82.17% 

Detects 
Zeroday, 
privilege 
escalation 
malware 

Cannot 
determine 
how malware 
processes the 
data affected, 
detected 
virtual 
environment 

45 (Zhu et al.,
2017)

Static Support vector 
machine 

Random 
forest 

89.9% Very fast 
and cost-
effective 

Bias and 
variance in 
features 
detection

3.7 Conclusion  

In this paper, a comparative examination of different Android mobile malware detection 

techniques was presented. The study was able to identify each of the limitations and strengths in 

each of the studies' detection techniques through a critical evaluation procedure. The results 

obtained from this study reinforce the assertion that detection approaches designed for Android 

malware do not produce 100% efficient detection accuracy. This segment of the research presents 

a critical evaluation of the reviewed papers. The rationale behind making this comparative analysis 

is to give a well-defined understanding of the strengths and weaknesses that were identified during 

the study in the selected detection techniques. A comparative survey on detection techniques 

focusing primarily on identifying Android malware detection techniques with their respective 

detection approaches, detection accuracy, and their corresponding strengths and limitations has 

not been explored before. For further research, we intend to carry out a study on how to provide a 

security perimeter defence around Google bouncer for efficient Android applications review from 

third parties before uploading to the play store.  
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3.8 Future work 

There are many prospects and opportunities to further the work presented in this research as some 

of the future gaps have been identified. First, hybrid and dynamic detection frameworks can be 

improved with better detection simulation using AI techniques and deep learning tools rather than 

just applying machine learning algorithms. As identified in section 3.6 (see Table 3-1), an 

improvement in hybrid detection solutions can help increase efficiency in code coverage and 

sample streamline. Furthermore, the integration of hybrid detection emulators and physical 

Android phones will help solve the problem of VM-ware detection and evasion by sophisticated 

malware such as polymorphic malware that can detect the virtual environment. This future gap 

when closed will improve the accuracy of this solution. Finally, further research should be carried 

out on investigating and evaluating detection parameters optimization when comparing Android 

detection techniques. This should start by carrying out preliminary investigations on detection 

techniques and rules for host-based malware.  
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2. CHAPTER 4: MALWARE LAB EXPERIMENTAL DESIGN  

4.0 Introduction 

This chapter provides a brief description of the general lab setup and machine learning methods 

applications for cybersecurity. The chapter also discussed various tools used for the lab setup. 

Setting up a secure environment when working with a malicious data set is essential to avoid 

malware escalation to the outside environment. This chapter provides a general overview of how 

the lab was designed and its network was set up. The setup and configuration of the environment 

using virtual machines to avoid malware escalation to the outside environment was deployed using 

the principle of sandboxing. The sandboxing approach was used for safe analysis and execution of 

malicious files while preventing the host system and network from harm or infection. The rationale 

for using sandboxing approach was to add security layers to protect the host system and the 

network against malware escalation and other forms of attacks. This enabled the isolation of our 

lab from the external environment and safe execution of malicious files while observing and rating 

their activities and speeding up the malware identification process.  

The deployment setup was configured based on the security principles and guidelines of preventing 

malware outbreaks to the outside environment. Some of the common practices and guidelines 

include: limiting the use of external devices such as USBs external hard drives on the host 

machines, user applications such as instant messaging which are capable of transferring malicious 

files were restricted, proscribed exchange of .exe and other related files through the dedicated 

email, prohibited the use of personal devices on the laboratory and the network of the University 

at large, and the use of content filtering and traffic monitoring tools as containment strategies. 

4.1 Malware lab setup and tools 

Effective examination of malware requires system contamination with malware samples or files 

and appropriate use of tools to monitor how such applications behave. As such, a securely 

configured laboratory is needed for the installation of malware tools for detection and analysis. 

When a proper and secured lab is designed either by virtualisation or by hardware approach, 

operational analysis can be performed without the production system being put at risk or affected. 
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This research adopted a virtualisation methodology for a flexible malware laboratory setup. The 

choice for virtualization methodology is its ability where the entire laboratory snapshots can be 

instantaneously taken. By this, the malware laboratory states can be easily recorded before and 

after infection. In addition, virtualisation methodology encourages easy editing of virtual machine 

settings properties such as memory, processors, Hard Disk, Network Adaptor, and even USB 

controller at any time of the experiment without affecting the state of any Virtual machine 

negatively. Finally, many virtual machines will be installed on a single physical machine as much 

as the investigator wants. The architectural build-up of the laboratory is standalone using VMware. 

VMware Workstation is a virtual environment for the installation and setting of VMs for malware 

analysis. In this thesis, each of the virtual machines was configured in a clean state of VMware 

workstation version 12.5.9 running on a physical machine (Windows 10). Virtual machines were 

configured during the lab setup. Two virtual machines are used in this study, namely, Windows 7 

professional and ova REMnux version 6.0 (which is an Ubuntu distribution).  

The choice for REMnux is because of its embedded tools for malware analysis and reverse 

engineering. Decoding, unpacking, disassembling, finding anomalies, and extracting malicious 

files are made easy when investigating malware with this tool. The ability of some of the tools to 

extract malware strings makes REMnux an interesting choice. The choice for these tools is because 

they are free, lightweight, and easy to configure on the production system which forms the 

selection benchmark.  Other tools used for the lab include APKinspector, Androguard, Dex2jar, 

TcpDump, and virusTotal, among others. The choice for the selected tools is their compatibility 

with System Virtual Machines (SVMs). We choose SVMs because of the presence of a hypervisor 

that enables the complete execution of APK files, unlike the Process Virtual Machines (PVMs) 

approach. 

4.1.1 APKinspector 

APKinspector [1-4] is an open tool to aid an application’s static analysis and to verify the 

behaviour of code in a visible mode. The tool inspects all the features in an application to access 

an Android device.  
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4.1.2 Androguard 

Androguard [5-7] is a static analysis tool that provides an interactive interface when examining 

Android applications. This was used during APK DE compilation and disassembly to have access 

to the Android malware binary. 

4.1.3 Dex2jar 

Dex2jar tool [8-10] was used for the conversion of all the. dex Android files into a readable java 

class file format for identification of the interrelationships with their components and 

representation creation times. By this, a detailed installation and activity timeline of the application 

can be examined.  

4.1.4 Tcpdump 

The inspection of both outgoing and incoming packets [11] associated with any mobile might 

become vitally significant especially those originating at the TCP layer of the network. Tcpdump 

[12-13] captures data about some useful information on malicious activities.  

4.1.5 VirusTotal 

This is a malware detection online tool that scans and analyses URLs and files. VirusTotal [14-6] 

contains many detection scanners such as AVG, Avast, Kaspersky, Avira, Qihoo, McAfee, 

Bitdefender, and TrustGo for analysis of suspicious files. In this research, the obtained dataset was 

scanned using this tool to determine its malicious and benign state. Other tools and libraries in the 

lab include WEKA, Python, and MATLAB. 

4.2 Network setup 

The experimental setting for this research was performed in a virtualised environment. We created 

and configured the virtual environment for experimentation by first setting up the network. 

Malware category such as worm has the functionality of being distributed to the external network 

and the production machine when the system is poorly configured. Worthy to note is that physical 

machine supports Network Address Translation for network traffic flow for virtual machines [17]; 

which when not controlled could be dangerous because malware could sneak through this network 
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connection to the outside world. Thus, causing unwanted operations to either the physical device, 

the network, or both. To avoid malware distribution, the network adaptor of the custom virtual 

machine was unbridged from connecting directly from the physical network but was connected as 

a custom to the virtual network by generating the IP address via the DHCP. 

To achieve the aim and objectives of this experiment, all the virtual machines used (those running 

detection, analysis, and providing services) were connected through the LAN. However, all the 

VMs were detached from the host system and internet and were all connected to the Virtual 

Machine network. This gives malware a sense of network connectivity during live analysis but 

there is nothing resourcefully significant to which the network is connected to. The network 

configuration for the experimental design can be compared with the generic VM structure when 

traditional applications on the host device and the virtual machines on the guest OS are 

concurrently running. The host operating system runs the default traditional applications of the 

physical machine.  

Custom configuration of the VMware network was implemented as the approach for VM 

configuration where all the VMs were set up to connect and use the same VMNet of the virtual 

switch. While the physical machine was connected to the internet (external network access), it was 

not connected to the VM executing malware. In other to enhance better network and power 

management of the VMs, the running systems were joined as a team of working VMs, and the 

network of the workstation was set on the host-only adaptor (see Figure 4-1).  

The integration of the guest operating systems and the traditional application in the lab is illustrated 

in Figure 4-2. Each of the systems was installed and configured in a clean state, which means 

malware was not running on any of them during the configuration process. In summary, the system 

setup was configured in a clean VM state, and screenshots were taken at each state a data is 

captured and recorded. The network resolution of the workstation IP address was mapped to 

connect the virtual machines on the Host-Only Adaptor network terminal for network sharing from 

the external connection from the physical computer.  
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Figure 4-1 Setting VMs Ip address to host-only-adaptor 
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Figure 4-2 VM structure 

4.2.1 The design components of the malware lab 

The malware lab for this thesis is composed of different components running different 

functionalities and services. One of the components is the victim component that was pre-built 

from a clean disc image state before other services were added. The aim of setting up the victim is 

to examine the behaviour of the malicious sample while the malicious code is running. Another 
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component is a Linux-based server running other services to support the victim system during the 

behavioural and automated analysis of malware. Summary of the supported services includes but 

is not limited to the DNS and DHCP. The DNS redirects attempt made by malware for internet 

access, DHCP for getting IP addresses to redirect and trap malware attempts. Traffic capturing 

which is redirected by malware were enhanced by services such as Wireshark, FTP, HTTP, SMTP 

among others. Figure 4-3 shows the integrated setup of the physical and the virtual network of our 

lab.  

Figure 4-3 Integrated multi–Personal Computer in our malware lab 

During the setup, we recognised the fact that some malicious codes do not run or may execute 

differently in a virtual environment. A hypervisor management system (Figure 4-4) was used for 

our lab setup to serve as the virtualisation pillar for all the experiments. This enhanced resource 

sharing to the virtual machines and enabled VMs interactions. 
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Figure 4-4 Virtualisation environment for the VM architecture of the hypervisor controlling 
component 

4.3 Dataset deployment environment 

Depositing or analysing malicious files in an unshielded environment is precarious to physical 

devices and network resources; especially when such environment is connected to production 

systems. When a secure environment is not primed before the malicious dataset is released, 
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malware escalation becomes inevitable. Malware escalation to the outside world can cause varying 

degrees of security contraventions [18] leading to violations of one or all the three most essential 

security components: confidentiality, integrity, and availability according to the research of [19-

20]. Before releasing the dataset into the lab, both the automatic and the manual malware entry 

points were considered. Automatic entry points were done by using a dedicated email to send on 

the dataset from the repositories for analysis. Alternatively, an automatic entry point can be done 

through a honeypot. However, the researcher did not consider this approach since it requires a lot 

of time to set up the honeypot.  

To avoid such occurrences, it was pertinent for our research to put adequate security measures and 

procedures in place while setting up the malware deployment environment. It is often 

recommended that such deployment be done in a virtualized environment with much premium to 

the safety of the surrounding resources to avoid accidental malware outbreaks. This setup was 

configured based on the security principles of the malware laboratory setup provided by [21-22] 

[23]. Other principles followed were those stated in [24] and [25] respectively. By following the 

laid down principles, will help bring malware escalation to the barest minimum. In this setup, two 

virtual machines were created. On each of the VMs, a 60 GB disk size was created for the 

installation and running of system resources. The virtual disk was installed as a single file for 

improving the system’s performance. Though splitting the disk makes it easier to move the VM to 

other computers but then reduces the system performance and efficiency. The architecture of the 

deployment environment is illustrated in Figure 4-5.  
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       Figure 4-5 Malware deployment architecture of the lab design 

The deployment host shown in the figure above is the physical system hosting all the virtual 

machines configured on the VMware Workstation. The host machine network connectivity was 

set to NAT while the networks of the VMs were set to Host-Only Network (HON) with a firewall 

between them. The firewall was configured to help monitor and filter both the inbound and 

outbound traffic. Traffic analysis of network logs using tools such as Wireshark and machine 

learning techniques will enhance the discovery of abnormalities of different malicious activities. 

VMware is used for machine learning virtualisation applications in different areas of cybersecurity 

by many organisations to reduce the cost of procuring thousands of servers. 
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4.4 Machine learning methods applications in cybersecurity 

Depositing or analysing malicious files Machine learning (ML) incorporates a broad range of 

algorithms and modelling tools which are used for a vast array of tasks involving data pre-

processing and other scientific tasks. Machine learning algorithms include but are not limited to 

Logistic Regression, Bayesian Additive Regression Trees, Support Vector Machines, Random 

Forest, among others.  ML has impacted many areas of human endeavours such as industry 

including autonomous driving, manufacturing, the healthcare sector, energy, among others. 

The overall ML goal is to recognise data patterns, which tell the manner hidden problems are 

handled. For example, in a complex system such as autonomous cars, the huge amount of data that 

comes from the sensor have to be converted into decisions on how such cars be controlled by a 

system that trained and understood the danger pattern. Machine learning techniques have been 

applied in several other areas of science including applications in cosmology, quantum computing, 

material physics, particle physics among others as discussed in the research of Carleo et al. [26]. 

Machine learning has become a vital technology for cybersecurity as well because of its 

exceptional features such as scalability, adaptability, and ability to tweak rapidly in both unknown 

and new challenges [27]. Different machine methods pre-emptively stamp out cyber threats and 

strengthen distinct security infrastructures. This is applied to pattern recognition, recognising 

anomalies detection, predictions, real-time cybercrime mapping, malware detection and analysis, 

among others. Just like other areas such as physical sciences, cybersecurity is one of the areas that 

are growing very rapidly because of the remarkable developments in social networks, online 

banking, mobile environments, web technologies, smart gride, among others. Different machine 

learning methods have been deployed to solve a variety of issues in cybersecurity such as phishing 

detection, intrusion detection, authentication, testing security implementation protocols, machine 

detection, among others. This subsection briefly describes some areas of the application of 

machine learning methods in different areas of cybersecurity.  
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4.4.1 Phishing detection 

During phishing, the attacker aims at stealing or gathering sensitive data from the victim using 

deceptive approaches such as fraudulent emails and scammed websites. Machine learning 

techniques are applied as an anti-phishing detective, preventive, and corrective strategies. ML 

techniques are used in monitoring and filtering email content to identify and in most cases move 

the spam email to the spam box automatically. As a preventive and corrective approach to 

phishing, ML algorithms are developed for web application security, patch management, 

authentication, and forensics investigation accordingly. 

 Among others, the research of [28] designed fraudulent email detection using binary search 

feature selection. The proposed technique used the email subject, body, hyperlinks, and contents 

readability as the major feature sets for phishing detection. Zhuang et al. [29] applied an ensemble 

clustering approach to detect phishing emails using feature selection algorithms. In their approach, 

a hierarchical clustering algorithm was adopted for measuring the similarity between points. The 

machine learning method was used to detect phishing websites and malware samples.  

4.4.2 Intrusion detection 

Machine learning methods applications can also be seen in the network instruction detection 

systems which is one of the vital areas of cybersecurity. For example, ML algorithms are designed 

to identify malicious network activities which cause availability, confidentiality, and integrity 

violations of systems networks. The use of intrusion detection systems (IDS) is viewed as one of 

the effective solutions for network security. Intrusion detection systems offer protection against 

different kinds of external threats even though the detection rate may be low under new threats 

and attacks. Intrusion detection is very essential in cybersecurity infrastructure to differentiate 

between attack and normal network access. Many of these detection tools are based on machine 

learning methods because of their adaptability in detecting new trends of attacks.  

Different machine learning methods are applied in intrusion detection techniques, including but 

not limited to fuzzy logic [30], artificial neural network (ANN) [31], and support vector machine 

(SVM), among others. The study of Lu et al. [32] proposed a technique for misuse and anomaly 

detection on the network using a genetic algorithm. The machine learning-based framework 

detected 3,952 Neptune attacks and 4,000 intrusion connections. 
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 Tao et al. [33] developed an IDS system based on a Support Vector Machine to detect network 

intrusions using crossover and mutation probability. The result of the simulation demonstrated that 

SVM and GA machine learning techniques accelerate intrusion detection with a lower positive 

rate. In [34], Chen et al applied the coarse-grained parallel genetic algorithm to optimise the 

parameters and feature subsets of SVM. In [35], SVM based machine learning methods were 

applied to develop a host-based intrusion detection system with the main security function to detect 

networking attacks by blocking and redirecting intruders using raspberry and SIEM servers as the 

main infrastructure requirements.  

4.4.3 Breaking CAPTCHAs 

Human interaction proofs usually called CAPTCHAs can be cracked by utilizing ML methods as 

demonstrated by Alqahtani and Alsulaiman [36]. The researchers deployed deep learning and 

machine learning algorithms including Naïve Bayes, random forest, classification and regression 

trees (CART), bagging with CART to break text and audio CAPTCHA. This shows the inadequacy 

of the human interaction proofs (HIP) at protecting services and systems from unauthorised users 

or hackers. Similarly, the research of Klecka [37] demonstrated how CAPTCHA features can be 

recognised using supervised machine learning techniques. The bubble captcha images were 

processed as input to the machine learning methods for optical character recognition of captcha 

codes. 

4.4.4 Spam detection on social networks 

Although machine learning methods can be exploited by different attacks such as causative attacks, 

exploratory attacks, targeted attacks, indiscriminate attacks, among others, it is still effective in 

spam detection on social networks. Lee et al. [38] noted that social systems are exploited by 

hackers in different forms. Their study developed a decoy system based on a Support Vector 

Machine for protecting social networks such as Twitter, Myspace and Facebook against those 

attacks. The social honeypot proposed solution represents a genuine user profile with a 

corresponding bot. Both spam and legitimate profiles are gathered by the model and then feeds 

them into the SVM based classifier.  
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4.4.5 Malware detection and classification 

Malware detection and classification is another area that machine learning techniques are applied 

to address malicious attacks. Malware is one of the most challenging security issues in recent 

times. The number of malicious attacks keeps increasing which is too much volume for humans to 

handle. Machine learning uses various algorithms to analyse malicious datasets statistically to 

make assumptions about the nature of the malware file. The ability of machine learning to sort 

through millions of files and identify potentially malicious files or their binary equivalents has 

made ML uncover different kinds of malicious threats and automatically suppress them before 

they can cause any havoc. As a result, many businesses and organizations rely on machine learning 

to drive their cybersecurity products and services for early malicious threat identification, malware 

samples inspection and forensic analytics as demonstrated in the study of Usman et al. [39]. In 

[40], K-NN, SVM, and random forest machine learning algorithms were applied to detect malware 

on the Android operating system based on restricted API calls and filtered intents.  

In summary, machine learning methods are crucial technological tools that are used in several 

areas of life including cybersecurity. As discussed in this section, there exist some robust and 

scalable anti-phishing machine learning algorithms and network intrusion and detection systems. 

Most existing authentication systems, security of human interaction proofs, data profiling, 

malware detection and analysis, and surveillance camera robbery detection are some of the 

examples machine learning can be applied in cybersecurity to address various security challenges. 

Even though machine learning assists in keeping many systems safe, ML classifiers are in 

themselves susceptible to different forms of attacks such as causative attacks which alter the 

training process and exploratory attacks which exploit the existing vulnerabilities.    
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3. CHAPTER 5: HOST-BASED DETECTION AND ANALYSIS 

OF ANDROID MALWARE: IMPLICATION FOR PRIVILEGE 

EXPLOITATION 

The content of this chapter is published in the International Journal for Information Security 

Research (IJISR). 

Citation: M. Ashawa and S. Morris, “Host-Based Detection and Analysis of Android Malware: 

Implication for Privilege Exploitation,” Int. J. Inf. Secur. Res., vol. 9, no. 2, pp. 871–880, 2019, 

DOI: https://doi.org/10.20533/ijisr.2042.4639.2019.0100. 

The chapter is a preliminary study that builds on a technique known as Linux malware detect to 

address risks in our malware laboratory hosting environment. The purpose of building this in our 

laboratory is to have a track of detecting malicious activities on all the virtual machines accounts. 

As described in Chapter 4, our host systems comprise Windows and Linux machines. The Linux 

machine needs to be checked for threats that the Linux host machine is facing. For our research, 

this forms an intrusion detection system during analysis to extract active malware and their 

signatures targeting the shared hosts' machines. This model needs designing because most of the 

existing shared host scanners detect OS-level malware such as rootkits and trojans. However, they 

miss out on detecting other variants at the virtual user account level. The set of rules configured 

using LMD supported identification of malware activities including privileges escalated. The 

technique identifies activities that are threats when installed on a device which could result in 

serious security issues if not detected. This chapter has a link to the previous chapter by employing 

some of the strengths identified in the existing techniques. The preliminary experiment helped to 

determine the feasibility of applying some of the rules while developing the other detection 

methods.  
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Abstract 

The Rapid expansion of mobile Operating Systems has created a proportional development in 

Android malware infection targeting Android which is the most widely used mobile OS. Factors 

such as the Android open-source platform, and low cost influence the interest of malware writers 

targeting this mobile OS.  Though there are a lot of anti-virus programs for malware detection 

designed with varying degrees of signatures for this purpose, many do not give an analysis of what 

the malware does. Some anti-virus engines give clearance during installations of repackaged 

malicious applications without detection. This paper collected 28 Android malware family samples 

with a total of 163 sample datasets. A general analysis of the entire sample dataset was created 

given credence to their family samples and years discovered. A general detection and classification 

of the Android malware corpus were performed using a K-means clustering algorithm. Detection 

rules were written with five major functions for automatic scanning, signature activation, 

quarantine, and reporting the scan results. The LMD was able to scan a file size of 2048Mb and 

report accurately whether the file is benign or malicious. The K-means clustering algorithm used 

was set to 5 iteration training phases and was able to classify accurately the malware corpus into 

benign and malicious files. The obtained result shows that some Android families exploit potential 

privileges on mobile devices. Information leakage from the victim’s device without consent and 

payload deposits are some of the results obtained. The result calls proactive measures rather than 

proactive in tackling malware infection on Android-based mobile devices.  

5.1 Introduction  

The evolution of information technology and its swift development of speedy transformation of 

wired and wireless communication in mobile computing especially smartphones have brought a 

proportional increase in malware development and attacks. Mobile devices today have played 

significant roles in our daily activities beyond making calls, sending SMS, and MMS. Financial 

transactions such as mobile banking and online shopping are readily made easy using mobile 

devices. The dramatic growth in popularity and usage of the Android OS is a result of their high 

computational abilities, openness, and low cost of the OS [1]. In addition, Android has created a 

significant impact on the permeation of broadband. Android has become a vulnerable operating 

system that is heavily targeted by malware writers across the broad spectrum of society. 
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There are a lot of detection techniques proposed and developed by different security researchers 

and mobile companies to fight this menace. However, none of the detection techniques and anti-

virus engines proves to be 100% accurate in malware detection. As powerful as those detection 

mechanisms are, many have significant limitations in their analytical domain. The design of 

Android security is in a way that the running applications are isolated in the sandbox; thus, 

prohibiting direct interaction from the system assets such as SMS, address book, MMS, GPS.  

Before an application is given access to the device resources during installation by the user, a 

proper verification check is performed by the binder to ensure that the application in quote meets 

the prerequisite for accessing the system resources. Other system resources such as activity 

manager, package manager, network state, launcher permission, and service monitor are also 

guided by the binder both at the user and kernel space. When a device is been infected, transactions 

at the binder driver are been intercepted by malware. This paper proposed a host-based detection 

of android malware by creating Linux malware detect rules on the virtual machine. This approach 

provides analytical information about the activities of the malware on the android device, it can 

also be applied to other types of the mobile operating system. This paper covers both old and 

newest Android malware samples and family distributions with a span of over four years.  

5.2 Literature review 

This section provided brief related literature on some of the related works that were carried out on 

the Android malware in this research. The dimensionality reduction approach used in the study of 

[2] extracted malware features when APK files were monitored under random projection. Manifest 

files and Dalvik [3] executables were filtered using a logistic classifier. The activities performed 

by the malware was however not significantly identifiable. However, there was a pragmatic 

substantial reduction within the large group of malware hashes with an initial step of pre-

processing. Detecting android malware by looking at the device application packages; permission 

and system calls were performed in the study of [4].  

The research of [5-7] looked at how malware can be avoided by looking at the installation 

permission spectrum and analysis of the application package before installation before the data 

availability in the application enhances detection with systematized prevalence [8-11]. The study 

of [12] investigated how Android malware can be detected by close surveillance for overlapping 

their static attributes. The study of [13-14] applied visualization and disassembly to inspect 
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Android malware chromatic similitude. The result shows that some Android malicious packages 

exhibit similar attributes to other families and have a high propensity of evading detection in virtual 

environments especially. 

5.3 Methodology 

The detection methodology defined in this work uses a dynamic approach, meaning that the 

malware sample was obtained and executed. The selected sample files were run in an isolated 

virtual environment and their behaviour was subjected to observation and analysis. Due to the 

danger of malware, the methodology was separated into different approaches ranging from 

installation and configuration of tools and services. Details of the methodological approach are 

provided in the subsections below.  

5.3.1 System setup 

The experimental design of this system was based on some components and services as illustrated 

in Figure 5-1. The setup lab was designed with open-source tools which can extract Android Apps 

libraries and resources. The safety of the physical machine was ensured by isolating it from the 

real machine and physical resources. The system setup and configuration were performed on 

Bionic Beaver which is an ubuntu codename for version 18.04 of the Ubuntu Linux-based 

operating system. The structure of the experiment was based on different security open-source 

tools which enhance application feature extractions during execution. The configured tools have 

the ability for scanning, monitor, and detect significant malware dynamic features ranging from 

battery consumption, GRP locations, and others.  
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Figure 5-1 System setup for detection and analysis 

5.3.2 Dependencies 

For the configuration to achieve the research aim, some services were installed and configured on 

the virtual machine. The system was designed with dependencies for repackaging and unpacking 

Android applications running on the devices. Python version 3.6.5, ClamAV, volatility, chkrootkit, 

rhunter, and Linux malware detect (LMD) were installed as services for specific actions. The 

detected android malware file was then exported to the virus total for analysis.  LMD rules scan 

malware and other threats in a host-based environment [15] and behavioural monitoring [16]. It 

uses both HEX and MD5 hashes to generate the required signature from ClamAV for malware 

features extraction which are derivatives of malware files from users.  In this experiment, the rules 

were written in five different segments after download and installation. The written rules have the 

unlimited capability to detect and analyse 8,888 malware hashes of Trojans, viruses, rootkits, and 

other threats. The cron.daily dependency used in the configuration helps in updating daily 

emerging signatures with constant variable release and changelogs. The five most significant 

segments of the detection rules are summarily presented below (see Table 5-1 for details) which 

include: setting manual email scan reports for enabling malware alerts, signature files for scanning 

multiple weekly released malware with different signatures, scan options to specify maximum file 
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sizes that can be scanned per time interval, quarantine segment for suspending suspected files, and 

analysis mode for checking obfuscated files in an encoding mode.  

Table 5-1 LMD rules 

Functions                        Rule Explanation  

Setting manual email scan reports 

Enable signature  

Scan options   

Quarantine  

Analysis 

# ' create an email address called 
christfavour783@gmail.com'. 
# [0 = disabled, 1 = enabled] 
email_alert="1" 
email_addr="christfavour783@gmail.com" 
email_subj="Android malware alerts for 
$christfavour783 -$(date +%Y-%M-%d)" 
email_ignore_clean="1" 

# Enabled as new signatures a released multiple 
times per-week. 
autoupdate_signatures="1" 
autoupdate_version="1" 
autoupdate_version_hashed="1" 
cron_prune_days="21" 
import_config_url="" 
import_config_expire="43200" 
import_custsigs_md5_url="" 
import_custsigs_hex_url="" 

# The maximum directory depth that the scanner 
will search. 
scan_max_depth="15" 
scan_min_filesize="24" 
scan_max_filesize="2048k" 
scan_hexdepth="65536" 
scan_hexfifo="1" 
scan_hexfifo_depth="524288" 
scan_clamscan="1"scan_tmpdir_paths="/tmp 
/var/tmp /dev/shm /var/fcgi_ipc" 

# The default quarantine action for malware hits      
quarantine_hits="1" 

quarantine_clean="1" 
quar_susp="1" 
quarantine_suspend_user="0" 
quarantine_suspend_user_minuid="500" 

#This is useful as obfuscated code is often stored 
using encoding methods 
string_length_scan="0" 
string_length="150000" clam av="1"
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5.4 Machine learning algorithm 

Machine learning [17] generally abbreviated as ML is a branch of Artificial Intelligence that deals 

with the computerization of data logical prototypical construction. ML enables systems to identify 

and classify data arrays, making decisions that are minimally based on the interference of humans. 

Machine learning can be supervised, unsupervised, reinforced, and semi-supervised learning. 

Supervised machine learning deals with training datasets to perform some regression or 

classification functions using algorithms such as decision trees, random forest Naïve Bayes, 

Nearest Neighbor, linear regression, and neural networks.  

The unsupervised ML searches and divides the dataset of a particular sample based on its algorithm 

for mining, detecting, describing patterns for data grouping. The basic feature of this learning is 

that the target variables are usually not available. Commonly used unsupervised algorithms are 

associated rule and K-means clustering algorithms. This study used an unsupervised K-means 

algorithm to classify the malware corpus. K-means classification produced different clusters on 

the malware dataset at each iteration phase of training. During the experiments, the result of the 

data set classification tends to be more accurate as the number of iterations increases.  

5.4.1 Experiment 

A sizeable Android malware dataset was obtained from the Contagiodump project [18] for this 

study. The dataset was collected with the file name “Android-malware-master.zip” having a total 

size of 163 malware with 26 different malware families including benign (genuine) and malicious 

Android applications. Using Enguage Digitizer [19], the extracted components of the data set were 

graphically presented (see Figure 5-2) showing the dataset distribution of the malware families as 

generated. In the distribution, it is observed that there is a high degree of entropy in the sample 

size. Due to this visible distinctiveness in the elevation of these files’ high level of entropy, other 

applications will be considered for detection in the experiment, but much credence was given to 

the recent family to discover their determined characteristics.  
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    Figure 5-2 Distribution of the Android malware corpus using Enguage digitizer 

5.4.2 Malware corpus timeline 

It is very important to know when a malware family is emerged or discovered to determine when 

the payload effect on the vulnerable device has been patched. Using Androguard, the malware 

corpus timeline was carefully acquired by inspecting the 26 malware families within the 163 

sample APK files. The APK files were carefully decompiled and extracted using APKTool as 

shown in Table 5-2.  
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Table 5-2 Dataset timeline consisting of Android malware families within the sample files 

Android Malware APKs Discovered Date 

Fave-Av-Reader 9 2013-08-31
Plapka 4 2013-09-07 

Simplocker 

Rouge_Skype 

Dendroid 

Dsencrypt 

BreakBotleneck 

Candy_Corn 

TowelRoot 

Spy 

Simack 

Jssmsers 

Benews 

Braintest 

Feabme 

Xbot 

Rumms 

Krep 

Triada 

Descarga 

Mazar_Bot 

Rootnik 

FacebookOtp 

TrenMicro 

Agent.JI 

Fonefee.b 

Total samples 

1 

1 

3 

2 

54 

2 

1 

5 

2 

14 

2 

21 

2 

2 

7 

2 

11 

6 

2 

4 

1 

2 

2 

1 

163 

2013-09-07 

2013-09-07 

2013-12-20 

2014-06-03 

2014-07-02 

2014-01-26 

2014-11-30 

2015-01-23 

2015-02-21 

2015-02-21 

2015-07-12 

2015-08-21 

2015-04-16 

2015-12-28 

2016-03-14 

2016-05-23 

2016-03-05 

2016-05-08 

2016-11-04 

2016-11-24 

2017-02-26 

2016-12-02 

2017-02-17 

2017-04-20 
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5.4.3 Detection and feature extraction 

Feature extractions from the dataset were done by installing the applications on the 6.0.1 Android 

version through the root directory of the detection engine. This required authentication to reload 

the system services upon the virtual machine for execution. The basic authentication required was 

the password (as shown in figure 5-3a), the permission that every application requires before 

installation on any device. After granting permission for application installations, the system 

detected immediately that a change in the system privacy modification was tempered with and 

generated a warning signal when the account check was performed (see figure 5-3b).   

(a)Required Authentication  (b) Performing account check 

(c)LMD captured detection results 

Figure 5-3 Authentication and detection 

To find the similarity group in the Android malware data set and effectively classify the malware 

corpus, the K-means algorithm [20] was implemented in this work. This is an unsupervised 

machine learning algorithm used to group individual android applications based on similarity in 

the population. Our algorithm (K-means) works iteratively in this work to allocate data points 

based on the provided feature to the K group. Two conditions were specified in the algorithm. 

First, the centroids which are contained in K clusters should give a label to a new data, and 

secondly, the trained data label should be allocated to a single cluster. During the experiment, the 

K number of clusters was specified in the algorithm. Cluster 1 represented the group of benign 



146 

applications in the data set while cluster 2 represented the malicious applications for classification 

in the data set (see Figure 5-4). 

Algorithm: K-Means clustering Algorithm  

1. Select K points, set of points X1--- Xn

2. Randomly initialise the center point C1---Ck

3. Assign malware corpus to the closest cluster centroids 

4. Compute the center point of each cluster

5. Repeat steps 2 to 3 until no more change to the center points 

6. Exit 

        Figure 5-4 Classifying benign and malicious applications at each iteration 
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The algorithm was permitted to specify the closest, widest and marginal delta points at its space to 

observe and then append to each cluster at each iteration phase. The intention was to maximize the 

degree between the clusters and the given observation. If the delta point between a point to the two 

centroids is the same, it means the point could belong to the same group, thus classified as benign 

or malicious. At each iteration, the delta points between the clusters were systematically mirrored 

to group the dataset with similar attributes.  

5.5 Metrics for performance evaluation 

The following metrics were used for the performance evaluation of the classification system.  

Accuracy: This shows the ratio of the overall integral value of the applications sample which is 

classified in a correct measure as malicious or benign.  

Precision: This is the ratio of the actual malicious applications that are correctly classified or 

detected to the total number of the applications that the LMD model detected as malicious.  

Recall:  This is a ratio of true positive to its function and the additive value of the false-negative 

impact. 

Confusion Matrix: The confusion matrix results obtained (see Table 5-3) summarised our 

classification model performance on the collected Android malware dataset. The true values with 

their respective derivatives are also represented accordingly. The integer of the malicious 

applications the LMD model correctly detected as malicious (True positive). The integer of the 

benign applications the LMD model incorrectly detected as malicious (false positive). Also, the 

integer of the benign applications the LMD model correctly classified as not malicious (True 

Negative). Finally, the integer of the malicious applications the LMD model incorrectly classified 

as not malicious (False Negative). 



148 

Table 5-3 Confusion matrix 

Measure  Value  Derivation  

Sensitivity  0.7027 TPR = TP / (TP+FN) 

Specificity 0.7053 SPC = TN / (FP+TN) 

Precision  

Negative Predictive Value  

False positive rate 

False Discovery Rate  

False Negative Rate  

Accuracy  

F-Measure (F1 Score) 

0.73581 

0.6700 

0.29472 

0.2642 

0.2973 

0.7039 

0.7189 

PPV = TP / (TP+FP) 

NPV = TN / (TN+FN) 

FPR = FP / (FP+TN) 

FDR = FP / (FP+TP) 

FNR = FN / (FN+TP) 

ACC = (TP+TN) / (P+N) 

F1 = 2PT / (2PT+FP+FN) 

The relationship between the sensitivity and specificity (see Figure 5-5) in the random 

classification gives an illustration of the Android malware detection by a sequence in a custom 

analogous to the traditional Receiver Operating Characteristics (ROC) curve. 

      Figure 5-5 ROC curve showing classification accuracy 
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5.6 Evaluation  

The result analysis for this research was focused on the latest discovered Android malware family 

(Fonfee.b) in the Dataset which has the package name com.c101421042723.apk. The choice to 

concentrate on Fonefee.b in this study is to give an in-depth study about the research. Most 

importantly, Fonefee.b is more recent and might not have been patched probably. Another factor 

of interest is the high level of randomness and the information gain at the leaf nodes of Fonefee.b 

file during the research. The analysis was focused on permissions requested, files accessed, 

contacted URLs, network connectivity, payload deposition, and battery depletion by the malware.    

5.6.1 Permission request and URLs contacted 

Malicious applications have little leverage on Android devices if their permission grants are 

controlled or constrained by users. The result obtained showed that the application requested 

different privileges when permitted to be installed in the root directory of the application. The 

research found that the malware established connectivity with different C&C servers where HTTP 

requests were made and contents such as images were uploaded at the background to those 

addresses without the victim’s responsiveness (as shown in Figure 5-6a and 5-6b) respectively. 

Let us imagine that the infected mobile application is connected to implantable medical devices 

IMDs which hold valuable and sensitive information of patients or RFID devices. This could make 

an attacker initial communication to control patients’ records or interfere with the devices during 

operation.  

In this study, permissions requested by the malware and the URL contacted by the sample 

malicious application were shown in Figures 5-6a and 6b respectively. Intent filters by category 

indicated that the malware is a launcher with the ability to send SMS without the victim’s 

knowledge. Other infection capabilities of this malware were discovered in the bundled files of the 

device’ META-INF/MANIFEST.MF, popup, and automatic download are some special 

characteristics of this malware. 
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     Figure 5-6a Permissions requested 

Figure 5-6b URLs contacted, illustrating potential privileges exploited by Fonefee.b android 

malware 

The permission requested remotely accessed files on the victim’s device without his awareness. 

Accessed files include media, pictures, phone text messages, and images. The malware enabled a 

dynamic call method (android.net. ConnectivityManager.getMobileDataEnabled) which enables 

call APIs to provide access to information about the telephony services on the device. This has 

created a backdoor where other malicious applications can use such methods to determine the 

telephony services and states, as well as to access some types of subscriber information. From the 
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above figure (Figure 5-7), the commonly accessed files included but were not limited to picture 

files, text files, and media files.  

Figure 5-7 Files accessed by fonefee.b malware 

5.6.2 Network communication  

As shown in Figure 5-8, Fonefee.b was found to be secretly communicating and uploading pictures 

to the particular IP address of a country. The malware loaded and invoked method 

android.net.ConnectivityManager.getMobileDataEnabled for background data connectivity and 

android.net.conn.CONNECTIVITY_CHANGE for synchronization mechanisms respectively. In 

addition, background calls, uploading of images, and media files were made through the influence 

of the malware to a country IP address (name on hold for security reasons). The relationship 

between the contacted domains, compressed parents, bundled files, and the contacted IP address 

of the country was obtained.  
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Figure 5-8 Malware activity connectivity 

5.6.3 Payload and location monitoring 

Figures 5-9 and 5-10 show the payload and location monitoring activities of the malware on the 

infected device respectively. Payload is another interesting feature to look for when analysing 

malware. These are private text containing malware for victims’ data encrypted deletion and 

spamming. Fonefee.b deposited a payload in the device with an encrypted submit name 

filename”cd9404f21e4bc52e477e62037db537c4239b9afcf1d490e1ea75d1c5aefb47ef”. This was 

primarily for performing phishing attacks while resident in the device. Part of the message was 

obtained during the analysis which was executed in the particular offset of the device address. 
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               Figure 5-9 Fonefee.b Payload 

From the obtained results, the activity of the Fonefee.b malware family was present on the host 

device. The family of the malware is a Trojan capable of monitoring and tracking the victim’s 

device by taking the coordinates of the victim’s latitude. At the time of this experiment, the location 

of the device was captured at latitude 51.5595N and 1.7910W respectively. This ability of the 

Trojan to track the device location and send the details to the C&C server of the hacker can be 

used to launch terrorism or personal attacks on the individual. This is indeed a dangerous Trojan 

exhibiting almost all the actions performed by the rest of the malware class. 

  Figure 5-10 Location monitoring 
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5.6.4 Battery depletion 

The consumption rate per activity was monitored using a volatility tool. The ratio of energy 

consumption to the bandwidth was not proportional due to the draining effect exerted by the 

malware. The battery depletion was a range of many activities performed in the background by the 

malware. The battery life of a mobile device is determined by the rating of the input current of the 

phone in relation to the load current the circuit holds. By inference, the battery capacity of a mobile 

device under normal conditions will be high when the load activities on the system are low. 

However, some external forces such as malware make allowances in which the device battery life 

can be affected especially when the runtime is not equivalent to the ratio of load per second running 

on the device.  

5.7 Conclusion 

The results obtained from this study confirmed visibly the sombre menace malware has posed on 

the Android platform operating system. There are many anti-virus programs modelled to tackle 

this threat. However, the empirical examination of our research revealed that many of these 

software lacks efficacies in detecting malware that emerged with unknown signatures by the 

existed anti-virus programs. Fonefee.b was only detected by 38 out of 59 anti-virus engines. The 

rest of the engines failed to extract the signature of the sample malware. in addition, more than one 

cryptographic function and hash values were used while writing this malware program. By 

implication, this can exhibit metamorphic attributes to evade detection by many detection 

techniques through self-repackaging.  

Exploitation to gain privilege escalation as a result of the fragmentation problem observed in the 

Android operating system can enhance mobile vulnerability risk before a security patch is initiated. 

It is observed in this research that Android lacks firm rheostat on some of the APIs such as 

“sendTextMessage” to hinder premium rate sending of SMS at the background when affected with 

malware. Most of the permissions permitted by malicious applications can affect the entire 

Android OS configuration and META-INF/MANIFEST.MF. All the potentially exploited 

privileges were a function of this vulnerability. Some of the domains that were contacted include 

lm.dmsd.net, sdk2.cmvideo.cn, and vsbbc.com using a mobile communication address 

221.181.100.84 of the country’s network.  
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In conclusion, the results obtained and presented in this paper provided detailed characteristics and 

threats that malware posed on users of Android-based devices and information security at large. 

These threats range from malware payload deposition, information harvest, privilege escalation, 

private communication without the victim’s awareness, upload of the device’s data contents to 

C&C servers, and a host of others. These outcomes are indeed graving and call for advanced 

security measures to be implemented to provide a reactive defence mechanism on the OS rather 

than proactive defence. Future research can be carried out using neural network algorithms such 

as Bayesian regularisation to determine the accuracy rate of both the target and output of the 

malware classification sample. The researcher intends to carry further research on how to classify 

permissions requests based on their threat and protection level. Further research can be carried out 

on how to provide a security perimeter defence around the Google Bouncer to fight Android 

malware infections.  
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4. CHAPTER 6: ANDROID PERMISSION CLASSIFIER: A 

DEEP LEARNING ALGORITHMIC FRAMEWORK BASED ON 

PROTECTION AND THREAT LEVELS 

The content of this chapter is published in the International Journal for Security and Privacy, Wiley 

Publisher. 

Citation: M. Ashawa and S. Morris,  “Android Permission Classifier : a deep learning algorithmic 

framework based on protection and threat levels,” Wiley Security and Privacy3, vol. 4 .no 5, 2021, 

pp. 1–26, 2021, DOI: 10.1002/spy2.164. 

Android permission features are very significant in both static and dynamic analysis for malware 

detection and classification process. Permissions are often used by both malicious and benign 

applications to access the resources of a system. Dangerous permissions, when granted access 

during the application’s installation, can cause a lot of problems to the device and its resources. 

As a result, there is a need to build a classification technique to classify Android applications based 

on their permissions declared by both benign and malicious Android apps. Existing permission 

models used limited information and permissions for classification. Our method used information 

gained to classify dangerous permissions from over 100 permissions and other attributes using a 

large data set. Our model has a good feature diversity capacity which is significant in gathering all 

dangerous permissions fine-grained features to detect different malware variants. The framework 

is essential to enhance privacy and security protection for the mobile community. This chapter is 

linked to objective 4 and the research question. This chapter is an integration of the techniques' 

strengths identified in chapter 3 and their successful application in chapter 5. The techniques were 

leveraged to build an automated framework for analyzing smart and sophisticated malware based 

on their feature attributes. This chapter is significant because the framework provides a platform 

for large-scale automated analysis of smart and emerging malware attributes which are used as 

attack vectors to infect Android-based devices.  
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Abstract 

Recent works demonstrated that Android is the fastest growing mobile OS with the highest number 

of users worldwide. Android’s popularity is facilitated by factors such as ease of use, open-source, 

and cheap to purchase compared to mobile OS like iOS. The widespread of Android has brought an 

exponential increase in the complexity and number of malicious applications targeting Android. 

Malware deploys different attack vectors to exploit Android vulnerability and attack the OS. One way 

to thwart malware attacks on Android is the use of Android security patches, antivirus software, and 

layer security. However, the fact that the permission request dynamic is different from other attack 

vectors, makes it difficult to identify which permission request is malicious or not especially when 

constructing permission request profiles for Android users. The aforementioned challenge is tackled 

by our research. This article proposed a framework called Android Permission Classifier for the 

classification of Android malware permission requests based on threat levels. This article is the first 

to classify Android permission based on its protection and threat levels. With the framework, out of 

the 113 permissions extracted, 23 were classified as more dangerous. Our model shows classification 

accuracy of 97% and an FPR value of 3% with high diversity capacity when compared with the 

performance of other similar existing methods. 

Keywords: Android permission request, feature diversity, machine learning algorithms, neural 

networks. 

6.1 Introduction  

Smartphones’ increase in the market for business and personal purposes has brought about a 

corresponding increase in the number of malicious applications today. Malware attacks on mobile 

devices have become one of the most dreaded and precarious threats causing economic and 

information impairments. The study of Ashawa et al [1-2] asserted that the increase and fast-growing 

rate at which mobile applications are been used in the 21st century has caused a proportionate growth 

in the number of cyber-attacks one of which is malware attacks on mobile and personal computers. 

Though malicious applications target different mobile OS platforms, malware targeting Android has 

become a massive surge recently. 
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Smartphone market share recently published by the International Data Corporation (IDC) reported 

that Android OS shipment worldwide has slightly increased from 85.1% in 2018 to 86.7% in the 

second quarter of 2019 [3] and is the most popular mobile OS. The popularity of Android and its 

fast-growth shipment worldwide made the OS the major attack target by malware writers. This 

proliferation of different app from third parties makes application repacking and decompilation 

easier on the Android platform than could be done on the iOS platform due to Android’s open-

source. Android popularity has made the most targeted mobile OS by mobile malware according 

to the recent research published by Kim et al [4]. Some of the factors which enhanced the 

popularity of Android OS include but are not limited to open-source, cheap to purchase, easy to 

use, and the launching of new models due to 5G inventions. Among other factors, open-source 

makes it easier for a lot of android developers to publish their applications on different Android 

market platforms without much critical security analysis and scrutiny, unlike iOS. 

Different detections, classifications, and analysis techniques have been widely proposed by various 

researchers and security organizations across the world to curb the widespread of malware and to 

alleviate their attacks on Android devices. Some of the proposed techniques and strategies include 

dynamic detection [5-12] static detection [13-17] hybrid detection [18-22], and memory forensics 

techniques [23-31] respectively. The technique observes and monitors the application's behaviour 

by focusing on knowing how the malware is connected and is interacting with mobile device 

resources at run time. The Static detection technique involves malware analysis without execution 

of the malware application but focuses on the evaluation of the signature and heuristic behaviour of 

the application using semantic properties.  

The hybrid technique is an amalgamation of both the static and dynamic technique features deployed 

for malware detection. It moderates at runtime portions of malware code to be inspected using the 

static technique. Malware detection by the hybrid approach creates more stability in detection 

efficacy and accuracy by using advantages from both dynamic and static methodologies to provide 

more detection results and efficiency. The memory forensics analysis technique involves acquiring 

the device memory image which is infected or suspected using forensics memory acquisition tools 

and then analysing the memory dump for forensic artefacts such as running processes, list of network 

connections, kernel modules, list of shared libraries, and rootkits. The technique is more reliable and 

efficient [32] when investigating sophisticated malware such as polymorphic and metamorphic. 
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Several types of research had been carried out on android malware detection, classification, and 

analysis. Our research is different from the rest because there has not been any research that focused 

on extracting and classifying Android malware permission requests based on their protection and 

threat levels using deep learning. While there are four permission attributes namely, normal 

permissions, dangerous permissions signature permissions, and signatureOrSystem permissions, our 

research focuses on the first two which are the normal and dangerous permissions. Android 

applications have many features including strings, opcode frequencies, API features, shared libraries, 

and so on which many previous studies have investigated. All of those features were generated by 

decoding the APK manifest file, decompiling the dex code, and disassembling the applications’ 

shared libraries. Our framework on the other hand focused mainly on permission request features. 

Using APKtool [33-34] we created permissions request feature vectors and refined them by decoding 

the Android Manifest file which was used to develop the algorithm for permission request 

classification. Using permission features extracted from manifest files, our classification framework 

maximizes the permission components and generated a feature vector representation. Each of the 

feature vectors was discretely inputted into the Android Permission Classifier (APC) framework. 

There are many Android malware sample dataset repositories such as DREDIN [35], AndroZoo [36], 

Genome project [37], VirusShare [38]. Our framework performance was validated by a series of 

experimental results using 6528 Android malware samples obtained from Ashawa and Sarah [25]. 

Effective permission extraction accuracy and classification based on the threat level of such 

permission request and the corresponding protection level was achieved by our model. 

The following contributions were made by our research: 

1. We proposed a novel Android malware permission request classification framework that 

employs only permission features that replicates Android malicious application attributes. 

2. We proposed a neural network technique for the generation of malicious feature vectors 

with effectual classification and representation of malicious binary features with mutual 

qualities with benign or non-threatening Android applications. 

3. We offered a permission classification method tagged APC using neural networks, 

particularly deep learning. The method extracted all the permissions both malicious and 

benign application requests and then separated malicious requests from benign 

permissions. 
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4. We produced results that demonstrated our framework producing the best validation 

performance at the minimum epoch when compared with other classifiers. To the best of 

our knowledge, there has not been any work that used deep learning to classify Android 

malware permissions request based on their threat and protection levels. 

The rest of the article is structured as follows. Section 6.2 provides a review of the literature by 

discussing related works. Section 6.3 presents the methods and the algorithmic approach. Section 

6.4 presents the proposed framework description. Section 6.5 presents our evaluation procedure 

and experimental results, assessing the diversity capacity of our framework. Section 6.6 makes 

some concluding remarks and discusses future work. 

6.2 Background and related work 

While numerous research has been published on Android malware, a very limited amount of work 

has been done on malware protection and threat levels. In this section, related work on android 

malware similarity feature extraction and malware dynamic and static analysis were revisited. 

Then, we summarize and discuss permission requests and detection algorithms in the existing 

literature. 

6.2.1 Similarity feature extraction 

Similarity exists between non-zero vectors which might help when determining feature 

standardization. The study of Peters et al. [39] in a multimodal deep learning method for android 

malware detection; using various feature sets proposed a framework that used a similarity-based 

system to extract and represent android malicious application features. The binary vectors and 

feature set were calculated and represented as similarity features by creating a match with their 

record and characteristics existence using a similarity-based feature vector generation algorithm. 

The extracted features represented the reflective characteristics of an Android-based application. 

Using a machine learning algorithm, the study of McLaughlin et al. [40] proposed an Android 

malware detection model that utilizes different Android Package Kit (APK) file features and 

permission requests information. Similar to the study of McLaughin the research of Saxe and Berlin 

[41] applied classification and clustering algorithms to obtain permission that malicious application 

request on Android-based platforms. The study performed by David and Netanyahu [42] used 
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hardware and software features and components such as API calls, permission requests, and message 

intents to detect Android malicious applications. In addition, Kim [43] proposed a method whereby 

CFGs are used as features by utilizing keyword correlation gaps in FVG for (SVM) classification. 

The SVM imposes its features to have a weight that is uniformly distributed. 

An investigation into the leakage of sensitive information by Android malicious applications, a data 

flow exploration was performed by TaintDraoid dynamically Sezer et al. [44]. Changes in the 

system’ such as threads and processes were extracted and analysed. Abnormalities identified 

showed different usage of system features such as CPU by malicious applications. The research of 

Wang et al. [45] performed a systematic review on different mobile detection techniques 

approaches. The result obtained in the research identified detection techniques with their respective 

strengths and weaknesses. Other studies such as Yerima [46] proposed a model for detecting mobile 

usage abnormalities. 

6.2.2 Permission requests and detection algorithms 

Similarly, research [47] proposed a detection model where Convolutional Neural Network was used 

to detect malware on Android mobile devices. Sequences of opcode applications were used as 

features without alterations. Similarly, the study of Hao et al. [48] proposed a Deep Neural Network 

(DNN) framework for detecting malicious applications on Android-based devices. However, the 

method did not detect sophisticated and Zero-day malware that has similar attributes related to the 

benign application. Benign and malicious files were classified by the proposed work of Kim et al. 

[49] which uses Window dynamic API calls as feature vectors. The deep neural network-based 

model was believed to classify malicious files from benign files. 

Related works that employed deep learning techniques include the research of Vasu and Pari [50] 

which used a multi-modal deep learning method, developed and an Android detection model using 

various features. The model learning strategy was based on a neural network. Using seven features 

namely String, opcode, API, shared library function, permission features, component, and 

environmental features; the model merged all the features into one feature and fed them into the 

classifier for malware detection. Their research did not in any given consideration to dangerous 

permissions request classification. The study of Pei et al. [51] using a Convolutional neural network 

proposed a detection technique for Android malware. The detection model used opcode features of 

android applications without modification. 
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Investigating the permissions with the risk that malicious applications use to explore Android 

resources, the study of Jha et al. [52] extracted permissions requests by Android applications using 

Random Forest. However, less relevant features that are inherent to an application were not 

explored. Though several previous works were carried out on identifying malicious applications 

using neural networks, none has investigated extracting and classifying permissions requests that 

android applications request using deep learning. In addition, none of the previous works considers 

the threat level that dangerous permission requests posed on the protection level of Android mobile 

devices. In the comparative results, the research identified the algorithms deployed in each of the 

techniques and their detection accuracy with their identified strengths and limitations, respectively. 

The research intensively explored all the well-known detection techniques such as dynamic, static, 

hybrid, content-based, and emulation-based detection. However, they did not cover deep learning 

techniques for Android malware detection. What distinguished our work from the previous work 

is that though many of the previous research used several features and did not focus on classifying 

permission requests based on their threat and protection levels. Though several previous works 

were carried out, none has investigated the threat level that dangerous permission requests posed 

on the protection level of Android mobile devices. This formed part of the novelty of our research. 

6.3 Materials and methods 

6.3.1 Malware dataset 

The Android malware dataset used for this research was obtained from Contagio [31] and DREBIN 

[46] Android malware dataset repository. Using an online VirusTotal scanner, we scanned to 

ascertain the benignity and maliciousness of the sample files. After scanning, the APK file was 

unzipped to extract the file contents of the dataset folder. The dataset consisted of 5560 malicious 

applications and 9476 benign application samples. The whole dataset relation consisted of 15 035 

instances in an APK file format. 
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6.3.2 APK file decompilation 

To obtain the resources contained in the raw dataset, the APK file was decompiled using Apktool 

embedded in the newest version of the Androguard. The decompiled APK contains lib, res, original 

assets, and the Android Manifest file application resources. The output of the decompiled APK 

generated Smali and Java class folders holding the resource files. Features such as manifest 

permissions, API call signatures, intents, and command signatures were obtained to form feature sets 

and input vectors to the network. Other features such as shared lib and libdata were also extracted 

after disassembling the source code of the .so file. The manifest permissions were extracted from the 

AndroidManifest.xml file extension while the API call signatures were extracted from Android class 

files. Using class conditional probabilities with minimum values, a total of 215 attribute partitions 

were extracted from pr_partition_0. The attributes extracted formed the general feature set. 

Specifically, the attributes contain 113 manifest permissions, 72 API call signatures, 23 intents, 6 

command signatures, and binary attributes for (benign  B, malware  S [1]). In summary, our 

proposed classifier uses the following features: permission feature, API call feature, command 

feature, and intent feature, respectively. 

6.3.2.1 Permission features 

Permission manifest is one of the essential access control security mechanisms that Android uses. 

This access control mechanism (permission) places a constraint on the operational performance of 

any Android process. Permissions requested by applications provide relevant information regarding 

the application’s behaviour. Permission features are usually defined or declared in the manifest file 

of the Android APK. During application installation, the manifest.xml file holds significant 

information about an application. When permission is granted, the application can be able to use 

and interact with the device-protected features. Android permissions are classified into four distinct 

threat levels namely, normal permission, dangerous permissions, signature permission, and 

signature/System permission. The study grouped both protection levels and manifest permissions 

as permissions features for the framework. 
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6.3.2.2 API call features 

Android architecture is designed in such a way that the API of the system framework interacts 

with the Android system. Android API is made of two major components namely: classes, and 

packages. Malicious applications often invoke API. API invocational provides information on the 

application behaviour. Reverse engineering of the Android APK extracted all the API features in 

the dataset used for this research. 

6.3.2.3 Command signature features 

These are the command instruction sets for signing the Android label and activity class, respectively. 

Command signatures are used to sign requested permissions that applications request. In the case of 

benign applications, command signature signs applications whose signature certificate is the same 

as that of the permissions declared. When there is a match of certificates, Android automatically 

grants access to the application, without notifying the user or seeking his approval to grant access. 

Malicious applications that have the same signature as the declared permissions in the device 

protection level can easily have access to the system resources in the background. While permission 

request features of a malicious file are harmful to system information, command features are to the 

system’s data and hardware. 

6.3.2.4 Intent features 

An Intent is the theoretical or abstract description of an action or activity to be implemented or 

performed. Android uses intent to launch and broadcast processes to any component of interest. 

Intents communicate with different services in the background; thus, facilitating the runtime 

binding of different application codes. Android uses intent features to launch activities. Intent 

contains two primary attributes, action and data. Other secondary attributes such as the category 

of the action to be performed on the data, component class to be used and, extras formed the 

metadata. 
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6.4 Feature selection and database generation 

To improve the classifier’s performance efficiency and reduce its computational cost, we reduced 

the number of the model’s input variables. The selected input variables in this research were those 

whose correlation with the target variables was strongest. To achieve this, the feature ranking 

approach [53] was applied as a preliminary phase in determining the application characteristics and 

input variables reduction. Various android features such as the API call signatures, intents, manifest 

permissions, and command signatures were extracted from the APK. These features formed the 

general feature vectors. Features extracted formed the database of the feature vectors. In generating, 

the database for the feature vectors, the extracted features were classified into two different features 

based on their class pattern.  

To normalize the feature value, the mix-max scaling approach [54] was applied by scaling feature 

values between the intervals of 0 to 1. Features with no value attributed to being scaled as zero (0) 

while those with values attributed to were scaled as one (1), respectively. Using the K-means 

clustering method, eighty (8) iterations were performed within-cluster sum of squared errors. C0 and 

C1 are the cluster labels for classes1 and 2 with counts 66 and 34, respectively. The class attribute 

has 66.0 weight in C0 and 34.0 weight in C1(as shown in Table 6-1). These formed the cluster 

centroids for the feature vector attributes of the dataset attributes distribution (as shown in Table 6-

2). 

A total of eight iterations was performed within-cluster sum of squared errors using the K-means 

clustering method. C0 and C1 are the cluster labels for classes 1 and 2 with counts 66 and 34, 

respectively. These formed the cluster centroids where permission attributes are distributed 

accordingly. Cluster attributes logical table contain the attribute class and the logical values (as 

shown in Table 6-3) while the decision list (as shown in Table 6-4) shows the associated rules formed 

from the attribute logical tables, respectively. All the feature categories were then combined to form 

a unified set of vectors which were used as the input vector. The input vector was converted into 

Comma Separated Values (CSV). The reason for converting the input vector into CVS format was 

to make it friendly with tools that find it difficult to accept datasets without a field separator. All the 

four feature categories were generated using K-means. Then combined to form a unified set of 

vectors which were used as the input vector. The input vector was converted into CSV.  
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Table 6-1 Cluster containing feature vector binary attributes 

Clusters Binary features 

Cluster 0 (c0): S 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,1,0,0,0,1,0,0,0,0,0,0,1,0,0,0,0,0,

1,0,0,0,0,0,0,0,0,0,0,0,1,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,S 

Cluster 1 (c1): B 1,1,1,1,1,1,0,1,1,1,1,1,0,0,0,1,1,1,1,1,0,1,0,0,1,0,0,0,1,1,0,0,1,1,

1,0,0,1,0,0,0,0,0,0,1,0,1,0,1,0,0,1,1,0,1,0,0,1,1,0,0,0,0,0,0,1,0,0,

1,0,0,0,0,0,0,1,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,1,

0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,1,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

0,0,1,0,0,1,1,1,0,0,0,B

Table 6-2 Data set attributes distribution 

Statistical attributes Distinct values 

Minimum  0 

Maximum  1 

Mean 0.426 

 StdDev 0.495 

Class pattern 

Benign  

8624 

[0, 0.071] 

Class pattern  

Malicious 

6412 

[0.929, 1] 

The qualitative characteristics of malware dataset, Distinct values: These are calculated values held 

by each statistical attribute, Minimum: 0 and 1 are the minimum and maximum binary values 

contained in each cluster (Cluster 0, Cluster 1), respectively, Mean: statistical mean of the dataset 

distribution, StdDev: SD. The reason for converting the input vector into CVS format was to make 
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it friendly with tools that find it difficult to accept datasets without a field separator. The algorithm 

for feature vector generation (as shown in Algorithm 1). 

Table 6-3 Attributes logical table 

Attribute 
Logical 
values 

@attribute a0  {false,true} 

@attribute a1 {false,true}

@attribute a2 {false,true} 

@attribute a3 {false,true} 

@attribute a4 {false,true} 

@attribute a5 {false,true} 

@attribute a6  {false,true} 

@attribute a7 {false,true} 

@attribute a8 {false,true} 

@attribute a9  {false,true} 

@attribute 
class 

{c0,c1} 

The feature vector information is extracted from the dataset from the malicious feature database 

which consists of strings, permissions, components, and other environmental features. The structure 

of the database was composed of different components where all the features were pruned and 

classified. All the string features with their respect hashes and sizes, permission features are in uses-

Algorithm 1 Generation of Combined Feature Vectors from the Binary 
Feature Vector Database
Input: Android applications’ feature set contained in the Database
Output: Combined feature vectors

1: decompile APK // to access all the APK components 
2: set_partition_index_feature_vector⟵ [�|�|�|�|�|. . . �|�]
3: centroids⟵ K_means 
4: for index⟵0 // setting the feature vector index 
5: for ∀ �� ∈ ���_�� do while  
6: if �� ∈ ��_Android_app 
7: then 
8: combined_feature_vectors[index] ⟵ �
9: return  combined_feature_vectors 
10: exit
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permission and  permission tag. All:provider, filter, activity, intent, grant-uri 

permission, service, and  receiver formed the general component of the feature database where 

all the distinct features are extracted and classified. The environmental components: library and 

uses-sdk. Opcode and API methods: send_message, socket, and invoke. Details of the feature vector 

set information extracted by the algorithm which contained intent (as shown in Table 6-5), commands 

signature (as shown in Table 6-6), permission (as shown in Table 6-7), and API call signature (as 

shown in Table 6-8) formed the major feature categories of the combined database, respectively. 

6.5 Feature classification  

The approach used for the feature classification process in this research is the backpropagation 

mechanism [55]. Back-propagation constitutes the central learning hub for producing an accurate 

classification outcome. It is the information transmission with the error which neural network 

generates when trying to make a prediction or classification about a given dataset. This is 

composed of the iteration and learning layers (input, hidden, and output layer) with distinctive 

random initialization weights and biases. Our model applied the information gain approach [56] 

as a feature classification methodology. The IG processes the amount of information a feature X 

provides about the class. Let X be a feature in a given Android application sample containing xi 

possible outcomes, the IG is represented as follows: 

�� = �(�) − � �
�

�
� (6-1) 

The �(�)  from the above equation is the measure of randomness in the processed information 

which forms the entropy of feature X, while � �
�

�
� is the entropy after observing Y features 

respectively. Given the probability density function (PDF) p(x) for random variable X, the �(�)

is defined as: 

�(�) = −�p(�) log���(�)� (6-2) 

Similarly, the �(�) of X comparative to feature Y expressed as: 
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� �
�

�
� = −�� �

�

�
� log� �� �

�

�
��

(6-3) 

The function � �
�

�
� is the conditional probability. High reduction of the selective information in 

X increases the significance of its features at the peak of density function when the conditional 

probability in the sample pattern of both malicious and benign features increases. Thus, the 

selective information in X decreases as potential difference function decreases, respectively. We 

assumed that there was no probabilistic failure that existed at any time (t) during the attribute’s 

distribution and clustering. 

Table 6-4 Decision list using associated rules 

Rule Decision List 

RULE 0: c0:  not(a3), not(a2), a6, a0 

RULE 1: c1:  not(a9), a2, not(a4), not(a1), a5 

RULE 2: c0:  a3, a4, a6, not(a9), not(a5) 

RULE 3: c1:  a1, a6, a0, not(a7), a3, a9, not(a5), 
a8RULE 4: c0:  not(a5) 

RULE 5: c1:  a4, not(a3), a2, not(a8), a9, not(a0), 
a5RULE 6: c0:  not(a2), a3, a7, not(a4), not(a6), a1, 
a0, a8, a5RULE 7: c1:  not(a8), a5, a9 

RULE 8: c0:  a6, not(a3), not(a4) 

RULE 9: c1:  a5, not(a6), not(a2), not(a9), 
not(a7), a4RULE 10: c0:  a5, not(a4), not(a2) 

RULE 11: c1:  not(a2), not(a6), a7, a8, a3, not(a0), 
a5, not(a9)RULE 12: c0:  a9, not(a3), a1, a0, a5 

RULE 13: c1:  not(a9), a6, a7, a4, a2, a3, not(a1), 
not(a8), a0RULE 14: c0:  a6, a0, a5, a8, a4, a7, a3 

RULE 15: c1:  not(a9), a0, not(a8), a6, a5, a4, a1 

RULE 16: c0:  a1, a3, a5, a9, a2 

RULE 17: c1:  not(a4) 

RULE 18: c0:  a2 

RULE 19: c1:  not(a0), not(a6), a3, a8, a7, a4, a9 

RULE 20: c0:  not(a0), a8, not(a2), not(a9), a5 
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On the other hand, if a probability failure occurs at any given survival; the risk function h(t) will 

occur by forming an integral and instantaneous ratio. The hazard or risk function h(t) was defined 

as follows: 

�(�) = � ℎ(�)��

�

�

(6-4) 

where  is the range of time t from 0 to . Our research assumed that all the features in the dataset 

survive the past time and hazard function. Thus, the survival function was defined as: 

�(�) = ��(� > �) = 1 − �(�) (6-5) 

where S(t) is the survival function at time t, T is the random variable, Pr is the probability that some 

feature survived, and F is the event density. Using three different distributions: Weibull, normal, and 

Birnbaum–Saunders, we demonstrated that at each intersection of either of the distributions, as F 

increases, the corresponding value of S(t) decreases, respectively. This provides a guide in studying 

the binary vectors in the dataset during feature representation. 

6.6 Binary feature representation 

In this subsection, we described the permission classification problem of our proposed classifier. 

Our binary feature vectors were obtained by performing eight iterations within-cluster sum of 

squared errors using the K-means clustering method. Let m represent a set of given G programs 

given as G  {����} with ��G. Let the class label �� and the feature vector �� be matched as 

��G for every giG.  

We defined our class label and feature vector as follows: 

�� ∈ ���, ��, ��,� (6-6)

�� ∈ ���, ��, … , ��,� (6-7)
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where Cm, Cb, Ck represents class label for the malicious request, class label for the benign 

permission request, and class label for an unknown permission request respectably. Let R  {��, 

��, , ��,} represent n classifiers set that label permission requests from the input APK file as 

either benign or malicious. Let ��  {��, ��, ��}, where �� is the classifiers’ computational time, ai 

is the classification accuracy, and Ci is the function that labels and maps the feature vector f to c 

and ai, respectively, upon the training set represented as ��(f): f  c. 

Table 6-5 Intent feature vectors 

Feature  Category 

android.intent.action.BOOT_COMPLETED Intent
android.intent.action.PACKAGE_REPLACED Intent
android.intent.action.SEND_MULTIPLE Intent
android.intent.action.TIME_SET Intent
android.intent.action.PACKAGE_REMOVED Intent
android.intent.action.TIMEZONE_CHANGED Intent
android.intent.action.ACTION_POWER_DISCONNECTED Intent
android.intent.action.PACKAGE_ADDED Intent
android.intent.action.ACTION_SHUTDOWN Intent
android.intent.action.PACKAGE_DATA_CLEARED Intent
android.intent.action.PACKAGE_CHANGED Intent
android.intent.action.NEW_OUTGOING_CALL Intent
android.intent.action.SENDTO Intent
android.intent.action.CALL Intent
android.intent.action.SCREEN_ON Intent
android.intent.action.BATTERY_OKAY Intent
android. intent.action.PACKAGE_RESTARTED Intent
android.intent.action.CALL_BUTTON Intent
android.intent.action.SCREEN_OFF Intent
intent.action.RUN Intent
android.intent.action.SET_WALLPAPER Intent
android.intent.action.ACTION_POWER_CONNECTED Intent
android.intent.action.BATTERY_LOW Intent
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Table 6-6 Commands signature feature vectors 

Table 6-7 Permission feature vectors 

Feature Category Feature Category 

SEND_SMS Manifest Permission WRITE_SECURE_SETTINGS Manifest Permission

READ_PHONE_STATE Manifest Permission DUMP Manifest Permission

GET_ACCOUNTS Manifest Permission BATTERY_STATS Manifest Permission

RECEIVE_SMS Manifest Permission ACCESS_COARSE_LOCATIO
N

Manifest Permission

READ_SMS Manifest Permission SET_TIME Manifest Permission

USE_CREDENTIALS Manifest Permission WRITE_SOCIAL_STREAM Manifest Permission

MANAGE_ACCOUNTS Manifest Permission WRITE_SETTINGS Manifest Permission

WRITE_SMS Manifest Permission REBOOT Manifest Permission

READ_SYNC_SETTINGS Manifest Permission BLUETOOTH_ADMIN Manifest Permission

AUTHENTICATE_ACCOUNTS Manifest Permission BIND_DEVICE_ADMIN Manifest Permission

WRITE_HISTORY_BOOKMARKS Manifest Permission WRITE_GSERVICES Manifest Permission

INSTALL_PACKAGES Manifest Permission KILL_BACKGROUND_PROCE
SSES

Manifest Permission

CAMERA Manifest Permission STATUS_BAR Manifest Permission

WRITE_SYNC_SETTINGS Manifest Permission PERSISTENT_ACTIVITY Manifest Permission

READ_HISTORY_BOOKMARKS Manifest Permission CHANGE_NETWORK_STATE Manifest Permission

INTERNET Manifest Permission RECEIVE_MMS Manifest Permission

RECORD_AUDIO Manifest Permission SET_TIME_ZONE Manifest Permission

NFC Manifest Permission CONTROL_LOCATION_UPDA
TES

Manifest Permission

ACCESS_LOCATION_EXTRA_CO
MMANDS

Manifest Permission BROADCAST_WAP_PUSH Manifest Permission

WRITE_APN_SETTINGS Manifest Permission BIND_ACCESSIBILITY_SERV
ICE

Manifest Permission

BIND_REMOTEVIEWS Manifest Permission ADD_VOICEMAIL Manifest Permission

READ_PROFILE Manifest Permission CALL_PHONE Manifest Permission

MODIFY_AUDIO_SETTINGS Manifest Permission BIND_APPWIDGET Manifest Permission

READ_SYNC_STATS Manifest Permission FLASHLIGHT Manifest Permission

BROADCAST_STICKY Manifest Permission READ_LOGS Manifest Permission

WAKE_LOCK Manifest Permission SET_PROCESS_LIMIT Manifest Permission

Feature   Category 

mount Commands signature
chmod Commands signature
remount Commands signature
chown Commands signature
/system/bin Commands signature
/system/app Commands signature
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RECEIVE_BOOT_COMPLETED Manifest Permission MOUNT_UNMOUNT_FILESY
STEMS

Manifest Permission

RESTART_PACKAGES Manifest Permission BIND_TEXT_SERVICE Manifest Permission

BLUETOOTH Manifest 
Permission

INSTALL_LOCATION_PROVIDE
R

Manifest Permission 

READ_CALENDAR Manifest 
Permission

SYSTEM_ALERT_WINDOW Manifest Permission 

READ_CALL_LOG Manifest 
Permission

MOUNT_FORMAT_FILESYSTEM
S

Manifest Permission 

SUBSCRIBED_FEEDS_WRITE Manifest 
Permission

CHANGE_CONFIGURATION Manifest Permission 

READ_EXTERNAL_STORAGE Manifest 
Permission

CLEAR_APP_USER_DATA Manifest Permission 

VIBRATE Manifest 
Permission

CHANGE_WIFI_STATE Manifest Permission 

ACCESS_NETWORK_STATE Manifest 
Permission

READ_FRAME_BUFFER Manifest Permission 

SUBSCRIBED_FEEDS_READ Manifest 
Permission

ACCESS_SURFACE_FLINGER Manifest Permission 

CHANGE_WIFI_MULTICAST_S
TATE

Manifest 
Permission

BROADCAST_SMS Manifest Permission 

WRITE_CALENDAR Manifest 
Permission

EXPAND_STATUS_BAR Manifest Permission 

MASTER_CLEAR Manifest 
Permission

INTERNAL_SYSTEM_WINDOW Manifest Permission 

UPDATE_DEVICE_STATS Manifest 
Permission

SET_ACTIVITY_WATCHER Manifest Permission 

WRITE_CALL_LOG Manifest 
Permission

WRITE_CONTACTS Manifest Permission 

DELETE_PACKAGES Manifest 
Permission

BIND_VPN_SERVICE Manifest Permission 

GET_TASKS Manifest 
Permission

DISABLE_KEYGUARD Manifest Permission 

GLOBAL_SEARCH Manifest 
Permission

ACCESS_MOCK_LOCATION Manifest Permission 

DELETE_CACHE_FILES Manifest 
Permission

GET_PACKAGE_SIZE Manifest Permission 

WRITE_USER_DICTIONARY Manifest 
Permission

MODIFY_PHONE_STATE Manifest Permission 

REORDER_TASKS Manifest 
Permission

CHANGE_COMPONENT_ENABL
ED_STATE

Manifest Permission 

WRITE_PROFILE Manifest 
Permission

CLEAR_APP_CACHE Manifest Permission 

SET_WALLPAPER Manifest 
Permission

SET_ORIENTATION Manifest Permission 

FEATURESBIND_INPUT_METH
OD

Manifest 
Permission

READ_CONTACTS Manifest Permission 

READ_SOCIAL_STREAM Manifest 
Permission

DEVICE_POWER Manifest Permission 

READ_USER_DICTIONARY Manifest 
Permission

HARDWARE_TEST Manifest Permission 

PROCESS_OUTGOING_CALLS Manifest 
Permission

ACCESS_WIFI_STATE Manifest Permission 

CALL_PRIVILEGED Manifest 
Permission

WRITE_EXTERNAL_STORAGE Manifest Permission 

BIND_WALLPAPER Manifest 
Permission

ACCESS_FINE_LOCATION Manifest Permission 

RECEIVE_WAP_PUSH Manifest 
Permission

SET_WALLPAPER_HINTS Manifest Permission 
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Table 6-8 API call signature feature vectors 

Feature Category Feature Category 

onServiceConnected API call signature createSubprocess API call signature

bindService API call signature URLClassLoader API call signature

attachInterface API call signature abortBroadcast API call signature

ServiceConnection API call signature TelephonyManager.getDeviceId API call signature

android.os.Binder API call signature getCallingPid API call signature

Ljava.lang.Class.getCanonicalName API call signature Ljava.lang.Class.getPackage API call signature

Ljava.lang.Class.getMethods API call signature Ljava.lang.Class.getDeclaredClasses API call signature

Ljava.lang.Class.cast API call signature PathClassLoader API call signature

Ljava.net.URLDecoder API call signature TelephonyManager.getSimSerialNumbe
r

API call signature

android.content.pm.Signature API call signature Runtime.load API call signature

android.telephony.SmsManager API call signature TelephonyManager.getCallState API call signature

getBinder API call signature TelephonyManager.getSimCountryIso API call signature

ClassLoader API call signature sendMultipartTextMessage API call signature

Landroid.content.Context.registerReceiver API call signature PackageInstaller API call signature

Ljava.lang.Class.getField API call signature sendDataMessage API call signature

Landroid.content.Context.unregisterReceiver API call signature HttpPost.init API call signature

Ljava.lang.Class.getDeclaredField API call signature Ljava.lang.Class.getClasses API call signature

getCallingUid API call signature TelephonyManager.isNetworkRoaming API call signature

Ljavax.crypto.spec.SecretKeySpec API call signature HttpUriRequest API call signature

android.content.pm.PackageInfo API call signature divideMessage API call signature

KeySpec API call signature Runtime.exec API call signature

TelephonyManager.getLine1Number API call signature TelephonyManager.getNetworkOperato
r

API call signature

DexClassLoader API call signature MessengerService API call signature

HttpGet.init API call signature IRemoteService API call signature

SecretKey API call signature Set_Alarm API call signature

Ljava.lang.Class.getMethod API call signature Account_Manager API call signature

System.loadLibrary API call signature TelephonyManager.getSimOperator API call signature

android.intent.action.SEND API call signature onBind API call signature

Ljavax.crypto.Cipher API call signature Process.start API call signature

android.telephony.gsm.SmsManager API call signature Context.bindService API call signature

TelephonyManager.getSubscriberId API call signature ProcessBuilder API call signature

Runtime.getRuntime API call signature Ljava.lang.Class.getResource API call signature

Ljava.lang.Object.getClass API call signature defineClass API call signature

Ljava.lang.Class.forName API call signature findClass API call signature

Binder API call signature Runtime.loadLibrary API call signature

android.os.IBinder API call signature transact API call signature
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The model computational time (TR) and the classification rate of accuracy (AR) is defined by the 

following equations, respectively: 

�� = � �(��)

�

���

|�� ∈ �

(6-8) 

�� = � �(��)

�

���

|�� ∈ �

(6-9) 

To prevent the classifiers from going beyond the threshold level (�) given that AR ≤ �, and all 

the n classifiers in our model must not exceed the minimum classifiers’ number (�), we defined 

the minimum function in the system operates as follows:   

���� = � ��

�

���

≤ �

(6-10) 

Given a condition that each permission requested by the application is labelled as either malicious 

or benign as gi  {Cm, ��}, giG, 1  i  m; where Cm represents class label for the malicious 

permission request, �� represents class label for the benign permission request, respectively. We 

included the classifiers’ number � to help determine the effectiveness of our classifier. It also helps 

comparison with different machine learning classifiers in case there is a disparity in classification 

performance between them. Each binary number represents a cluster attribute in the decision list. 

Using 2-fold cross-validation, we constructed attributes rules with each cluster in the decision list. 

Concerning the feature vectors, each attribute can either be a false or a true and must contain each 

value representation in both clusters (cluster 0 and cluster 1). All the features were spread over 

pr_partion_0 which shows the distribution value for each attribute in a density-based clustering 

pattern. The cluster attributes from attribute a0 to attribute a9 were formed using association rules 

[57] for feature mining attributes logical values (see Algorithm 2). 
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6.7 Framework description 

This subsection of the paper describes the neural network approach applied in our proposed 

framework known as Android Permission Classifier (APC). The principle used in developing our 

classification model is the principle of convolutional neural networks for recognizing the pattern 

in the dataset [58-59]. We defined our neural network system � ∈ {1,2, 3,} to consist of � number 

of layers defined as �� = {1,2, …, n} respectively. In our framework, the vector input � that enters 

the initial network was represented as ��. From linear transformation, the output from the initial 

network was transformed from a matrix to another vector (�) into the second layer to form the 

incoming vector represented as �(��). where � is the transformation function. From partial 

differentiation, y = f (�) where y is the output of the function. The rectified linear unit (ReLu) as 

the activation function applied in our neural network model is defined as:

Algorithm 2 Classification of Permission Feature Vector from the 
Database
Input: Android applications’ manifest xml file
Output: Android permission features

1: all permissions ⟵ ∀� // generating permission information 
2: for 0 to Max_iteration do 
3: if all perm==�
4: then for 0 to total perm do
5: malicious perm⟵select feature (0, 1) // padded zeros and leading 
zeros
6: newperm ⟵newperm ⋃{malicious}
7: else 
8: for new.total () < totalperm do
9: select K, L∈ (0, |allpermissions|)
10: malicious = K_crossover (allpermissions[k], allpermissions[l])
11: for maliciousperm ∈ newperm do
12: for benignpermk ∈ newperm do
13: if ∃ maliciousperm| maliciousperml ∈ newperm ⋀ k≠
�.maliciouspermk ≻ maliciousperml

14: then 
15: newperm ⟵newperm\ maliciouspermk

16: if newperm ⊏ ∀������������� then 
17: permission_feature_vector [index] ⟵1
18: else 
19: permission_feature_vector [index] ⟵ �
20: return android_permission_feature_vectors
21: exit
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The transformation z over the given input vector �, weights � and biases b on the above function 

is defined as: 

� = �(�, �, �) (6-12) 

� = �(�) (6-13) 

To design a classification model that captures multidimensional data inputs with weights and 

biases, we applied max-pooling operation after convolution with Relu function as follows: 

� = tanh (�(��,��,��,)) (6-14)

� = ���� (�(�,��,��,)) (6-15)

����(�) = ���(�(0,�) (6-16)

Where ReLu is the activation function of the network, � is the input vector, � is the network 

weight and � is the biases in the network respectively. The output, weights, and biases from the 

network layer �� while applying the ReLu function (activation function) in the initial network using 

backpropagation was defined by the following equations: 

�(�� + 1) = �(�(�� + 1)) (6-17)

�(�� + 1) = �(�� + 1). �(��) + �(�� + 1) (6-18)

where � are the network weights, � are the network biases, �(��
) output vector and �  is the 

network activation function, respectively. Based on the working principle illustrated in the 

transformation operation shown in the figure above, the output in the initial network layer was 

transformed and became an input vector in the final network of our neural network model as 

follows: 

� = �
0 ��� � < 0
� ��� � ≥ 0

(6-11)
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��((����)) = ��((����)). ��(��) + ��(����) (6-19) 

��(����) = ����(��(����)) (6-20)

To help predict the probability of the output between 0 and 1 range, squashing function (σ) was 

applied at the last layer of the network. This is to determine permission is malicious (1) or benign 

(0) in our framework output. Given the quashing function σ, the number of layer n in the neural 

network, the output vector of the final layer ��, the input vector x in the network. The 

transformation at the last layer of the network was defined as follows:  

��(��) = �(��(��)) (6-21)

Where σ is the applied squashing function, n is the number of layers in the neural network, �� is 

the output vector of the final layer, x is the input vector in the network, and Z is the matrix-vector 

respectively. The overall system architecture (as shown in Figure 6-1) illustrates the various 

processes performed from dataset collection to binary feature vector generation. 

Figure 6-1 The overall system architecture 
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6.7.1 Network overfitting 

When developing a classification model using a neural network, network overfitting characterizes 

the basic drawback in many models. To avoid overfitting occurrences, our research applied the 

Bayesian regularization (BR) technique [60-61]. The choice to choose the Bayesian regularization 

over other algorithms such as Levenberg–Marquardt is its capability to show potential convoluted 

relationships between variables in the distribution of a dataset. Therefore, providing robustness in 

the model. Unlike Dropout regulation [62] that skips some units randomly during training of the 

network, the Bayesian regularization technique skips the model from bias definition [63], thus, 

making the model reliant on biases and weights associated with the network units. Using BR in 

the APC model provides the framework with enhanced generation performance and achieved the 

best network validation performance. The overall problem definition of the Bayesian 

regularization training to overcome network overfitting is defined in the equation as follows: 

�(�) = �(�(� − 1), … , �(� − �), �(� − 1), … , �(� − �) (6-22)

Where x is the random variable taken definite values between 0 and 1 in the dataset of X 

independent variables, d is the number of delays in the network, t is the target variable, f is the 

nonlinear function of x variables, and y(t) is the output of the target value. Our dataset was trained 

by introducing a linear function w to minimalize the error in �. The expectation (E) of the non-

linear function f is defined as: 

�[�] = � �(�). �(�)��
(6-23)

We defined the average expected loss L when malicious permission is wrongly classified as benign 

as follows: 

�[�] = � �(�, �(�))�(�, �)����
(6-24)
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Where �(�, �(�))  =  (�(�) − �)2 and p (x, t) are normal distribution parameters. The MSE over 

the parameterised function is the model cost function. The neural network operation (as shown in 

Figure 6-2) schematically shows the operation function of the proposed classifier. 

Figure 6-2 7An illustration of the neural network working operation function of the proposed 
classifier 

6.7.2 Regularization of feature diversity 

Feature redundancy (FRc) is one of the major factors that enhance errors in classification and 

detection frameworks. Most conventional classification algorithms are limited to inaccurate 

discrimination of features related to malware. This is due to the daily emergence of different 

malware variants with unique attributes. To minimise classification errors that could occur because 

of feature redundancy, the diversity regularization technique [64] was applied in our framework. 

During this process, we discarded all the features with self-correlation and only those whose 

correlation values are above the diversity threshold � were considered. The diversity threshold 

provides a trade-off parameter to ensure that feature vectors in the malware dataset are adequately 

differentiated. Feature sharing across several high-level attributes is ensured. 



183 

Consider a vector space V= { f
1,
f

2
,...,f

n}, were ��  are feature vectors. The similarity that exists 

between two feature vectors say, �� and �� is determined by the correlation that occurs between 

��& ��. During the training process, ���� is set to take definite values within the range of -1 to 1.  

The ���� value is negative (-1) when ��& �� have opposite direction in the feature vector subspace 

�. This does not connote the vectors in this direction are negative feature vectors. ���� value is 

set to zero (0) if ��& �� in the vector space are in an orthogonal projection direction. For instance, 

when ��& �� are in orthogonal projection, we defined it in a bilinear form as follows: <��& ��> = 

0 for i ≠ j. The regularization cost for feature vector diversity is abbreviated as (DrC) in the APC 

neural network layer lth with connecting feature networks given n number of neurons in l layer, 

and the binary mask variable mi,j. 

To determine the earliest time that features classification failure may occur, the threshold 

parameter � was taken as a hyperparameter assuming values between 0 and 1. During the 

experiment, we avoided setting the hyperparameter to zero (0) to avoid feature orthogonality. This 

was considered due to feature-sharing abilities that exist in android-based applications. To enforce 

feature diversity during training, the diversity factor � in the experiments was performed at 1, 5, 

15, and 30 respectively using 100 iterations. The threshold parameter was performed at �=0.1, 0.2, 

and 0.3 respectively. The regularization cost for feature vector diversity is abbreviated as (DrC) in 

the APC neural network layer lth  with connecting feature networks given n number of neurons in 

l layer, and the binary mask variable mi,j, edged with the ���� and the features in the vector space 

is defined as: 

The feature variables with binary mask ��,� and the hyperparameter 0≤ � ≤1 with the dot product 

determinant (�) of  � and j with the regularized layers defined as: 

����,� = �
1 � ≤ ���,� |≤ 1

0 � = �
0 ��ℎ������

(6-26)
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� � ��,�
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���

(��,��)(�))�

(6-25)



184 

In equation (6-26) above, � represent the threshold parameter of the regularised network. The 

similarity that exists between two feature vectors say, �� and ��, is determined by the correlation 

that occurs between ��& ��. This correlation is defined by the cosine similarity measure (����) 

function as: 

�������, ��� =
〈��, ��,〉

〈‖��‖‖��‖〉

(6-27)

The overall DrC of the FRc was evaluated to 2.413 which has a higher feature divergence capacity 

out of threefold measure.  

6.7.3 System learning approach 

To enhance the classifier’s accuracy and to control the partial feature extraction problem, each 

permission type from the feature vector was learned from each initial layer of the neural network 

with a learning rate of 0.01. This approach is repeated from the initial layer to the final layer. At 

each layer, the succeeding layer learns from the preceding layer. Given the network layer �� =

{1,2, …, n}, �� learns from ��, �� learns from �� respectively while updating each network. In 

addition, where a permission feature cannot be extracted in the manifest file, zeros were paddled 

to form a feature vector whose attribute is not associated with permission feature vectors. This 

helps the classifier in detecting and differentiating permission features with a high threat to the 

protection level provided there is at least one (1) in the feature vector. 

The learning strategy of the APC model showed a significant reduction in the time taken for the 

network to be trained. The approach was applied to overcome the more time it requires when using 

BR regularization algorithm. Though the Levenberg-Marquardt algorithm typically requires less 

time, it does not result in a good generalization for difficult, small, or noisy data. Apart from 

enhancing the classification accuracy of the model, produced a low MSE and SSE but it showed a 

high correlation coefficient and classification accuracy. Error estimation was significantly 

minimised using the approach due to the objection function in BR.  
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6.8 Experimental evaluation 

In this section, we present the performance evaluation of the Android Permission Classifier (APC) 

framework. APC is for classifying Android permissions that malware requests to access Android 

device resources. Different experiments were conducted to determine the classifier’s performance. 

This section also presented the experimental design, the classifier’s performance metric, 

comparison with state-of-art classification systems, discussion, and conclusions.  

6.8.1 Experimental setup 

We experimented in a controlled environment using a VMware workstation. The virtual 

environment was created and used for this research to avoid malware escalation to the outside 

world. The virtualization approach of the research experimental design helped in ensuring that the 

network infrastructure and other system resources are not affected. Our framework was 

implemented in python, Keras library [65], TensorFlow [66], and Scikit learn [67] were used for 

modelling our neural network, cluster modelling, and other algorithms for the classifier. We 

analysed the result and performance of our APC model using the WEKA toolkit [68]. WEKA is 

an open-source Waikato environment for knowledge analysis.  

6.8.2 Evaluating performance metric 

To evaluate the classifier performance, Area Under Curve (AUC) was used to measure the classifier’s 

performance. This measurement approach helps to evaluate how efficiently the classifier can classify 

permission requests that have been benign or malicious. Also, AUC been the area under the Receiver 

Operating Characteristics (ROC) curve displays the graphical representation or illustration of the 

binary classifier’s analytical ability for its discriminate threshold (as shown in Figure 6-3). A different 

experimental test was used to derive variance measures. Precisely, our research used threshold 

averaging ROC curve methodology [69] rather than vertical averaging. Although vertical averaging 

[70] easily makes single averages of dependent variables and TPR which significantly calculates the 

confidence intervals and makes it simplified. 
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          Figure 6-3 ROC curve showing the AUC of the classifier 

 However, when using a vertical averaging approach, the researcher does not have direct and absolute 

control of the FPR and independent variables. As a result, we used a threshold averaging curve to 

control the classifier’s threshold scores by ensuring that at each threshold, the corresponding ROC 

curve was averaged. The model performance metrics when compared with existing models (see Table 

6-9) and traditional classifiers (see Table 6-10) show the highest precision and accuracy. Also, when 

compared with traditional classifiers, APC shows the highest capacity diversity in feature 

classification (see Figure 6-4). The detail of the feature diversity is discussed in section 6.8.3 of this 

chapter. 
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Table 6-9 Performance metrics comparison [34][71][72] 

Model Precision 
(%) Recall (%) FPR (%) F1-Score (%) ACC (%) AUC (%) 

APC 97.0 98.60 0.03 98.0 97.00 95.00 

[34] 94.30 94.50 0.06 94.60 94.38 94.60 

[71] 91.60 90.70 0.08 91.80 90.72 86.00 

[72] 92.40 87.50 0.08 94.12 90.54 92.00 

The APC framework used the AUC also called the c-statistic of the ROC curve for performance 

evaluation of the APC classifier. An AUC value of 0.9 was obtained by the framework which shows 

outstanding discrimination of the feature variables used. These were tested centred on the utmost 

information gain computed, attaining 95.012% (approximately 95%) confidence interval AUC that is 

0.97  0.006. ROC curve and AUC represent the plot of sensitivity ver-sus 1-Specificity as a means of 

efficiently determining the framework’s accuracy with meaningful elucidation. ROC curve plays a 

fundamental function in assessing the analytical capability of the framework to differentiate the true 

subject states to get the best cuff of values. This helps in comparing alternative models or investigative 

tasks that were performed under the same subject. In summary, the ROC curve was used to evaluate 

and c compare the performance of the APC classifier. We conducted a survey on previous works on 

Android permissions classifications using general machine learning algorithms, deep learning 

methods, and the neural networks approach. We focused our comparison on six (6) performance 

metrics namely: the classifier’s accuracy, precision, recall, False Positive Rate (FPR) of the 

classifier’s value, the F-measure values, and the AUC. 

Table 6-10 Performance comparison with traditional classifiers 

Classifie
r

ACC AUC ��

���� ���� ���� ���� ���� ����

KNB 86.2 89.2 0.92 0.93 12.713 9.355

CSVM 92.5 93.7 0.91 0.92 9.989 5.067 

CDT 89.9 92.2 0.90 0.93 4.204 2.0134

ABT 89.9 93.2 0.93 0.94 13.755 11.961

WKNN 90.5 93.7 0.86 0.90 3.045 2.339 
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Figure 6-4 Feature diversity of the APC framework compared with existing classifiers 

The comparative represented of the existing frameworks. APC: Our framework. The frameworks 

in the research of [71], [34], and [72] are the previously proposed frameworks. FPR: is the false 

positive rate for each framework, AUC represents the AUC. F-measure is the F1 Score which 

measures the test’s accuracy of the binary classifiers. As shown in Table III, the machine learning 

detection approach proposed by Peiravian and Zhu [72] using permission and API calls obtained 

an accuracy value of 0.18% lower than the framework proposed by Aung and Zaw [34] and 3.84% 

lower than [71]. Although all the frameworks [71], [34], [72]. used a similar approach to feature 
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extraction, the method proposed in Xiong et al. [71] focused on contrasting permission patterns 

and obtained a very low FPR compared to Aung and Zaw and Peiravian and Zhu. Our framework 

reached an FPR value of 0.20, which is significantly lower than the surveyed frameworks, and 

97% classification accuracy. Finally, unlike the previous works, our framework extracts various 

feature vector sets categories and was not limited to opcode sequence features. By this, the 

generalization and application of our framework when using diverse benign and malicious 

attributes become more effective. While the proposed approach of [9] focused on opcode sequence 

and frequency features, our framework centralized on the feature selection principle of centroid 

methods. 

(A)Threshold parameter 
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(B) Threshold parameter 

(C) Threshold parameter 

Figure 6-5 Effects of threshold and diversity factor on feature regularisation 
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6.8.3 Evaluating feature diversity of the APC model 

We compared our framework with five traditional machine learning classifiers namely: Kernel 

Naïve Bayes (KNB), Cubic Support Vector Machine (KSVM), Weighted K Nearest Neighbor 

(WKNN), Ada Boosted Tree (ABT), and Coarse Decision Tree (CDT) to compare their capacity 

of feature diversity performance (as shown in Table 10). In each of the classifiers, we applied 

Principal Components Analysis (PCA). PCA approach enhances feature vector transformation 

and reduces redundancy in their dimensions. Two different experiments were conducted during 

PCA application on the classifiers. In the first experiment, the PCA was enabled to help the 

classifiers keep enough components to explain up to 95% variance. After the training, we 

observed that irrelevant components were kept, and only variances of the most significant 

components will be shown.  

We observed that higher accuracy was achieved when PCA was disabled than when it was 

disabled during the classification. In addition, more training time was required for each of the 

classifiers to finish classification when PCA was enabled. Less training time was taken at 

disabled PCA. PCAE: Represents Principal Components Analysis enabled. PCAD: represents 

Principal Components Analysis Disabled. Tr represents the training time when PCA was both 

enabled and disabled. Our framework obtains a divergence value of 3.4672 and a feature diversity 

capacity of 4.583, respectively (as shown in Figure 6-4). The capacity of feature diversity of APC 

is higher compared to the survey classifiers in this study. 

The effect of threshold and diversity factors on feature regularization (as shown in Figure 6-5) are 

determined at different threshold parameter values and iterations. The blue line from (b) indicates 

that the feature diversity increases as the diversity factor increases. Also, when the threshold 

parameter decreases, the diversity cost increases as in the yellow line of (a) and (c), respectively. 

During feature diversity experimentation, it was observed that the regularization cost for feature 

vector diversity increases with a decrease in threshold parameter and the diversity factor 

respectively.  



192 



193 

Figure 6-6 Dangerous permissions classification by the framework 
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6.8.4 Evaluating permission and threat levels 

Using the association rule, the result shows that some permissions appeared frequently together. 

Permissions such as READ_SMS and WRITE_SMS have 97.207% of appearance. They were also 

frequently requested. We also found that READ_EXTERNAL_STORAGE and 

WRITE_EXTERNAL_STORAGE_ have a 91.503% chance to appear together. Our framework 

consistently produces a similar pattern of recall rates. APC classified 24 permissions as having a 

very high threat level to Android protection based on their frequency of occurrence and request. 

Permission classification was based on polarised and radared feature vector distribution (as shown 

in Figure 6-6). The topological data representation and analysis of dangerous features are classified. 

Figure (6-6a) are the permissions features when the feature set was polarized without stacking, (6-6b) 

were classified with polarized stacking values, (6-6c) when the training dataset values were stacked 

to 100 permission features, (6-6d) when the dataset was radared without values been stacked, (e) 

radared with stacking values, (6-6f) when the radared dataset stacked to 100. When the permission 

feature vectors were polarized with and without stacking by the framework, the same permission 

features were classified as having a high threat level to the protection level. The details of the 

permissions with their respective threat levels (as shown in Figure 6-7).

Figure 6-7 Classified permissions with different threat levels by our framework 
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6.9 Conclusion 

Android is the most popular mobile OS platform in recent times. The popularity of Android brought 

a corresponding increase in the number of attacks targeting the OS. One of the most common and 

well-known attacks highly experienced by the OS is malware. Malware attacks on Android have 

caused several security risks ranging from device damage, privacy breach, to financial loss. Different 

detection and classification tools designed focus chiefly on malware classification and detection no 

traction to how permissions are used as attack vectors. This article aims to develop a framework for 

classifying android permission requests to improve the security and protection level of android 

mobile devices. Our research shows that the accuracy of permission requests by malicious 

applications can be enhanced by using an effective classification framework. Classification of 

android permissions with high threat levels can be improved without having much impact on the 

classification accuracy by using a regularization approach to increase feature diversity selection pro-

cedure. We proposed a new android permission classification framework. The best performance, 

obtained by combining regularization and feature diversity scheme, is a 97% classification accuracy 

of the model. 

In general, a total of four distinct features were extracted from different APK file segments. We used 

feature vectors such as API calls, command signatures, permission requests to train the network. To 

increase the classifiers’ performance run time, 113 permissions were considered with 97% 

classification accuracy. Other learning algorithms tested achieved 92.4% accuracy on average when 

PCA was disabled and 89.8% when PCA was disabled, respectively. The results of the experiments 

presented in this work show a higher AUC achievement of 95% compared with the state-of-the-art 

permission request classification and other machine learning classifiers.  

We suggested a regularization function for feature diversity to reduce filtering and FRc. This helps 

to increase feature diversity selection procedure and generalization of the framework improvement. 

Our framework has a higher capacity for feature diversity when compared with traditional machine 

learning algorithms. Our framework classified 24 permissions as having a higher threat level to 

Android protection level than the rest of the permissions. Notwithstanding the positive performance 

result obtained, additional research must be done to improve the accuracy and synthesis of the 

relationship between threat and protection level of the permission request. This forms our future 

work and the direction for future research. 
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5. CHAPTER 7: MODELLING CORRELATION BETWEEN 

ANDROID PERMISSION VARIABLES BASED ON THREAT 

AND PROTECTION LEVEL USING EXPLORATORY FACTOR 

PLANE ANALYSIS 

The content of this chapter is published in the International Journal of Cybersecurity and Privacy, 

MDPI Publisher. 

Citation: M. Ashawa and S. Morris, “Modelling Correlation between Android Permissions Based 

on Threat and Protection Level Using Exploratory Factor Plane Analysis,” Journal of 

Cybersecurity and Privacy, vol. 1, no. 4, pp. 704–743, 2021.

As discussed in the previous chapter, dangerous permissions are often requested by malicious 

applications during the installation process. Oftentimes, it is very difficult to distinguish if the 

permission requested has a high-risk level if granted.  Thus, examining the correlation between 

permissions to identify their threat and protection level in an application is significant. The 

understanding of high threat permission will assist in enforcing security parameters at the 

permission security system of the Android platform and other mobile OS. These findings are 

significant for offering insights to mobile users to aid in making low-risk decisions during 

application installations and when granting access to applications that have high threat levels 

especially, especially when similar permission names with the same protection level are requested.  

This chapter is important because understanding the relationship between permission variables is 

significant in exploring factors that affect Android application libraries especially when private 

interface calls are invoked. During the Android runtime process, remote procedure handling API 

calls are initiated for both the protection level and permission flags. While services such as incident 

approver are instantiated by the permission flags, protection level flags are instantiated by different 

permissions: normal, dangerous, signature, and SignatureOrSystem. The model identified the 

correlation between permission variables with flags that indicate the presence of malicious based 

on their threat levels. This is to facilitate analysis of sophisticated malware which compromise 

users’ confidentiality and general privacy using dangerous permissions and intents, among others.  
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Abstract 

The evolution of mobile technology has increased correspondingly with the number of attacks on 

mobile devices. Malware attack on mobile devices is one of the top security challenges the mobile 

community faces daily. While malware classification and detection tools are being developed to 

fight malware infection, hackers keep deploying different infection strategies, including 

permissions usage. Among mobile platforms, Android is the most targeted by malware because of 

its open OS and popularity. Permissions is one of the major security techniques used by Android 

and other mobile platforms to control device resources and enhance access control. In this study, 

we used the t-Distribution stochastic neighbor embedding (t-SNE) and Self-Organizing Map 

techniques to produce a visualization method using exploratory factor plane analysis to visualize 

permissions correlation in Android applications. Two categories of datasets were used for this 

study: the benign and malicious datasets. Dataset was obtained from Contagio, VirusShare, 

VirusTotal, and Androzoo repositories. A total of 12,267 malicious and 10,837 benign applications 

with different categories were used. We demonstrate that our method can identify the correlation 

between permissions and classify Android applications based on their protection and threat level. 

Our results show that every permission has a threat level. This signifies those permissions with the 

same protection level have the same threat level.   

Keywords: Cybersecurity; mobile malware; factor analysis; dangerous permission variables; 

protection level; Bayesian correlation; threat level  

7.0 Introduction 

Among the smartphone platforms, Android is the most popular. A previous study [1] showed that 

Android owns 74.5% of the mobile device marketplace. The popularity of Android has caused an 

increase in third-party application development to respond to the shift. Factors such as open-source 

[2-3], ease of use [4-5], and low cost [6-7] contribute significantly to its popularity and fast spread. 

The open-source nature of the Android OS architecture enables the unrestricted distribution of 

third-part applications on different distribution markets. Consequently, a wide-ranging API is 

provided to third-party developers. The large-scale permits Android applications to have access to 

the device resources and users’ privacy when certain permissions are accepted by the user. 
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While some of the permissions are normal, Google classified certain permission variables as 

dangerous. Permissions variables that are classified as dangerous would likely have a higher threat 

level than normal permissions. To ensure that users’ data are protected, Android imposes 

applications to request and obtain permissions before accessing sensitive data from the device. 

During application installation, if the user denies granting access, installation is aborted. Any 

permission request to access device resources and users’ private information can potentially be 

dangerous due to the advent of millions of malicious applications using different infection and 

evasion techniques. Anytime an application requests access to an Android device, the request 

forces the user to decide whether to accept the decision or decline the permission. While some 

permissions have malicious intent, most mobile users do not think of the implication of granting 

the permissions. Still, they are more concerned with getting the application downloaded and 

installed, as outlined in the research of [8]. The results obtained in the study of [9] affirm that the 

majority of mobile users are careless about accepting permissions than the resultant havoc such 

permission could cause. 

While few users pay attention to the kind of permission access request by applications, malware 

writers deploy different ways to drip them by setting some malicious applications with default 

handlers to avoid multiple permission requests during runtime [10]. It then implies that once 

certain permission is accepted to access the device resources, others with similar features are likely 

to be installed in the background without presenting a further request for access [11]. The study of 

[12] identified that in a random sample of a given population, features of some variables have 

control or influence the characteristics of one or more variables at given levels of independent 

measurement. This signifies that acceptance of specific permissions influence the installations of 

the others with a certain level of correlation. It then means there is a correlation that exists between 

permission variables. The open issue then is how to control the behaviour of permissions that 

malicious applications request. To achieve this, understanding the relationship between permission 

variables is key. Therefore, since the security of Android depends on the performance of the 

permission mechanism of the OS platform, it is pertinent to determine how correlated permissions 

are. Understanding how permissions are related will provide insights into how Android 

applications handle sensitive and high-risk data. Additionally, this will help in human decision 

making when installing applications whose source is not legitimate. The key contributions of our 

research are the following: 
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1) We present a model for visualizing the correlation between Android permissions using the 

t-Distribution stochastic neighbor embedding (t-SNE) and Self-Organizing Map (SOM) 

techniques. 

2) We demonstrate results that show the relationship between a threat and protection level in 

Android permissions using exploratory factor plane analysis. The results show that every 

permission, whether normal or dangerous, has a threat level. 

3) We identify that Android permissions with the same protection level have the same threat 

level. However, the threat level in the individual applications differ. 

4) To examine Android permissions commonly requested and disseminated to classify 

Android applications as malicious or benign. Our results demonstrate that the proposed 

model can determine families of malware based on the similarities by understanding their 

clusters. This demonstrates that Android permissions in the same cluster have similar 

attributes. 

5) We build on the existing work to expand Android permission request state-of-the-art by 

providing a comprehensive study on the current state of permissions systems. 

The remainder of this paper is structured as follows. In Section 7.1, background of the study was 

provided. Section 7.2 provided the methodology for the research while the results and the 

discussion were provided in sections 7.4 and 7.5 respectively.  

7.1. Background 

This section provides background to the Android permission architecture and other components. 

It also provides detailed background on the protection levels, permission flags, and other essential 

Android security components such as the API calls and message intents. 

7.1.1 Android permission architecture and other components 

The security architecture of Android revolved around its permission system. Based on the security 

architectural design of the Android platform, no application is allowed to install and function in 

any form if the Android OS, other applications, or users’ data are affected adversely.  
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The security architecture that regulates and enforces this is the permission system. However, due 

to regular updates in Android versions and code names, the permission system keeps evolving. 

Additionally, the range of the Android API levels increases with the increase in the number of 

permissions (Table 7-1). Each Android version released is incorporated with higher API levels and 

more permission features. For instance, the first Android code name (Base) released has an API 

level of 2 with total permissions of 73 [13-14]. However, as new code names emerged, there is an 

increase in the API levels and the permission features. The increase in the total number of 

permissions is influenced by the protection level offered by the device. The protection level is one 

of the permission groups defined by Android [15]. 

Table 7-1 Android code name release versions show the increase in the API level and number of 
permissions. 

Code Name 
Platform 
Version 

API Level Number of Permissions 

Android 11 beta 11 30 167 

Q 10 29 158 
PI 9 28 148 

Oreo 8.0−8.1 26−27 144 
Nougat 7.0−7.1 24−25 135 

Marshmallow 6 23 131 
Lollipop 5.0−5.1 21−22 120 

KitKat Watch 4.4 W 20 113 
KitKat 4.4 19 112 

Jelly Bean 4.1−4.3.1 16−18 104 

Ice Cream Sandwich 4.0.1−4.0.4 14−15 98 

Honeycomb 3.0.−3.2 11−13 95 
Gingerbread 2.0−2.3.5 9−10 94 

Froyo 2.2. 8 87 
Éclair 2.0−2.1 5−7 86 
Donut 1.6 4 85 

Cupcake 1.5 3 81 
Base 1−1.1 1−2 73 
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7.1.2 Protection levels and permission flags 

The levels mean the intention of using specific permission and the resultant effects or 

consequences that come with using such permission. The protection level in the Android system 

defines the potential threat hidden in the permission. It specifies the possible measure the system 

should adapt when deciding whether to grant access or deny the permission requested by an 

application. Android permission system supports four basic types of protection levels with 

different permission flags (as shown in Figure 7-1). These include normal protection level, 

dangerous protection level, signature protection level, and signatureOrSytem protection level. 

7.1.2.1 Normal protection level 

Systems usually grant access to normal protection levels without needing compliance from the 

user. Normal permissions are sometimes misused by malware to bypass mobile device security to 

access device resources and other private data. Malware authors may define some functionalities 

as access control mechanisms to communicate with pre-defined applications to access the 

resources. For instance, when these permissions are excessively requested by the over-privileged 

applications, this poses security issues by increasing the threat level of a device.  

7.1.2.2 Signature protection level 

This protection level compares the certificate of declaring and requesting application to determine 

if it can be signed by the same certificate as that of the device manufacturer. Permission is granted 

only if the certification condition is satisfied; that is to say, signature permissions can only be 

granted if the same certification signs both parties. Signature permissions are only granted if the 

requesting application is signed by the same developer that defined the permission. 

7.1.2.3 Dangerous protection level 

Dangerous protection level grants access to the device’s resources, private information of the user, 

device operating system, and the functioning of other applications installed on the device. 

Dangerous permissions are operational when users grant explicit access to them. On most 

occasions, dangerous permissions are presented to the user when installing third-party 

applications. 
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7.1.2.4 Signature or System protection level 

SignatureOrSytem protection level is granted to only applications that are signed with the same 

system Android system mage certificate. SignatureOrSytem permissions are required where 

applications built by two or more vendors need specific features of the system image to be shared 

explicitly. 

While the pre-installed applications can use permissions in all the protection level categories, only 

normal and dangerous permissions can be used by third-party applications. Any time permissions 

from the signature and SignatureOrSytem protection level are requested by third-party 

applications, such permissions are rejected by the OS platform. Malicious applications can 

leverage different permission flag constants such as pre23 [16-17] of the system protection level 

to automatically grant permissions to malicious applications that target API levels. Applications 

with permission flags granted automatically reside in the Original Equipment Manufactural (OEM) 

partition of the Android. Due to the connection between the OEM and the MaskBase [18] in the 

protection level, privileged flags such as vendorPrivileged enables both malicious and benign 

applications to access any permission, especially those associated with the system image. 

7.1.3 Intent message 

Malek defined an Intent message as “a trigger event for an activity or service to be performed 

along with the required data which supports that requested action” [19]. Intent messages, when 

exchanged, can be used by malicious applications to escalate privileges. The inter-component 

communication mechanizing [20] of Android relies chiefly on Intent messages. Intents are 

generally used by Android to aid data delivery via asynchronous messages. An Intent object is 

significant in Android permission because it holds data that the Android system uses to define 

recipient components needed to operate. This is significant because it enhances and eases service 

implementation in passing data and making it available to applications. This allows the user to 

initiate an action in a different application by calling a simple operation that the user would like to 

perform. Examples of such activities include but are not limited to taking pictures or viewing maps 

[21]. Intent plays a significant role as a communication mechanism in intra-application and inter-

application message exchange. 
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Figure 7-1 Protection level and permission-based flags 

7.1.4 API calls 

API stands for Application Programing Interfaces [22], whose levels are represented by integer 

values that uniquely identify each Android framework version. The android operating system uses 

APIs to reinforce third-party applications. Through APIs, entry to the device resources and features 

is easily made. Application programing interfaces consist of two structural components: API 

library and API implementation (as shown in Figure 7-2). API library is situated in the virtual 

machine (VM) of the Android application. The implementation structure of the API is the system’s 

running process. These two API structures are packed in the software development kits (SDK) of 

the Android platform. During the device operation process, the application library of the API calls 

the private interface. The private interface then invokes and initiates all the remote process calls. 

This helps in assigning services from the service thread during the runtime process. Critical 

examination of the Android API call chain can aid virtually in disclosing an application’s intention. 

CFGs form the entire representation of the Android application.  
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It forms a graph consisting of finite sets of nodes (N) [23] of the documented API calls and the 

finite set of edges (E) [24], which link successive instructions. 

Figure 7-2 Android OS API call architectural handling process showing the connection between the 
APIs structure and Call states interfaces. 

Control Flow Graph (CFG) is a directed graph description of how a program is controlled during 

execution. Straight lines, nodes, and edges are some of the graphical notations used by CFG. The 

ability of the CFG to link the entry block helps in summarizing the control flow. When an 

application has malicious intent, CFG blocks the code and makes it unreachable from appending 

to the Android OS or existing applications. However, adversarial examples can manipulate CFGs 

by modifying a sample to evade detection from a classifier or a detection engine. In the same vein, 

malware use code level or binary to manipulate their sample byes during compilations. This 

manipulation enables benign applications to inject their block of bytes into malicious binary. 

According to [25], some code-level malware applies perturbation and then modifies the original 

code structure. When malware attack the CFG of an Android-based device, it causes structural 

modification of the code’s feature space. 
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7.2 Related work 

7.2.1 Permission-based detection and feature extraction 

Several studies have been carried out on Android permission requests [26], Android user privacy 

[27], attacks on Android and other mobile platforms [28-29], including malware attacks [30], 

synchronous channels attacks [31], side-channel attacks [32], runtime repackaging attacks [33], 

and Man-in-the-Middle attacks [34] accuracy. This section of the paper provides a brief 

examination of some of the related works carried out. Almomani and Al Khayer [1] discussed the 

Android permission systems by providing a general overview of the Android control mechanism. 

The study identified and grouped Android dangerous permissions based on their API levels. The 

research showed the significant influence of Android permissions at diverse protection levels. 

Zarni and Zaw [35] proposed an Android malware detection framework that collects Android 

applications’ permissions by applying clustering algorithms. Their system monitors several 

permission features obtained from Android apps to determine whether the permissions are 

malicious or benign. 

In [36], Akleylek proposed permission-based detection of Android malware using a feature 

selection approach based on linear regression. Using a minimum of 27 features, their research 

selected the most distinctive permissions to enhance the framework’s performance instead of using 

all the permission feature vectors. In [37], Mcdonald et al. used four different algorithms to classify 

Android malicious applications as either malicious or benign based on their permission’s manifest 

files. Using a dataset with a sample size of 5243, the best algorithm obtained a performance 

accuracy of 81.5% accuracy. The research concluded that hackers target manifest permission 

features as an attack vector to infect mobile devices. In [38], Mathur et al. proposed a detection 

framework for detecting Android malware using custom and native permissions features. Their 

findings show that the increasing number of Android permissions increases options to gain access 

and control over sensitive information and mobile devices. 

In [39], Shahriar et al. proposed a framework for the detection of Android permissions that are 

anomalous. The detection system focused on the identification of relevant categories by applying 

a latent semantic index [40-41]. The result of the study shows that dangerous permissions 

constitute a security vulnerability. The understanding of permissions relationships could help in 

the detection of malicious applications. In [42], Li et al. proposed an Android malware detection 
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tool called SigPid. Their system is based on the analysis of permission usage. Using a three-level 

pruning approach, their study mined the permission dataset to identify significant permissions 

effectively and distinguishingly in malicious and benign applications. Although the study of Li et 

al. achieved a high detection accuracy of 93.62%, only 22 out of 135 permissions were considered. 

Additionally, the research did not consider the protection level or threat level of those permissions. 

7.2.2 Control flow graph 

In [43], Arora et al. used permission pairs to identify conspicuous permissions that lead to Android 

malware detection. Their study compared graphs of malicious and benign applications by mining 

the permission pairs. However, understanding the influence of pairing permissions is significant 

in malware detection using permission feature attributes. The proposed detection system, however, 

has some limitations, one of which is that malicious applications with single or no permission 

cannot be detected or analyzed. Another limitation of their research is that they did not explain 

which pair of permissions are predominantly present in benign or malicious applications. To 

overcome this challenge, an understanding of the correlation between protection levels and 

permission flags will help in developing a robust detection tool that could detect malware with 

permissions run time attributes. 

In [44], Khariwal and Singh ranked intents and permission features based on their feature scores. 

Their research combined both permissions and intents attributes and then applied four different 

machine learning algorithms. Using the Bag-of-Words model [45–47], the extracted intents and 

permissions from the manifest file of the Android APK were embedded in the NLP [48-49]. 

Investigating the dynamic permissions using machine-learning methods to detect Android 

malware, dynamic permissions were extracted from a large number of public Android applications 

using J48, Naïve Bayes, and Random Forest algorithms in the research of Mahindru and Singh 

[50]. The results obtained by the algorithms were then compared based on their accuracy. 

However, their research did not demonstrate how correlated dynamics permissions are, and by 

this, false suggestions might be caused. The research of [51] compared two specific Android 

features: system calls and permission requests as an approach to malware detection. Their research 

identified some techniques which are essential in malware identification, and avoidance including 

USB examination and scanning and disabling mobile mode for automatic app download. However, 
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the study did not compare machine learning algorithms to determine which could be more suitable 

to achieve a better and more accurate detection. 

7.2.3 Bayesian correlation, opcode sequence, and t-Distribution Stochastic Neighbor 

Embedding (t-SNE) 

Bayesian correlation is one of the statistical linear mixed models that consistently produces 

probabilistic management of variables in a sample population. Bayes methods are used in different 

applications for matching functions with correlated likelihoods. The likelihoods are deployed in 

filtering responses used for learning training population samples [52]. Using Bayesian correlation, 

the research of [53] studied object localization to derive asymptotic properties of permissions with 

close similarities though different in their very nature. Using images as a sample population, the 

researchers deployed a Multiple Scale (MS) approach to determine the basis for which images with 

similar features can be classified using background modelling. The result of their research shows 

that Bayesian correlation can be effectively used for cross-correlation when using large-scale 

parameters for modelling relationships between variables [54]. The research of [55] used Bayesian 

linear regression to represent the relationship between gene particles by estimating the gene 

weights using correlation coefficient factors. The research used a profile dataset to model how the 

properties in gene A are related to gene B and vice versa. 

Working on the Bayes model, the research of [56] formulated a Bayesian model using canonical 

analysis correlation to extract the correlation between sample data sets. In their approach, the data 

set decomposed into specific sets of statistical independence to help make logical inferences on 

other variables with similar attributes in the data set. Exploring multiple features of Android 

malware, the study of [57] designed a multiple feature detection framework for extraction of 

opcode sequence and N-Gram with symmetrical uncertainties using correlation-based models. 

Malware features extracted by the model were not complete in identifying some characteristics of 

malware. The framework was also inadequate in demonstrating the correlation that exists among 

those features extracted; thus, it cannot identify emerging Android malware. Using t-distribution 

stochastic neighbor embedding (t-SNE) for visualization, Zhang et al. [58] proposed a method for 

detecting malicious adverts in addresses of web pages using lexical-based features. Even though 

HTTPS provide authentication on the web browsers and pages to offer data secrecy [59], the study 
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of Barrera et al. [60] demonstrated that sophisticated malware leverage permission-based security 

vulnerabilities to infect Android and web-based applications.  

7.3 Materials and methods 

Various visualization techniques are used for analyses of pairwise similarities and relationships 

between variables in complex dataset distribution. Some of the virtualization techniques include 

Scatter plot [61], interpolation [62], and histogram [63], among others. These traditional 

virtualization techniques have limitations in facilitating virtualization of limited variables of data 

set at a time as highlighted when virtualizing their similarities as highlighted by Van [64]. This 

limits traditional virtualization techniques from being used on data sets with high dimensions and 

complexity like malware. To develop a model that generates correlation between permissions in 

the Android malware dataset, it is essential to automate the data analysis before virtualization.  

In this research, we used the t-Distribution stochastic neighbor embedding (t-SNE) [65] to study 

data low-dimensional embedding and Self-Organizing Map (SOM) [66] to present the interactive 

view of Android permissions and identify the relationship between them in high dimensional 

shape. In addition to producing inputs with high dimensions, we used in our study to manage the 

complication of having too many points that begin to overlap, which is the same approach used in 

hexagonal binning [67].  

In a typical permission-based architecture, numerous permissions are at the user’s disposal. In our 

research, the processing method focused on understanding how the Android permission model is 

used and demonstrating how an attacker can leverage high threat levels to escalate privileges based 

on the permission vulnerabilities. Our methodology allows us to gain insights on how malicious 

use the given permission model in practice and highlights the strengths and shortcomings of the 

model accordingly. We note that although the case study focuses on Android, our empirical 

analysis is appropriate for various other Android permission-based architectures, as long as the 

applications are represented as a bit string of permissions. 
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7.3.1 Data set 

Two categories of datasets were used for this study, the benign and malicious datasets. Dataset 

was obtained from Contagio [68], VirusShare [69], and Androzoo [70]. Though Drebin is an old 

dataset, we included part of the dataset obtained from the Impact cyber repository [71] to have a 

large dataset of both old and new permissions. Using VirusTotal scanner, 12,267 malicious 

applications were selected. A total of 10,837 benign applications with different categories were 

obtained from the Android PlayStore. This research is a continuation of the previous study on the 

Android malware permission request variables designed to classify Android permission requests 

based on protection and threat level. These data sets were chosen because they contain large app 

variants of malicious files that were collected from the official Google Play store and other official 

and legitimate alternative markets such as Slideme and legitimate repositories such as F-Droid. 

To extract permissions from the selected Android applications, the Apktool was used to decompile 

the .apk file into different contents, including ‘AndroidManifest.xml’, ‘Classes.dex’, and the ‘res’. 

All the applications permissions are contained in the ‘AndroidManifest.xml’, while the .dex has 

strings and Dalvik Opcodes. The most significant features were selected using information gained 

by extracting the similarities between sets of permission and then calculating and scoring each 

permission individually. Using feature encoding, the permissions were converted into binary 

vectors by concatenating all the features, which is the input of the model. Details of how 

permission features were extracted from the data set with other attributes and how they are 

converted into input vectors have been described in our previous research published in [72]. 

7.3.2 The t-Distribution Stochastic Neighbor Embedding  

Take a data set � with highly dimensional input variables and a function �, which determines the 

distance between pairs of variables. Let � = {��, ��, … , �� }, and � = ���� , �� � = ��� , �� �. To 

determine the K-dimensional embedding that each variable is embodied with point � =

{��, ��, … , �� }, ��  was expressed to belong to a set of code points expressed as �� ∈ ℝ�.  
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The joint probabilities Ρ�� that computes the similarity existing between permissions �� and �� is 

expressed as follows: 

��� =
Ρ�|� + Ρ�|�

2�
(7-2)

From Equation (7-1) above, � is the exponentiation of the � function, ℓ represents the Gaussian 

kernel parameter, and � is the number of variables, in our case, permissions. In our study, we 

defined ℓ in the dimension that Ρ� = �. The function � is the perplexity of the conditional 

probability Ρ, which enables optimization of the ℓ value. The optimal value of the Gaussian kernel 

differs at every point, and its value decreases in areas that the density of the data is higher in the 

data space, and it increases in regions of lower data density, respectively. As shown in Figure 7-3, 

the value of ℓ� decreases in regions where the slope is steep. This shows how the weighting 

matrices can be influenced when determining the correlation between two permissions in the data 

set. The k-dimensional embedding represented as � measures the similarity between �� and ��

pairs of points expressed as: 

Q�� =
�1 + ‖x� − x��

�
�

��

∑ (1 + ‖x� − x�‖
�)��

���

(7-3)

From Equation (7-3) above, the student-t distribution enables the identification of dissimilar 

variable input �� and �� at the low-dimensional counterparts �� and ��. Applying the Kullback–

Leibler principle [73], we compute the divergence existing between the � and � express as 

follows: 

Ρ�� =

[�(−�(�� , ��)�)]

(2ℓ�
�)

∑ �(−�(�� , ��)�)���

(2ℓ�
�)

�
(7-1)
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��ℓ = ��(�‖�) = � ���

���

log
���

���
(7-4)

The �� in Equation (7-4) above is the normalization factor between � and � distribution over the 

number of distinctive variables. To estimate the input variables similarity computed, the 

approximation technique of Barnes–Hut cited in [74] was applied. This technique also helps to 

avoid embedding quality from being negatively impacted while locating the nearest neighbors for 

every � number of input variables and enables seen the relationship between two dimensions with 

size and colour (see Figure 7-4) like bubble chat [75]. By applying the approximation technique, 

Equation (7-1) was reformulated as:  

Ρ�� =

⎩
⎪
⎨

⎪
⎧ [� �−� ���, ���

2
)]

(2ℓ�
2
)

∑ �(−� ���, ���
2
)�∈��

(2ℓ�)
�

,  �������� � ������� �� �� (7-5)

Equation (7-5) forms the vantage point tree VP-tree [76-77] for retrieving permission features from 

the data set without necessarily being in a high dimensional variable space based on the 

���� , �� � = ��� , �� � metric function. The VP-tree technique enables our method to be applied on 

data sets whose �� ∈ ℝ� vectors have input data of high dimensions. 
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    Figure 7-3 Gaussian Kernel optimisation values.  

The optimal value of the Gaussian kernel differs at every point, and its value decreases in areas 

that the density of the data is higher in the data space, and it increases in regions of lower data 

density, respectively. 

Figure 7-4 Points correlation and proportions 
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7.3.3 The Self-Organising Map (SOM)  

As highlighted in section 7.3, SOM is an important tool for creating and representing highly 

dimensional input space, which binds correlated variable densities and displays them using colours 

or the variable region. Another advantage of this algorithm is that it can encapsulate complex data 

and still maintain the topographical attributes of the data in the input vector space [78]. Consider 

a neural network of � weights consisting of � input correlating to an Android app having its 

permissions represented by a binary string {0,1}. Let � represent the matching neuron; then, the 

Euclidian distance existing between � and � is expressed as: 

�� = �� − ��� = ����{‖� − ��‖ (7-6)

��(ℎ + 1) = ��(ℎ) + ���(ℎ)[�(ℎ) − ��(ℎ)] (7-7)

Equation (7-7) was achieved by adjusting matching neuron � in the neighbor neuron index � and 

the kernel ��� and time ℎ. The function ��� is a function with reference to the Euclidian distance 

and time. Given the learning rate of the model � and the location of the two-dimensional network 

neuron  (ℎ), equation (7-7) becomes: 

where ℓ is the Gaussian kernel factor (Section 7.1, equation 7-1). During the network training, the 

learning rate of 0.01 with a batch size of 8 was set on the weight decay of 0.001 at a momentum 

of 0.9. We set the value of �(ℎ) high to enhance better transformations in the Self-Organizing 

Map weight points (Figure 7-5) and the U-matrix (Figure 7-6) of the permissions. However, the 

limitation of setting a high value of the learning rate is that changes in the network neurons were 

not incremented significantly. Consequently, the training parameters must be tested using 

exploratory analysis before permission can be visibly visualized. 

���(ℎ) = � ���� − ���, ℎ��(ℎ)

��� = � �−
���� − ���

�
�

�2ℓ�(ℎ)�
� �(ℎ)

(7-8)
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Figure 7-5 SOM weight positions of the permission input variables 

Figure 7-6 SOM U-matrix for Android permissions. The hexagons indicate spaces between 
network neurons with a binary string {�, �} which forms the Euclidean distance 

As shown in figure 7-6, there are some regions (in the hexagon upper region) that are darker than 

others, while others are sparsely populated involving. During the inspection, we discovered that 

permissions presented in the darker regions are those that use traditional mobile features such as 

text messaging and calls, among others. This shows that those regions have related input patterns 

implying that Android apps in the same category with permissions in the same region do not have 

necessarily behave the same and request the same permissions. It then means that Android apps in 
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the same cluster can request similar permissions. It is then significant to understand applications 

and permission clusters by performing exploratory plane analysis to determine Android permission 

correlation and how they are frequently requested. 

7.3.4 Exploratory factor analysis 

Determining the correlation between permissions in complex data sets such as Android malware 

is challenging. A total of 12,267 malicious and 10,837 benign applications were used for our study. 

Exploratory factor analysis is a great simulation technique in reducing multivariate data 

dimensionality to identify minute factors that explain the underlying correlation between variables. 

This technique was applied in the research of [79] to analyze the dataset. We apply the equamax 

exploratory factor analysis rotation method to reduce the number of independent � factors based 

on their eigenvalues (see Figure 7-7) that could be obtained from many correlated permissions and 

to test for possible permission correlation using correlation methods (Pearson, Spearman, and 

Kendall correlation). Factor analysis technique enhances establishment of the best portion of 

permissions variables interrelationship among factors. Using Kaiser–Meyer–Olkin’s approach 

[80], we extracted three factors by MSA extraction procedure. The factors in the structure matrix 

of the selected variables using the equamax rotation method (see Table 7-2) explain the correlation 

among the permission variables. Each of the factors (factor 1, factor 2, and factor 3) was 

represented by circles, and the permission variables selected were represented by boxes in the path 

diagram (see Figure 7-8). 

Figure 7-7 The Scree plot shows how much there is variance in the dataset by     
eigenvalues in the three factor 
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Table 7-2 Structure Matrix of some selected variables using equamax rotation method

Permissions Factor 1 Factor 2 Factor 3 

WRITE_SMS 0.972 0.077 −0.220 

READ_SMS −0.252 0.967 

SEND_SMS 0.934 −0.302 0.191 

RECEIVE_SMS 0.972 0.077 −0.220 

RECEIVE_WAP_PUSH −0.252 0.967 

CALL_PHONE 0.934 −0.302 0.191 

READ_PHONE_STATE −0.252 0.967 

READ_CALL_LOG 0.934 −0.302 0.191 

WRITE_CALL_LOG 0.972 0.077 −0.220 

ADD_VOICE_MAIL −0.252 0.967 

USE_SIP 0.934 −0.302 0.191 

PROCESS_OUTGOING_CALLS 0.972 0.077 −0.220 

GET_ACCOUNTS −0.252 0.967 

READ_ACCOUNTS 0.934 −0.302 0.191 

WRITE_ACCOUNTS 0.972 0.077 −0.220 

ACCESS_CAMERA −0.252 0.967 

READ_EXTERNAL_STORAGE 0.934 −0.302 0.191 

WRITE_EXTERNAL_STORAGE 0.934 −0.302 0.191 

READ_CALENDAR 0.934 −0.302 0.191 

ACCESS_COARSE_LOCATION −0.252 0.967 

ACCESS_FINE_LOCATION 0.972 0.077 −0.220 

RECORD_AUDIO 0.934 −0.302 0.191 

WRITE_CALENDAR 0.972 0.077 −0.220 
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Figure 7-8 Exploratory analysis path diagram of the correlation factors and the permission 
variables 
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Figure 7-8 shows the cursors from the factors pointing to the permission variables signify how a 

factor loads on the permission variable. When there is a positive loading, the model represents it 

with green arrows; otherwise, red arrows. The dimension of the loading is determined by the size 

of the arrow. This means that when loading is high, the arrows become wider; when loading is 

low, the arrows become narrower. Accordingly, record_audio, read_calendar, 

write_external_storage, read_external_storage, read_accounts, use_sip, read_call_log, call_phone, 

and send_sms are associated with factor 1. Read_sms, receive_wap_push, read_phone_state, 

add_voice_mail, get_accounts, access_camera, and access_coarse_location are associated with 

factor 2. Lastly, write_calender, access_fine_loaction, write_account, process_outgoing_calls, 

write_call_logs, receive_sms, and write_sms are associated with factor 3. We observed that though 

there is a clear association of specific variables to specific factors, some of the variables are partly 

associated with more than two factors. 

Figure 7-9 shows the exploratory factor analysis visualizing some traditional permissions 

frequently requested by Android applications. The result shows that most permissions in the large 

subcategory were requested by very few Android applications, while frequently used permissions 

were those in the small subcategory. With regards to state of the art, this signifies that there is no 

adequate expressiveness from permissions that are requested frequently. We infer that those not 

frequently requested could be disintegrated into the common class. As a result, we suggest adding 

finer granularity as a security approach for Android permissions that are frequently requested by 

applications will enhance this expressiveness and enhance Android security, especially when 

combined with the ones occasionally requested. 



225 

                                      Figure 7-9 Exploratory visualisation of permission 

7.3.5 Correlation between Android permissions 

According to [81], when modelling relationships between variables of interest, Bayesian inference 

is the best starting point to formulate the prior distribution of such a model. Bayesian prior 

distribution enables quantization of the parameter values before sample size observation. It reflects 

the observed attributes of the p-values and gives more information about the data set central 

tendency that forms parameter estimation points. Posterior differences quantify the parameter 

estimation uncertainties, which indicates that the uncertainty increases with an increase in the 
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dispersion. However, it is not every correlation coefficient that could determine the posterior 

distribution from sample sizes as identified by Tan et al. [82]. 

In this subsection, we aim to represent the interaction between permission variables as a factor of 

linear combinations of threat and permission levels. Let � represent a permission variable relating 

to whether the threat level in the permission variable is high (� = 1) or low (� = 0). Additionally, 

let ∅ be the parameter symbolizing the probability that � = 1, that is, the threat level of the 

dangerous permission is high. Going by the Bayesian correlation approach, we compute and 

express our confidence in the probability � using the posterior distribution on parameter ∅. 

Following the Bayesian correlation approach, we assume that the parameter ∅ obeys the 

generalized hyperparameters Beta distribution [83] of the prior expectation and variance control 

of the ∅ prior. Let � represent Beta consisting of the prior expectation � and variance control � of 

the prior given as: 

β(eg, e(g − 1)) (7-9)

Using empirical evidence [84-85], consider � ̅to be the empirical evidence of dangerous permission 

in a malicious file. Let �̅  = 1 if the threat level of any dangerous permission is high in the data 

set, and �̅  = 0 contrarily. If no benign permission variable is present in the list of permission 

features, then no threat level will be observed. Otherwise, it will be detected by the probability �. 

The evidence for the presence of a high threat level in the model is expressed as ��, otherwise ��. 

The evidence is captured by delta �, which depends on the decision. Let � ∈ ℝ� and � ∈ ℝ� be 

the parameters for the probability density function, which supports � ∈ [0,1]. The moments of the 

empirical evidence �̅ and variance �� for each permission variable obtained from the dataset 

expressed as: 

�(̅�) = �(� + �)�� (7-10)

�� (�) = ��(� + �)�� (� + � + 1)�� (7-11)
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To assess the goodness of fit of the cumulative distribution function of a permission variable, we 

applied Cramer–von Mises statistical parameterization approach [86]. In estimating the 

parameters, the range of � was set from 0 to 1 � ∈ [0,1] with a confidence interval of 95%. The 

range is the highlighted interval for both the density and the probability (as shown in figure 7-10). 

Figure 7-10 Density plot for random permission variable. 

The y-axis displays the value of the density function for a particular value of the permission 

variable. The dotted line represents the density, while the blue-coloured region is the probabilistic 

region. In the analysis, we chose to reflect on the risk permission request poses on mobile devices, 

particularly the Android platform. We focus on analysing the relationship between the threat and 

protection level. However, we are uncertain of the probability that a permission request has a high 

threat level or low protection level. The decision to set ∝ over the parameters was based on the 

robust Bayesian approach [87] of analysing uncertainties in variables correlation, assuming that 

the variance is homogenous in the variable distribution. Given that the variance treatment is equal: 

σ�
� = σ�

� = ∙∙∙ = σ�
�,      σ�

�̇ ≠ σ�
� (7-12)

In the above equation, k is the number of permission groups in the sample distribution and i

and j represent at least one pair. To check for sample deviation from the normal distribution, we 

applied Bartlett’s test assumption check [88]. Let ��
� represent the pooled variance expressed as: 
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σ�
� =

∑ (N� − 1)σ�
��

���

(N − k)
(7-13)

χ� =
(N − k)|�(σ�

�) − ∑ (n� − 1)|�(σ�)
��

���

1 +
1

3(k − 1)
�∑ �

1
n���

��
��� − �

1
N − k

��
(7-14)

Equation (7-14) represents Bartlett’s test. ��
� represent the pooled variance, ��

� is the variance of 

the ith permissions groups, N is the permission sample size, �� is the permission sample size in the 

ith variable group, and � is the number of factors with �-levels. The result of Bartlett’s test shows 

the interaction of the effects of permission sample size and other parameters (see Table 7-3). 

Table 7-3 Interaction effects of the test statistics using MANOVA 

If the correlation that exists between Android permissions is represented as �, consider permission 

variables with respective prior odds represented as �(��)|�(��) in the dataset represented as � =

{��, ��, … , �� }. The model posterior odds are expressed as: 

p(u�|D)

p(u�|D
=

p(D|u�)

p(D|u�)
×

p(u�)

p(u�)
(7-15)

where �� and �� represents instantiations for the null hypothesis (��) and alternative hypothesis 

(��), respectively. From Equation (18), the function 
�(�|��)

�(�|��)
forms the Bayes factor. This is the 

proportion of the likelihoods of the posterior distribution. However, we represented the function 

n �� � ��

n1 15.925 2.130 0.708
n2 16.002 3.403 0.611
n3 16.201 3.342 0.579
n4 15.925 2.133 0.731
n5 16.002 2.421 0.816
n6 15.001 3.342 0.903
n7 15.521 2.530 0.881
n8 15.106 3.501 0.908
n9 17.067 2.367 0.736
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(Bayes factor) in our model as ��n where n takes values of 10 and 01 of the permission sample size 

in the ith variable group expressed as: 

��� =
�(��|�)

�(��|�
×

�(��)

�(��)
(7-16)

These factors represent the two sides of the research hypothesis at a stretched beta prior value 

range of −1 to 1 using density ratio. Our Bayesian correlation model was formulated using 

Pearson’s correlation coefficient represented as ρ. At ρ = 0 under ��01 and posterior under ��

expressed as: 

In the alternative hypothesis, �� instantiates the presence of correlation between permission 

requests variables represented as ��: ρ≠ 0. Using Jeffrey’s prior [89], we assign prior distribution 

correlation under the null hypothesis to take uniform default values between the range −1 to +1 as 

a default ρ. This was relative to the alternative hypothesis using two population correlation 

coefficients, namely Pearson’s rho and Kendall’s tau. The two correlation coefficients were used 

for the posterior and prior comparison of our model (as shown in figure 7-11). 

Figure 7-11 Sequential analysis of the empirical evidence of dangerous permission with high 
threat levels 

Bf�� =
p(D|H�)

p(D|H�)
=

p(ρ = 0|D, H�)

p(ρ = 0|H�)
(7-17)

Bf�� =
p(D|H�)

p(D|H�)
=

p(ρ = 1|D, H�)

p(ρ = 1|H�)
(7-18)
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7.3.5.1 Pearson correlation 

The non-parametric function in our study helps to measure how permission request variables 

correlate to each other. Given x and y as permission variables contained in the Android malware 

dataset, the Pearson correlation is expressed as: 

r =
nΣx� + y� − Σx� + Σy�

�nΣx�
� − (Σx�)

� �nΣy�
� − (Σy�)

�
(7-19)

The � represents the sample size in the dataset distribution. In determining�, we assumed that all 

the permission request variables in the dataset were normally and equally distributed according to 

the principle of variable homoscedasticity [90–92]. Otherwise, the principle of variable 

heterogeneity [93] sets in. Let � represent the heterogeneity that occurs in the Android data set �. 

We represent the group-level effect size with �. The Bayes factor ��n then propagates a 

heterogeneity factor written as ���� and ���� under prior �� and random factor �� (as shown in 

figure 7-12). At this instance, the ���� gives the Bayesian inference while ���� is automatically 

set to zero. This helps in accepting or rejecting the null hypothesis. We assumed that when 

heterogeneity occurs in the permission distribution, the Bayes factor becomes heterogeneous for 

��. Table 7-4 shows the posterior estimate of the model. 
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Figure 7-12 Flag supported correlation when permission distribution is heterogeneous in the 
sample distribution 

Table 7-4 Posterior estimate of the model

Effects      Mean SD Lower Upper BF₁₀ 

Fixed effects μ 5.585 0.274 5.030 6.117 2.8x1084

Random effects μ 5.588 0.276 5.049 6.124 7.2x1051 

τ 0.209 0.163 0.010 0.601 0.291 
Averaged μ ᵇ 5.586 0.273 5.045 6.119 ∞ 

τ ᶜ 0.291 

From Table 7-4, μ is the group-level effect size which forms the mean in the distribution. ᵃ Bayes 

factor of the random effects H₁ over the fixed effects H₁. ᵇ Posterior estimates are based on the 

models that assume an effect to be present. The Bayes factor is based on all four models: fixed 

effects H₁ and random effects H₁ over the fixed effects H₀ and random effects H₀. c  Model averaged 

posterior estimates for τ. From the data set variables, selecting four of the Android permissions 
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requests: READ_SMS, CALL_PHONE, RECEIVE_SMS, and WRITE_SMS of n total sample 

population of the permission variables, the Pearson r was determined using the p-value and the 

VS-MPR (https://doi.org/10.17862/cranfield.rd.13363322.v1 (accessed on 2nd, August 2021)). As 

shown demonstrated in Figure 7-13, Pearson r takes a value range between −1 and 1. The r value 

measures the potency of the correlation between the data variables under examination. Using the 

rule of Thumb postulated by Guildford [94] to determine the degree of correlation between 

permission requests, our research states that if the value of r is greater than 0, there is a positive 

correlation between the Android permission variables. 

Figure 7-13 Pearson’s correlation coefficient for some selected permission variables 

If the value of � is less than 0, then there is a negative association that exists between the threat 

level and the protection level. However, if � turns close to 0, it implies that the correlation existing 

between permissions is weak. The correlation between two permissions is considered very strong 

if the value of � is greater than 0.7. In a situation where the correlation between the permissions 

request is negatively correlated, the result of the p-value is less than 0.001, expressed as p < 0.1. 
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7.3.5.2 Spearman Correlation 

A non-parametric check measures the level of magnitude of how two or more permissions requests 

in the dataset are associated with one another. However, our research only focused on determining 

the degree of correlation between two permissions and not multi-permissions variables association. 

We assumed that the scores in each permission request are uniformly associated with other 

permission requests. Given the sample size � and the rank difference d� between the corresponding 

permission variables, the Spearman correlation p, between two permission requests is expressed 

as: 

ρ =
1 − 6�d�

�(�� − 1)
(7-20)

q

Let us consider some permission requests from the sample space � = 112. The degree of ranking 

between any of the two permission variables helps in ordering the observation of their correlation 

magnitude. The ranking order demonstrates that the higher the p-value existing between two 

permission requests, the lower the value of Spearman ρ and vice versa. If Spearman ρ and the p-

value are inversely proportional, the correlation between the threat level and the protection level 

of a permission request is inversely proportional to each other 

(https://doi.org/10.17862/cranfield.rd.13363322.v1 (accessed on 2nd, August 2021)). Figure 7-14 

shows Spearman’s rho correlation coefficients of some selected variables. 
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Figure 7-14 Spearman’s rho correlation coefficients 

7.3.5.3 Kendall Correlation 

Kendall correlation measures the stability of how two permission variables depend on each other. 

For instance, if we consider four permission variables say: WRITE_SM, SEND_SMS, 

RECEIVE_SMS, and READ_SMS with a sample size �, according to [95–96], the composite 

number of matches between two variables can be expressed as �(� − �) ∕ 2. The Kendall 

correlation between the variables can be expressed as: 

τ =
n� − n�

1 ∕ 2(n − 1)
(7-21)

where �� ��� �� represent the number of concordance and discordance, respectively. The number 

of concordances ensures an even ordering of permission variables while discordance orders 

permission variables heterogeneously or abnormally. The p-value took a range of p < 0.05 p < 0.01 

p < 0.001. The -Sellke Maximum p –Ratio (VS-MPR) was Based on the p-value, where the 
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maximum possible odds in favour of H₁ over H₀ equals 1/(-e plog( p )) for p ≤ 0.37, as shown in 

Figure 7-15. 

Figure 7-15 Kendall’s tau-b correlation coefficient for some selected permission variables  

As shown in Figure 15, it is only the correlation between RECEIVE_SMS and WRITE_SMS that 

has � = 1. It, therefore, means that it is only the correlation between RECEIVE_SMS and 

WRITE_SMS that captures the exact non-linearity that exists in all the four selected permission 

request variables. The stability of dependence tends to increase as the sample size increases. When 
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correlating a few variables, there is no significant difference in the appearance of the scatter plots 

of the plotted variables. However, the difference becomes clearer when the sample size increases 

(https://doi.org/10.17862/cranfield.rd.13363322.v1 (accessed on 2nd, August 2021)). 

7.3.6 Comparison of the correlation coefficients 

This sub-section of the research paper compares the correlation coefficients under study: Pearson, 

Spearman, and Kendall’s tau-b. The comparison aims to test the statistical significance to assess 

if the critical value is less than the observed value. This will help in rejecting the null hypothesis 

under study. During this study, we observe that the correlation line is difficult to identify at extreme 

negative values example, � = −0.172, � = −0.243, and � = −0.120. This shows that a 

correlation is weak in those instances. However, it becomes more visible and clearer as the 

correlation becomes stronger. The order of permissions requests in the correlation is not significant 

but provides the only evidence of association, not causation. As shown in figure 7-16, the positive 

values and the negative values indicate a positive and negative association between the permission 

requests, respectively. 

    Figure 7-16 Correlation at different degrees of coefficient strengths 
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Extreme observations are affected and strongly impacted by the correlation coefficient. This 

signifies that the value of extreme values decreases as the number of samples increases. This 

information is necessary to help us conduct further analysis to provide additional information about 

the relationship between threat level and protection level of each permission request. The overall 

correlation table that compared the results of the three correlation coefficients generated by our 

model (https://doi.org/10.17862/cranfield.rd.13363322.v1 (accessed on 2, August 2021)). The 

correlation heatmap for Spearman’s rho, Pearson’s r correlation, and Kendall’s tau-b correlation 

heatmaps (https://doi.org/10.17862/cranfield.rd.13363322.v1 (accessed on 2, August 2021)). 

7.4 Threat and Protection Levels Evaluation 

A threat model can be defined as a well-defined description regarding the information which 

affects or influence an application’s security. Modelling a threat level involves information 

capturing, organization, and analysis to facilitate decision-making concerning the security threat 

of an application. Modelling threat helps to identify vulnerabilities and other risks associated with 

an application or a system. We acknowledge that dangerous permissions as threats are hard to 

address apart from adjusting to their requirements. Privacy threats caused by dangerous 

permissions create a serious security risk to users and system developers. 

This subsection of the research focuses not on developing a threat model but on determining the 

relationship between threat and protection level in some selected Android permission requests. 

Understanding the threat level of permission is significant to classify permission to be normal or 

dangerous. The implication is that if the permission access granted has not much negative effect 

on that resource; such a permission request has a low threat level while the device has high 

protection level at that instance. Consider a malicious Android application requesting permissions 

to access the camera resource of the mobile device when the user does not open a feature that 

necessitates using the camera, it looks so suspicious. Using Bayesian hierarchical modelling was 

deployed in our research to estimate the relationship between protection and threat level in each 

permission request by an Android malicious application. In our approach, we defined the two 

concepts as Level 1 for protection level and Level 2 for threat level, respectively.  
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Level 1: Protection level. Protection level indicates the possible risk suggested in Android 

permission and the process a device should adhere to when deciding whether allow an application 

access system’s resources. In our model, it is represented as the observed data in the distribution 

of the permissions selected from the sample space. Let � and � denote true variance values, and 

�� and �� represent their respective errors associated with their distribution. We then state that for 

each ith observation taken values from 1 to � represented as i = 1... �, their observed data values 

assume values with respect to their errors and variances respectively written as: 

From equations (7-23) and (7-24), ��
���

 and ��
���

  represent the assumed know priori error 

variances for � and �. The error variances across the observation � do not assume homogeneity 

but each of the ith observations assumed their unique individual error variances. 

Level 2: Threat level. This is meant to provide a distinct indication of the probability of a malicious 

attack on a mobile device. In our model, threat level represents the inferred parameters for �� and 

�� observations. The informed parameters assumed bivariate normal distribution with their 

respective means and variances. Let the mean and variance parameters be defined as Mean: μ ∈

ℝ; Variance: σ2 ∈ ℝ+ with a support x ∈ ℝ where R assumes the value {0,1} properly written as x 

∈ {0, 1}. The two parameters are functions of the two moments E(X) = μ and Var(X) = σ2, 

respectively. Additionally, let �� and �� be the mean for the inferred parameters �, which forms 

the effect size of the distribution given as: 

φ� �~Normal(φ�, σ�
���

) (7-22)

∂�~Normal(∂�, σ�
���

) (7-23)

� = �
��

��
�

(7-24)
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The covariance confusion matrix estimated from the prior distribution of the selected sample set 

is given as: 

���(�, �) = �
��

�

�����

�����

��
�

�
(7-25) 

The values of the prior of �� and �� are set to be large (−1, 1) according to Jeffreys’ principles 

[97] to generate no uniformity for its distribution while the prior for the variance, �� and �� are 

equally set with the same dimension to prior distribution uninformative. The advantage of setting 

in this dimension is to enhance the automatic adjustment of � when a new data variability source 

that could result in observations uncertainty is added to it. Specifically, ��  and �� observations 

shrink in the direction of their matching class mean. In the model, if the observed parameters are 

highly dispersed than the inferred parameters, then permission should consider having a higher 

threat level than the protection level. 

The relationship between level 1 (protection level) and level 2 (threat level) with data density 

distribution using RM factor. The result of the correlation between the observed (protection level) 

and the inferred (threat level) is shown in figure 7-17. This demonstrates that the posterior 

distribution of the observed correlation is decreased to lower values compared to the inferred 

correlation of the model correspondingly. Figure 7-17 shows the correlation between the 

represented levels estimated at �� and �� , respectively. The posterior representation and the model 

accuracy in the estimation of the inferred and the observed parameters. The summary of the 

evaluation metrics for the model’s precision, recall, F1 score, support, and the AUC is represented 

in Table 7-5. 
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Figure 7-17 Model posterior distribution showing the correlation between the observed data 
(protection level) and the inferred data (threat level) 

Figure 7-17a shows the observed and inferred relationship of the RM factor and the density levels 

as detailed in Table 7-10. Figure 7-17b shows the protection and threat level correlation model 

output which demonstrates how the inferred and observed parameters in figure 7-17b are related 

with reference to the ROC curve figure 7-17d.

Table 7-5 Evaluation metrics

Precision  Recall  F1 Score Support AUC 

Protection 
level

0.917 1.000 0.957 11 0.996 

Threat level 1.000 0.909 0.952 11 0.975
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Figure 7-18 is the matrix plot for correlation between protection and threat level existing between 

permissions. The red colour indicates the threat level while the blue indicates the protection level 

of individual permissions, which is distributed sparsely in an application. The denser region shows 

that the relative correlation between the threat and protection level between the two permissions is 

strong. One of the remarkable findings is that each permission has a protection and threat level. 

We also identified that Android permissions with the same protection level have the same threat 

level. This signifies that such permissions have a similar component plane in their distribution in 

the sample space. The details of the correlation model comparison of some selected permissions 

are presented in Table 7-6. 

Figure 7-18 Plot Matrix showing exploratory plane analysis visualization of the correlation between 
threat and protection level in permissions.  
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The red colour in the plot matrix of the plane analysis indicates the threat level, while the blue 

indicates the protection level which forms the guarded region. To segregate individual permissions 

and visualize their threat and protection level, we adopted a minimization approach [98]. Consider 

two permission parameters � and � represent two different random variables. Let � represent the 

observed random variable and � the unobserved, respectively. Let the minimization factor in the 

observed random variable be �� and �� , respectively. The separate factor between � and �

parameters is given as: 

�� = � + �� (7-26)

� = � + �� (7-27)

Figure 7-19 shows the sum of weights of individual permissions in relation to their protection and 

threat level. To minimize error in the separation factor, we assumed that the minimization factor 

in both the observed and unobserved random parameters are distributed normally with their 

respective variances. Let the variances in the normal distribution for �� and �� be ��
��

 and ��
��

. 

The correlation that exists between � and � with their given variances is minimized and expressed 

as: 

� =
���

√������
(7-28)

Using Behseta Bayesian correlation principles [99], error minimization in � is expressed as 

follows: 

� =
���

����
� + ��

��
� + (��

� + ��
��

)
(7-29)

However, if an error in the measurement is not correlated with the observed and unobserved 

random parameters, then the correlation of the unobserved parameter is greater than that of the 

observed random parameters accordingly. 
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Figure 7-19 Exploratory factor plane visualization of permissions threat and protection level class 
correlation 

7.5.1 Results and Discussion 

This section of the paper discusses some of the results obtained from the model and their 

implications. The research identifies the relationship between the protection and the threat level 

permission could present. In presenting the result, we selected a few permissions to test their threat 

and protection level relationship based on our model formulation. Using the correlation tables, the 

rest of the permissions can be tested by any researcher, mobile security experts, and Android users 
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to determine the correlation that exists between the threat and protection level of each permission 

request. The Boxplots (figure 7-20) and the distribution plots (figure 7-21) for some permissions 

and their threat and protection levels relationship. We observed that the threat level is higher than 

the protection level in the ACCESS_CAMERA and READ_PHONE_STATE, respectively. On 

the other hand, the protection level in the RECORD_AUDIO and 

WRITE_EXTERNAL_STORAGE is higher than the threat level posed by those permission 

variables. Figure 7-22 shows the threat level of sensitive API extracted by our methodology. 

Figures 7-20 Boxplots showing correlation between protection and threat level of some selected 
dangerous permission variables 
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Figure 7-21 Scatter plots showing the protection and threat level of each permission per count 
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Figure 7-22 Visualisation of some sensitive API showing their path index, threat level, caller code, 
and operation 

We observed that each permission has a threat and protection level. Android permissions with the 

same protection level have the same threat level (see figure 7-23), especially if they are in the 

same. Permissions in the same clusters have similar densities and attributes. We observe that 

permissions that are in the same cluster may exhibit similar attributes and if coming from a 

malicious application, such permissions behave similarly in their effects. This implies that if any 

of them request access, the other ones in the same set will tend to execute some functionalities in 

the background. 
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Figure 7-23 Classifying protection and threat level of certain permissions based 
on their usage 

The research identifies that permissions are interposed in sets and can only be associated with a 

set with higher density. According to the results produced by the model, Bayes factors that are 

one-sided signify substantiation for the non-existence of correlation between threat level and 

protection level for both the inferred and observed relationship. However, this is not the situation 

in Android applications. As shown in figure 7-23, the result shows that Android malicious 

applications have different threat levels. Under the risk heading, the threat level posed by an 

application is ranked from 1 to 10 using rectangular dots. If the risk level of an application to a 

device is more than 6, our model classifies the permission as dangerous based on the protection 

level of the permission name. Conversely, if permission has a protection level whose threat level 

is less than 7, our method classifies such permission as dangerous.  
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From the result obtained, we can infer that if a malicious application has a low threat level, it is 

highly unlikely for such an application to dangerously infect a mobile device. At a moderate threat 

level, an attack on a device is potential but not likely. However, in substantial threat level 

applications, attack on mobile devices is likely and highly likely in severe threat levels (ranked up 

to 7 in our model). Permissions requested by applications with severe threat levels are likely to be 

dangerous permissions, as illustrated in figure 7-24. Applications with critical threat levels (ranked 

from 8 to 10 in our model) are highly likely to infect a mobile application and could request a 

combination of both normal and dangerous permissions. 

          Figure 7-24 Android applications threat level obtained by our model 
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During clustering analysis, the results obtained (as shown in figure 7-25) demonstrated that most 

permissions in the same cluster have similarities in the feature distribution. For instance, 

READ_CALL_LOG and RECORD_AUDIO have some similarities in their structural distribution 

as can be seen in RECEIVE_SMS and WRITE_SMS respectively. This also demonstrated that 

permission in the same cluster has relevant features that are correlated. 

(a) Permissions in cluster 1 

(b) Permissions in cluster 2 

(c) Permissions in cluster 3 

(d) Permissions in cluster 4 

  Figure 7-25 Cluster density plots showing dangerous permission-based clustering 
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The plot shows dangerous permission-based clustering where (a) Permissions in cluster 1. (b) 

Permissions in cluster 2. (c) Permissions in cluster 3. (d) Permissions in cluster 4. We observe that 

correlated permissions usually appear in locations that are the same. This suggests that Android 

applications that request CALL_LOG, SMS, or any permission sets that are correlated, similar 

permission sets will be requested underground and will be operational in the same region. 

Permissions in the same region execute frequent tasks such as read SMS and access audio and 

camera, among others. However, not all frequent permissions are dangerous. For example, a 

permission request to access the internet does not invoke internet access control obtained by an 

application. We then inferred that internet permission does not support adequately grained 

management or control of the device resources.  

Comparatively, rather than use direct permission features to gain control of a device, malware 

authors may define some functionalities as access control. This aids in specifying how the 

malicious program can communicate with pre-defined applications to access the resources in 

question without necessarily requesting permission related to such resources. Based on the results 

obtained, we recommend improvement in the permission model of Android OS by differentiating 

internet permission access and other similar permissions into distinct groups and classes. Let a 

clear mechanism be provided for specifying Android permissions that are correlated with device 

resources. When the access control list is specified, this will help permissions definition by 

developers without using permissions attributes that are self-defined. For Android, numerous 

permissions have effects on Android end users and even developers.  

It is then pertinent to configure a system to help understand each permissions’ action concerning 

the device resources rather than over-requesting them by the developers simply because they want 

an app to function. This could be a good security strategy in preventing malware infection on 

mobile devices in general. However, studying actions associated with each permission is beyond 

the scope of our research. 



251 

Table 7-6 Correlation model comparison of some selected permissions 

Models P(M) P(M|data) BF M BF 10
error 

% 

RM Factor 1 + Correlation + SEND_SMS + 

RECEIVE_SMS + RM Factor 1 ✻
 Correlation 

0.050 0.966 535.883 1.000 

RM Factor 1 + Correlation + RECEIVE_SMS 

+ RM Factor 2  ✻  Correlation 
0.050 0.034 0.674 0.035 0.070

RM Factor 1 + Correlation + SEND_SMS + 

RM Factor 3  ✻  Correlation 
0.050 1.044×10-21 1.984 ×10-20 1.081 ×10-21 0.537

RM Factor 2 + Correlation + RM Factor 1  ✻
 Correlation 

0.050 1.005×10-29 1.910 ×10-28 1.041 ×10-29 0.979

RM Factor 2 + SEND_SMS + RECEIVE_SMS 

+ RM Factor 2  ✻  Correlation 
0.050 3.255×10-38 6.184 ×10-37 3.370 ×10-38 0.411

RM Factor 2 + Correlation + SEND_SMS + 

RM Factor 3  ✻  Correlation 
0.050 1.184×10-38 2.250 ×10-13 1.226 ×10-38 0.321

RM Factor 3 + Correlation + RECEIVE_SMS 

+ RM Factor 1  ✻  Correlation 
0.050 5.025×10-39 9.547 ×10-38 5.203 ×10-39 0.960

RM Factor 3 + RECEIVE_SMS + RM Factor 

2  ✻  Correlation 
0.050 1.378×10-41 2.617 ×10-40 1.426 ×10-41 0.173

RM Factor 3 + Correlation + SEND_SMS + 

RM Factor 3  ✻  Correlation 
0.050 3.116×10-49 5.919 ×10-48 3.226 ×10-49 0.265

Correlation + RECEIVE_SMS 0.050 1.790×10-13 3.402 ×10-32 1.854 ×10-33 0.007

SEND_SMS + RECEIVE_SMS 0.050 1.347×10 -13 .559 ×10-32 1.395 ×10-33 0.580

Correlation + SEND_SMS 0.050 8.379×10-14 1.592 ×10-32 8.676 ×10-34 0.885

Correlation + SEND_SMS + RECEIVE_SMS 0.050 3.802×10-14 7.224 ×10-33 3.937 ×10-34 0.793

Null model (incl. subject) 0.050 7.182×10-13 1.365 ×10-37 7.437 ×10-35 0.529

SEND_SMS 0.050 5.468×10-13 1.039 ×10-35 5.662 ×10-35 0.740

Correlation 0.050 1.428×10-13 2.714 ×10-41 1.479 ×10-35 0.660
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7.5.2 Permission request and privileges escalation 

This subsection provides a short description of how an attack leveraged misplaced trust in a 

permission request to escalate its privileges as illustrated in figure 7-26.  Malware, like any other 

program, can potentially execute any permission from a standard user to root (administrator) based 

on the context it was originally executed within. However, an Android application version that has 

less permission is not restricted to access components of a more privileged application. For 

instance, consider X, Y, and Z represent three different Android applications, each running in its 

sandbox and having two components. In application Z, component Zz1 is protected by permission 

p1. Similarly, Zz2 by p2. Application Y is granted permission p1; hence, YZ1 and YZ2 can access

Zz1. However, Y is not protected by any permission, and its components are publicly accessible. X 

does not have any permissions, but its component Zx1 can access Zx1. Zx1 is not accessible to Zz1

directly since it does not have permission p1; however, it can do so through component XY1. This 

is a privilege escalation attack since the privileges of application X are escalated by the attacker to 

the privileges of application Z indirectly through Y, which indicates transitive usage of permission 

privileges. To prevent this kind of permission escalation attack, application Y must ensure that 

another application calling it must have permission p1. 

Figure 7-26. Demonstrating how an attack leveraged misplaced trust in a permission request 
to escalate its privileges.
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7.6 Conclusion 

In this work, we carried out factor analysis to determine the correlation between dangerous 

permission variables for Android malware samples using Bayesian correlation. The aim is to 

establish if there is a correlation in the set of a given permission request variables. This method is 

to assist in the analysis of the Android permissions security structure. Using SOM and t-SNE 

techniques, we visualized the Android malware data set by applying exploratory factor plane 

analysis, which reviewed patterns in which permissions are related. Large data set consisting of 

12,267 malicious and 10,837 benign applications with different categories were used for the 

experiments.  

Our results demonstrate our model can correctly recognize the correlation between dangerous 

permissions. We identified that permissions that are in the same protection level have the same 

threat level. Visualization results indicate that most permissions in the large subcategory were 

requested by very few Android applications, while frequently used permissions were those in the 

small subcategory. This signifies that there is no adequate expressiveness from permissions that 

are requested frequently. We infer that those not frequently requested could be disintegrated into 

the common class. As a result, we suggest adding finer granularity as a security approach for 

Android permissions that are frequently requested by applications will enhance this expressiveness 

and enhance Android security, especially when combined with the ones occasionally requested. 

In general, this method will facilitate researchers infer correlation in the presence of estimation 

uncertainties in distributed clusters of Android permissions. The understanding of high threat 

permission will assist in enforcing security parameters at the permission security system of the 

Android platform and other mobile OS. These findings are significant for offering insights to assist 

mobile users in making low-risk decisions during application installations and when granting 

access to applications that have high threat levels, especially when similar permission names with 

the same protection level are requested. This provides insight to researchers and android users to 

infer the latent relationship between (1) Android permission requests from malicious Android 

applications; (2) the threat level and protection level of a permission request; and (3) to understand 

how a single grant of one permission may trigger background actions of others that are correlated 

with similar attributes. Although our model used three correlation coefficients, further research 

can be conducted on using more correlation coefficient parameters to model the relationship 

between permissions based on their threat and protection level. We used only the Android malware 
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data set for this model; we suggest that malware data set from other mobile platforms could be 

used as a further study to explore their permissions architecture using our methodology. 

In conclusion, with the number of malicious applications increasing daily at a very fast rate, 

vulnerabilities are also increasing, making the platform for attackers wider. Thus, there is a need 

for a technique that provides a complete solution against permission privilege escalation attacks 

along with satisfying all the usability requirements. In the future, the impact on the security of 

Android users and vendors using Android permissions at different protection levels might be 

studied vigorously. Other permission systems on other mobile operating systems could be 

investigated, such as Windows and iOS. Moreover, further studies could investigate more if the 

defined permissions of the existing applications are fully utilized by them, or they are classified as 

over-privileged applications. 
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6. CHAPTER 8: GENERAL DISCUSSION 

8.0 Introduction 

The general discussion of this chapter is summarised in the context of the research question and 

objectives sets. Each objective is discussed in the context of its importance, key strength, 

limitations, and how they relate to future research. The chapter also provides the limitations and 

the thesis structure linked to the research objectives sets. Figure 8-1 summarised the structure of 

the thesis into three parts showing the thesis chapters' connectivity to research objectives. In the 

first part which are chapters 1 to 3, the thesis deals with the general review of malware 

advancement, evolution, and different infection strategies (Chapter 2). The analysis of malware 

detection techniques to identify their strengths and limitations based on the deployment 

approached was examined, as described in Chapter 3.  

The second part of this thesis (Chapter 4) detailed building the malware lab for the research 

experiment. Chapter 5 is a preliminary study for statistical analysis of smart using LMD rules and 

framework development. Chapter 6 proposed a novel Android malware permission classification 

framework for mining and classifying Android permissions based on the characteristics of such 

applications in distinct contexts and user-defined operation circumstances. Chapter 7 (Paper 5) 

proposed a novel model for identifying the correlation between permissions requests.  

8.1 Research question 

To answer the research question, we examined the genre of malware using different aspects of 

their propagation modes (Chapter 2 and 3 respectively) based on what has being studied by other 

people. we evaluated the impact of our techniques on identifying privileges that constitute the 

attack vectors (Sections 5.6) that smart malware uses to infect Android OS. To enhance malware 

classification as one of the strategies of preventing malware infection, we designed techniques that 

can identify privileges smart malware escalate (Chapter 5), a framework that classifiers Android 

permissions (Chapter 6), and a technique that detect malicious applications base on their 

permission threat and protection levels (Chapter 7). When combined, our robust techniques help 

to prevent malware infection on Android-based mobile platforms. 
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Figure 8-1: Research methodology demonstrating how the chapters are connected in this thesis 
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8.2 Research objectives 

The research aims to develop methods based on the identification of attack vectors malware deploy 

to infect Android. We studied detection and classification techniques and tools to aid automated 

detection and analysis of sophisticated Android malware applications. Figure 9-1 summarised the 

structure of the thesis and the general discussion showing the thesis chapters' connectivity to 

research objectives. The general discussion of this chapter is summarised in the context of the 

research objectives sets. 

8.2.1 Objective set 1 

 Conduct an up-to-date literature review on mobile malware's current state of the art 

 Identify malware evolution trends and infection strategies 

 Classify evolution trends based on their sophistication and attack vectors. 

To achieve this objective, we conducted a comprehensive study on mobile evolution and infection 

strategies looking at different related studies previously conducted in this area (Chapter 2). The 

objective aimed to advance understanding of the mobile malware history and its position in the 

cyber threat landscape by identifying existing gaps. During the survey, we identified major 

incidents of mobile malware infection strategies and their propagation approaches (Table 2-1). 

During the comprehensive review, we identified that evolution in writing malware brought a 

proportional complexity in its impacts on financial institutions, business, and information leakage 

(Section 2.3.1). Thus, malware moved from the realm of fun as did by script kiddies to financial 

gain, vengeance, system sabotage, cyberstalking, and political influence. Malware complexity 

makes detection difficult which requires having a tool to detect both traditional and evolving 

variants. This links to our objective set 4.

Analysing their evasion trend, we classified mobile malware evolution based on their behaviour 

(Section 2.6), privilege (Section 2.6.1), and attack goals (Section 2.6.2 Table 2-4) respectively. 

This classification is significant to identify the emergence of new malware variants with unique 

characteristics (Table 2-3) and the propagation strategy. For instance, in Category malware, based 

on the papers examined, our research referred to this group of mobile malware as modular 

malware. This group of mobile malware can gain administrative rights of a device and can perform 

a DDoS attack. One of the major significances of this objective is that we were able to identify 
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factors such as the lack of mobile OS standardization, lack of mobile OS cross-platform, lack of 

Bluetooth technological advancements in data communication, among others that limited the fast 

spread of the early mobile malware (Section 2.5). 

 In the systematic analysis, we also recognized factors that enhance the fast spread of recent mobile 

malware such as the advancement in threat dimensions, dark web advancement (Section 2.3.1), 

improved security and business communication on Tor using multi-signature transaction and 

encryption approach (Section 2.3.2), mobile platforms’ integration with the IoT-based 

applications (Section 2.4), and the emergence of evasion techniques due to technological 

advancement (Section 2.3.2.2) among others. For the Android platform, open-source is one of the 

major factors that increase the rate of infection. We also identified infection strategies often used 

by mobile malware. While malware was written earlier, its rate of propagation was slow compared 

to recent malware. The speed of malware propagation is significantly enhanced by internet 

advancement. Internet connectivity is one of the major routes via which malware payloads are 

easily transmitted to other subsidiaries such as Bluetooth, SMS, cellular networks, Wi-Fi, physical 

access, USB-PC connections just to mention a few. 

Understanding how malware is fast evolving by using different infection strategies we help to help 

develop a more robust and accurate detection tool. This will enhance the deployment of software 

solutions from enterprise mobility management to enhance the security of enterprise devices, 

observation of mobile application plugins and codecs during mobile application download and 

installation, and development of a mobile malware infection model to understand the immunity 

state of a mobile device during and after recovery from malware infection by application engineers. 

Though this objective was fully achieved, however, we did not cover in-depth malware evolution 

on PCs platforms. We identified factors that limited the fast spread of early malware and those that 

facilitate current malware propagation. The countermeasures provided as mitigation strategies in 

the chapter are for the Android platform. We did not generalize the risk mitigation strategies 

because we could not investigate other mobile platforms to compare their evolution and malware 

propagation and infection modes on those platforms. Therefore, generalisation may be risky.  
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8.2.2 Objective set 2 

 Examine existing malware detection techniques. 

 Identify strengths and weaknesses of existing malware detection methods. 

There is an increased threat of malware, especially on mobile devices. To handle and prevent 

malware infections and propagation, different efforts are made by researchers to develop malware 

detection and classification methods. However, some of the detection tools are not sufficient in 

detecting the evolving and smart variants such as metamorphic malware. To have a scalable and 

accurate malware detection framework, there is a need to assess the existing techniques to identify 

their strengths and limitations. This objective set (Chapter 3, Paper 2) offered a systematic review 

of Android detection techniques identifying their unique strengths and limitations (Table 3-1). 

 By the findings, the signature-based detection approach generally implemented by anti-virus 

engines is very fast and efficient in detecting known malware variants whose signatures are known. 

However, the signature-based technique is not efficient in detecting variants with zero-day 

attributes just like the emulation-based technique (Subsection 3.4.5). Zero-day malware evades 

detection by signature-based techniques due to the use of evasion techniques such as obfuscation. 

Detection techniques that could not identify zero-day variants could not be able to identify 

malware that escalates privileges.  

Other techniques such as permission and heuristic perform better than the signature approach by 

identifying variants that use network traffic for propagation (Subsection 3.4.4). However, a 

significant amount of time is required for scanning applications. False-positive and the inability to 

detect variants that do not generate traffic to sniff data constitute limitations of these techniques. 

We however did not investigate in detail their other weaknesses, but we believe memory analysis 

will be more promising for overcoming these limitations. This method requires a high level of 

expertise is needed for memory forensic analysis of malware.  

Investigating the hybrid approach (Subsection 3.4.3), the synergy of static and dynamic methods 

produces better malware detection accuracy. By implication, feature interference of malicious 

applications during detection can be avoided when implementing a technique using this method. 

However, this might not be able to generate the malware sequence and call graph distribution state 

for detecting metamorphic variants that mutate their malicious code every time they execute. We 

observed that the dynamic approaches investigated (Subsection 3.4.1) virtualisation engine is 
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significant in preventing infection of the physical machines. This technique can detect malware 

variants that steal sensitive information because of its ability to identify function parameters, 

instruction inflow, and system behaviour. However, the identification of the vulnerability code in 

sophisticated variants that conceal their existence may prove difficult resulting in biases during 

feature selection. 

8.2.3 Objective set 3 

 Identify privileges that malware exploits to affect Android mobile devices. 

Android provides regular updates to enhance security and functionality. Based on the architecture 

of the Android system, the updates constantly revamp entirely the running process and add several 

files to the Android architecture having applications and sensitive data of users. These updates are 

often requested while their security implications are most at times not clearly labelled for users. 

To achieve this objective set (Chapter 5, Paper 3), we carried out a study to detect Android 

malicious applications focusing on identifying privileges Android malware escalate. We centred 

our evaluation (Section 5.6) of the escalated privileges on the major activity parameters including 

permissions requested (Subsection 5.6.1), network communication (Subsection 5.6.2), payload, 

and location monitoring (Subsection 5.6.3), battery depletion (Subsection 5.6.4), other privileges 

that malware exploit. 

This result shade illumination on critical security susceptibilities which privilege escalation using 

permissions one of those frequently used to explore pileup weaknesses in Android. As 

demonstrated (Subsection 5.6.1), some malicious applications can strategically use the 

permissions request approach to declare some set of privileges. Privileges declared by malware 

may not be functional in that very version of Android but wait on for an update to occur before 

becoming functional on the upgraded version. This implies that when permission and other 

vulnerabilities are exploited by a malicious application by declaring some set of privileges, the 

protection levels (Sections 7.4) settings are determined by the malicious application. In addition, 

other vulnerabilities such as the pileup can be acquired via signature permissions which are further 

used to execute other payloads (Subsections 5.6.3) including file access and contamination 

(Subsections 5.6.1, Figure 5-7), stealing sensitive URLs connected data (Subsections 5.6.1, 

Figure 5-6b), among others. According to Xing et al. [21], when critical Android security 

privileges are exploited, it could lead to alterations in the device security configurations. Thus, 
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obstructing critical services and patches installations on the device could have prevented other 

exploit chances hackers can leverage to attack the device. Though we have identified in this 

objective set those privileges which serve as attack vectors that malware exploit 

Knowledge of privileges escalation using vulnerabilities such as pileup vulnerability is significant 

to support Android manufacturers and users take strategic approaches conservatively to prevent 

substituting Android resources from anonymous origins during an update. Our research has 

developed a framework to classify Android permissions (Chapter 6, Paper 4) and to classify 

permissions and applications threat levels as a mitigation strategy against this threat. However, 

this framework is not tested on other data and does not focus on mitigating pileup susceptibilities. 

This opened for future research on enhancing Android security by mitigating pileup vulnerabilities 

malicious applications exploit to escalate privileges.  

8.2.4 Objective set 4 

 Develop a framework for identifying privacy preferences such as permission features 

emerging, and smart malware use as attack vectors on Android. 

This objective set requires designing a framework to classify Android permissions based on 

protection and threat levels. The increase in the number of applications and the evasion techniques 

requires having a more robust system to prevent malware infection. We identified that some of the 

existing techniques (Chapter 3 Section 3.4) have significant limitations (Section 3.6, Table 3-1) 

that require improvement. To improve this requires having effective an automated model that uses 

a different features detection approach. This led us to propose a novel Android malware permission 

classification framework (Chapter 6) for mining and classifying Android permissions based on 

the characteristics of such applications in distinct contexts and user-defined operation 

circumstances. In our study, we focused on permission classification based on the threat level of such 

permission requests, and the corresponding protection level was achieved by our model. We 

developed an Android permission classifier that extracts application feature similarities (Subsections 

6.3.2.1, 6.3.2.2, 6,3,2,3, and 6.3.2.4) that combines the feature vectors to form a vectors database 

(Section 6.4, Algorithm 1). The structure of the database was composed of different components 

where all the features were pruned and classified and classified.  
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We identified that Pruning based on these levels has limitations since not all permissions are used. 

Also, support-based ranking of permission approach during the pruning, low requested 

permissions may not have a significant influence on malware detection performance.  For example, 

permissions such as BIND_TEXT_SERVICES (Table 6-7) have low support are mostly used by 

benign applications. As a result, we considered that BIND_TEXT_SERVICES are requested by 

benign applications. Therefore, depending only on the negative rate and support-based approaches 

is not sufficient in accurately determining permissions that have high support for ranked attributes 

when determining their correlation matrix, eigenvalue, and eigenvectors. This forms one of the 

weaknesses in our framework. The associated rules (Table 6-4) for the mining process on the 

instances and attributes of the dataset for a depth-first search helps in finding associative patterns 

in the dataset. Building a classifier using a decision tree from data having many attributes involves 

considerable pre-processing exercise. As a result, pruning the attributes using a decision table (see 

Table 6-4) is one of the major strengths of our framework.  

The feature vectors of the metrics were the same as the feature vectors in the new Android 

applications versions while feature vectors for old applications were different from the metrics. 

This helps our framework in detecting update attacks smart malware use to infect Android devices. 

For instance, if a benign application is repackaged with malicious code and made available in the 

new version of Android or any mobile application, the variation in metrics values will be analogous 

to that of the value of the original metric present in the malicious application. This is significant 

because when a legitimate application has already been installed by a user request for an update, 

the application does not ask the user for the second time for permissions again. An update attack 

occurs when an updated part of a benign application is embedded with malicious code. Identifying 

similarities and differences in the permissions metrics values during applications update is 

significant in detecting update attacks by smart malware. This is one of the major strengths of our 

framework. The APC framework is robust in automatically creating patterns of permission 

requests to accelerate applications classifications. The results demonstrated that automated 

classification of permissions using the regularisation approach (Section 6.7.2) increases feature 

diversity and minimises search space complexity in the performance metric (Section 6.8.2, Figure 

6.4).  
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The results of the experiments presented show a higher AUC achievement of 95% (Figure 6-3) 

compared with the state-of-the-art permission request classification and other machine learning 

classifiers (Table 6-9). We suggested a regularization function for feature diversity to reduce 

filtering. This helps to increase feature diversity selection and generalization of the framework 

improvement. Based on the results obtained, we deduce that the classifier’s performance and 

accuracy are a function of the features extracted and the data set distribution. This is because distinct 

feature representation techniques are used for distinct data sets in their categorisation approach. 

Thus, we suggest having sufficient training data set samples whose distribution is unbiased in both 

classes to increase accuracy and reduce FPR. Though the technique can be generalised for detecting 

malware to all mobile-based applications, it does not include Android applications dynamic tracing 

and has not to be tested using data set from other mobile platforms.  Android has the same file 

format which is APK. However, feature extraction experiments in chapter 6 revealed that the APK 

structure varies due to a mixture of different benign and malicious applications from different 

versions of Android. Studying each of the application’s APK structures in relation to their 

permissions declaration was challenging and time-consuming. I decided to prune all the permission 

features based on the versions of the applications. The limitation of this approach is that not all 

permissions might be used by sophisticated malware.  

8.2.5 Objective set 5 

 Identify the relationship between permissions requests. 

 Identify the relationship between threat and protection level to facilitate sophisticated 

malware detection. 

This objective requires identification of correlation between Android permissions sophisticated 

malware deploy to affect Android mobile devices through the model design method (Sections 7.3) 

using t-Distribution stochastic neighbor embedding (Section 7.3.2), the Self-Organisation Map 

(Section 7.3.3), and non-parametric functions [Sections 7.3.5.1, 7.3.5.2, and 7.3.5.3]. From the 

exploratory analysis, we recognised that every permission depicts a supplementary factor or 

dimension inside which Android applications are formulated and expressed. We observe that two 

or more permissions are related, provided there is a similarity existing in their factor plane during 

visualization. We observed that each permission has a threat and protection level and Android 

permissions with the same protection level have the same threat level (Section 7.4, Figure 7-23). 
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The factor analysis visualised the related permissions by providing factor distribution of each 

permission in specific dimensions. For instance, some pairs of permissions like read and write 

contacts and call logs are similar in their characteristics. We suppose such call log permissions were 

separated for developers for general call log services without knowing the call details of the user. 

For instance, correlated permissions such as access fine and coarse locations are designed to provide 

a broad geographical region without necessarily recognizing the precise coordinates of your GPS. 

We observe that correlated permissions usually appear in locations that are the same. This suggests 

that Android applications that request CALL_LOG, SMS, or any permission sets that are correlated, 

similar permission sets will be requested underground and will be operational in the same area.  

8.3 Research general evaluation 

We observe that correlated permissions usually appear in locations that are the same especially 

traditional permissions frequently requested. This suggests that Android applications that request 

CALL_LOG, SMS, or any permission sets that are correlated, similar permission sets will be 

requested underground and will be operational in the same region (Subsection 7.4.4 Figure 7.9). 

Permissions in the same region execute frequent tasks such as read SMS, access audio and camera, 

among others. However, not all frequent permissions are dangerous. For example, a permission 

request to access the internet does not invoke internet access control obtained by an application. We 

then inferred that internet permission does not support adequately grained management or control of 

the device resources.   

Comparatively, rather than use direct permission features to gain control of a device, malware 

authors may define some functionalities as access control. Thus, specifying how the malicious 

program can communicate with pre-defined applications to access the resources in question without 

necessarily requesting permission related to such resources especially if they have similar cluster 

attributes (Section 7.5.1).  Based on the results obtained, we recommend improvement in the 

permission model of Android OS by differentiating internet permission access and other similar 

permissions into distinct groups and classes. Let a clear mechanism be provided for specifying 

Android permissions that are correlated with device resources. When the access control list is 

specified, this will help permissions definition by developers without using permissions attributes 

that are self-defined. For Android, numerous permissions have effects on Android end users and 

even developers. It is then pertinent to configure a system to help understand each permissions’ 
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action concerning the device resources rather than over-requesting them by the developers simply 

because they want an app to function. This could be a good security strategy in preventing malware 

infection on mobile devices in general. However, studying actions associated with each permission 

is beyond the scope of our research.  

As discussed in Section 7.9, these results are substantial to understanding how a grant of one 

permission could trigger the installation of others that are correlated with similar attributes of some 

self-defined permissions. Our approach in this thesis is on Android based-permissions model which 

we believe the technique is appropriate to investigate permission usage and handling shifts in 

Android, but this can be extended to other mobile platforms which use manifest for accessing 

services and resources. It is essential to mention that Android applications used for our research have 

correlated permissions (Section 7.9), this in no way suggests that both permissions were requested. 

Instead, it implies that such applications have comparable attributes when requesting read or write 

account functionalities. This may cause a false-positive rate during malware classification if the 

classifier is solely based on the exploratory factor analysis only.  

We observed that visualising sensitive API using exploratory factor plane analysis (Section 7.3.4), 

and have identified that permissions in the same region have the same protection level. This implies 

that if two or more permission names have the same protection level, their threat level will certainly 

be the same (Section 7.9, Figure 7.23). For example, access fine and coarse location both have the 

same protection and threat level in their usage. However, this is not the situation with Android 

applications. As illustrated (Figure 7.24), application packages have different threat levels. This 

result implies permissions with the same threat level attributes may perform similar functionalities.  

This result is similar to the one obtained by [18] which states that “applications that have both the 

send and write or the receive and write SMS permission labels are ‘dangerous’ due to being able to 

intercept or transmit messages without the user’s knowledge”. Though correlation exists between 

permissions, this doesn’t mean that both permissions are requested at the same time or during 

installation. Rather, it implies that applications have similar characteristics when similar 

functionality is requested. The implication of this being that this may run into false positive 

classification when working on malicious applications. For instance, two malicious applications 

namely com.szyK.myheart and com.YovoGames.boyfriend (Figure 7-24) with equal threat levels 

may exhibit more than one functionality in their operation. Understanding and classifying the threat 

level of applications can be used to study and classify mobile malware behaviour and their 
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propagation routines without necessarily understanding the application’s functions based on trust. 

This can be applied to other permission-based systems such as Google Chrome operating system 

extension which deploy Android-like permissions when gaining access to the enhanced trust. 

There are many various methods and approaches for modelling and analysing the relationship 

between variables in a large and complex data set some of which include scattering plots, 

interpolation, histogram, among others. However, I chose to combine t-SNE (Section 7.3.2) and 

SOM (Section 7.3.3) for visualising permissions correlation because their combination gives a 

nearly accurate, reproducible, and very clear analysis of pairwise similarities. Because of the time 

constraint, I did not explore in depth the restrictions of using other traditional visualisation 

techniques apart from our knowledge of the fact that the listed known techniques are limited in 

analysing data sets with high dimensions and complexity like malware. 

Finally, because of the time constraint, we did not investigate in-depth actions associated with each 

pair of correlated permissions. The permission classification framework and the permission 

correlation model in chapters 6 and 7 show how robust and diverse our techniques are in detecting 

and preventing malware infection. However, because of the time limitation, we could not test the 

techniques on other data set. This implies that these techniques may not be appropriate for 

generalisation using data set from other mobile platforms. 

8.4 Summary 

Attack by malware on Android devices is dangerous due to the number of impacts such as financial 

loss, sensitive data leakage, and control of the infected device by the malware. Detection tools 

already in existence need improvement to detect malware variants that are smart and sophisticated 

due to some of their limitations in identifying smart malware due to their ever evasion strategies 

malware writers deploy. Consequently, the existing techniques are less effective in preventing 

smart malware infection. As a result, there is a need for an automated robust method that can 

identify attack vectors often used by sophisticated variants to attack Android. To mitigate malware 

threats on Android, we developed novel techniques that automatically identify privileges that 

malware escalates, automatically detects and classifies applications and their permissions into 

different categories depending on their risk levels. The results of our research show permission as 

one of the attack vectors and privileges mostly exploited by smart malware to infect Android and 

further exploit other vulnerabilities such as pileup. 
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7. CHAPTER 9: FUTURE WORK, CONTRIBUTION, AND 

CONCLUSION 

9.0 Introduction 

Smartphone increase and their computational advancements are related to the increase in the 

number of fake and malicious applications targeting smartphone platforms. Among the mobile OS, 

Android is the leading OS and is still rapidly increasing in popularity due to factors such as open 

OS, cheap to purchase, among others (Chapter 1). The open-source nature of Android and its 

popularity has increased the number of malware targeting the Android OS platform. While their 

detection techniques such as the use of anti-virus scan engines, hackers keep developing different 

evasion techniques to avoid been detected. As a result, there is a need to develop a framework with 

high feature diversity to detect evolving malware. 

In addition, cybercriminals keep deploying different strategies to infect mobile devices with 

malware because of the financial profits they benefit from. Therefore, it is pertinent to keep 

developing different techniques to enhance Android security. A thorough review of malware and 

Android security state of the art was presented in this thesis (Chapter 2). This research addresses 

some open issues associated with smart malware automation detection through the use of 

permission features and their correlations in detecting Android malware. Other open issues 

identified are discussed in this chapter. The conclusion part of this thesis is provided in this chapter. 

The conclusion is presented in two sections. In the first section, we discuss some of the open issues 

identified during the research which are offered for future work. In the second section, the major 

contributions and how such contributions fulfil the set objectives are also summarised.  

9.1 Other open issues for future research 

Malware attacks on smartphones are still a global challenge with many open issues that need to be 

addressed using new solutions. The following open issues directly relate to our results and 

weaknesses of our work that need to be addressed and expanded to cover greater areas. Some of 

the open issues are the unknowns within our research that need further investigation.  
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9.1.1 Enhancing the security of Android by adding finer granularity 

In Chapter 7, we proposed a model that demonstrated how risky some malicious applications are 

based on their threat level (Section 7.4). Visualisation results (Section 7.4, Figure 7-18 and 7-19) 

indicate that most permissions in the large subcategory were requested by very few Android 

applications while frequently used permissions were those in the small subcategory. This signifies 

that there is no adequate expressiveness from permissions that are requested frequently. The 

importance of this contribution will assist in enforcing security parameters at the permission 

security system of the Android platform and other mobile OS. These findings are significant for 

offering insights to assist mobile users to make low-risk decisions during application installations 

and when granting access to applications that have high threat levels especially when similar 

permission names with the same protection level are requested (Chapter 7, Section 7.4). 

Our model can be expanded to other mobile permission-based platforms such as Windows and 

Symbian. We infer those permissions not frequently requested could be disintegrated into the 

common class. As a result, we suggest further research on adding finer granularity as a security 

approach for Android permissions that are frequently requested by applications. I hope adding 

finer granularity will enhance this expressiveness and enhance Android security, especially when 

combined with the ones occasionally requested. However, we are not sure if finer granularity will 

increase the model complexity.  

9.1.2 Trusted applications 

Trust is one of the major issues when determining the legitimacy of an application due to certain 

factors such as identification of the application developer’s signature and security surrounding its 

safety. Trust of whether the applications were adequately checked before being uploaded in the 

marketplace for download is a big challenge. When the signature of the developer of an application 

is identified, the application’s integrity in a way is ascertained. Though, this may not be adequate 

since there are thousands of applications that are submitted daily [1] by third-party operators and 

the majority of users pay no attention during applications’ download from third-party markets.  

The evasion techniques such as repackaging have made application trust a major issue as discussed 

(Chapter 2 Section 2.1). As a result, further research should be carried out to enhance application 

trusts, especially in the application store. Further research in software integrity is significant as the 
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number of applications has been developed and uploaded daily on market stores. Android 

permission classifier framework [2] developed could offer a variety of benefits such as identifying 

malicious permission attributes. However, the framework is not a tool for testing the application’s 

integrity and trust-building in software.  

The study of [3] presents trust computation in Mobile networks and how to manage this issue of 

software integrity from alternative markets which is not very sufficient in malware prevention. In 

our results (Section 5.6.2), we demonstrated how to use the invoke method 

android.conn.CONNECTIVITY_CHANGE to trace network communication to monitor data 

leakage of an application. Our results are important to aid mobile organisations to examine the 

relationship between the contacted domains and the contacted IP address. Thus, providing a hint 

of the countries with which the malware interacted. This is significant for digital forensic 

investigation during malware outbreaks. However, our research is limited to social networks 

interactions and cannot help in applications that are not social work based. To enhance trust on 

Android devices, the research of Tobias et al. [4] proposed an attestation technique as a security 

mechanism to check and measure applications integrity, especially on Android platforms. 

However, this technique needs procedure and semantic validation. It is therefore essential to build 

new schemes that could guarantee application integrity and authentication even on rooted Android 

devices.   

9.1.3 Malware attacks on RFID technology-based applications 

Apart from smartphones, other smart devices and systems using Radio Frequency Identification 

have security issues that need solutions. For example, RFID-based applications such as e-passport, 

race timing, and e-health applications are associated with malware and other security threats. 

Malware threats on RFID applications and other smart devices such as smartwatches, smart TV, 

smart fridges, among others are often underrated. These RFID applications and other smart devices 

are connected to smartphones and are supported internet-wise. Due to the connectivity of these 

devices during operation, malware attacks on them could in a way infect mobile devices because 

of the file exchange and communication link between them. Most of these RFID applications 

employ cyberspace-empowered mobile devices which store data that is attractive to criminals for 

attacks. For example, medical devices such as implantable medical devices IMDs [5] which hold 
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valuable and sensitive information may be a highly alluring target for ransomware for financial 

significance as discussed in the result (Chapter 5, Section 5.6.1).

There are related works that focused on preventing IMDs failure and sensors communication to 

control patients’ records during and after aggregation [6]. Though this approach is based on the 

security and privacy of these devices, securing only the communication protocol without giving 

attention to smartphone-connection privacy cannot solve malware attack tension. For example, the 

identity of an IMD device connected to smartphones can be revealed to hackers when attacked. If 

the attack is ransomware, it might threaten to broadcast the health situation of the affected patients 

which could lead to social stigma. In addition, an adversary may have unauthorized access to 

determine remotely a patient’s number of IMDs when smartphone-IMDs existence privacy is 

compromised which could introduce malicious communication with smartphones, external 

equipment, and IMDs. Apart from IMDs, other communication technologies embedded with NFC 

functionalities that are associated with mobile devices pose security threats. These devices can 

reveal the location and other users’ sensitive data such as passwords when infected with attacked 

by malware. Their connectivity with mobile phones and the environment broadens their chances 

of being attacked by malware. These constitute security issues that need to be addressed.  

9.1.3 Enhancing the security of smartphones through evidence analysis 

Some smart malware automatically uninstall themselves and clean their logs after the attack goal 

is accomplished [7]. Analysis of left artefacts is integral for the detection and identification of 

potential and future transmission especially when the same attack vectors are used as identified in 

the LMD approach [8]. However, the use of anti-forensic techniques and tools on mobile and other 

smart devices to erase, alter, or conceal evidence makes this challenging and time-consuming for 

forensic and malware analysts. Although scheme such as replicas in the cloud [9] is in place as 

one of the data recovery approaches, a framework for evidence source neutralisation is needed to 

solve the problem of imperfect intentions [10] in the courtroom, workplace, among others.  

Our results (Sections 5.6.1, 5.7, 5.6.2) demonstrated that malicious activities such as network 

connectivity, contacted URL can be extracted during analysis. This is significant in identifying 

threats (Section 5.7) posed by malicious applications. However, our research does not cover 

neutralisation approach of malware analysis. Neutralisation technique for digital forensic 

technique would help tackle the problem of blaming the limited choice, role, options, hiding behind 
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imperfect intentions, hiding behind imperfect capabilities and knowledge. For example, some 

criminals would intentionally infect a mobile device or corporate network with malware. When 

caught, they could leverage their imperfect capabilities or knowledge to handle malware or hide 

behind other factors such as circumstances to get away with their crime or reduce the sentence 

gravity. Although the Computer Misuse Act [11] spelled how such criminals should be given 

sentences. However, analysing the report of hackers who are convicted under the act shows that 

the Computer Misuse Act is limited to certain aspects for example when giving judgment to the 

unskilled group, juvenile offenders, mentally impaired, among others.  

9.2 Summary of contributions  

Malware is one of the major security challenges mobile and other security communities are faced 

with. If a digital device is infected by a malicious application, the application has control over the 

device's functionality and data. This can impact your finances, your privacy, and your access to 

your data. Malware is a threat not only to individuals but also to corporate organisations and 

financial bodies as well. Apart from financial impacts, malware attacks could lead to 

communication traffic of an infected network, hardware failure of the physical device, data theft, 

and loss of critical business data, among others. We carried out intensive research to identify the 

attack vectors and the infection strategies of evolving malware. we developed techniques to aid 

the prevention of malware infection on Android devices. 

Our research findings generate potential impacts in academic, external, and social contexts 

respectively. In the context of academic impact, this research made a digital footprint as 

demonstrated by a record of requests from university institutions for the published research results 

(Appendix A). Findings of research make academic impacts if the results research other 

researchers or academic institutions as a recorded or audible occasion of influence. The research 

formulates methods and demonstrates they related to the existing research theories and 

applications on Android and mobile malware in general. In addition to building the academic 

knowledge base impact, the findings generate impacts outside the academic environment, which 

we referred to as the external impacts.  
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The published results are cited and referenced by security companies in their security reports on 

mobile malware threats and their economic impacts. This suggests research novelty and results 

from credibility and significance. This signifies that our research is gradually gaining an external 

reputation which indicates a track record of thorough and successful work.  Finally, we believe 

that as the findings are being made public and cited by organizations and individuals, the outcome 

of this will influence the security and social policies that mobile companies will implement based 

on some of the recommendations by our findings.  Major conclusions and outcomes resulting from 

the research contributions are summarised as follows: 

9.2.1 Contribution 1: Paper 1  

Among the cyber threats experienced during the COVID-19 pandemic, malware attacks especially 

on mobile devices were reported to be a global security challenge. We presented an analysis on 

mobile malware emergence, their evolution, and infection strategies (Chapter 2, Paper 1 under 

review) which provided the research background that formed the foundation for our thesis. We 

conducted an up-to-date study of the mobile malware evolution and infection strategies. Based on 

the exhibited characteristics, we classify mobile malware evolution trends into distinct categories 

based on their sophistication, characteristics, and attack intents. We provide a general overview of 

the mobile malware infection model using infection strategies meta-data. In (Section 1.8.1), 

factors limiting the fast spread of the early mobile malware: (a) the lack of mobile OS 

standardization, (b) lack of mobile OS cross-platform, and (c) lack of Bluetooth technological 

advancements in data communication were identified.  

Our study identifies factors that enhance the fast spread of recent mobile malware These include 

(a) the advancement in threat dimensions, (b) improved security and business communication on 

Tor using multi-signature transaction and encryption approach, (c) mobile platforms’ integration 

with the IoT-based applications, (d) the emergence of evasion techniques and the advancements 

in mobile malware Toolkits on the dark web ((Section 2.3.2.1). We provided a comprehensive 

survey on the history of malware (Subsections 2.3.1) by identifying major propagation modes and 

their present state. The results show that malware has evolved from mere fun to more sophisticated 

attacks such as cyberstalking, state-sponsored attacks, financial gain, among others.  As discussed 

in (Subsection 2.3.2), the open-source nature of the Android operating system constitutes one of 

the major factors that facilitate malware infection and propagation mode. 
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 We provided an extensive discussion on malware evasion techniques and their impacts on mobile 

application trust. Knowledge of the evasion techniques such as application repackaging is essential 

in understanding the vital starring role, they play in mobile malware proliferation.  

 Based on our contribution, our study provides recommendations as countermeasures to cope with 

the emerging mobile malware increasing threats (Sections 2.7). These include (a) the deployment 

of software solutions from enterprise mobility management to enhance the security of enterprise 

devices, (b) observation of mobile application plugins and codecs during mobile application 

download and installation, (c) the adoption of risk mitigation strategies by organizations, (d) 

development of a mobile malware infection model to understand the immunity state of a mobile 

device during and after recovery from malware infection. The comprehensive analysis suggested 

the need to analyse comprehensively and identify strengths and limitations in the existing detection 

techniques. The second research paper (Chapter 3) provides a broad but careful assessment of 

mobile malware detection and classification techniques. Strengths and limitations of the detection 

techniques were identified and carefully analysed to help develop a more robust tool for the 

identification of sophisticated mobile malware variants.  

9.2.2 Contribution 2: Paper 2  

As malware is becoming smarter and sophisticated, there is a need to improve on existing 

techniques to enhance detection and classification. Part of the literature review (Chapter 3) 

published (Paper 2) provided a comprehensive review of the existing Android malware detection 

detections. The paper provided background on mobile malware with a comparative analysis of the 

static, dynamic, and machine learning approaches (Section 3.2) for detecting mobile malware. The 

detection techniques (Section 3.4) examined were found to have unique strengths and limitations 

which are highlighted in Table 3-1. One of the major common limitations among the techniques 

is their susceptibility to transformation and zero-day attacks as highlighted in the evaluation 

(section 3.6). One of the things we did not cover in the review is a comparison of the techniques 

with those used by other mobile platforms such as iOS. During the comparison, parameters 

optimization was not considered as a criterion which we suggested for further research.  
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Identification of strengths and limitations in the existing techniques is significant to building an 

efficient and robust detection framework by leveraging the identified strengths. Also, the identified 

weaknesses are as well significant for future research for improvement for better detection. In 

summary, this chapter (Paper 2) serves as a good starting point for research on the limitations and 

strengths of detection tools apart from identifying significant research gaps. Findings of research 

make academic impacts if the results reach other researchers or academic institutions as a recorded 

or audible occasion of influence. This chapter impacts academic advances across and within the 

mobile discipline. Also, the published results a cited and referenced by security companies in their 

security reports. This demonstrates the research's credibility and significance as it gains an external 

reputation and track record of impactful work.  

9.2.3 contribution 3: Building malware lab 

Analysis of malware in an uncontrolled environment is very disastrous as it could cause escalation 

to the outside world. Smart and sophisticated variants such as polymorphic malware change their 

functionalities such as file name or attributes in certain instances to circumvent detection by 

signature approach. As a result, there is a need for a risk management plan during malware analysis 

to avoid critical infrastructure from disruption and destruction by malware. To avoid regulatory, 

reputational, and legal risk, we built a malware lab (Chapter 4) using sandboxing technique and 

change control for monitoring both the host and guest OS. Security configurations ranging from 

network configurations and privileged accounts set up (Section 4.2) were established. Tools and 

rules were configured to monitor both inbound and outbound traffic. This helps to monitor for 

escalation during analysis.  

The malware lab built for this research forms a starting point where other researchers whose 

research interest is on malware analysis could be leveraged on. By integrating both virtual and 

physical devices, the lab aids evaluation and automated analysis of sophisticated and new malware 

variants and their features. The major strength of our lab is that though the design is simple and 

cost-effective, and the lab shows a high degree of containment. No issue of malware escalation 

was reported throughout the research period. In addition, the lab is flexible and easy to maintain. 

Although the maintenance of the lab may not be a guarantee, the containment strength is more 

vital. Our lab, however, was not tested with malware data set and as a result, does not guarantee 

containment of other malware datasets apart from Android. In addition, security patches were not 
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applied during the development and as a result, security vulnerabilities need to be tested been used 

as a commercial product.  

9.2.4 Contribution 4: Paper 3 

The third research paper (Chapter 5) presents how malware can be classified by statistically 

analysing malware with Linux malware detect (LMD) technique. LMD is a technique for mining 

text features by configuring some functions with rules. The technique retrieves data and 

statistically analyse the code if obfuscated using encoding methods. We accustom the ClamAV 

approach in the reformation of the model process for similarity classification. LMD technique 

extracted detected privileges exploited by sophisticated malware families. We identified 

permission requests such as HTTP requests, text messages, and network connection during 

synchronization, payloads executed, location monitoring, and battery consumption. Understanding 

how malware escalates privileges is significant in combating malware because it will shift the 

prevention paradigm from proactive to reactive. This contribution is significant because it 

discloses how privileges are exploited by emerging smart malware families especially from the 

developmental application reuse point of view. In addition, this contribution facilitates the 

measurement of malware file similarities which can be used to classify malware into their 

respective families automatically. It also aids malicious code module identification with their 

similarities during an investigation by malware experts.  

9.2.5 Contribution 4: Paper 4 

Permission is one of the major security architectures Android uses to prevent different forms of 

threats. Mobile applications request different permissions which may be normal or dangerous. 

Automated classification of malicious applications using permission attributes is essential in 

combating malware. Existing techniques do not give a good classification accuracy, especially 

when dealing with sophisticated malware such as polymorphic variants. As a result, we proposed 

a classification framework (Chapter 6) published in Paper 4 to optimise Android malware 

classification based on permission attributes. The framework has the capacity to use other 

attributes such as intent and command signature to train and learn in predicting the new trend of 

smart malware.  



283 

We improved the classification accuracy of our framework by selecting only features that are most 

important using feature classification (Section 6.5). One of the major strengths of our framework 

is feature diversity and threshold capabilities (Sections 6.7.2). The feature diversity method was 

used to reduce feature redundancy and minimise classification error in the framework. The 

diversity threshold ensured adequate differentiation of feature vectors in the data set. The 

framework demonstrated results with high accuracy with significantly low feature space when 

compared to the state-of-the-art methods.  

Identifying dangerous permissions frequently requested by malicious applications plays an 

essential role in developing and building a secure mobile computing ecosystem. It enhances 

malware detection and data protection. Permission request depicts application’s characteristic 

patterns, especially in Android platform. This contribution provides malware analysts and digital 

forensic investigators with an efficient framework for automated analysis of malicious. For further 

research, we suggest testing the model using data set from other mobile platforms. 

9.2.6 Contribution 4: Paper 5 

Dangerous permissions that malicious applications request to access the device resources of a 

victim exhibits similar attributes. Even though permission is granted, an application may not have 

access to a device resource based on the Android permission architecture. However, permissions 

with similar attributes could trigger background actions because of similarities in their clusters. As 

a result, there is a need to investigate the relationship between permissions to identify their threat 

level. This contribution is provided in Paper 5, Chapter 7. We proposed a model that 

demonstrated how risky some malicious applications are based on their threat level (Section 7.4)

using exploratory factor plane analysis (Section 7.3.4). The model was implemented using t-SNE 

(Subsection 7.3.2) and SOM (Subsection 7.3.3) algorithms respectively. 

Visualisation results obtained from the model (Section 7.3.4) indicate that most permissions in the 

large subcategory were requested by very few Android applications while frequently used 

permissions were those in the small subcategory. We proposed a protection level and permission-

based taxonomy with flags that indicate the presence of dangerous permission during analysis. We 

identified that there are permissions with similar attributes which can trigger the installation of 

similar permissions with the same threat level in the background without activating further request 

actions for access and payloads execution. 
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The chapter identifies that in a random sample of a given malicious dataset, some features of some 

variables have control or influence the characteristics of one or more variables at given levels of 

independent measurement. The results of the contributors demonstrate that there is no adequate 

expressiveness from permissions that are requested frequently. The importance of this contribution 

will assist in enforcing security parameters at the permission security system of the Android 

platform and other mobile OS. This understanding will aid mobile users to prioritize their privacy 

over the urge to use the application especially when the application is not from trusted markets or 

sites. These findings are significant for offering insights to assist mobile users to make low-risk 

decisions during application installations and when granting access to applications that have high 

threat levels (Sections 7.5.1). 

 Our model can be expanded to other mobile permission-based platforms such as Windows and 

Symbian. We infer those permissions not frequently requested could be disintegrated into the 

common class. As a result, we suggest further research on adding finer granularity as a security 

approach for Android permissions that are frequently requested by applications. I hope adding 

finer granularity will enhance this expressiveness and enhance Android security, especially when 

combined with the ones occasionally requested. However, we are not sure if finer granularity will 

increase the model complexity especially when implemented using different data.  

9.3 Conclusion 

As of August 2021, Android remained the most popular and leading OS in the mobile OS platform 

market with an increasing number of threats such as malware that targets the OS. While factors 

like cheap to purchase and ease of operation enhance its popularity, the open-source nature of 

Android enhances malware infection. Android open-source architecture allows developers to build 

application variants that meet the compatibility of the Android requirements. While the goal is to 

contribute code that will enhance the functionality and security of the project, hackers repackage 

malicious codes that can not be easily reviewed. Consequently, among other factors, this has made 

malware on Android keep growing rapidly. Thus, it is critical to investigate malware evolution 

and infection strategies by evaluating the existing classification, detection, and analysis methods 

to improve detection and if possible, prevent malware attacks on Android. 
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The author introduced the thesis by presenting recent cases of major malware attacks and 

comprehensive reviews on Android security, malware state of the art, and detection techniques. 

The review identified the weaknesses and strengths in the existing techniques that require 

improvement for detecting smart and sophisticated malware. This lead to building a framework 

that classifies Android permissions. To appraise our research value and areas of our research 

impacts, the weaknesses and strengths of our techniques are compared with traditional 

frameworks. Our techniques showed high diversity in the malicious feature classification. The 

framework robustly identified some attack vectors which are privileges that are escalated by smart 

malware to infect Android. Classification accuracy of 97% was achieved with our framework.  

To reflect on the work, the framework was tested by using methods that could classify malicious 

applications based on their permissions and also identify the correlation between permission 

variables. We performed an exploratory analysis to determine the threat and protection level 

relationship in each permission. This research applied permission forensic analysis in a different 

approach of detecting and classifying malware on the Android platform. The results of our methods 

showed clearly their robust and scalable capabilities for detecting and mitigating smart malware 

that use permissions to escalate privileges. We conclude our thesis that the research question “Is it 

possible to develop a framework that identifies attack vectors and privileges on the permission 

request system that smart malware deploys to infect Android-based platforms, to prevent malware 

attacks on Android OS devices?” has been answered. 
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Appendix A: CERES request for a copy service 
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Appendix B: Correlation heatmaps 

Figure B-1: Spearman’s rho correlation heatmap 
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Figure B-2: Pearson’s r correlation heatmap 
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Figure B-3: Kendall’s tau-b correlation heatmap


