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Abstract

Internet of Vehicles (IoV) plays an essential role in the intelligent transportation system that contributes to traffic congestion
reduction, road safety, pollution reduction, and efficient travel. However, the growing reliance on communication technologies
subjects IoV to a wide range of cyber threats, such as privacy violations, message malware, spoofing, and denial-of-service
attacks. The paper involves a Systematic Literature Review (SLR) to determine and evaluate cyber threats in the IoV
communication. After a systematic search and quality evaluation, 83 primary research studies were examined, and as a result,
eight key categories of threats were identified. According to the findings, denial-of-service and distributed denial-of-service
(DDoS) attacks, spoofing and impersonation, and falsified information attacks are the most reported risks. These insights
represent a broad view of the existing vulnerabilities in the communication of the Internet of Vehicles and countermeasures are
required to address the identified cyber-threats. The findings of this review would inform other researchers, policy makers, and
industry practitioners to establish effective countermeasures to enhance IoV security before its wide-scale implementation.
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1 Introduction

The Internet of Vehicles (IoV) is a complicated system of vehicles communicating with each other by means of the
Internet. It uses communication technologies to facilitate synchronization between the vehicles, roadside units and
pedestrians. However, the propagation of connected vehicles poses numerous cyber threats that should be taken into
consideration as they may severely affect road safety and cause traffic congestion and accidents. [1]. The report of
the Federal Highway Administration of the USA claims almost 16,000 highway accidents in the USA daily [2].
Moreover, IoV has now become an important element of contemporary communication, which has drawn significant
attention from practitioners and researchers [3]. The statistical reports show that in 2019, the autonomous vehicles
market value amounted to 131.9 billion US dollars globally [4]. In IoV environments, sensors gather pertinent data
and send it via cloud storage to process it. Some of the IoV applications include reduced traffic congestion, collision
prevention, and best route selection [5].

To achieve these benefits, IoV data should be authentic and reliable. Confidentiality and security in vehicular
communication are thus a necessity for user trust and safety. Any falsified or manipulated safety information can
result in traffic jams and accidents because even a single bit of manipulation can change the interpretation of the
whole message [5].
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Additionally, IoV is a new concept that should be properly investigated before being widely implemented. It is
essential to determine the possible cyber threats and ways to mitigate them. loV security is actively being developed
by researchers across the globe, though the recent challenges, as well as the current solutions to them, still constitute
an urgent concern. As a directive towards this research, the following research questions were developed.

RQ1: What are the recent cyber threats in the IoV vehicular communication? Such a question aims at finding a list
of potential cyber threats based on a systematic review.

RQ2: Do the identified threats vary based on publication year, sources nature and geographical distribution of
sources?

2 Related Work

Harsha Vasudev et al. [6] paid special attention to the security of message transmission within the systems of the
IoV, and they suggested a lightweight protocol which is aimed at protecting against different types of attacks. These
communication standards focus on various oV elements, which are V2V, and Vehicle-to-Infrastructure (V2I).
Jin Cui et al. [7] provide the review of security attacks and autonomous vehicle countermeasures. Their work gives
a detailed study of the found attacks to promote knowledge of the found vulnerabilities and their related
countermeasures.

According to Surbhi Sharma and Baijnath Kaushik [8], described that the world today has approximately one billion
existing commercial and passenger vehicles, which are likely to be two billion by 2035. In the context of such fast
development, better road safety and comfort of passengers, as well as traffic surveillance, are required to avoid
accidents. Besides the examination of the security threats and mitigation, the authors suggested a lightweight
authentication protocol of the Radio Frequency Identification (RFID) devices on the basis of the argument that the
lightweight authentication protocol enhances the performance of the IoV with regard to the use of CPU, memory,
and detection time. Nevertheless, they also pointed out that there are numerous IoV issues that are yet to be
addressed.

The authors of the article in [9], noted that the IoV is also categorized by serious challenges in areas of privacy,
reliability, and safety because it relies on such types of communication as V2V, V2I, Vehicle-to-Roadside (V2R),
and Vehicle-to-Pedestrian (V2P). They are susceptible to eavesdropping, spoofing, denial of service (DoS) and
replay attacks. To overcome these threats, they came up with a Fine Tree-based Intrusion Detection System (IDS).
However, due to the enthusiasm in the development of the IoV systems, new threats are bound to arise, and it is
important to detect and mitigate them in time.

In [10], an IoV wireless sensor network was offered a customized communication security framework, which
handles technical and scientific issues in the context of an efficient encryption model. Since a vehicle is constantly
collecting and transmitting sensitive information like speed, position and brake condition, there is a need to have
secure protocols in place to ensure that the information is not mistreated. The structure will provide the privacy
wherein the cryptographic keys are produced without revealing the parameters and the session keys are relayed in
encrypted format.

According to the literature above, it is evident that the detection of recent cyber threats occurring in the IoV
communication systems plays a critical role. As the system of IoV is based on various communication platforms and
connectivity, which is operated by sensors, new vulnerabilities can be expected to emerge. Researchers and
stakeholders are required to continue their work in order to ensure that they develop robust solutions to the new
cyber threats to the IoV systems.



3 Research Methodology

We adopted a Systematic Literature Review (SLR) in this study. SLR is a form of scientific evidence synthesis to
respond to the developed research questions. SLR is open and replicable, whereas it aims to incorporate all the
available published evidence on the subject and the quality of that evidence. In the SLR approach, we carefully look
through the literature about the identification of cyber threats with them in the context of IoV communication. The
protocol development is the initial stage of SLR. First, we have created the protocol and discussed it in [11]. The
SLR was conducted according to the recommendations presented in [12], which were altered to be implemented in
transport/smart mobility systems [13, 14].

3.1 Search Strategy

In order to select relevant sources, we utilized a structured search strategy for the SLR. The search strategy is
outlined as follows:

e Scarch terms were constructed upon the documentation of the Population, Intervention, and Outcome
(PICO).
Associated synonyms and alternative spellings were identified.
Verified keywords from related studies were incorporated.
Boolean operators were applied to refine and broaden the search as necessary.

The inclusion/exclusion criteria and quality assessment checklist are vital and documented upon the suggestions
provided in [15]. This approach has been adopted by other researchers [16-18]. Table 1 illustrates the elements of
Population, Intervention, and relevant Outcomes taken as the PICO criteria.

Table 1. PICO criteria
PICO Results
Populations IoV, Vehicular Communication
Intervention Enhancing IoV communication security
Experimental Design Systematic Literature Review
Significance Outcomes List of threats within the IoV communication system.

The research question is designed as presented below:

[What are the cyber threats in the IoV communication system? To recognize threats and address each threat to

enhance the [oV communication security?]................. "INTERVENTION”
within [ToV communication].................... "POPULATION”
To be used for [IoV communication security].................. ”SIGNIGICANCE OUTCOMES”

PICO criteria, as shown in Table 1, assist us in generating a search string using the researched questions and we got
a minimum of 6 search terms. We applied these keywords in the scholarly databases, as well as, Google search
engine and identified synonyms used in the articles that were found. These synonyms are linked with Boolean
operators as they appear in Table 1. Eventually, we were able to come up with the search string as given below to
locate the threats in the IoV communication system:

(Issues OR Challenges OR threats) AND (“loV communication” OR “vehicular communication” OR “V2V
communication” OR “V2X communication”).



Table 2 and Table 3 show the study strategy (keywords, synonyms and SLR results), respectively. The research
design involved an intensive review of each stage of the search method and the publication by specialists. The
design of the review did not indicate any major problem.

Table 2. Keywords synonyms
Keyword Synonyms
“Secure oV communication” Issues OR
Threats OR

“loV communication” OR
“Vehicular Communication” OR
“V2V Communication” OR
“V2X Communication”

In these libraries, the following digital libraries used the search string to search relevant literature:

e |EEE Xplore
e Wiley Online Library
e ScienceDirect
e Google Scholar (Search Engine)
Table 3. SLR Search Results
Search string Digital Libraries Total Results Initial Selection  Final Selection
(Issues OR Challenges OR threats) AND Science Direct 780 73 19
AND (“IoV communication” OR “vehicular ~ Springer Link 180 23 07
communication” OR “V2V communication” ACM 235 63 21
OR “V2X communication”). IEEE Xplore 435 105 18
Google Scholar 135 37 13
(Search engine)
Snowballing 42 31 05
Total 1807 332 83

The snowballing technique was adopted as a post-search technique to fetch the other relevant literature that was
possibly omitted during the initial search in databases. It was conducted with the use of forward and backward
snowballing (the review of the reference list of the existing sources and new sources that are followed, which are
cited in the chosen works respectively). With this, it was possible to identify more relevant responses and thus
enhanced the sample size [19-21]. The method has been used by other researchers as well in making their literature
reviews more comprehensive [22-25]. The overall description of the SLR procedure is presented in Figure 1.
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Fig 1. SLR process overview

3.2 Inclusion/Exclusion Criteria

To strengthen the final sample quality, we applied well-defined inclusion/exclusion criteria to filter the retrieved
articles, as shown in Table 4. These criteria were designed to extract only the most pertinent studies related to IoV
communication systems, particularly in terms of enhancing communication security.

Table 4. Inclusion and Exclusion Criteria
Inclusion Criteria Exclusion Criteria
Articles that specifically focus on cyber threats within IoV Articles unrelated to predefined research queries.
communication.
Articles in the English language. Articles that don’t define any issue or relevant solution

regarding secure oV communication systems.

Published articles in journals or conferences. Studies those are not fully accessible online.
Articles addressing challenges, risks related to the IoV In cases of duplicate content, only the most recent
communication system. publication was retained.

3.3 Quality evaluation

To measure the final sample quality and reduce the possible bias, we established a list of evaluation parameters with
the help of which we assessed which studies were relevant and conditional [26, 27]. Here, we adhered to the
checklist suggested by Kitchenham and Charters [26, 28], to design the Quality Assessment (QA) criteria. Table 5
shows the QA questions that are applied in the assessment of the published articles.



Table 5. Quality Assessment Criteria

No Quality Assessment Criteria Answer

QA-1 Does the selected article respond to the study problem? 1/0/0.5

QA-2 Does the article possess a clear research purpose? 1/0/0.5

QA-3 Does the article accurately describe the intended research technique? 1/0/0.5

QA-4 How were the problems in the oV communication systems in the article identified, determined or 1/0/0.5
evaluated?

QA-5 Is the article a journal or conference publication? 1/0/0.5

As part of the quality assessment process, each question in the QA checklist was evaluated using a three-point scale:
1, 0.5 and 0O for each article. This scoring approach was applied to formal literature. According to the evaluation, the
primary studies that scored above 60 percent in answering the QA questions were 13, 23 percent scored above 70
percent and 21 articles scored above 80 percent. Such findings suggest that the chosen primary sources were mostly
pertinent and of reasonable quality in terms of the research questions. Sources with a quality score of less than 2/5
(i.e. less than 40 percent) were out of the scope of the further analysis because of the lack of evidence. Three studies
were hence excluded in the process as part of quality screening to have a refined dataset to be analyzed later. Criteria
used to evaluate the quality were developed to determine the publication scores and these criteria were used to
devise the final published articles list. The primary purpose of the quality assurance was to eliminate the low-quality
studies and maximize the validity of the evidence applied in this review [29, 30].

3.4  Papers Selection

The source screening was first performed after the title and abstract of the search results were screened. The last step
in the selection process was achieved in the second step where the full-text articles that had been found during the
first step underwent further scrutiny. Further, the data were extracted using the sources that were also selected in
accordance with the inclusion and exclusion criteria and the quality evaluation criteria. 83 publications in total were
finally chosen in formal literature.

3.5 Extraction of Data

The application of the primary sources in the ultimate research procedure enabled us to assemble the required data to
respond to the fundamental objectives of this research. As a summary of the identified challenges, along with their
incidences and proportions in answering the research questions, we did a synthesized tabular summary (with
columns titled (including columns titled Threats ID, Threats Name, Frequency, and Percentage) as presented in
Table 6. The primary reviewer synthesized the data, and it was then reviewed by a second reviewer. The second
reviewer sampled the list of reviewed articles randomly and independently retrieved the information on the articles
reviewed by the first reviewer. The findings were then compared to the past results of the original reviewer and no
significant results were found. The main reviewer first determined 12 threats. Upon additional consideration of the
secondary reviewer, we integrated the recommended changes and came up with a final list of 8 different threats that
have been displayed in Table 6.

4 Results and Discussion

As a response to RQ1, we defined a group of threats in the systems of the IoV communication with the help of SLR,
and this is provided in Table 6. The most common one is CT-2: denial and distributed denial of service (DDoS)
attacks, which were reported in 47% of the studies. Eight major problems were then identified and synthesized out
of the 83 studies sampled. There were 12 cyber threats that were identified during data synthesis, however, through



meticulous review and the combination of like terms, the list was narrowed down to eight threats. These completed
threats, as indicated in Table 6, give a holistic view of cyber threats in the systems of IoV communication.

Table 6. Cyber threats within the [oV communication system

Threats ID Threats Name Frequency Percentage
CT-1 Falsified-Information Attack 29 35%

CT-2 Denial and distributed denial of service attacks 47 57%

CT-3 SQL and fuzzy injection attacks 9 11%

CT-4 Lack of software and hardware protection 13 16%

CT-5 Ransom-ware Attacks 11 13%

CT-6 Message replay and spamming attacks 23 28%

CT-7 Spoofing and impersonation attacks 43 52%

CT-8 Lack of communication channel reliability 7 8%

Examining Table 6, DOS and DDoS attacks seem to be the most prevalent in the literature. This attack should be
mitigated to avoid interference in communication, especially in times of emergency [31]. It is thus advisable that
researchers and decision-makers apply machine learning methods to address these threats. In the second position are
spoofing and impersonation attacks, 52 percent of the studies reviewed mentioning them. In IoV communication,
there is a possibility of accidents and the latency to transmit messages due to false signals and spam messages [32-
34]. Machine learning-based countermeasures are also necessary to counter these attacks. Similarly, falsified
information attacks are ranked third. Under these circumstances, it is important to ensure that VANETS are secured
because an attacker can use them to invade the privacy of drivers or passengers [8].

To address RQ2, the detailed sources are represented in the figures given below. The year-wise publication
distribution is depicted in Figure 2, with the X-axis represent the years whereas the Y-axis represent the published
articles frequency in a particular year. The highest point was observed in 2024, and it can be seen that the issue of
IoV security has increased more significance and the efforts to respond the recent threats in cyberspace are being
more actively researched. The nature of sources is shown in Figure 3 and includes 56 journals and 27 conference
papers. Figure 4 shows the geographical distribution where the majority of articles are in Europe, then Asia and then
America. The publications are divided into two categories in Figure 5: 2012-2018 (30 articles) and 2019-2024 (53
articles). This is because of the increased number of recent publications, which shows that researchers and decision-
makers are already attempting to solve the problem of the security of IoV even before it is widely implemented.
Overall, this paper systematically demonstrated recent cyber threats in the area of [oV communication. Researchers
and stakeholders have a responsibility to make sure that such threats are mitigated at an earlier stage of large-scale
implementation of [oV in order to minimize the risks and prevent accidents.
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5 Conclusion

In this study, we have systematically reviewed 83 articles that are relevant to vehicular communication systems. The
SLR helped us in the identification of eight major cyber threats to oV communication system as shown in Table 6.
The most mentioned threats are the denial and distributed denial of service attacks, the spoofing and impersonation
attacks, and the falsified information attacks. The paper has provided various analyses such as year of publication,
type of sources, geographical spread and period covered by the studies. We intend to empirically confirm the SLR
results in the future by conducting an online survey of people with expertise in the area of automotive
communication to determine any similarities and differences between the literature and the perspective of the



practitioners. We intend to carry out another SLR to explore mitigation measures to address these cyber threats so
that the security of IoV communication can be strengthened. Finally, the author intends to develop a Cyber Threat
Mitigation Model (CTMM) based on the results of the SLR and expert opinions in order to assist automotive
organizations evaluate their readiness to secure vehicular communication systems.
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