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Abstract

This paper presents a comprehensive analysis of deepfake technology and its multifaceted impacts on society, privacy, trust,
and information integrity. Deepfakes, synthetic media generated using Al-powered algorithms, pose significant challenges
to individual privacy, societal trust, and the integrity of information. To explore these issues, we employed a mixed-methods
approach that included in-depth expert interviews with professionals from diverse fields such as law, ethics, artificial intel-
ligence, cybersecurity, and social sciences, along with a dichotomous question survey, which provided comprehensive insights
from multiple perspectives. This methodological approach facilitated a multidimensional perspective on the potential risks
and benefits of deepfakes. Our findings reveal unanimous concern among experts regarding the profound societal implica-
tions of deepfakes, particularly their capacity to amplify disinformation, erode public trust, and inflict psychological harm on
individuals. Key themes identified include the urgent need for robust regulatory frameworks, the critical role of media literacy
in enhancing public resilience, and the varying impacts of deepfakes across different demographic groups. The consensus
among experts points out the necessity for an ethically guided approach to the development and deployment of deepfake
technology, emphasizing the importance of interdisciplinary collaboration in crafting effective policy responses. This study
advances the ongoing discourse on deepfake technology by providing stakeholders and policymakers with evidence-based
recommendations aimed at mitigating the associated risks and harnessing potential benefits. These recommendations promote
a balanced and informed approach to navigating the complexities of this emerging technological challenge.

Keywords Deepfake threads - Social impact - Misinformation - Ethical implication - Al regulations - Media literacy - Policy
recommendations
1 Introduction

Deepfake technology, driven by advances in generative
adversarial networks (GANs) and other Al-powered algo-

54 Sami Alanazi rithms, has emerged as a transformative force in digital
sami.alanazi@cranfield.ac.uk media, significantly affecting societal trust, individual pri-
Seemal Asif vacy, and the integrity of information. Unlike traditional
s.asif@cranfield.ac.uk image or video manipulation, deepfakes can produce highly
Antoinette Caird-daley realistic yet entirely fabricated visual and auditory content,
a.caird-daley @cranfield.ac.uk challenging our conventional understanding of authenticity
Irene Moulitsas in digital communication. Although deepfakes are frequently
i.moulitsas @cranfield.ac.uk associated with misuse, they also present promising positive

applications across various fields, including entertainment,
education, accessibility, and healthcare (Kietzmann et al.
2020; Navarro Martinez et al. 2024; Patterson 2023). For
instance, deepfake technology can enable realistic voiceo-
vers in film production (Chesney and Citron, 2019) and
improve language translation through advanced lip-syncing
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techniques (Suwajanakorn et al. 2017). However, these ben-
efits are often overshadowed by the potential for widespread
misuse, underscoring the lack of comprehensive understand-
ing of both their societal risks and their innovative potential
(Mirsky & Lee 2020).

The growing prevalence of deepfakes highlights a criti-
cal gap in targeted regulatory responses, public awareness,
and protective frameworks to address their multifaceted risks
effectively. Prior studies have documented their disruptive
potential in amplifying uncertainty on social media plat-
forms (Vaccari & Chadwick 2020), with significant ramifica-
tions for civic culture and democratic processes. Recent inci-
dents, such as fabricated content involving political figures
during the Russian-Ukrainian conflict (Wakefield 2022),
point out the need for more comprehensive regulatory strat-
egies. Moreover, deepfake technology’s alarming psycho-
logical and social toll remains underexplored, particularly
its ability to exploit individuals on a personal level such as
in cases of non-consensual pornography and Al-generated
misinformation demonstrates its alarming psychological and
social toll, for instance, the tragic story of Molly Russell, a
14-year-old who ended her life following exposure to harm-
ful online content (North London Coroner’s Service 2022).
Another example of children being targeted with Al-gen-
erated content involves Isabel, a Spanish teenage girl, who
discovered a nude photo of herself being circulated among
her classmates. The young girl was terrified and depressed.
She was not the only victim of deepfakes in her city; more
than 20 teenage girls were targeted by Al-generated content
in a city with a population of around 30,000, which is alarm-
ing (VIEJO 2023).

In response to these challenges, existing literature has
not fully addressed the disconnect between technological
advances and their societal implications. While legislative
efforts, such as the UK’s Online Safety Bill and the EU’s
Artificial Intelligence Act, represent progress, there is a need
for studies that bridge the gap between regulatory efforts and
the broader societal need for education and awareness (EC
2024; Loughran 2024). Social media platforms, despite their
key role, also lack robust systems to mitigate the spread of
deepfakes proactively (Alanazi et al. 2024).

This paper adopts a mixed-methods approach that com-
bines a dichotomous question survey and in-depth inter-
views conducted with experts in law, ethics, Al, cybersecu-
rity, and social sciences. By synthesizing perspectives from
these diverse fields, this study seeks to bridge the research
gap between the technological advancements of deepfake
technology and the corresponding regulatory and societal
responses required to mitigate its risks. This article examines
the necessity of regulatory frameworks and educational initi-
atives to mitigate the risks of deepfake misuse while balanc-
ing innovation and individual rights. By proposing action-
able recommendations, this study contributes to addressing
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the gap in aligning global regulations, ethical considerations
(Appendix 1), and public education with the challenges and
opportunities posed by deepfakes. Through an interdiscipli-
nary analysis, this study formulates concrete steps to foster
a safer and more trustworthy digital ecosystem, addressing
the urgent gaps in the current research landscape.

2 Methods

2.1 Assessing expert opinions on the societal
impact of deepfake technology

This method was presented during the International Robotics
Showcase 2023, held in July in Bristol. This renowned event
brings together leading companies and top universities at the
forefront of robotics and autonomous systems. The show-
case featured participation from industry giants like Ocado
Technology, Dyson, ABB Robotics, and Thales, as well
as research institutions such as the University of Oxford,
Cambridge University, Imperial College London, and Bristol
Robotics Laboratory. The event provided an opportunity to
engage with Al experts from academia and industry, offer-
ing a unique platform to gather informed perspectives. As
participation was limited to attendees of this robotics event,
the number of participants could not be controlled. In total,
25 experts participated, comprising 8 women and 17 men,
representing diverse expertise in Al, ethics, and robotics.

Before engaging participants in the voting process, we
presented an overview of deepfake technology, including
its creation, detection methods, and social implications.
This background set the stage for a more informed voting
session. The methodology for gauging expert opinions was
straightforward yet effective. A closed yes/no question was
posed: ‘Will Deep Fake have a significant societal impact?”’
The simplicity of the binary question aimed to encourage
straightforward responses and reduce ambiguity in interpre-
tation. To collect responses, a voting system involving two
boxes and colored tokens was set up: red tokens represented
a ‘No’ vote, and yellow tokens signified a ‘Yes,” as shown
in Fig. 1. The system’s simplicity was designed to encour-
age participation and provide a clear visual representation
of the consensus.

2.2 Expertinterviews and policy recommendations
2.2.1 Study setting and data collection

Our study took place in a digital environment where bounda-
ries blur, and knowledge goes beyond geographical limita-
tions. The central element of our research, the interviews,
was exclusively conducted online through Microsoft Teams.
This platform enabled smooth and secure communication,
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Fig. 1 Experts’ voting system on deepfake’s societal impact

offering a digital avenue that transcended physical limita-
tions. Embracing this digital methodology allowed us to
engage with experts from diverse locations, each contribut-
ing a unique perspective to enhance the discourse on deep-
fake technology.

Before each interview, participants were carefully chosen
based on their expertise and achievements in their specific
domains. Our objective was to assemble a group of experts
capable of offering not only in-depth insights into deep-
fake technology but also a comprehensive understanding
spanning legal, ethical, and psychological dimensions. The
involvement of a chartered psychologist and a member of the
British Psychological Society enhanced our study, providing
profound insights into the psychological impacts of deepfake
technology. Additionally, the inclusion of a magistrate and
barrister added real-world perspectives, enriching our dis-
cussion with insights into the legal challenges posed by this
technology in the judicial system.

Gathering data in a digital realm demanded careful con-
sideration of ethical standards. Before each interview, par-
ticipants were presented with a clear consent form outlin-
ing the purpose of the study, the voluntary nature of their
participation, and the assurance of confidentiality. With
their informed consent secured, interviews were recorded
to ensure accurate and comprehensive analysis, respecting
the nuances of each expert’s perspective.

2.2.2 Participants
Our study comprised 14 diverse and accomplished experts,

each selected for their rich background and expertise across
various disciplines. The participants, consisting of nine

women and five men, brought a wealth of knowledge that
enhanced the depth and breadth of our exploration into
the social impacts of deepfake technology. This included
a senior researcher in applied psychology and cognitive
ergonomics, a researcher specializing in dementia and age-
ing, a lecturer in human—computer interaction, a chartered
psychologist and crisis resilience specialist, a cognitive
psychologist with expertise in individual differences, a
chartered occupational psychologist and course director, a
business psychologist and strategic advisor, an experienced
legal advisor, a professor of law & technology, a researcher
in social informatics, a law lecturer with a background in
theology, a researcher in human-technology interaction, and
a senior research fellow in psychology. Table 1 shows the
characteristics of participants. Their backgrounds spanned
areas such as cybersecurity, law, human-robot interaction,
and cognitive psychology. This diverse array of participants
ensured a comprehensive exploration of the social impacts
and legislation of deepfake technology, enriching our study
with a multifaceted understanding derived from their collec-
tive knowledge and real-world experiences.

Our study engaged 14 experts from diverse professional
backgrounds, carefully selected for their expertise in fields
related to deepfake technology and its societal implications.
The participants included nine women and five men, with
specialties spanning applied psychology, law, human-tech-
nology interaction, social informatics, and human-robot
collaboration. Their inclusion brought a wide range of per-
spectives, ensuring a comprehensive and interdisciplinary
exploration of the topic. Table 1 provides an overview of
the participants’ roles, affiliations, and areas of expertise.

To delve into the societal, psychological, and ethical
dimensions of deepfake technology, we posed a series of
carefully designed questions during the interviews (Appen-
dix 2). These questions focused on the participants’ under-
standing of deepfake technology, its societal impact, and its
psychological and ethical implications. For instance, partici-
pants were asked about the potential for deepfake technology
to exacerbate disinformation and manipulation, its influence
on social norms and cultural values, and the specific popula-
tions most affected by this technology. In addition, the dis-
cussions explored potential regulatory frameworks, ethical
guidelines, and strategies for promoting media literacy and
mitigating risks associated with deepfakes.

3 Analysis process
3.1 Overview of voting results
The voting boxes were securely sealed. Upon opening them,

we discovered that all 25 voters had voted “Yes.” This led to
the identification of a unanimous concern among experts:
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Table 1 Participants’ characteristics

Participant Role and affiliation

Expertise and highlights

P1 Senior researcher PhD in applied psychology and cognitive ergonomics. Interna-
tional experience. Awards for interdisciplinary research

P2 Researcher in dementia and ageing Postdoctoral position contributing to Sustainable Development
Goals. Expertise in dementia and ageing

P3 Lecturer in human—computer interaction PhD in HCP. Expertise in human-robot interaction and computa-
tional psychology. Module coordinator for user interface design
and HCI

P4 Chartered psychologist, magistrate, and crisis resilience specialist Founder of a company that specializes in cybersecurity and crisis
management

P5 Cognitive psychologist with expertise in individual differences  Diverse experience in driving simulation, psychophysiology, and
human factors. Proficient in mixed methods approaches

P6 Chartered occupational psychologist and course director Lecturer in occupational psychology. Expertise in cyber security,
defence training, and human performance

P7 Business psychologist and strategic advisor Chartered psychologist with experience in organizational and
leadership development. Recognized for work in occupational
psychology

P8 Senior human factors consultant Human factors in industrial human—robot collaboration, rail
industry, aerospace manufacturing, advanced research skills,
cutting-edge research, and practical applications in human fac-
tors and automation

P9 Experienced legal advisor Holds a PhD in international commercial law. Skilled in legal
writing, litigation, and legal advice

P10 Professor of law and technology International leader in regulation and governance of new tech-
nologies, knowledge exchange, internet law and policy

P11 Researcher with expertise in social informatics Holds a PhD in social informatics. Expertise in securing research
funding and working on EU-funded projects

P12 Law lecturer Solicitor and barrister with teaching experience. Involved in legal
education, and curriculum development

P13 Researcher in human-technology interaction Cognitive psychology, human-technology interaction, user expe-
rience, technology integration

P14 Senior research fellow Human factors in industrial human—robot collaboration, aero-

space manufacturing, advanced research skills and cutting-edge
research

3.1.1 Unanimous concern among experts

The voting results revealed a unanimous ‘Yes’ vote from
all participating experts. This unanimous decision draws
attention to a widespread concern among Al professionals
regarding the societal implications of deepfakes. The data
demonstrates a robust consensus across different fields con-
cerning the potential repercussions of this technology.

3.1.2 Industry and academic consensus

The participants, representing both industrial and academic
sectors, demonstrated a cohesive stance on the impact of
deepfakes. This broad agreement underscores the shared
concerns across various sectors about the potential risks and
implications associated with deepfake technology.
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3.2 Qualitative coding of expert interviews

In our research, we adopted the thematic analysis frame-
work proposed by Braun and Clarke (2023), which advo-
cates for reflexivity and theoretical sensitivity as funda-
mental to conducting rigorous research. This approach,
underscored by the definitions of themes by Saunders
et al. (2016) and expanded upon by King and Horrocks
(2010), enabled us to scrutinize the complex narratives
surrounding deepfakes through a critical lens. Utilizing
NVivo, a software designed for qualitative data analysis,
we enhanced our methodological rigor by incorporating
features for text illuminating, note-taking, and concep-
tual linking, as described by Jackson and Bazeley (2019).
NVivo’s capacity to manage large volumes of data proved
invaluable, especially in coding and segmenting interview
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transcripts for a more nuanced analysis (Welsh 2002).
Drawing parallels with the work of Callari et al. (2024) in
their exploration of ethical frameworks for human-robot
collaboration in manufacturing, we found NVivo to be
an essential tool in organizing and refining our thematic
analysis. Similar to their study, which employed NVivo for
clustering and refining ethical themes within a collabora-
tive design process, we utilized the software to enhance our
understanding of deepfake technology’s societal impacts.
This comparative approach underscores the value of rigor-
ous qualitative methods in analysing complex ethical issues
across different technological domains. By implementing
inter-rater reliability measures, we maintained coding con-
sistency, and NVivo’s visualization tools helped us con-
struct diagrams that visually represented interconnected
themes, offering a deeper understanding of the data. The
themes we identified, reflecting profound ethical dilemmas
and societal concerns associated with deepfakes, were vital
for illustrating our analytical process and were substanti-
ated by participant quotes, shedding light on their perspec-
tives (Appendix 3) (Levitt et al. 2018).

4 Result

Through our detailed analysis, we derived insights from two
complementary studies: the Integrated Analysis of Expert
Opinions based on voting results from the International
Robotics Showcase and the Expert Interviews capturing in-
depth qualitative insights. These findings together illuminate
the multifaceted nature of deepfake technology and its soci-
etal implications.

4.1 Integrated analysis of expert opinions

The integrated analysis of specialists’ opinions reveals a
unanimous concern about the dangers posed by deepfakes,
as evident from voting results and interviews, emphasizing
the need for societal awareness and policy intervention. This
shared worry among experts underscores the critical nature
of the threats deepfakes pose, ranging from violations of
individual privacy to broader issues of societal trust. The
consensus extends across industry and academia, indicating
the wide-reaching implications of deepfakes that go beyond
theoretical discussions and require collaborative efforts for
effective solutions. Both sectors acknowledge the potential
of deepfakes to affect politics, media, and individual rights,
bringing to the forefront the necessity for a unified approach
to addressing these challenges.

The unanimous agreement among experts stresses the
urgency for proactive policy and regulatory measures that
balance technological innovation with ethical considera-
tions and societal welfare. The discussions advocate for

adaptable regulations to keep pace with the evolving nature
of deepfake technology. Furthermore, the findings point to
the importance of interdisciplinary research to explore the
societal, legal, ethical, psychological, and social dimensions
of deepfakes, aiming to find effective risk mitigation strate-
gies and understand potential benefits.

Moreover, the consensus on ethical considerations in the
development of Al technologies like deepfakes stresses the
importance of incorporating ethical principles throughout
the lifecycle of these technologies. It calls for a conscien-
tious approach that prioritizes the societal impacts of tech-
nological advancements. This collective insight from experts
across various fields highlights a critical path forward in
navigating the challenges and opportunities presented by
deepfake technology.

4.2 Detailed discussion of expert interviews
with visual representations and quotes

Our analysis revealed seven primary themes, each accom-
panied by sub-themes that delve into the complexities of
deepfake technology. To provide a richer understanding of
the findings, we have incorporated direct quotes from par-
ticipants, visual representations, and detailed explanations
of the sub-themes. These additions aim to clearly link the
insights to the overarching themes, offering a nuanced per-
spective on the topic.

4.2.1 Understanding deepfake technology

This theme explores the core capabilities of deepfake tech-
nology and its far-reaching implications for digital media.
Participants described how deepfakes manipulate audio and
visual content to produce highly realistic yet fabricated repre-
sentations, blurring the line between reality and illusion. Sub-
themes such as voice manipulation illustrate the technology’s
ability to replicate an individual’s speech with minimal input,
while another key concern involves the deliberate targeting of
groups like celebrities or political figures for harmful purposes.
A participant’s reflection on the evolution of trust in visual
content lays the foundation for understanding the transforma-
tive impact of deepfakes. P10, a female professor in law and
international leader in the regulation and governance of new
technologies, said, ‘In the past, when we encountered a photo-
graph or video, we tended to accept it as truth... However, this
perspective has evolved’. This evolution underscores a growing
skepticism towards digital content, amplified by the capabili-
ties of deepfake technology to convincingly imitate reality.
Deepfake technology, described by one participant as ‘a
technology powered by artificial intelligence to manipulate or
create realistic-looking audio, video, or image content’ (P11),
represents a significant leap in the realm of digital manipulation.
The ability to create content that blurs the line between real and
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fabricated not only challenges our ability to discern truth but also
raises important questions about the integrity of digital media.

The comparison of deepfakes to traditional image manipu-
lation techniques, such as Photoshop, was a recurring theme.
However, participants noted the ease with which deepfakes
can be created and their potential to alter reality more con-
vincingly: ‘It’s in its own way... We are creating a fake image
from what we already have. So it feels like it’s the extension
by which the tools are being used’ (P3). It does not require an
expert to make a highly realistic video due to the availability
of software and apps that can do this specific purpose (Alanazi
& Asif 2024). This observation highlights the accessibility of
deepfake technology and its capacity to extend beyond con-
ventional image editing, offering both creative opportunities
and challenges in discerning authenticity.

The dialogue with participants illuminated the technological
complexity required to discern deepfakes, revealing the contin-
uous struggle between their creation and detection. Traditional
methods of image verification and forgery detection, such as
watermarking and statistical analysis, often fall short when
applied to sophisticated deepfake images (Hsu et al. 2020). Ini-
tial efforts in detecting deepfakes relied heavily on manual fea-
ture extraction and biological cues, but these approaches have
proven inadequate against the rapidly advancing capabilities of
deepfake technology (Giiera & Delp 2018). These limitations
underscore the urgent need for more sophisticated detection
strategies capable of keeping pace with evolving threats. This
complexity, necessitating advanced methods to differentiate
real from manufactured content, mirrors concerns about digital
content’s trustworthiness and misuse potential. Furthermore,
apprehensions extend to the generation of fake documents
and the adaptation of conventional image manipulation tools.
The rising occurrence of deepfake videos, the generation of
image-based models, and a growing familiarity with these
technologies suggest an expanding and dynamic field. Addi-
tionally, fears regarding specific groups being targeted and
voice manipulation through deepfake techniques underscore
the technology’s broadening and rapidly progressing capabili-
ties Voice fraud, a particular worry associated with deepfakes,
exemplifies the ease of impersonating individuals® voices, as
demonstrated by a notable incident involving a live Kabatznik
in Florida. His bank thwarted a significant fraudulent money
transfer requested in his voice, thanks to their phone system’s
detection capabilities (Flitter & Cowley 2023), highlighting the
critical need for advanced detection and prevention strategies
in this evolving landscape.

4.2.2 Navigating the complexities of deepfake legislation
enforcement

This theme examines the regulatory and enforcement chal-

lenges associated with deepfakes. Participants pointed
to issues such as the variation in applicable laws across
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jurisdictions and the difficulty of source identification, which
complicates efforts to trace the origins of deepfake content.
Furthermore, experts noted a significant gap in technical
and legal expertise among lawmakers and enforcers, which
impedes the creation of effective legal frameworks and com-
plicates the enforcement of existing regulations.

As one interviewee insightfully notes, “Enforcing meas-
ures to regulate deepfake technology presents several signifi-
cant challenges... there is a substantial gap in understand-
ing the intricacies of this technology among many law and
policymakers” (P10). This points out the essential need for
legislators to either possess a deep understanding of these
technologies or to seek advice from technical experts to
formulate laws that are both effective and enforceable. The
complexity also arises from the existence of law enforce-
ment agencies alongside a legal system. Concerns are grow-
ing about the potential use of deepfakes as evidence in court,
which poses challenges in distinguishing between genuine
evidence and deepfakes. Breen (2021) contends that efforts
should primarily aim to reduce skepticism about the validity
of video and image evidence. Measures to achieve this could
involve creating protocols to check the veracity and authen-
ticity of evidence, alongside defining criteria for the accept-
ance of digital evidence in legal proceedings (Cover 2022).

Additionally, the challenge of detecting deepfakes
underlines the critical need for substantial investment in the
research and development of technologies capable of iden-
tifying and mitigating their effects. The jurisdictional com-
plexities introduced by the internet’s global reach further
complicate regulatory efforts, necessitating international
cooperation to address the cross-border nature of digital
crimes effectively. As P12, law lecturer, solicitor and bar-
rister, points out, “Achieving effective regulation becomes
more challenging without a universal agreement,” under-
scoring the need for collaborative international frameworks.

The swift pace of technological advancement in deepfake
creation poses another hurdle for legal systems, which tradi-
tionally respond more slowly. For example, generative adver-
sarial networks (GANs) are causing concerns about privacy
and trust among online users due to their ability to produce
extremely realistic deepfakes(Alanazi & Asif 2023). Moreo-
ver, ethical considerations around accountability, especially
for those unknowingly sharing deepfake content, demand a
balanced and fair approach in legal responses. Public resist-
ance and the damage to credibility caused by misinformation
necessitate a dual approach of legal measures and public
education to enhance critical media literacy.

Enforcing legislation against the misuse of deepfake tech-
nology requires bridging the gap in understanding between
technical capabilities and legal frameworks, fostering
international collaboration, staying ahead of technological
advancements, and addressing ethical and public percep-
tion challenges. Collaborative efforts among lawmakers,
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technical experts, and the international community are cru-
cial for crafting effective, responsive measures against the
escalating challenge of deepfakes.

4.2.3 Long-term consequences

The advent and normalization of deepfake technology pre-
sent multifaceted long-term consequences that affect vari-
ous aspects of societal, psychological, and political life. At
the heart of these concerns is the technology’s capacity to
spread misinformation and damage reputations. Participants
consistently underscored the significant role of deepfakes in
amplifying geopolitical conflicts and influencing democratic
processes. For example, deepfakes were cited as exacerbat-
ing tensions during the Ukrainian and Russian war, where
their capacity to manipulate public perception fueled spe-
cific political agendas. This aligns with P7’s observation
that “deepfakes can manipulate public perception, fueling
political agendas and undermining democratic processes.”

The rapid dissemination of fabricated content on social
media platforms was highlighted as causing irreversible
damage, particularly in cases where governments and poli-
ticians use deepfakes to manipulate public opinion or dis-
credit opponents. This misuse represents a direct threat to
the integrity of democratic processes and the authenticity of
political discourse. Participants also noted how deepfakes
reinforce societal divisions by enhancing confirmation bias
and influencing public opinion, further contributing to soci-
etal unrest. The role of deepfakes in democratic processes,
such as their potential to be used for electoral manipula-
tion in the US elections, underscores the risk of reputational
harm as opponents leverage fake videos to tarnish each oth-
er’s image (ASHISH JAIMAN 2020).

The psychological repercussions of deepfakes are equally
troubling. Participants identified emotional distress caused
by targeted fake content, the exacerbation of mental health
issues like body dysmorphia, and the unique vulnerabilities
of certain populations, such as teenagers. This was particu-
larly emphasized in discussions about how the digital envi-
ronment perpetuates unrealistic ideals and deepens societal
anxieties. These insights point to an underlying concern about
the erosion of foundational trust in media, government, and
interpersonal relationships, compounded by the widespread
acceptance of deepfakes as part of the digital landscape.

Participants further highlighted the challenges deepfakes
pose to education and research. The difficulty of teaching
critical media literacy in an era where distinguishing real
from fabricated content becomes increasingly complex was
underscored. This challenge emphasizes the necessity for a
reevaluation of how educational systems prepare individuals
to critically assess digital information.

As illustrated in Fig. 2, ten key insights from our partici-
pants shed light on the broader consequences of deepfakes.

These include their role in exacerbating misinformation,
eroding societal trust, and influencing political processes.
Addressing these challenges demands a concerted effort that
spans legal, technological, and educational interventions.
The urgency to counteract the normalization of deepfakes
and restore eroded trust underscores the critical need for a
comprehensive approach that integrates policymaking, tech-
nological advancements, and societal engagement to safe-
guard the pillars of truth and authenticity in the digital age.

4.2.4 The role of social and cultural factors in deepfake
acceptance

This section delves into how societal norms and cultural
values shape the acceptance or rejection of deepfake tech-
nology. Legal and policy considerations play a crucial role,
as observed by expert 3, who noted a potential trend toward
‘tired or passive acceptance’ of deepfakes, moderated by
legislative actions similar to those seen in privacy laws con-
cerning photography. This observation suggests a form of
resigned acceptance that is heavily influenced by the existing
legal frameworks.

Participants highlighted significant regional differences
in how societies perceive and respond to deepfakes. While
some cultures exhibit passive acceptance, viewing deep-
fakes as innovative tools, others implement stricter policies
against their misuse. “Cultural background and societal atti-
tudes shape how people respond to deepfakes,” remarked
P8, emphasizing the role of societal perception and cultural
dependencies in shaping attitudes toward the technology. For
instance, some cultures perceive deepfake technology as a
reflection of technological advancement, while others view
it as a significant ethical and societal threat.

The influence of factors such as geographical location,
personality traits, and social media engagement was also
discussed extensively. Participants remarked that these fac-
tors contribute to varying societal attitudes towards technol-
ogy, authenticity, and truth, leading to diverse receptions of
deepfake technology across different cultural contexts. Such
disparities underline the profound impact that cultural values
and social norms have on shaping perceptions of deepfakes
on a global scale.

The broader societal perception of deepfakes, as dis-
cussed by participants 2, 3, 5, 6, 7, 10, 11, 12, 13, and 14,
is also of paramount importance. This encompasses a range
of factors, from the general acceptance and understanding
of technology to the extent to which deepfake content aligns
with a society’s prevailing beliefs, values, and experiences.
Although the direct influence on individual attitudes may
appear marginal, broader societal influences—particularly
educational initiatives aimed at fostering critical thinking—
are instrumental in shaping perceptions of deepfakes. For
example, educating children on technology and promoting
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Fig. 2 Participant insights on
the societal impact of deepfake
normalization
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critical assessment skills can help them better understand
the difference between real and fabricated content, mitigat-
ing the negative effects of deepfakes in both physical and
digital environments.

Acceptance or rejection of deepfake technology is not a
uniform response but rather a complex interplay of legal,
cultural, and societal factors. These elements collectively
create a nuanced landscape where acceptance, resistance,
and passive acquiescence to deepfakes vary significantly
across cultural contexts and societal norms. The evolving
nature of technology and media literacy further under-
scores the need for a tailored, culturally sensitive approach
to addressing the challenges posed by deepfakes.

4.2.5 Identifying deepfake vulnerabilities
across populations

Groups most vulnerable to the adverse effects of deepfake
technology, such as women targeted in non-consensual por-
nography, political figures, individuals unable to recognize
Al-generated content, minorities, the elderly, celebrities, and
businesses, are identified in this theme, which indicates their
heightened risk of emotional, psychological, and reputational
damage due to the multifaceted impact of deepfakes. Notably,
non-consensual pornography and abusive applications are the
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most widespread and harmful uses of deepfake technology,
inflicting severe personal harm (Ajder et al. 2019a, b).

To illustrate the extent of these impacts, consider the
following examples: Businesses face significant financial
and reputational risks, as demonstrated by a recent deep-
fake scam targeting a prominent CEO(BBC 2023). Another
instance involves a deepfake video of the popular YouTube
personality MrBeast, used in a fraudulent investment scheme
(Gerken 2023). A particularly troubling case occurred in
Hong Kong, where scammers utilized deepfake technology
to impersonate senior executives of a multinational com-
pany, deceiving an employee into transferring US$25.6 mil-
lion into fraudulent accounts. This elaborate fraud involved
sending a phishing email to a finance employee, followed
by a series of video calls featuring convincingly deepfaked
executives (McKay 2024). Such incidents reveal the urgent
need for businesses to take a proactive approach to cyber-
security and prioritize comprehensive employee training to
recognize and respond to these deceptive tactics.

Participants call attention to the profound psychological
and societal consequences of deepfakes. They discuss the
distressing potential for deepfakes to cause emotional harm
and stigmatization, especially among younger generations
who may experience identity crises or even suicidal tenden-
cies due to manipulated identities (P1).
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The discussion also extends to financial security concerns,
where deepfakes pose a threat to individuals’ life savings through
identity theft. This illustrates the wide-ranging harms deepfakes
can cause, affecting both personal and financial well-being (P11).

Examples of deepfake fraud targeting individuals and busi-
nesses further demonstrate the mechanisms of impact, showing
the technology’s ability to deceive and manipulate public opinion
(P7, P12). Such deception not only creates an environment con-
ducive to fraud but also amplifies existing societal vulnerabilities,
such as body dysmorphia among teenagers and young adults who
struggle with unrealistic ideals perpetuated online (P13).

Table 2, presented below, categorizes these vulnerable
groups alongside specific examples of how they can be tar-
geted by deepfake technology. This table serves as a valuable
resource for understanding the direct and indirect risks vari-
ous populations may face due to deepfake-related threats. It
illustrates the importance of targeted awareness and protec-
tive strategies to mitigate these vulnerabilities. Analyzing
the table helps identify the unique challenges each group
encounters and highlights the necessity for comprehensive
measures to safeguard against exploitation and harm.

These examples underscore the critical need for targeted
awareness and protective strategies to address the diverse
risks posed by deepfakes to these vulnerable groups. Imple-
menting comprehensive measures to mitigate these vulner-
abilities is essential for safeguarding individuals and organi-
zations from exploitation and harm.

4.2.6 Comprehensive deepfake mitigation and responsible
use strategies

The swift development and widespread increase of deep-
fake technology call for a comprehensive strategy for risk

reduction, focusing on the integration of detection technolo-
gies, legal frameworks, and educational efforts to promote
responsible use and minimize harm. Participants proposed
several approaches for addressing deepfake risks, focusing
on the critical need for advanced detection algorithms, Al-
driven verification tools, and community-based educational
initiatives to combat malicious uses of deepfakes.

Expert opinions from diverse sectors underscore the
importance of combining technological solutions, legal
policies, and public education to effectively address these
challenges. For instance, P11 proposed a tripartite strategy:
“Develop better tools for detection, enforce legal actions
to establish boundaries, and educate the public to recog-
nize deepfakes.” This insight spotlights the need for a bal-
anced approach that integrates technical, legal, and societal
measures.

Contributors indicate the vital importance of sophisti-
cated detection technologies, particularly Al and machine
learning, for the identification of deepfakes. The imple-
mentation of such advanced technologies is regarded as a
fundamental defense against the proliferation of disinforma-
tion and malevolent content, acting as a technical conduit to
a resolution. However, technology alone is not sufficient;
accessible reporting mechanisms are also vital, creating
platforms for the public to report suspected deepfakes and
enhancing community involvement in detection efforts. This
dual approach underlines the synergy between technology
and societal action, aiming to protect potential victims
through a combination of rules, regulations, and technologi-
cal solutions.

Discussions among specialists bring to light the crucial
need for definitive punitive measures for the creation and
dissemination of malicious deepfakes, especially concerning

Table 2 Vulnerabilities and targeting mechanisms of populations affected by deepfake technology

Vulnerable group How they can be targeted

Women targeted in pornography
P3)

Political figures

Used in non-consensual deepfake pornography, leading to psychological trauma and social stigma (P11, PS8,

Deepfakes can fabricate statements or actions to tarnish reputations or influence political outcomes. Fur-

thermore, the spread of misinformation through deepfakes can lead to political instability, social unrest,
or distrust in institutions, significantly disrupting the political and social spheres (P11, P7)

People lacking knowledge in Al

Vulnerable due to limited awareness and knowledge in identifying manipulated content, leading to the

acceptance of misinformation and fraud (P4, P5)

Minorities and younger generations Deepfakes exacerbate identity crises and suicidal attempts, with voice simulators and personal data used for
fraud. This particularly threatens teenagers and young adults by fostering body dysmorphia and depres-
sion due to unrealistic online ideals (P1, P13)

Celebrities

Targeted for deepfake revenge porn and other manipulations, often disproportionately affecting women

celebrities, leading to reputational damage and emotional distress (P11)

Businesses
mation (P7)

The elderly

Financial fraud and reputation damage through deepfake impersonations of executives or misleading infor-

Elderly individuals are more susceptible to scams and manipulative tactics due to factors like trust, vulner-

ability, and less familiarity with emerging technologies. Their potential lack of awareness about deep-
fakes’ nature can lead to direct and severe manipulation (P14, P5, P8)
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crimes like deepfake revenge pornography. Furthermore,
there is a call for international unity in establishing and
enforcing legal standards, recognizing the borderless realm
of digital content and the widespread challenges it intro-
duces. Participants emphasized mandatory disclosures when
content has been altered and supported comprehensive legal
and ethical standards to guide the responsible development
of deepfake technology.

Education and digital literacy campaigns are pivotal in
combating the influence of deepfakes. Incorporating les-
sons on digital media verification and the implications of
deepfakes into school programs is advocated as a proactive
measure to prepare younger generations for the digital land-
scape they inhabit. Moreover, public initiatives aimed at
improving the general population’s understanding of digital
content’s authenticity and the technology behind deepfakes
are deemed necessary for fostering a discerning and critical
audience. For instance, P11 remarked that public awareness
campaigns should focus on both recognizing and mitigat-
ing the risks associated with deepfakes. P8 highlighted
the importance of ‘modernizing the school curriculum’ to
include elements related to technology and digital literacy.
These strategies aim to build societal understanding and
resilience against deepfakes, equipping individuals with the
skills to critically assess and navigate digital content.

Further insights underscore the necessity of peer-to-
peer knowledge sharing and collaboration with regulatory
bodies to strengthen media literacy programs. Innovative
approaches, such as “evidence cafes,” facilitate inclusive
dialogue, enabling communities to engage with the ethi-
cal and legal aspects of deepfake technology. Additionally,
developing practical tools for verifying authenticity empow-
ers individuals to independently assess digital content.

Experts accentuate the joint effort from society and
organizations at the individual level to foster training and
detection capabilities, creating a world where critical aware-
ness becomes a routine part of digital interaction. This
approach is likened to anti-smoking campaigns, reinforcing
the need for a similar societal commitment to combating
deepfake misuse.

The insights provided by participants elucidate the com-
plex nature of deepfake technology and its varied societal
implications. The need for a comprehensive strategy that
integrates technological, legal, and educational measures
is evident. Such a strategy requires cross-disciplinary col-
laboration, drawing on the expertise of software developers,
psychologists, legal professionals, and the creative commu-
nity to navigate the ethical challenges posed by deepfakes.

Furthermore, the discussion highlights the importance of
societal efforts in raising awareness, conducting informa-
tion campaigns, and promoting media literacy to empower
individuals against the potential harms of deepfakes. By fos-
tering a culture of critical thinking and skepticism, society
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can more effectively navigate the challenges presented by
deepfakes, thereby minimizing their negative impact while
exploring their potential for positive applications.

Addressing these challenges necessitates a comprehen-
sive and integrated approach, encompassing advanced detec-
tion technologies, international collaboration on regulatory
frameworks, and educational initiatives aimed at digital lit-
eracy. Through collaborative efforts and a steadfast commit-
ment to ethical standards, it is possible to mitigate the risks
associated with deepfake technology while harnessing its
potential for beneficial uses. This holistic approach is illus-
trated in Fig. 3, capturing the integral components necessary
for responsible deepfake mitigation and use.

4.2.7 Ethical and constructive uses of deepfake technology

This theme delves into the potential for deepfakes to revo-
lutionize various industries while scrutinizing the delicate
balance between technological innovation and social respon-
sibility. A nuanced perspective emerges from expert insights,
demonstrating how deepfake technology can be harnessed
for beneficial purposes while adhering to ethical standards
and legal boundaries.

Experts commend the innovative impact of deepfake tech-
nology in art and design, where it has been used to reinter-
pret existing works and transform old music samples into
new compositions. However, a recent court ruling presents
a significant challenge to the advancement of Al-generated
content by affirming that such creations, including those pro-
duced using deepfake technology, do not qualify for copy-
right protection due to the requirement for human author-
ship (CHO 2023). This legal constraint poses a complex
dilemma, while deepfakes offer immense potential to enrich
cultural and artistic expression, they also face substantial
ethical and legal challenges, particularly in industries like
Hollywood, where copyright issues are highly sensitive. The
need for responsible use becomes even more pronounced
as the creative sector navigates the intricate intersection of
innovation and intellectual property rights, suggesting a cau-
tious yet potentially groundbreaking integration of Al into
creative practices.

Further illustrating the broad applicability of deepfake
technology, the Deep Nostalgia app is noted for its poten-
tial therapeutic benefits, particularly for individuals with
dementia. By animating lifelike images of family members
or familiar settings, deepfakes have the capacity to alleviate
anxiety and enhance the quality of life for those struggling
with memory-related issues (P13). This example under-
scores the technology’s potential as a therapeutic tool in
addressing complex emotional and psychological challenges.

The entertainment industry, in particular, stands to benefit
from the ethical application of deepfakes, as evidenced by a
notable commercial featuring a digitally recreated Audrey
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Hepburn. Such applications not only revive beloved char-
acters and recreate cherished scenes but also offer signifi-
cant marketing and promotional value for brands (P14).
This capacity to breathe new life into fictional characters
or resurrect iconic figures emphasizes the value of deepfake
technology in enriching entertainment experiences and cap-
tivating audiences.

In educational and creative contexts, deepfakes present
opportunities to make learning more engaging and immer-
sive. Whether used in art galleries to animate historical fig-
ures or in educational materials to create interactive expe-
riences, the technology’s potential to enhance engagement

and understanding is clear (P6). This emphasizes the need
for transparency and ethical awareness, ensuring that these
manipulations are identified as artificial constructs rather
than misleading representations.

Despite the promising outlook, experts caution that the
ethical use of deepfakes hinges on the creators’ intentions
and the clarity with which manipulated content is presented.
It is crucial to distinguish between creative expression and
deceptive intent, as ethical applications require clear com-
munication to avoid misleading audiences (P3, P5).

The ethical and constructive use of deepfake technol-
ogy presents substantial opportunities for innovation in art,
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design, entertainment, and education. By employing deep-
fakes with a focus on social responsibility and transparent
communication, these applications can enhance cultural
experiences, offer therapeutic benefits, and enrich learning
environments. Expert insights underscore the importance of
carefully considering the ethical implications, ensuring that
deepfake technology is utilized in ways that comply with
legal standards and contribute positively to society.

5 Discussion
5.1 Comparative analysis with existing literature

The study’s findings align closely with prior research, rein-
forcing key challenges posed by deepfake technology. For
instance, Giiera and Delp (n.d.) stressed the limitations
of traditional detection methods, mirroring participants’
emphasis on the need for advanced Al-driven solutions.
Similarly, Ajder et al. (2019b) documented the psychologi-
cal harm caused by non-consensual pornography, particu-
larly among women, underscoring the urgency of protective
measures—a concern also raised in this study.

Participants’ concerns about the political misuse of deep-
fakes reflect Breen’s (2021) findings on fabricated content
influencing elections and geopolitical stability. Furthermore,
the influence of cultural norms on the perception of deepfake
technology aligns with Herring et al. (2022), who identified
societal attitudes as a critical factor in technology adoption.

5.2 Policy implications and ethical considerations

This study demonstrates the significance of establishing glob-
ally coordinated regulatory frameworks, reflecting Kasper and
Laurits’s (2016) argument for standardized criteria in admit-
ting digital evidence within legal systems. Participants also
advocated for interdisciplinary collaboration, aligning with the
broader consensus that tackling the challenges posed by deep-
fakes demands a comprehensive approach combining technical
expertise, legal insights, and educational initiatives.

5.3 Insights and implications

Comparative analysis reveals significant variation in regu-
latory approaches across jurisdictions, shaped by differing
cultural, political, and technological priorities. Countries
like China and South Korea prioritize stringent enforcement,
while the EU and Canada integrate innovation and public
awareness (Lawson 2023). In contrast, the USA employs
a fragmented approach, with state-specific laws addressing
deepfake misuse.
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This diversity underscores the critical need for globally
coordinated frameworks to streamline detection, regulation,
and enforcement. Such collaboration would enhance legal
recourse, strengthen accountability, and address the trans-
national nature of deepfake crimes. Future research should
explore the effectiveness of these models in fostering inter-
national cooperation and technological innovation.

5.4 Comparative analysis and policy
recommendations

The regulatory landscape for deepfake technology reflects
diverse strategies globally, providing valuable insights into
addressing its challenges.

5.4.1 Key international approaches

e China: Comprehensive laws mandate disclaimers on Al-
generated content, user consent, and identity verification,
enforced by the Cyberspace Administration of China
(CAC). This holistic approach ensures accountability
throughout the lifecycle of deepfake technology (CAC
2022).

e European Union (EU): The Al Act and Digital Services
Act emphasize transparency and platform accountabil-
ity, penalizing failures to address harmful content. The
Code of Practice on Disinformation fosters collaboration
between governments and platforms to counter misuse
(EC 2024).

e Canada: A multi-faceted approach combines public
awareness campaigns, investments in detection technolo-
gies, and targeted legislation to address malicious uses,
such as non-consensual pornography (Lawson 2023).

e USA: A fragmented system includes state laws tack-
ling specific issues, such as electoral manipulation and
revenge pornography. Federal initiatives like the DEEP
FAKES Accountability Act aim to establish national
standards but face challenges due to decentralized gov-
ernance (Congress.gov 2019; Kan 2024; Yousif 2024).

5.5 Findings and recommendations

Building on international efforts and the study’s findings, this
research proposes a multi-tiered regulatory framework guided
by the Responsible Innovation Framework:

1. Strengthening detection technologies
Governments and industries should invest in cutting-
edge Al and machine learning tools for deepfake detec-
tion. Collaborations with academia can foster innovation
in this area.
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2.

International cooperation

Unified global standards are essential for addressing
the transnational nature of deepfake misuse. Interna-
tional organizations should lead initiatives to harmonize
enforcement and streamline regulations.
Educational initiatives

Comprehensive media literacy programs should
empower the public to recognize and critically evalu-
ate deepfake content, mitigating misinformation and
enhancing digital resilience.
Ethical Al certification

Establishing certification programs for companies
adhering to ethical standards would promote responsible
innovation and ensure transparency in deepfake creation
and use.
Transparency and accountability

Mandating the disclosure of altered content and
enforcing clear legal consequences for malicious uses
are critical to fostering public trust and maintaining
accountability in digital media.

As depicted in Fig. 4, the workflow visually represents
the research process, connecting key stages, findings,
and recommendations. It underscores the importance

of addressing deepfake technology’s societal impact
through comprehensive, multi-pronged strategies.

6 Conclusion

Deepfake technology poses significant challenges, threat-
ening societal trust, democratic processes, and individual
privacy. Our research spotlights the urgent need for com-
prehensive strategies to address these risks while fostering
ethical innovation. By drawing on international regulatory
frameworks, such as the Al Act, and insights from expert
interviews, we propose actionable recommendations to navi-
gate the complexities of deepfakes effectively.

Key strategies include strengthening detection technolo-
gies through investment in Al-driven solutions and promot-
ing transparency by mandating the disclosure of altered
content. These measures should be complemented by inter-
disciplinary task forces integrating expertise from law, eth-
ics, cybersecurity, and Al to craft adaptable and forward-
looking regulations. International collaboration, engaging
organizations like the United Nations and the International
Telecommunication Union, is critical for harmonizing
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standards and addressing cross-border challenges associ-
ated with deepfakes.

Educational initiatives play a pivotal role in building
public resilience against deepfake misuse. Partnerships with
schools, media organizations, and technology platforms can
enhance digital literacy, empowering individuals to critically
evaluate digital content. Additionally, an ethical Al certifica-
tion program for companies adhering to best practices would
promote responsible innovation and build public trust in Al
technologies.

Our findings emphasize the importance of a multi-tiered
regulatory framework, incorporating risk-based assessments,
stringent standards for high-risk applications, and proac-
tive policy-making that aligns with technological advance-
ments. This framework should focus on privacy, consent,
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and transparency, ensuring regulations remain adaptable to
the rapid evolution of deepfake capabilities.

Future research should explore the long-term societal
impacts of deepfake technology and assess the effective-
ness of regulatory and educational interventions. Empirical
studies on public perception and the global coordination of
regulatory frameworks are essential to inform policy and
maintain public trust.

By integrating robust regulatory measures, fostering
global collaboration, and enhancing public education, stake-
holders can mitigate the risks of deepfake technology. This
comprehensive approach ensures a future where the benefits
of deepfakes are maximized ethically, safeguarding societal
values and individual rights while minimizing harm.
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Appendix 1. Ethical consideration

Cranfield

University

Participant Information Sheet
DEEPFAKE LAW EXPERT INTERVIEW

Purpose of Research

This study is part of the research project which deals with studying the limitation and detection of
DeepFake technology, its societal, ethical and legal implications.

Will the interview be recorded?

The interview will be conducted via MS Teams and will be audio-recorded using a digital recorder. That
recording is then transcribed so that it can be analysed.

Do I have to take part?

No. It is completely up to you. You are free to stop taking part at any time during the research without
giving a reason. If you decide to take part, you do not have to answer all of the questions or contribute to
all of the topics we talk about. You can withdraw your data for a period of up to 10 days after the interview,
as after this time it will not be possible to identify your individual data from the aggregated anonymised
results. If you are uncertain or uncomfortable about taking part in the one to one interview, you can email
the researcher. You can ask her any question you like.

What are the possible benefits of taking part?

We hope that with your help and that of other participants, we will get an understanding of how we can
review the existing legal and ethical considerations surrounding deep fake technology and what we can
propose to the policymakers and other stakeholder on how to mitigate the potential risk of deep fake
technology. Also, we hope that you will find the experience fun and interesting.

How will my data be used?

Any information you supply will be treated confidentially in accordance with the General Data
Protection Regulation (EU GDPR) and the UK Data Protection Act 1998 to protect your privacy.
Anonymised transcripts will be created by removing or replacing identifiers such as name, age,
and location. Under no circumstances will identifiable responses be provided to any third party.
Your interview recording and transcript will be securely stored on a password-protected hard drive
at Cranfield University and will be deleted as soon as they are no longer required. We will not use
your name when we write up the results, but we would like to use some quotes of what you say.
Findings of the study might be published in academic journal articles, presented at academic
conferences, at university seminars, or on social media.

Questions About the Research?

If you have questions about the research in general or about your role in the study, please feel free
to contact Sami Alanazi at sami.alanazi@cranfield.ac.uk or Dr Seemal Asif at s.asif(@cranfield.ac.uk.

Thank you for reading this information sheet.

If you would like to be involved, please complete the attached consent form
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Consent

e [ have read and understood the information sheet.

e [ confirm that the purpose of the study has been explained to me and that I have had the
opportunity to ask questions about the research and have had these answered satisfactorily.

e T understand that my participation is voluntary, and that [ am free to withdraw at any time without
giving any reason.

e [ give permission for the researcher to use any photograph(s) and/or videotape(s) made as part of
this research project in presentations, publications, for educational uses, or through websites and
social media.

e Tunderstand that images on websites can be viewed throughout the world and that some countries
may not provide the same level of protection to the rights of individuals as EU/UK legislation
provides.

e [ agree that my anonymised research data may be used by others for future research.

e [ understand that personal data will be always kept confidential.

e [agree to take part in the study.

Name of respondent Date Signature

Name of researcher Date Signature

@ Springer



Human-Intelligent Systems Integration

Appendix 2. Interview briefing

Interview questions:

1.

10.

11.

Are you familiar with deepfake technology? How would you describe it?

How would you evaluate the impact of the Deep Fake technology?

Do you think Deep fake technology’s acceptance and/or rejection can be shaped by social
norms and cultural values?

Are there psychological and emotional impacts of consuming or being targeted by
deepfake content?
a. Can you think of specific example in this context?

Can deepfake technology exacerbate issues of disinformation and manipulation?
a. What measures can be taken to mitigate these risks?

Are there populations in society that are particularly affected by deepfake technology?
a. Is there anything that could be done about this?

Are there ethical guidelines or regulations that can effectively govern the creation and
dissemination of deepfake content?
a. What challenges exist in enforcing such measures?

Can interdisciplinary collaboration between technology experts, ethicists, psychologists,
and social scientists contribute to a better understanding of the social impacts of deepfake
technology?

a. How?

What are the potential long-term consequences of the normalization of deepfakes on
human perception, interpersonal relationships, and societal trust?

Do you think deepfake technology can be harnessed to promote responsible or positive
use?
a. How?

Can education and media literacy programs help individuals recognize and critically
evaluate deepfake content,
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a. How?
b. What strategies can be employed to increase digital media literacy in the general
population?

Invitation Email

I hope this email finds you well.

My name is Sami Alanazi, and I am a PhD researcher in Artificial Intelligence at
Cranfield University. My research focuses on deepfake image and video detection,
particularly its societal implications.

As part of my research, [ am seeking to interview experts in law and media regarding
deepfake technology. I would be most grateful if you could spare 30-60 minutes for an
online interview. During this session, I will provide a brief overview (lasting
approximately 10 minutes) of deepfake technology, with a focus on its creation and
detection, its social implications, and the existing legal framework governing it. The
primary objective is to gather insights from legal professionals about the current laws
related to deepfake technology and to discuss the necessity for developing more
comprehensive legislation to mitigate its potential risks.

Your expertise and perspective would be highly valuable to my research, and I look
forward to the possibility of speaking with you.

Thank you for considering my request.

Best wishes,
Sami Alanazi
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Appendix 3. Themes
Themetic framework
® Name v Files References
# O Understanding Deepfake Technology 13 30
# O The Role of Social and Cultural Factors in Deepfake Acceptance 12 22
# O Navigating the Complexities of Deepfake Legislation Enforcement 9 17
# O Long-Term Consequences 14 75
# O Identifying Deepfake Vulnerabilities Across Populations 12 43
#+ O Ethical and Constructive Uses of Deepfake Technology 7 14
# O Comprehensive Deepfake Mitigation and Responsible Use Strategies 14 105
® Name v Files References
= O Understanding Deepfake Technology 13 30
O Voice Manipulation 3 3
O Targeting Specific Groups 2 2
O Recent Familiarity 5 5
O Image generated models 4 4
O Fake Videos 5 5
O Extension of traditional tools for manipulating images 3 3
O Creating fake documents 2 2
(O Challenges in Distinguishing Genuine and Fabricated Content 5 6
= O The Role of Social and Cultural Factors in Deepfake Acceptance 12 22
-1 O Societal Perception 12 15
O Influence of Pre existing Beliefs and Values 4 4
O Familiarity with Technology Dependence 4 4
QO Attitude Towards Technology in General 7 7
O Geographical Location and Cultural Factors Dependence 5 5
O Country Legislation Against Unconsented Use of Images 1 1

@ Springer



Human-Intelligent Systems Integration

- O Navigating the Complexities of Deepfake Legislation Enforcement 9 17
QO Variety of Applicable Laws 3 4
O Requirement for Dedicated Resources and Expertise 2 2
(O Challenging Source Identification 4 5
O Challenges in understanding deepfake technology 2 3
O Challenges in Court Evidence 3 3

= O Long-Term Consequences 14 75
O Spreadning misinfromation concern 8 10
O Reputation Damage 3 3
O Psychological Repercussions 6 7
(O Potential for Societal Breakdown 3 4
O Political Impact 9 14
O Misuse of Social Media 7 9
O Manipulating perceptions and beliefs 9 10
O Identity Theft 6 6
O FErosion of Trust 7 10
O Challenges in Education and Researching 2 2

=1 O Ethical and Constructive Uses of Deepfake Technology 7 14
O Innovative and Artistic Applications of Deepfake Technology 5 7
O Entertainment 4 6
O Educational 1 1
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= O Identifying Deepfake Vulnerabilities Across Populations
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