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Abstract: Unverified or counterfeited electronic components pose a big threat globally because

they could lead to malfunction of safety-critical systems and reduced reliability of high-hazard

assets. The current inspection techniques are either expensive or slow, which becomes the bottleneck

of large volume inspection. As a complement of the existing inspection capabilities, a pulsed

thermography-based screening technique is proposed in this paper using a digital twin methodology.

A FEM-based simulation unit is initially developed to simulate the internal structure of electronic

components with deviations of multiple physical properties, informed by X-ray data, along with its

thermal behaviour under exposure to instantaneous heat. A dedicated physical inspection unit is

then integrated to verify the simulation unit and further improve the simulation by taking account of

various uncertainties caused by equipment and samples. Principle component analysis is used for

feature extraction, and then a set of machine learning-based classifiers are employed for quantitative

classification. Evaluation results of 17 chips from different sources successfully demonstrate the

effectiveness of the proposed technique.

Keywords: unverified electronic components; pulsed thermography; numerical simulation; feature

selection; quantitative classification

1. Introduction

Overviewing the global supply chain of electronic components (ECs), the severe threat of unverified

or counterfeited products is omnipresently spreading and encroaching the benefit of legitimate trade.

UnVerified Electronic Components (UVECs) and corresponding illegal trade rose from $461 billion

to $509 billion between 2017 and 2019 [1,2], amounting to as much as 3.3% of the world trade of

intellectual property. The UVECs can be defined as ECs with: (1) unauthorised copy; (2) inconformity

to the original component manufacturer (OCM) design, models or standards; (3) unauthorised source;

(4) broken, defective, or used OCM products; (5) fraudulent markings or documentation [3,4]. Without a

doubt, those unverified components from untraceable sources are industrial unqualified and can lead

to unstable and unreliable operational performance, causing unpredictable system malfunctioning and

failure, operators’ injuries and catastrophic economic loss in manufacturing, transport, aviation, power

generation, and cybersecurity every year [5]. Therefore, developing a reliable inspection technique is

strongly demanded to equip and enhance the current capabilities of not just the asset owners but also

the stakeholders in the entire value chain.

Figure 1 shows several unverified forms embedded in the supply chain and the corresponding defect

causing them. Multiple defect types are related to the physical properties of ECs such as the material,
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internal structural anomaly (e.g., missing or broken die/wires, improper material, dimension and

corroded or oxidised mould packaging, etc.) and electronic malfunctions (e.g., current leak, transistor

variation, improper electrical heat emission etc.), while others are related to external markings and

trade paperwork (e.g., sanding marking, forged shipping label or paperwork, etc.). In response, a few

inspection techniques aimed at testing the interior and exterior integrity, and electronic functionality,

have emerged to screen electronic components in the supply chain, which can be broadly categorised

as either physical or electrical tests [6–8]. However, subjecting to the limitations in inspection speed,

cost and capability, stakeholders normally have to deploy multiple inspection methods to perfect

exhaustive screening for different components and anomalies inside ECs (internal structure of typical

dual in-line package EC shown in Figure 2) [9,10].

 

 

Figure 1. UVEC types and detection methods in the supply chain.

 

Figure 2. The simplified structure of a typical dual in-line package EC.

For instance, as an exterior physical inspection, random spot-checking results in a high uncertainty

regarding the pass/failure product ratio due to the inappropriate selection in a large number of batch

testing [11]. X-ray imaging and THz testing are capable to analyse the accurate internal physical

properties such as wires, circuit joint and package material, but cannot be widely used due to them

either being destructive with low throughput and a high capital cost per inspection unit, or overly

sophisticated methodology for unskilled operators [12–14]. Besides, electrical testing like burn-in

testing, current leakage testing and function verification are incapable of detecting structural defects and

aged components [15]. Therefore, an intuitive, non-contact, high-efficient and low-cost non-destructive
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inspection technique is highly demanded to deploy the first stage large scale inspection efficiently for

reducing the proliferation of UVECs.

Among the diverse non-destructive testing (NDT) inspection methods, pulsed thermography (PT)

is especially attractive for the inspection of UVECs because it allows the inspection of a significant

number of components simultaneously, facilitating a rapid and relatively low-cost inspection per

part due to its rapid, non-contact inspection manner and its ability to produce intuitive inspection

images [16,17]. As it is a thermal-based penetration inspection technique, the inner material and

structural defects in ECs can be interrogated by reconstructing the thermal features of captured thermal

decay profile and image. Although quantitative characterisation of damage/defect in uncomplicated

structure has been well studied and proven to be effective [18–21], as a new inspection technique against

UVECs, the thermal response and corresponding detectability using PT for UVECs are still unknown.

Furthermore, a systematic investigation combined together with a simulation-based approach,

can conveniently provide predictive insights of the PT detectability for the specific defect types in

UVECs, thus remaining unascertained and scientifically worthwhile. This research addresses the

challenge to identify UVECs with physical defects including the deviation of internal structures and

material properties in the die, lead frame and the mould packaging which are typically found in the

supply chain of ECs. For instance, components with undersized die and over-simplified lead frame

from disqualified manufacturing are reported to be short-lived and incapable in electronic option [22].

Besides, unsourced, low-cost and unqualified mould materials have been found in chips and have

failed in long-term thermal fatigue cycles and ageing tests [23]. It is therefore essential to clarify not

only the inspection feasibility, but also which variability can be ascertained in PT thermography.

In the thermography simulation investigation for ECs, several studies have investigated and

predicted the thermal response of the die part for electronic performance evaluation [24,25]. However,

the model only focuses on internal electrical heating on the die, where steady-state thermal signals

measured on dies are captured. The thermal dynamics of mould packaging, lead frame heated by pulses

have not been studied, therefore modelling of the real ECs whole structures and temperature transfer

through chips is essential. As a new technique applied to ECs, the inspection capability for specific

internal deviation such as die and lead frame is still unknown. The inspection feasibility of batch-chip

inspection deployment and influence of ECs surface condition remain unclear [26]. In addition, for the

large quantity inspection scenario, variation and uncertainty of heating uniformity, external pins and

surface marking between chips have a strong impact on the test accuracy which should be taken

into account. Compared to the deterministic decision-making, AI-based decision-making strategy

can provide a rapid and robust detection against uncertainty and variation between ECs [27–29].

The corresponding strategy can seamlessly set a powerful foundation for detection decision making

for this research.

2. Methodology

In this study, we propose a novel inspection technique consisting of numerical modelling of

PT, experimental verification to answer the aforementioned challenges and thus develop a unique

AI (machine learning) powered digital twin system to identify the UVECs with internal structure

deviation from multiple manufacturers. Figure 3a,b presents the principal of PT inspection for EC and

an overview of the methodology of the proposed inspection technique for UVECs, respectively.
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(b) 

Figure 3. The methodology framework. (a) The principal of pulsed thermography; (b) The proposed

dual-path strategy for electronic components inspection.

For the first unit, a model-based finite element model (FEM), based on the internal structure of

verified components informed by the X-ray inspection, is established to predict the thermal behaviour

of ECs in PT. With such a simulation tool, we can obtain not only the thermal signals of different types

of variation of physical properties of an EC but also a pre-inspection foundation for effective feature

selection in the scope of thermal image processing. For the second unit, a PT inspection system is

established to mimic the simulation unit by identifying the component variability in both single-chip

inspection mode and batch-chip inspection mode.

The inspection results can validate not only the performance of the simulation, but also validate

the simulation modelling (e.g., material thermal attributes refinement, interface adjustment between

layers and component surface condition approximation), together with quantifying the noise level in

inspections. With the support of feature extraction and selection, the optimal features will be selected

and evaluated to distinguish UVECs from the verified components using machine learning approaches.

Both the single-chip and batch-chip testing modes aim to demonstrate the feasibility and flexibility of

PT for UVECs and the enhanced accessibility to the supply chain. Benefitting from the flexibility of

simulation and applicability of experiments, this bilateral Intelligent inspection system can provide

inspectors not only a powerful tool to detect UVEC with different defect types but also a confident

quantification of its detectability.



Sensors 2020, 20, 5013 5 of 17

2.1. Electronic Components

To achieve the proposed technique, this research starts with a common type of electronic chip:

operational amplifiers (OpAmps). A total of 17 OpAmps were collected from various trade markets

to investigate their thermal responses in PT. All samples are common dual in-line package chips

and are designed for the same electronic purpose (e.g., UA741CN). They have almost identical

external appearance except for surface markings. It should be noted that this study has no interest in

investigating the surface labelling. To reveal the internal structure of these chips, X-ray inspection was

adopted to obtain their lead frame and die details. Figure 4 presents the exterior dimensions, surface

markings, and X-Ray images of 17 samples, which can be categorised into three groups according to

the surface markings.

 

′ ′ ′
′ ′ ′

′
′ ′ ′ ′

 

Figure 4. The dimensions, digital images and X-ray images of three groups of chips, where the

differences in surface and inner structure can be clearly observed.

Firstly, as shown by surface marking, chips of group A (from ‘001’ to ‘004’) and B (from ‘005’

to ‘010’) are from the same origin marked by “CHN” but those of Group C (from ‘011’ to ‘017’) are

original from “MAL”. The markings of “UA741CN” suggest same electronic function. The ECs of

Group B and C were tested by the electronic function testing and proven to be malfunctional or broken,

while others in Group A were verified as sound ones. Secondly, all chips were tested using the same

X-ray inspection and the result of Group A is considered as the ground truth of the internal structure.

The internal structure of the lead frame and die in Group A and B are consistent, while those in Group

C exhibit variations in the lead frame layout, die position and size. The die of ‘011’, ‘013’, ‘015’ and ‘017’

appears to the right half of the chip while the die of ‘012’, ‘014’ and ‘016’ are positioned towards the left.

Additionally, based on the intensity in X-Ray images, chips in Group C have different mould materials,

which is a common variability between manufacturers [30]. Based on these preliminary information

set, the strategies from both simulation modelling and experimental inspection are discussed below.

2.2. FEM Numerical Modelling

In this research, the electronic components are in a typical dual in-line packaged type which is

mainly composed of multiple layers composed of three primary materials: mould, lead frame and die.

To simulate the real structure of the EC, the X-ray images of verified chips in Group A (see in Figure 4)
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are referenced to provide an accurate layout of the internal lead frame and die. According to the X-Ray

images, the layout and dimension of the lead frame and die dimension are initially transferred to

a binary mask. Then by mapping the mask onto the specific layers of the model, the real internal

structure is simulated in the virtual environment. As a result, a 3D model is established with three

layers with different materials, shown in Figure 5, including the mould compound layers, the lead

frame layer and the die layer. Homogenous materials were used for the lead frame and die layers, and

the thermal property of each layer is approximated by referring [21], the details of which are shown in

Table 1. The thicknesses of the upper, lower mould and lead layer are 1.3, 1.5 and 0.2 mm, respectively.

The 0.1 mm die is sitting on the plate area of the lead frame. The model is surrounded by air material

element, and the pins connected to the lead frame is ignored for simplification. The whole model is

discretised into 160 × 128 × 50 units using Hexahedral iso-parametric element.

 

⋅ ⋅⋅


∇ Γ

κ ρ

ζ
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Figure 5. FEM modelling based on the X-Ray image.

Table 1. Material thermal properties applied in the simulation.

Component (Material Type) Conductivity Volumetric Heat Capacity

Mould compound (Resin) 5.40 W/(m·K) 1.33 × 106 J/K/m3

Lead frame and pins (Copper) 3.85 × 102 W/(m·K) 3.45 × 106 J/K/m3

Die (Silicon) 1.30 × 102 W/(m·K) 1.65 × 106 J/K/m3

The transient thermal response of PT inspection can be simulated by the heat conduction equation

shown in Equation (1):

κ{∇}T{∇}T − ρc
.
T = −Q|Γ (1)

[K]{T}+ [C]
{ .
T
}

= {Q} (2)

where T and {∇} denote the temperature and gradient vector and –Q|Γ is the excitation heat flux

applied on the surface. κ, ρ and c denote the heat conductivity, density and specific heat of material

respectively. Assuming no heat loss, the temperature of the tested sample can be conducted by the FEM

governing Equation (2), where [K], [C] and {Q} stand for coefficient stiffness matrix of conductivity,

volumetric specific heat and excitation heat source respectively. To solve Equation (2), a time-domain

integration solver was employed in Equation (3), where ζ = 0.3 is a convergence parameter that

controls the calculation stability and accuracy. Additionally, according to the thermal condition of

PT inspection, constant thermal properties are used, and the thermal expansion effect is neglected.

Besides, the non-adiabatic surrounding condition is adopted with the EC model being assumed to be

surrounded by air elements [31–33]:

[

[K](1− ζ) +
[C]

∆t

]

{ .
T
}

t+∆t
= {Q}t+∆t +

[

[C]

∆t
− ζ[K]

]

{T}t (3)
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In PT, a homogenous flash is used to heat the top surface of the sample. Considering the small

size of ECs, the heat distribution in a single EC can be assumed to be uniform. The temporal pulse

wave of heating is shown in Figure 5. The pulse peak of heat flux density applied on the surface

elements is 5.0 × 104 W/m2. The pulse duration lasts for 0.02 s when the flash intensity decays from

0.002 s. The profile of pulse duration is simulated according to the measured data instruction of the

commercial pulse lamps used in the experiment.

2.3. Feature Extraction of Thermal Signals

To reveal the important features from the thermal response that could be caused by physical

deviations of components, Principal Component Analysis (PCA) is used for the extraction of the spatial

and temporal information from a thermographic matrix formed by an image sequence. PCA has

been shown to yield high levels of thermal contrast for underlying structural damage resulting in

satisfactory detectability compared to conventional thermographic procedures [34].

Singular value decomposition (SVD) is a powerful method to compute the principal components

(PCs). In general, the SVD of an M × N matrix A (M > N) is a factorisation of the following equation:

A = URVT (4)

where U is an M × N orthogonal matrix, R is a diagonal matrix (with the non-negative singular values

of A on the diagonal) and VT is the transpose of an N × N orthogonal matrix. The thermal image

sequence is arranged in the form of a timestamp as the column-wise and the pixels as the row-wise of

A. And the columns of decomposed U comprise the orthogonal statistical modes known as empirical

orthogonal functions (EOFs) which describe the spatial variation in the thermograms. Likewise, PCs,

which describe the temporal variation, comprise the rows in matrix VT. Commonly, the first three

orders of EOFs and PCs provide sufficient description of data variability in the space and time domain.

For the PT inspection of multiple ECs or batch-chip mode, the uncertainty of heat uniformity,

homogeneity, energy absorption and surface condition would lead to inconsistency in temperature

profile such as peak value, peak time and steady-state temperature. Detection analysis for variability

only in the temperature field will still be insensitive to the target variation even with accurate data

calibration. However, PCs have the potential to mitigate those uncertainties and focus on the principal

transient variation, which can effectively identify the variation in material properties, die size and lead

frame [26]. In this research, the absolute values of the 2nd and 3rd PCs are proposed to characterise the

thermal behaviour of each chip.

2.4. Experimental Testing Unit

In this study, a PT-based prototype (illustrated in Figure 6) was established, where a short and

high-energy light pulse was projected onto the sample surface through two commercial flash lamps.

The temperature measuring device was an FLIR A615 series IR camera with a long-wave (7–14 µm)

uncooled focal plana array. The top surface temperature of ECs was captured with a maximum

640 × 512 pixels resolution and a framerate of 25 Hz. Both the camera and the lamps were synchronised

and controlled by a PC to perform an automated inspection.
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Figure 6. Experimental testing unit.

A close-up IR lens with a magnification factor of ×2.9 was adopted to achieve a 50 µm spatial

resolution and a field of view of 32 × 24 mm. The maximum energy applied in the inspection was

approximately 1.4 kJ over an area of 500 mm diameter. The samples were placed with their surfaces

perpendicular to the IR camera’s line of sight at 85 mm from the lens. To reduce the uncertainty of heat

uniformity, the samples were placed at the centre of the camera view. Both lamps heated the samples

with a 0.01 s pulse duration and maximal energy.

Two experiments were conducted to evaluate its performance of the single-chip inspection mode

and batch-chip inspection mode, respectively. In the first experiment, the selected 17 chips (shown in

Figure 4) were inspected one by one. Each thermal image sequence was captured at 25 Hz and 8 s

duration, where 200 frames were captured for analysis. To exclude the influence of external pins and

boundary, a region of interest (ROI) for each sample was selected covering 90% area around the centre

of the chip. Between each inspection, a five-minute interval was implemented to ensure the lamps

and camera have reached equilibrium temperature. In the second experiment, an inspection of four

chips from Group A and C simultaneously was conducted to verify its deployment feasibility in the

batch-chip testing. The experimental parameters and the selection of ROI are kept the same as the

first experiment.

3. Results

3.1. Simulation Results

To investigate the transient temperature transfer, the verified component model and variation

models were established and simulated. Figure 7 presents the temperature distributions of the verified

component model (shown in Figure 5) at 0.04, 0.08, 0.12 and 0.16 s after the flash.

It also shows the results of a vertical and horizontal slice through the chip and along the lead

layer, which presents a clear temperature distribution and penetration through the mould to the die

layer. With the time elapsing, the heat quickly passes through and results in an obvious temperature

pattern in accordance with the lead frame and die layout. The top-surface temperature signals against

time were then extracted, and random white noises were pixel-wisely added with a signal-to-noise

ratio (SNR) of 60 dB. The added noise level was selected based on the developed experimental testing

unit, which was tested and pre-analysed by the thermographic signal reconstruction (TSR) algorithm

for ECs [29]. After obtaining the simulated results, the ROI containing 90% of the surface area around

the centre is selected for feature extraction based on PCA.
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(c) (d) 

Figure 7. Temperature distribution after the flash; (a) 0.04 s after the flash; (b) 0.08 s after the flash;

(c) 0.12 s after the flash; (d) 0.16 s after the flash.

In order to observe the thermal features of anomaly deviation in UVEC, the single variable

deviation of simulation model provides the most efficient tool to figure out the relation between them.

Three types of parameter deviation were simulated (Table 2) and corresponding the 2nd and 3rd

PCs were extracted. They were consistent with the difference observed in three groups of samples in

Figure 4. As shown in Table 2, for the variability type of die size and material conductivity, four models

marked with the deviation percentage of the parameter were simulated, where the reference model

was also added for comparison. The variability of die size varies from 30% of the reference to 250%,

which produces about 1mm2 size variation for two successive models. The mould material heat

conductivity varies from 110% of the reference to 70%. In addition, two layouts of the lead frame

including the reference in Group A and ‘011’ in Group C were simulated.

Table 2. Model attribute deviations.

Deviation type: Only Die Size Deviation (mm2)

No. 1:
0.49 (30%)

No. 2:
1.51 (reference)

No. 3:
2.25 (150%)

No. 4:
2.90 (200%)

No. 5:
3.77 (250%)

Deviation Type: Only Mould Material Conductivity Deviation (W/(m·K))

No. 1:
5.94 (110%)

No. 2:
5.40 (reference)

No. 3:
4.86 (90%)

No. 4:
4.32 (80%)

No. 5:
3.78 (70%)

Deviation Type: Only Lead Frame Layout Deviation

Reference lead (Group A) Right lead layout (‘011’ in Group C)

Initially, Figure 8a,b show the comparison of the 2nd and 3rd PCs with different values of die

size. It can be observed that the peak of the 2nd PC curves appears at around 0.5 s after the flash with



Sensors 2020, 20, 5013 10 of 17

a lower amplitude due to the increase of die size. And the peak value and peak time of the 3rd PC

profiles (around 2–3 s after the flash) appears lower and later monotonically. Furthermore, the 2nd

PC peak seems to be more sensitive than the 3rd PC to the change of die size. Secondly, Figure 9a,b

show the comparison of the 2nd and 3rd PCs with different values of material conductivity. The peak

amplitude of the 2nd PC decreases significantly in a monotonical trend following the decrease of

conductivity. And the peak amplitude and peak time of the 3rd PC become lower and later in a more

dramatic manner, which shows opposite monotonicity to the trends of the die size variation. Viewing

the feature trends of die size, it represents that the bigger die has the smoothing effect of the 2nd PC

peak and delay the 3rd PC peak. For the mould material deviation, the feature trend indicates the

lower conductivity mould will maintain the heat flow longer resulting in similar smoothing and delay

effect. Additionally, it is observed that these two features are more sensitive to the change of mould

material than that of the die size. This is probably because the mould material occupies most of the

EC, and the heat diffusivity of mould is much lower compared to the small die. Thirdly, from the

simulation results of lead frame deviation shown in Figure 10, both the 2nd and 3rd PCs can identify

the difference in the layout. Although there is only lead frame changing in this comparison, the thermal

behaviour variation still is observed by these two features in terms of peak value and peak time. Based

on the above observations, the peaks of both 2nd PC and 3rd PC, therefore, can be effective features to

identify these three variations in ECs.

 

         

(a)                                      (b) 
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Figure 8. Comparison of features with different die sizes; (a) the 2nd principal component profiles;

(b) the 3rd principal component profiles.
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Figure 9. Comparison of features with different values of mould conductivity; (a) the 2nd principal

component profiles; (b) the 3rd principal component profiles.
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Figure 10. Comparison of features with different lead frame layouts; (a) model of the reference lead

layout; (b) model of the right lead layout; (c) the 2nd principal component profiles; (d) the 3rd principal

component profiles.

3.2. Experimental Results

This section presents the experimental results using the developed testing prototype to verify the

selected features mentioned above under the single-chip inspection mode. Figure 11 shows the first

temperature frame (0.04 s after the flash) of all 17 chips. It should be noted that they were captured one

by one, and the location in the scene and other experimental parameters are identical. From this figure,

it is suggested that there is no obvious pattern in the raw IR images that can reliably distinguish these

three groups.

 

′ ′ ′

Figure 11. The first temperature frame (0.04 s) after the flash.



Sensors 2020, 20, 5013 12 of 17

Even for the same group, such as Group A, the IR images suffer the uncertainty of heating

uniformity and emissivity. The reason is mainly caused by the uncertainty of the surface emissivity

of samples which results in different temperature rise after the pulse. Besides, the uncertainty of

surface homogeneity leads to a diversity of thermal spatial distribution in the first frame. According to

the ground truth from the X-ray images, two comparisons were implemented to verify the proposed

technique. The first one is between Group A and ‘012’, ‘014’ and ‘016’ of Group C. They have the same

lead layout but are from different manufacturers. This comparison focuses on the deviation of mould

material and the die size. The second one compares the chips in Group C with two different lead

frame layouts.

From the PCs profile shown in Figure 12a,b, where solid curves and dotted curves indicate the

two groups, it is suggested that the deviation of mould material and die size can be effectively reflected

by the peak of 2nd and 3rd PCs. The behaviour of features is consistent with the simulation results and

in return proves the effectiveness of the simulation unit. For the 2nd PC, the chips in Group A (solid

curves) have significantly higher peak values around 0.5 s after the flash than those in Group C (dotted

curves), meanwhile, the peak times consistently appear earlier. For the 3rd PC, the chips in Group

A have slightly higher peak values around 1–2 s than those in Group C, meanwhile, the peak times

appear significantly earlier. These observations suggest that Group C has a larger die (twice bigger

than Group A) and mould material with a lower conductivity than Group A, which can be confirmed

by the X-ray images in Figure 4. Figure 13a,b show the features of the second comparison, where the

chips with the right lead layout (solid curves, indicated as Group C-2) are distinguishable with the

ones with the reference lead layout (dotted curves, indicated as Group C-1). The chips in Group C-2

have significantly higher peak values and slightly earlier peak time in the 2nd PC than the chips in

Group C-1. Meanwhile, for the 3rd PC, they have similar peak values but Group C-2 peaks significantly

earlier than Group C-1 (about 0.5 s earlier). A quantitative comparison of the peak features among the

three groups for these two comparisons are shown in Figure 14. It seems that the best feature to classify

these groups are the 2nd PC peak value, then 3rd peak time, 2nd PC peak time and 3rd PC peak value.

 

     

(a)                                    (b) 

Figure 12. Feature results of the 1st verification comparison; (a) the 2nd principal component profiles;

(b) the 3rd principal component profiles.

Based on the selected four features shown in Figure 14, different feature combinations in the scatter

plot are presented in Figure 15, where the chips in Group A, B, C-1 and C-2 are plotted in red, blue,

black and green colour, respectively. The scatter distribution of the 2nd PC peak value and 3rd PC peak

time (the top right graph) presents the most promising trend for the classification of these four groups.

The second-best selection is the feature combination of the 2nd PC peak value and 3rd PCs peak value.

Based on the best feature selection, it is suggested that the PT inspection can effectively distinguish the

verified chips from Group A (red) and unverified ones from Group C (green and black). Moreover, it is
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also capable to distinguish the two groups with different die sizes and lead frame layouts, denoted

by black and green dots. However, it is relatively difficult to distinguish the malfunctional chips in

Group B (blue dots) from the verified chips in Group A (red dots). This is because those in Group B are

materially and structurally consistent with ones in Group A. The electronic malfunction might be led

by a short circuit in the die or poor contact in wires.

 

  

(a)                               (b) 

Figure 13. Feature results of the 2nd verification comparison; (a) the 2nd principal component profiles;

(b) the 3rd principal component profiles.

 

Figure 14. Quantitative comparisons of peak features among three groups in the experiments (Group

C-1: Chips with Reference lead layout in Group C; C-2: Chips with Right lead layout in Group C).

To quantitatively evaluate the classification performance, machine learning approaches are then

applied to the best feature combinations, where the 5-fold cross-validation was used. Table 3 shows the

classification accuracy between Group A, B and C based on the 2nd PC peak value and 3rd PC peak

time using three classical clustering algorithms (K-nearest neighbours (KNN), linear discriminant (LD),

support vector machine (SVM)). The results demonstrate that it has a 100% accuracy to distinguish

UVECs in Group C with ones in Group A, while the accuracy is reduced to 70% for Group A and B.

Even for the three and four classes, the classification accuracy is still relatively high (>88%) where

different types of deviation are presented.
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Figure 15. Scatter plots of different feature combination for Group A, B and C.

Table 3. Classification accuracy using the 2nd PC peak value and 3rd PC peak time.

Two Classes Three Classes Four Classes

Group A vs.
Group B

Group A vs.
Group C

Group A vs. Group B vs.
Group C

Group A vs. Group B vs.
Group C-1 vs. Group C-2

KNN 70% 100% 88.2% 88.2%
LD 70% 100% 82.4% 82.4%

SVM 70% 100% 82.4% 76.5%

4. Discussion

This paper proposed a feasibility study to develop an effective tool for identifying UVECs with

physical defects, such as internal structural and material variabilities. It is expected that the PT

inspection cannot offer the similar high-resolution of internal structure as the X-ray inspection due

to its physical limitations. However, this technique aims to act as a first-stage screening tool in a

non-destructive, time effective and automatic manner. Further functional testing can be followed on the

suspected ones to balance the time and confidence level of the inspection. Depending on the cost of EC

going into the production line, some industries might look to have some sort of inspection capability

in-house to screen components before they go to assembly. However, this is usually in the form of

random sample checks on single components selected from batches of components and it is almost

impossible at this stage to check all components cost-effectively. Another emerging problem is that the

cost to inspect a component can be much higher than the value of the component itself especially with

the technological advancements in manufacturing. Therefore, this technique is particularly important

for low-value high critical components that directly relate to the reliability of the system performance.

This research has evaluated the performance under the single-chip inspection mode, where only

one chip is inspected at one time. Although such an approach mitigates the influence of heat distribution

at different locations, it is not time effective. Inspection under the batch-chip mode will be attractive

for the supply chain due to its robustness and rapid turnaround times. Figure 16a presents the first

temperature frame of four selected chips (3 from Group A and 1 from Group C) and Figure 16b,c plot

the corresponding PCs feature profiles.
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Figure 16. Results of the batch-chip inspection where 3 chips from Group A and 1 chip from Group

C are inspected at the same time. (a) the first temperature frame (0.04 s) after the flash; (b) the 2nd

principal component profiles; (c) the 3rd principal component profiles.

The chip of ‘013’ from Group C exhibits a significant difference with the ones from Group A in

terms of the peak features of both PCs. This observation demonstrates the applicability of the proposed

technique for batch inspection. Furthermore, it should be noted the PCs are orientation-free as the

space information has been removed. Such a characteristic is helpful when a large number of chips are

required to be inspected at the same time.

5. Conclusions

This paper reports a new UVEC inspection technique that includes the FEM simulation and

experimental prototype, following the digital twin methodology. The simulation is able to model

the complex internal structure of ECs, informed by X-ray images, and effectively predict the surface

thermal behaviour after application of instantaneous heat. The results suggest that the 2nd and

3rd peak of principal components of temperature delay profile can provide a sensitive and robust

indication for the deviation of die size, lead frame layout and mould material properties. This research

finding has been confirmed through using the same data analysis method for the experimental data,

which were collected by a new established dedicated pulsed thermography prototype. With the

support of machine learning-based classifier, quantitative results suggest that the proposed technique

can effectively identify the unverified components with certain robustness considering the variation of

verified components. We also demonstrate that this technique can work under both single-inspection

and batch-inspection modes, which offers the deployment flexibility to the supply chain. The proposed

technique can act as a powerful screening tool, after which other NDT techniques can be conducted on

suspicious chips to improve the efficiency of UVEC inspection.

Future work in this area will extend the inspection scale of UVECs to establish a feature signal

database of different types of UVECs. It will help both improving the simulation modelling of

details in EC, upgrades to the versatility of the inspection system and significantly enhance the AI

decision making strategy. In the feature selection approach, the EOFs in PCA will contain more spatial

information of the ECs internal structure like lead and die layout which could enhance the inspection

visualisation. It will be investigated carefully in future.

Author Contributions: Conceptualization, H.L. and Y.Z.; methodology, H.L., L.T., S.A., X.L. and Y.Z.; software,
W.L. and X.L.; validation, L.T., H.L., and X.L.; formal analysis, W.L., S.A, X.L. and L.T.; investigation, H.L., L.T. and
X.L.; resources, A.S.; data curation, L.T. and Y.Z.; writing-original draft preparation, Y.Z. and H.L.; writing-review
and editing, L.T. and S.A. and A.S. All authors have read and agreed to the published version of the manuscript.

Funding: This research was partly funded by the [Lloyd’s Registers Foundation] under Grant number GA\100113,
and partly funded by the UK EPSRC Platform Grant: Through-life performance: From science to instrumentation
under Grant number EP/P027121/1.

Conflicts of Interest: The authors declare no conflict of interest.



Sensors 2020, 20, 5013 16 of 17

References

1. OECD/EUIPO. Trends in Trade in Counterfeit and Pirated Goods, Illicit Trade; OECD Publishing: Paris, France, 2019.

2. Annual IP crime and enforcement report: 2017 to 2018. Available online: https://www.gov.uk/government/

publications/annual-ip-crime-and-enforcement-report-2017-to-2018 (accessed on 30 September 2019).

3. Tehranipoor, M.; Guin, U.; Forte, D. Counterfeit Integrated Circuits; Springer International Publishing: Berlin,

Germany, 2016.

4. Pecht, M.; Tiku, S. Bogus: Electronic manufacturing and consumers confront a rising tide of counterfeit

electronics. IEEE Spectr. 2006, 43, 37–46. [CrossRef]

5. Crawford, M.; Telesco, T.; Nelson, C.; Bolton, J.; Bagin, K.; Botwin, B. Defense Industrial Base Assessment:

Counterfeit Electronics; U. S. Department of Commerce: Washington, DC, USA, 2013.

6. Guin, U.; DiMase, D.; Tehranipoor, M. A Comprehensive Framework for Counterfeit Defect Coverage

Analysis and Detection Assessment. J. Electron. Test. 2014, 30, 25–40. [CrossRef]

7. Livingston, H. Avoiding Counterfeit Electronic Components. IEEE Trans. Compon. Packag. Manuf. Technol.

2017, 30, 187–189. [CrossRef]

8. Guin, U.; DiMase, D.; Tehranipoor, M. Counterfeit Integrated Circuits: Detection, Avoidance, and the

Challenges Ahead. J. Electron. Test. 2014, 30, 9–23. [CrossRef]

9. Vasan, A.S.S.; Pecht, M.G. Electronic Circuit Health Estimation through Kernel Learning. IEEE Trans. Ind.

Electron. 2018, 65, 1585–1594. [CrossRef]

10. Barajas, E.; Aragones, X.; Mateo, D.; Altet, J. Differential Temperature Sensors: Review of Applications in the

Test and Characterization of Circuits, Usage and Design Methodology. Sensors 2019, 19, 4815. [CrossRef]

[PubMed]

11. Benedek, C.; Krammer, O.; Janoczki, M.; Jakab, L. Solder Paste Scooping Detection by Multilevel Visual

Inspection of Printed Circuit Boards. IEEE Trans. Ind. Electron. 2013, 60, 2318–2331. [CrossRef]

12. Alam, M.; Shen, H.; Asadizanjani, N.; Tehranipoor, M.; Forte, D. Impact of X-Ray Tomography on the

Reliability of Integrated Circuits. IEEE Trans. Device. Mater. Reliab. 2017, 17, 59–68. [CrossRef]

13. Yao, P.; Rao, V.M.; Hughes, S. On-chip single photon sources using planar photonic crystals and single

quantum dots. Laser Photonics Rev. 2009, 4, 499–516. [CrossRef]

14. Ahi, K.; Shahbazmohamadi, S.; Asadizanjani, N. Quality control and authentication of packaged integrated

circuits using enhanced-spatial-resolution terahertz time-domain spectroscopy and imaging. Opt. Lasers Eng.

2018, 104, 274–284. [CrossRef]

15. Laung-Terng, W.; Charles, E.; Stroud, N.; Touba, A. System-on-Chip Test Architectures: Nanometer Design for

Testability; Morgan Kaufmann Publishers: Burlington, MA, USA, 2008.

16. Lu, Q.; Wong, C. Applications of non-destructive testing techniques for post-process control of additively

manufactured parts. Virtual. Phys. Prototyp. 2017, 12, 301–321. [CrossRef]

17. Mehnen, J.; Tinsley, L.; Roy, R. Automated in-service damage identification. Cirp. Ann. 2014, 63, 33–36.

[CrossRef]

18. Zhao, Y.; Addepalli, S.; Sirikham, A.; Roy, R. A confidence map based damage assessment approach using

pulsed thermographic inspection. Ndte Int. 2018, 93, 86–97. [CrossRef]

19. Liu, H.; Pei, C.; Xie, S.; Li, Y.; Zhao, Y.; Chen, Z. Inversion Technique for Quantitative Infrared Thermography

Evaluation of Delamination Defects in Multilayered Structures. IEEE. Trans. Ind. Inf. 2020, 16, 4592–4602.

[CrossRef]

20. Yang, R.; He, Y. Optically and Non-optically Excited Thermography for Composites: A review. Infrared Phys.

Technol. 2016, 75, 26–50. [CrossRef]

21. Ciampa, F.; Mahmoodi, P.; Pinto, F.; Meo, M. Recent Advances in Active Infrared Thermography for

Non-Destructive Testing of Aerospace Components. Sensors 2018, 18, 609. [CrossRef]

22. Guin, U.; Zhang, X.; Forte, D.; Tehranipoor, M. Low-cost on-chip structures for combating die and IC

recycling. In Proceedings of the 2014 51st ACM/EDAC/IEEE Design Automation Conference (DAC), San

Francisco, CA, USA, 1–5 June 2014; pp. 1–6.

23. Martin, E.; Larato, C.; Clément, A.; Saint-Paul, M. Detection of delaminations in sub-wavelength thick

multi-layered packages from the local temporal coherence of ultrasonic signals. NDT E Int. 2008, 41, 280–291.

[CrossRef]



Sensors 2020, 20, 5013 17 of 17

24. Sobie, C.; Freitas, C.; Nicolai, M. Simulation-driven machine learning: Bearing fault classification. Mech.

Syst. Signal. Process. 2018, 99, 403–419. [CrossRef]

25. Choobineh, L.; Jain, A. An explicit analytical model for rapid computation of temperature field in a

three-dimensional integrated circuit (3D IC). Int. J. Therm. Sci. 2015, 87, 103–109. [CrossRef]

26. Jadin, M.S.; Taib, S. Recent progress in diagnosing the reliability of electrical equipment by using infrared

thermography. Infrared Phys. Technol. 2012, 55, 236–245. [CrossRef]

27. Tan, S.; Wang, S.; Watada, J. A self-adaptive class-imbalance TSK neural network with applications to

semiconductor defects detection. Inf. Sci. 2018, 427, 1–17. [CrossRef]

28. Susto, G.; Schirru, A.; Pampuri, S.; McLoone, S.; Beghi, A. Machine Learning for Predictive Maintenance: A

Multiple Classifier Approach. IEEE Trans. Ind. Inform. 2015, 11, 812–820. [CrossRef]

29. Lowe, J.; Mason, S. Integrated Semiconductor Supply Chain Production Planning. IEEE Trans. Semicond.

Manuf. 2016, 29, 116–126. [CrossRef]

30. Shepard, S.M. Advances in pulsed thermography (Aerospace/Defense Sensing, Simulation, and Controls).

SPIE 2001, 511–515.

31. Liu, H.; Xie, S.; Pei, C.; Qiu, J.; Li, Y.; Chen, Z. Development of a Fast Numerical Simulator for Infrared

Thermography Testing Signals of Delamination Defect in a Multilayered Plate. IEEE Trans. Ind. Inform. 2018,

14, 5544–5552. [CrossRef]

32. Chen, Z.; Rebican, M.; Yusa, N.; Miya, K. Fast simulation of ECT signal due to a conductive crack of arbitrary

width. IEEE Trans. Magn. 2006, 42, 683–686. [CrossRef]

33. Tian, S.; Chen, L.; Chen, Z.; Tian, S.H. Numerical analysis on influence of damage configuration on vibration

parameters for lattice sandwich plate. Int. J. Appl. Electromagn. Mech. 2010, 33, 1565–1572. [CrossRef]

34. Feuillet, V.; Ibos, L.; Fois, M.; Dumoulin, J.; Candau, Y. Defect detection and characterization in composite

materials using square pulse thermography coupled with singular value decomposition analysis and thermal

quadrupole modeling. NDT E Int. 2012, 51, 58–67. [CrossRef]

© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access

article distributed under the terms and conditions of the Creative Commons Attribution

(CC BY) license (http://creativecommons.org/licenses/by/4.0/).



https://dspace.org/

A novel inspection technique for electronic components 
using thermography (NITECT)
Liu, Haochen; Tinsley, Lawrence; Lam, Wayne; Addepalli, Sri; Liu, Xiaochen ...

2020-09-03
MDPI
https://doi.org/10.3390/s20175013
Liu H, Tinsley L, Lam W, et al., (2020) A novel inspection technique for electronic 
components using thermography (NITECT). Sensors, Volume 20, Issue 17, September 
2020, Article number 5013

Downloaded from a DSpace repository. https://dspace.org/

https://dspace.org/
https://doi.org/10.3390/s20175013
https://dspace.org

