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Abstract—Large language model (LLM)-based agents
are envisioned as cornerstones for autonomous, zero-
touch 6G AI-RAN operations. Numerous frameworks
adopt LLM-based agents as decision-makers to op-
timize network configurations, orchestrate resources,
and interact with users and connected use cases. How-
ever, intrinsic limitations (hallucinations, misaligned
human values) and extrinsic adversarial threats (jail-
breaks, prompt injections) pose critical risks to network
safety, reliability, and privacy—-challenges largely over-
looked in existing literature. This paper addresses this
gap by reviewing state-of-the-art guardrail techniques
for 6G AI-RAN. We categorize guardrails across model-
level and agent-level layers and map them to common
agent application patterns in 6G networks, providing
practical foundations for designing trustworthy agen-
tic decision-making frameworks in future 6G AI-RAN
systems.

Indexr Terms—6G, AI-RAN, LLM, LLM-based
Agents, Guardrail

I. INTRODUCTION

HE vision for 6G networks demands autonomous,

zero-touch operations with advanced techniques for
service intent translation, performance monitoring, con-
figuration optimization, and network control. Recent ad-
vancements have pushed LLMs from base models to
sophisticated multi-agent systems automating complex
decision-making across network layers [1]-[3]. However,
without robust safeguards, intrinsic limitations—such
as hallucination, computational weaknesses, and value
misalignments—and extrinsic threats—such as jailbreak
attacks, prompt injections, and tool misuses—severely
compromise network safety and privacy. In safety-critical
6G deployments (connected vehicles, telemedicine, indus-
trial automation), unguarded agentic decisions pose un-
acceptable risks [4]. Despite numerous LLM-driven 6G
frameworks, guardrailing agentic decision-making remains
largely overlooked, threatening production deployability
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where robustness, safety, and ethical compliance are es-
sential. This review addresses this gap by examining the
evolution from base LLMs to multi-agent systems, pre-
senting a taxonomy of intrinsic and extrinsic threats, re-
viewing state-of-the-art guardrail techniques across model-
level and agent-level strategies, and mapping 6G AI-RAN
application patterns to appropriate guardrail mechanisms.

II. REVIEW OF LLM AND AGENT GUARDRAILS

A. Recap from Base Models to Multi-agent Systems

Fig. 1 illustrates the evolution from base LLMs to
multi-agent frameworks through four key stages: Base
Models—Foundational models (GPT-2, GPT-3) trained
via unsupervised learning for token prediction, optimized
for linguistic coherence. Instruct/Chat Models—Base mod-
els enhanced through SFT and RLHF (GPT-4, GPT-
40), enabling natural conversational interactions. Agent—
Instruct models augmented via PE and SE techniques to
create autonomous agents with the LLM as the “agent
brain,” managing memory, knowledge databases, and ex-
ternal tools for network monitoring, resource manage-
ment, configuration updates, and code execution. Multi-
agent Systems—Interconnected agents forming MAS that
enable collaborative decision-making, task specialization,
and fault tolerance through redundancy.

B. Review of Agent System Challenges

While external tools bridge LLM intelligence to au-
tonomous 6G networks, they introduce critical challenges
(Fig. 2) from intrinsic limitations and extrinsic threats.

Common intrinsic limitations are: Lack of Knowledge—
factual hallucinations from training data limitations; Lack
of Computational Capability—poor mathematical, opti-
mization, and logical reasoning; Lack of Proper Align-
ment—mbias propagation, harmful instructions, and ethical
violations [5].

Common extrinsic threats are: Jailbreak Attacks—
crafted prompts bypassing safety mechanisms; Backdoor
Attacks—malicious training data implanting covert vul-
nerabilities; Prompt Injection—manipulation to leak sen-
sitive information; Tool Injection—malicious scripts exe-
cuted via deceptive prompts.

These challenges manifest as malicious outputs, pri-
vacy breaches, memory poisoning, malicious tool calls,
multi-agent infection, and safety violations (e.g., network
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disruptions causing autonomous vehicle crashes). Under-
standing these challenges is essential for developing robust

guardrails for mission-critical 6G deployments.

C. Review of Guardrail Techniques

Fig. 3 summarizes guardrail techniques categorised as

model-level or agent-level solutions [6].
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Fig. 3. High-level guardrail techniques for LLMs and agentic systems.



ically fetch accurate, real-time information from external
knowledge sources, reducing factual inaccuracies.

Improving Computational Capability LLMs strug-
gle with precise calculations, particularly for multi-step
problems. LLM-level techniques like Chain-of-Thought
(CoT) or Tree-of-Thought (ToT) reasoning spread rea-
soning over more tokens to improve accuracy. Agent-
level guardrails leverage external computational tools or
dynamically generate programs for precision [7].

Aligning Human Values At the LLM level, fine-
tuning on ethically aligned datasets rejects biased out-
puts, while activation engineering steers generation toward
aligned outputs [8]. Agent-level guardrails include: rule-
based detectors/filters (hard-coded ethical rules); AI/ML-
based detectors (trained models for misalignment detec-
tion); and LLM/agent-based detectors and rewriters (dy-
namic detection, filtering, and rewriting) [9].

Defending Against Jailbreak, Backdoor, and In-
jection Attacks LLM-level defenses include training with
adversarial datasets and activation engineering. Agent-
level protections incorporate input/output detectors, fil-
ters, and rewriters to intercept malicious prompts or
responses.

Protecting From Malicious Tool Executions Safe-
guards include: offline certifications (formal verification
of tool safety constraints); online guardrails (runtime
monitors, logic checkers, anomaly detectors); digital twin
verification (simulated execution before deployment); and
isolation techniques (sandboxed execution preventing com-
promise propagation).

Stopping Multi-agent Infections Collaborative de-
fence mechanisms enable collective identification and re-
sponse to malicious behaviours, forming resilient barriers.

Downsides of Guardrail Techniques Guardrails in-
troduce trade-offs: expanded attack surface (false positives
enabling DoS attacks [10]); brittleness (limited coverage
of adversarial scenarios); limited transferability (requiring
recalibration across systems [11]); and computational over-
head (potentially impractical for low-latency scenarios).

Guardrail integration requires balancing trustworthiness
against complexity, latency, and resilience.

III. GUARDRAIL APPLICATIONS IN 6G

Rather than focusing on concrete use cases (e.g., net-
work slicing [12] or task orchestration agents [13]), Fig. 4
presents six common application patterns with curated
guardrail mappings. This section details pattern interac-
tions with trust and safety concerns.

A. Network Service/Config Intent Translator

Translating high-level intents (e.g., provide ultra-reliable
service for connected vehicles) into actionable plans (e.g.,
network slice selection and Al service orchestration) is
fundamental. However, alignment challenges and adversar-
ial manipulations can cause misinterpretation. Promising
guardrails include:
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o Fairness Value Alignment: Training ensures fair
service/resource selection and allocation.

e Human Preference History: Historical preferences
enable personalized translation, enhancing accuracy.

o Configuration Checkers: Rule-based checkers de-
tect and correct hallucinated configurations.

e Adversarial Attack Guard: Guardrail agents mit-
igate prompt injections or jailbreaks.

B. Network Performance Monitor/Predictor

Monitor/predictor agents ingest real-time feeds to gen-
erate alerts forecasting degradations or failures. Ensuring
trustworthiness requires accurate understanding of evolv-
ing conditions. Guardrails focus on:

o Network Knowledge Augmentation: Fine-tuning
on telecom-specific datasets improves sensitivity to
critical deviations.

e Tool Integration: Agents leverage calculators for
statistical analysis and AI/ML tools for anomaly
detection beyond LLM capabilities.

C. Network Issue Resolver/Optimizer

Resolver /optimizer agents formulate resolution or opti-
mization plans in response to alerts. Due to complexity
and high stakes, miscalculations significantly degrade per-
formance. Suitable guardrails include:



o Network Knowledge Augmentation: Training on
recent troubleshooting manuals improves problem-
solving accuracy.

o Issue Resolution History: Historical knowledge
aids contextualizing responses and avoiding repetitive
mistakes.

e Multi-agent Discussions: Structured debates en-
sure cross-validation, reducing erroneous outputs.

D. Network Control Actuator

Actuator agents interface with control endpoints to
execute decisions (parameter tuning, resource reallocation,
reconfiguration). Their direct impact on live infrastructure
demands strictest safeguards:

e Formal Certification: Tools undergo offline verifi-
cation establishing safe operational boundaries.

o Digital Twin Verification: Agents simulate and
validate control plans before execution.

e LLM-Agent Guards and Isolation: Runtime
guardrails coupled with containerization prevent cas-
cading side effects.

E. Network Status Explainer

Explainer agents bridge technical gaps between oper-
ations and stakeholders, building trust through trans-
parency. Given their role conveying sensitive information,
they pose privacy risks if compromised. Key guardrails
include:

o Network Knowledge and Human Preference
Augmentation: Agents dynamically adapt explana-
tions to audience expertise and preferences.

e Information Access Controls: Sensitive informa-
tion is selectively exposed based on user roles.

e Privacy Guardrails: Active monitoring prevents
leakage of privacy-sensitive data.

F. History/Feedback Evaluator/Reflector

Long-term resilience requires continuous learning from
operational history and feedback [14]. Evaluator /reflector
agents update long-term memory influencing future deci-
sions. Ensuring knowledge integrity avoids memory con-
tamination. Promising guardrails include:

¢ Memory Access Controls: Regulated access limits
contamination risks, ensuring knowledge integrity.

o« Knowledge Management Tools: Tools employ
validation checks to detect and rectify corrupted or
maliciously altered memories.

o Multi-agent Discussion: Cross-validation increases
robustness and credibility of reflected knowledge.

Note that this section is by no means a full coverage
of the LLM /agent application potentials in 6G AI-RAN.
Nevertheless, we hope this offers a helpful starting point
for guardrailing any innovative future deployment pat-
terns.

IV. CONCLUSION

As LLM-based agents become key enablers for au-
tonomous 6G AI-RAN, ensuring their trustworthiness
is essential. While the evolution from base models to
multi-agent frameworks unlocks powerful capabilities, it
introduces intrinsic limitations and extrinsic threats that
compromise network safety, reliability, and privacy. This
review of state-of-the-art guardrail techniques highlights
practical strategies—from foundational model-level de-
fences to dynamic agent-level protections—that close the
trust gap. By matching guardrail mechanisms to specific
6G agent application patterns, we provide a clear starting
point for the community to build trustworthy, autonomous
AT-RAN ecosystems.
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