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1. Introduction

In the context of the digital transformation in the 
manufacturing industry, small-and-medium-sized 
manufacturing enterprises (SMMEs) are integral to 
economic growth and are now adapting to the digital wave 
through digital retrofitting [1,2]. This process involves 
adding new digital technologies like Internet of Things 
components (IoT), including sensors, gateways, and 
actuators to existing systems to enable connectivity and real-
time data analytics [3]. It can lead to enhanced productivity, 
efficiency, cost savings, and competitive advantages, 
allowing businesses to remain competitive [4]. Despite these 
benefits, digital retrofitting presents distinct challenges, 
notably in terms of knowledge and resource availability, 
especially for SMMEs [5]. There is a critical need for a 
practical guide to navigating these complexities and 
optimizing the adoption process [6]. In this context, the 

maturity and assessment models become particularly 
valuable. It offers a structured approach to assessing 
readiness and guiding businesses through the strategic 
implementation of these technologies, ensuring they are 
aligned with their specific needs and capabilities [7]. These 
models are instrumental in identifying the levels of 
operational and technological development and providing a 
strategic plan for future growth [8]. Academic contributions 
have illuminated the readiness and maturity models for 
Industry 4.0, with studies categorising maturity models 
based on various factors related to technology, people, and 
strategy, with an emphasis on the technological aspect [9–
11]. Although these studies offer theoretical frameworks, 
their practical application is often limited, especially in 
assessing infrastructure and addressing the managerial 
aspects of organisational change [12]. Industry models, such 
as the one developed by Lichtblau et al [13],
PricewaterhouseCoopers’ (PwC) assessment model [14], and 
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Rockwell Automation's maturity model [15] offer 
frameworks and valuable tools for organisational readiness 
assessment. However, these models often overlook the 
specific needs of digital retrofitting in SMMEs.

Current literature reveals a gap in assessment models that are 
specifically designed for the digital retrofitting requirements 
of SMMEs, which face unique challenges due to their limited 
resources, technical expertise, and organisational culture
[16][17]. There is a discernible need for holistic studies, 
which consider both technological and managerial elements, 
aligning academic insights with industry practices to meet 
the requirements of digital retrofitting.

To bridge this gap, the focus of this study is on identifying 
and validating essential factors as an initial step in 
constructing a comprehensive assessment model. This 
entails evaluating the readiness of SMMEs for adopting 
Industry 4.0 technologies and involves a critical assessment 
of these factors from both academic and industry 
perspectives. The specific realities and needs of 
manufacturing enterprises poised for digital transformation 
are also considered. The following research questions are 
addressed:

I. What are the critical factors related to digital 
retrofitting that should be considered in assessing 
manufacturers for a successful transition to 
Industry 4.0 era?

II. How can these factors be validated from academic 
and industry perspectives?

To address the research questions, the approach includes a 
literature review and survey. The paper is organized as 
follows: The methodology, encompassing the data collection 
process and data analysis techniques, is detailed in Section 2. 
Findings and discussions aligned with the research questions 
are presented in Section 3. Finally, in Section 4, the 
conclusions and limitations are highlighted.

2. Methodology 

To answer research questions, a two-pronged method is 
employed. The first step involves a review of the academic 
literature to identify the key factors relevant to assessing 
manufacturing readiness. This is followed by administering 
a survey designed to validate the outcomes of the literature 
review with insights from industry practitioners. This dual 
approach is selected to synergise insights from academic 
research with practical industry experience.

2.1. Literature review

The methodology is executed in sequential phases. Initially, 
a research protocol is developed, setting precise inclusion 
and exclusion criteria. A thorough literature search followed, 
spanning three databases, including Scopus, ScienceDirect, 
and Google Scholar. The search entailed rigorous screening 
of abstracts, titles, and full texts. The subsequent phase 
involved meticulous data extraction and findings integration.
Search parameters aligned with the defined criteria guide 
publication retrieval using specific keywords. These terms-
assessment model, maturity model, readiness model, 

Industry 4.0, manufacturing, SMEs- are combined and 
queried within titles, abstracts, and keywords. Despite a high 
volume of initial results, a manual selection process is used 
to refine the list of studies most relevant to the research 
question. From 31 chosen publications, relevant data are
systematically extracted and catalogued using a structured 
template. A summary of the search strings and keywords 
used in the literature search process is presented in Figure 1.
The findings from this literature review are intended to 
address Research Question One.

Fig. 1. Literature review search process

2.2. Online survey 

In this research, an online survey is conducted to validate the 
factors extracted from the literature review related to the 
research topic. The survey comprised a mix of open-ended 
questions designed to elicit comprehensive responses. The 
aim of this survey is to establish content validity, serving as 
the method used to answer Research Question Two by 
confirming the clarity, relevance, and suitability of the 
factors identified. In this research, participants consist of 
individuals working in manufacturing and those serving as 
assessors within the sector. The criteria for selecting and 
excluding these participants are outlined in Table 1.

Table 1. Participants’ inclusion and exclusion criteria

Inclusion Exclusion 
People who work in the 
manufacturing sector

People who do not work in the 
manufacturing sector 
or who have no experience in 
digitalisation or assessing 
manufacturers

People who work as assessors 
for manufacturers

People under 18 years old and 
Experience less than 5 years

People who have experience in 
digital transformation to 
Industry 4.0

A minimum of 5 years’ 
experience

2.3. Close-ended questions

TITLE-ABS-KEY (assessment model, 
maturity model, readiness model, Industry 
4.0, manufacturing, Industry 4.0, SMEs)

2109 Papers →limit to (2015- 2023), 
Remove duplication, English, Engineering 

and manufacturing

63 papers →Filter the result, read the title 
and abstract 

31 papers 
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The Content Validity Ratio (CVR), a method originally 
developed by Lawshe [18] and later refined by Lynn [19] is 
used to assess how well test items represent the concept of 
interest. A practitioner panel of 18 evaluated the relevance of 
each factor related to digital retrofitting on a 4-point scale, 
ranging from 1 (not relevant) to 4 (highly relevant). The CVR 
is calculated for each item, with higher values indicating 
greater relevance.

𝐶𝐶𝐶𝐶𝐶𝐶 = 𝑛𝑛𝑒𝑒 −
𝑁𝑁
2

𝑁𝑁∕2 (1)

“ne: The number of raters who deemed the item essential 
(rating 3 or 4).”
“N: The total number of raters.”
Items with a CVR value below the threshold of 0.62, 
indicative of essential relevance as per ten raters, are 
removed to ensure the model's accuracy in reflecting digital 
retrofitting.

2.4. Open-ended questions

Open-ended questions allow participants to express opinions 
freely, offering more information or correcting provided 
options. This format allows researchers to delve deeper and 
gain further understanding. An example of the content 
validation with open-ended and closed-ended questions is 
shown in Figure 2.

Fig. 2. Example of content validity questions 

3. Result and Discussion

This section presents the findings according to the outlined 
methodology, with the study's results arranged sequentially: 
first, the outcomes of the literature review, followed by the 
results of the online survey.

3.1. Result of literature review

The findings from the literature review are summarised in 
Table 2, which outlines the identified Industry 4.0 
assessment dimensions for manufacturing firms. A total of 
127 dimensions are found across various readiness models, 
which typically range from 2 to 9 dimensions in each study. 
After consolidating similar dimensions, the top three-
'Strategy and Organisation,' 'Technology', and 'Smart 
Operations and Process' - are highlighted due to their 

frequency and pivotal importance roles. For a detailed 
breakdown of all dimensions and their frequencies, refer to 
Table 2.

Table 2. Summary of dimensions frequency 

Dimension Frequency Authors
Strategy and 
Organisation

25 [13,20–22]

Smart Operations 
and Process

19 [13,20,21,23,24]

Technology 19 [25–29]

Data and IT 14 [22,26,30–32]

Smart Products 9 [22,30,33]

Human and 
Employees

9 [25,30,34]

Environmental 7 [35,36]

Leadership 5 [34,37]

Business Model 4 [14,38]

Supply Chain 4 [31]

Social 3 [28]

Others (Operability, 
Virtual World, 
Physical, World 
Dynamic Capability

4 [30,35]

After examining the dimensions, the key critical dimensions 
essential for a successful transition to Industry 4.0 era are 
identified and include:

I. Strategy and organisation: Assessing whether an 
organisation's culture, leadership, and management 
practices are in alignment with digital retrofitting 
goals.

II. Workforce development: Evaluating the 
workforce's readiness and the extent of skills 
training necessary for employees to effectively 
engage with and apply digital retrofitting 
technologies.

III. Smart factory: Measuring the degree to which 
advanced technologies and infrastructure are 
integrated into the manufacturing setting to enable 
efficient and intelligent digital retrofitting 
workflows.

IV. Smart processes: Gauging the use of technology 
and data analytics to enhance and streamline 
retrofitting processes, ensuring a seamless 
transition into digital methodologies.

Additionally, sub-dimensions are identified as the most 
relevant factors critical to the assessment of manufacturing 
readiness for the successful adoption of Industry 4.0 
technologies.
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3.2. Survey results

The results of the online survey are presented in this section 
to validate the identified factors, with an analysis grounded 
in both academic and industry standpoints. The Content 
Validity Ratio (CVR) is used for this purpose, with most 
factors exhibiting high relevance, reflected in CVR 
percentages ranging from 78% to 100%. Significantly, two 
factors achieved the highest CVR of 100%, underscoring 
their critical importance, as confirmed by practitioners in 
both domains. Furthermore, responses to open-ended 
questions are instrumental in refining and elucidating the 
factors for enhanced clarity. The principal dimensions and 
sub-dimensions (factors) identified in this research are 
illustrated in Table 3 and Figure 3.

Table 3. Assessment factors for digital retrofitting

Dimensions Factors

A. Strategy and Organisation 
Dimension

1. I4.0 Strategy Implementation
2. Collaboration with Partners
3. Budget Allocation
4. Leadership Support
5. Digitalization Objectives
6. Change Management Plan
7. Risk Management Plan

B. Workforce Development 
Dimension

1. Employee Acceptance Changes
2. Employee Competency
3. Employee Development Budget
4. Employee Skill Acquisition

C. Smart Factory Dimension 1. ICT Function
2. Machine Connectivity
3. Machine-to-Machine Communication
4. Human-Machine Interface Systems
5. Control System in Machines

D. Smart Processes 
Dimension

1. Data Privacy and IT Security
2. Cloud Adoption
3. Integration in Manufacturing 
Processes
4. Data-Driven Decision-Making
5. Sharing of Enterprise Data

Fig. 3. Assessment factors for digital retrofitting

4. Conclusion

In transitioning to Industry 4.0, it is essential for 
manufacturing companies to critically evaluate key factors. 
This includes understanding the implications of new 
technologies, investing in the required resources, and 
ensuring employee readiness. Furthermore, the development 
of a comprehensive data processing strategy is imperative to 
safeguard data and utilize it effectively during this digital 
transformation. In this research key factors that are critical to 
assess before transitioning into Industry 4.0 are identified. 
By integrating academic insights with industry feedback, the 
study outlined pivotal dimensions: Strategy and 
Organization, Workforce Development, Smart Factory, and 
Smart Processes. These dimensions were validated through a 
Content Validity Ratio (CVR), with most factors showing 
high relevance. This research highlights the multifaceted 
nature of Industry 4.0 readiness and the imperative of a 
holistic assessment strategy that facilitates digital 
retrofitting. It illuminates the pathway for SMMEs to 
evaluate and enhance their capabilities, aligning their 
organisational objectives with the innovations of the digital 
age. The results of this study provide a foundation for future 
research to build upon these foundations and for industry 
practitioners to implement these insights into actionable 
strategies for digital excellence. The next step is to develop 
a questionnaire based on the identified factors, which can be 
critical for assessing and guiding SMMEs through the 
Industry 4.0 transition. This tool crucial for firms to pinpoint 
readiness and prioritise improvements. A key limitation of 
this study is that it focuses solely on factors related to digital 
retrofitting of legacy systems without taking into account 
factors such as supply chain and customer satisfaction.
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