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Abstract—With the growing demand for service access and
data transmission, security issues in optical fiber systems have
become increasingly important and the subject of increased
research. Physical layer secret key generation (PL-SKG), which
leverages the random but common channel properties at legit-
imate parties, has been shown to be a secure, low-cost, and
easily deployed technique as opposed to computational-based
cryptography, quantum, and chaos key methods that rely on
precise equipment. However, the eavesdropper (Eve) potential for
current PL-SKG in fiber communications has been overlooked by
most studies to date. Unlike wireless communications, where the
randomness comes from the spatial multi-paths that cannot be all
captured by Eves, in fiber communications, all the randomness
(from transmitted random pilots or channel randomness) is con-
tained in the signals transmitted inside the fiber. This, therefore,
enables a tapping Eve to reconstruct the common features of
legitimate users from its received signals, and further decrypt the
featured-based secret keys. To implement this idea, we designed
two Eve schemes against polarization mode distortion (PMD)
based PL-SKG and the two-way cross multiplication based PL-
SKG. The simulation results show that our proposed Eves can
successfully reconstruct the legitimate common feature and the
secret key relied upon, leading to secret key rate (SKR) reductions
of between three and four orders of magnitude in the PL-SKG
schemes studied. As a result, we reveal and demonstrate a novel
eavesdropping potential to provide challenges for current physical
layer secret key designs. We hope to provide more insightful
vision and critical evaluation on the design of new physical
layer secret key schemes in optical fiber links, to provide more
comprehensively secure, and intelligent optical networks.

Index Terms—fiber communications, fiber tapping, eavesdrop-
ping, physical layer security, secret key generation.

I. INTRODUCTION

Data transmission demands have been raised significantly

in recent years, to confront the large increase in civil and

commercial communications. As an essential role in our

daily communication systems, optical fiber communication has

consequently experienced great traffic growth, which leads

to a new security issue [1]. Traditional cryptography relies

on computational complexity to pursue secret key generation,
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management, and distribution [2], however, this ceases to be

guaranteed with the development and access of more powerful

computers by an eavesdropper (Eve).

An alternative idea is to use common physics to generate

shared secret keys at two legitimate parties. The most well-

known example is the quantum key distribution (QKD). This

exploits the quantum mechanism (e.g., indeterminacy and

entanglement) which is unique to the two legitimate parties

and thereby has been proved to enable them to generate a

shared secret key [3], [4]. The main challenge is the extremely

high cost of the devices to generate a cipher key with a

high secret key rate (SKR), especially to meet Gbps levels

of transmission. Another example leverages optical chaos

systems that are identically deployed at two legitimate parties

[5]–[8]. The challenges in this approach are (i) the static key

sources make it vulnerable to known-plaintext attacks [9],

and (ii) practical implementation difficulties due to the strong

restriction of deploying identical chaos systems.

Recently, physical layer secret key generation (PL-SKG)

has been proposed and studied to secure wireless [10]–[14]

and optical [15]–[18] communications, leveraging the random

and reciprocal channel properties extracted by two legitimate

parties (Alice and Bob) to generate a shared secret key. From

a theoretical point of view, PL-SKG can be categorized into

two families. The first one purely exploits the channel state

information (CSI) as the common random feature. In the

context of fiber communications, such randomness comes from

(i) phase fluctuation in Mach-Zehnder interferometers (MZIs)

[15], (ii) mode mixing (MM) [19], (iii) phase fluctuations be-

tween orthogonal polarization modes in delay interferometers

(DIs) [20], (iv) dynamic Stokes parameters (SPs) in single-

mode fiber (SMF) [21], and (v) polarization mode dispersion

(PMD) [16], [22]. Leveraging these induced sources of channel

randomness, Alice and Bob send a public pilot sequence and

construct the common features by their received signals that

involve the common CSI, which will then be passed to the

quantization [23], [24], the information reconciliation (IR) [25]

and the privacy amplification (PA) [26] modules for the final

cipher key generation. One challenge for the aforementioned

pure CSI-based PL-SKG is that the SKR cannot meet the

industrial requirement due to insufficient channel randomness

(the SKR is < 1 kbps). To address this, the second method

employs further devices to improve the SKR. For example,

Hajomer et al. [17] use an active polarization scrambler to

accelerate the common dynamics of the state of polarization
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(SOP) for Alice and Bob, deriving a higher SKR (200 kbps).

To further speed up the SKR, two-way cross multiplica-

tion methods have been proposed [27]–[30] and implemented

in fiber communications [18], whereby extra randomness is

induced by the random transmitted signals instead of the

public pilot sequences. To be specific, Alice and Bob send

random signals to each other and crossly multiply their sent

and received signals as the common feature for PL-SKG. In

this view, the randomness of the common feature involves (i)

the channel randomness and (ii) the two random signal spaces,

which therefore gives rise to a higher SKR as opposed to pure

CSI-based PL-SKGs.

However, all of the aforementioned works considered an

Eve that employed only simple brute force decoding, and

eavesdropping research has been overlooked by most of the

studies. In wireless communications, an Eve that is a half-

wavelength away from Alice and Bob has difficulty in decrypt-

ing the PL-SKG, since the wireless channel randomness arises

from spatial multi-paths, which are difficult to be all monitored

by potential Eves [31]. By contrast, in fiber communications,

the randomness induced by either channel or signal level is

all reflected by the signals transmitted inside the fiber. In

this view, a tapping Eve [32] has the potential to reconstruct

Alice’s and Bob’s common features, via its received signals

that contain all the channel and signal level randomness.

Hence, this provides motivation for our work here, which aims

to design a more efficient Eve than brute force. To implement

this idea, we propose two Eve designs against (i) the PL-

SKG based on PMD randomness, i.e., the works in [16],

[22], and (ii) the two-way cross multiplication PL-SKG as a

combination of [16] and [18]. Simulation results demonstrate

our designed tapping Eve, which is able to reduce SKR by

between three and four orders of magnitude. Thus, we aim

to design a smarter Eve to provide challenges for current PL-

SKG approaches. We hope to provide a more insightful vision

and critical evaluation of the design of new PL-SKG methods

in optical fiber links, to provide more comprehensively secure,

and intelligent optical networks.

II. SYSTEM MODEL

In this work, we consider a point-to-point fiber commu-

nication model (see Fig. 1(a)). Two legitimate nodes, Alice

and Bob, aim to generate secret keys leveraging the channel

reciprocity and randomness of the single mode fiber (SMF)

between them. Standard PL-SKG contains four parts, shown in

Fig. 1(b): 1) channel feature construction, 2) key quantization,

3) information reconciliation and 4) privacy amplification,

where common features serve as the only source of random-

ness for the following three steps. Hereby, we focus on how

the tapping Eve can reconstruct Alice’s and Bob’s channel

features which their further secret keys rely upon.

The channels from Alice to Bob and from Bob to Alice

are denoted as HAB(ω),HBA(ω) ∈ C
2×2, which can be

expressed as [16]:

HAB(ω)=

NAB∏

n=1

l(ω)S(−θn)diag

([

e−
j
2 (∆τω+φn)

e
j
2 (∆τω+φn)

])

S(θn),

HBA(ω)=
1∏

n=NAB

l(ω)S(−θn)diag

([

e−
j
2 (∆τω+φn)

e
j
2 (∆τω+φn)

])

S(θn)

=HT
AB(ω),

(1)

where ω is the angular speed. NAB is the number of fiber

segments for simulation. l(ω) ≜ e−
dz ·att

2 − j
2

Dλ2dzω2

2πc is the

chromatic dispersion (CD) component, with dz the simulation

step size, att the attenuation parameter, c = 3 × 108ms−1

the light speed, λ the reference wavelength, and D the

dispersion parameter at λ. θn, ϕn are the random rotation angle

and phase for nth segment of fiber, evenly distributed over

[0, 2π), S(·) is the 2 × 2 rotation matrix, and ∆τ is average

differential group delay. Here, we initially ignore the cross-

phase modulation (XPM) and self-phase modulation (SPM)

nonlinear fiber properties, since including XPM/SPM cannot

guarantee the channel reciprocity for PL-SKG in Alice and

Bob. We will discuss the case with nonlinear XPM/SPM in

Section IV concerning simulations.

In the SMF model described in Eq. (1), the channel reci-

procity is represented by HAB(ω) = HBA(ω)
T , which is

deduced by the reversed order of 1, · · · , NAB fiber segments.

The channel randomness is induced by the PMD effect,

which is related to differential group delay (DGD) caused

by the birefringence phenomenon in a long-haul optical fiber.

Typically, the average DGD parameter ∆τ is determined by

the PMD coefficient and the fiber length, denoted by LAB ,

i.e., ∆τ = PMDcoefficient · √LAB , which, however, is

insufficient to maintain enough channel randomness for PL-

SKG [16]. To address this, the work in [16] adopts randomly

spliced polarization maintaining fibers (RSPMF) at both the

ends of Alice and Bob, which is able to generate enough

randomness for PL-SKG by ensuring ∆τ > 0.25TB (TB is

the bit period).

To pursue eavesdropping, the fiber tapping Eve is con-

sidered in this work, which is assumed to intercept the

signals transmitted from Alice and Bob [32]. As such, the

channels from Alice to Eve and from Bob to Eve, denoted

as HAE(ω),HBE(ω) ∈ C
2×2, can be modeled by replacing

B and A of HAB(ω) and of HBA(ω) with E in Eq. (1),

respectively.

III. EAVESDROPPING DESIGNS

In this section, two types of Eve design are elaborated

against the CSI and the two-way-based PL-SKG schemes,

respectively. Both of them aim to obtain the secret keys by

reconstructing the common channel features of Alice and Bob,

since the channel feature is the only source of randomness

for the PL-SKG. The essential idea comes from the following

fact. In contrast to wireless communications where the channel

randomness is induced by the multi-path that cannot be all

captured by Eves, in fiber communications, all the randomness

(either from channel phases or from signal spaces) can be
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(a) System illustration (b) Schematic flow of Alice & Bob for PL-SKG

(c) Simulation flow of SMF
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Fig. 1. Illustration of Alice, Bob and Eve model in fiber communications: (a) the system illustration and the schematic flow of our Eve design, (b) the
schematic flows of Tx and Rx (can both be Alice and Bob) for PL-SKG, and (c) the simulation flow of SMF.

observed by a tapping Eve. This thereby enables the tapping

Eve to reconstruct the common features of Alice and Bob and

further reconstruct their feature-derived secret key.

A. Problem Formulation

To validate our idea, we provide two eavesdropping schemes

targeting the two currently established PL-SKG methods. With

the help of the Alice, Bob and Eve -based SMF model, the

purpose of this work is to design tapping Eve schemes to

reconstruct the shared secret key generated by Alice and Bob.

In the following, two Eve schemes are elaborated against PL-

SKGs using (i) only random CSI, and (ii) two-way randomness

combined CSI.

B. Eavesdropping CSI-based PL-SKG

1) CSI-based PL-SKG method: To generate the shared

secret key via the reciprocal CSI, Alice and Bob first send

public and identical pilot sequences to each other in two

consecutive time slots. This time division mode aims to

guarantee the common features from the received signals, i.e.,

(a) the (quasi) static fluctuation phases from Alice to Bob and

from Bob to Alice in a short time duration, and (b) the sent

pilots undergo the channels with the same wavelength (rather

than the full-duplex mode with different up-link and down-

link wavelengths). We denote the sent pilots from Alice and

Bob as u(ω) = [ux(ω), uy(ω)]
T . Then, the received signals

at Alice and at Bob, denoted as rA(ω) = [rA,x(ω), rA,y(ω)]
T

and rB(ω) = [rB,x(ω), rB,y(ω)]
T , are expressed as:

rA(ω) = HBA(ω) · u(ω) + nA = H
T
AB(ω) · u(ω) + nA,

rB(ω) = HAB(ω) · u(ω) + nB .
(2)

where nA and nB are the receiving noise components. It is

deduced from Eq. (2) that rA(ω) and rB(ω) share common

features, i.e.,

Cov(rA,x(ω), rB,x(ω)) ≥ |ux(ω)|2D(h11(ω))

Cov(rA,y(ω), rB,y(ω)) ≥ |uy(ω)|2D(h22(ω))
(3)

where hij(ω) is the (i, j)th element of H
T
AB(ω), and D(·)

represents the variance. In Eq. (3), the equality holds when

hij is independent from each other, and therefore serves as a

lower-bound correlation between the received signals of Alice

and Bob. As such, rA and rB can be used to generate the

shared secret key by the quantization method, i.e., [16]

ka =

{

1, φa > γ
(a)
1 ,

0, φb < γ
(a)
0 ,

a ∈ {A,B}, (4)

where γ
(a)
1 = E(φa) + α

√

D(φa) and γ
(a)
0 =

E(φa) − α
√

D(φa) are the quantisation thresholds,

with quantization threshold parameter α ∈ [0, 1), and

E(·) the expectation. In Eq. (4), φa is enumerating

Re[rA,x(ω)], Im[rA,x(ω)], Re[rB,x(ω)] and Re[rB,y(ω)].
From Eq. (4), the quantized secret key between Alice

and Bob is obtained. Here, it is noted that the use of

upper/lower thresholds aims to discard unreliable features

(e.g. contaminated by noise, or with low correlations). To

be specific, when the correlations of Alice’s and Bob’s

common features are low, a large upper/lower threshold gap

can effectively discard the uncorrelated features, leaving

the number of remained keys to equal (approximately) that

of matched keys. This further reduces the burden of the

following key reconciliation step, e.g. an easier design of

the forward error correction (FEC) code, to achieve the key

reconciliation at Alice and Bob.

2) Eavesdropping design: In CSI-based PL-SKG, the ran-

domness is totally induced from the channel. So, the Eve

design here is to estimate the channel matrix HAB(ω).
We denote the received signals at Eve from Alice and

from Bob as zA(ω) = [zA,x(ω), zA,y(ω)]
T , and zB(ω) =

[zB,x(ω), zB,y(ω)]
T , which are expressed as:

zA(ω) = ϱ ·HAE(ω) · u(ω) + ϵA, (5a)

zB(ω) = ϱ ·HBE(ω) · u(ω) + ϵB , (5b)

where ϵA and ϵB are the added noise contributions. ϱ denotes

the tapping gain, which is determined by the specific tapping

methods (e.g., the bend loss in [32]). Then, the eavesdropping
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has two steps. 1) Eve uses zA(ω) and zB(ω) to estimate

HAE(ω) and HBE(ω). 2) Eve reconstructs HAB(ω) via its

estimations of HAE(ω) and HBE(ω).
It is noticed that Eqs. (5a)-(5b) are under-determined for

the estimation of the 2 × 2 matrices HAE(ω) and HBE(ω).
To overcome this, we deem HAE(ω) ≈ HAE(ω + ∆ω) and

HBE(ω) ≈ HBE(ω + ∆ω) with a small ∆ω . As such, Eqs.

(5a)-(5b) can be re-written as:

[zA(ω), zA(ω +∆ω)] ≈ ϱHAE(ω) · [u(ω),u(ω +∆ω)]
(6a)

[zB(ω), zB(ω +∆ω)] ≈ ϱHBE(ω) · [u(ω),u(ω +∆ω)]
(6b)

Then, from Eqs. (6a)-(6b), HAE(ω) and HBE(ω) can be

estimated as:

ĤAE(ω) =
1

ϱ
[zA(ω), zA(ω +∆ω)] · [u(ω),u(ω +∆ω)]

−1,

(7a)

ĤBE(ω) =
1

ϱ
[zB(ω), zB(ω +∆ω)] · [u(ω),u(ω +∆ω)]

−1.

(7b)

After the estimations of the Alice-Eve and Bob-Eve chan-

nels, Eve will reconstruct the channel between Alice and Bob.

Given the concatenation property of fiber channels, the Alice

to Bob channel can be expressed as the concatenated channels

from Alice to Eve and from Eve to Bob, i.e.,

HAB(ω) = HEB(ω) ·HAE(ω)
(a)
= H

T
BE(ω) ·HAE(ω). (8)

where (a) is due to the channel reciprocity, i.e., HT
BE(ω) =

HEB(ω). In this view, Eve is able to reconstruct the channel

between Alice and Bob by estimating ĤAE(ω) and ĤBE(ω),
i.e.,

ĤAB(ω) = Ĥ
T
BE(ω) · ĤAE(ω) (9)

With the help of Eq. (9), the signals received at Alice and Bob

can be also reconstructed by Eve via the public pilot sequence

u(ω), i.e.,

r̂A(ω) = [r̂A,x(ω), r̂A,y(ω)]
T = Ĥ

T
AB(ω) · u(ω), (10a)

r̂B(ω) = [r̂B,x(ω), r̂B,y(ω)]
T = ĤAB(ω) · u(ω). (10b)

Then, Eve is able to reconstruct the secret key be-

tween Alice and Bob, by assigning φE enumerating

Re[r̂A,x(ω)], Im[r̂A,x(ω)], Re[r̂B,x(ω)] and Re[r̂B,y(ω)], and

taking φE into Eq. (4).

3) Eavesdropping Algorithm: After the description of the

eavesdropping design, we give here the detailed algorithm

dealing with the discrete-time pilot sequence and received

signals. The detailed algorithm is shown in Algo. 1. The inputs

are (i) the discrete-time domain pilot sequence (with length

K), denoted as ũ = [ũH
x , ũH

y ]H with ũx, ũy ∈ C
1×K , and

(ii) the discrete-time signals received by Eve from Alice and

Bob, denoted as z̃A = [z̃HA,x, z̃
H
A,y]

H and z̃B = [z̃HB,x, z̃
H
B,y]

H

with z̃A,x, z̃A,y, z̃B,x, z̃B,y ∈ C
1×K . Step 1 is to transform

the discrete-time signals into the frequency domain via the

fast Fourier transform (FFT). Steps 2-6 are repeated for each

discrete frequency domain. Step 3 is to estimate the channels

from Alice to Eve and from Bob to Eve for the kth discrete

Algorithm 1: Eve scheme against CSI-based PL-SKG

Input: Public discrete time pilot sequence

ũ = [ũH
x , ũH

y ]H , and Eve received discrete

time signals from Alice and Bob, i.e.,

z̃A = [z̃HA,x, z̃
H
A,y]

H and z̃B = [z̃HB,x, z̃
H
B,y]

H .

1 Pursue Fourier transform on ũ, z̃A and z̃B , i.e.,

u = [uH
x ,uH

y ]H with ux = fft(ũx) and uy = fft(ũy),
zA = [zHA,x, z

H
A,y]

H and zB = [zHB,x, z
H
B,y]

H with

zA,x = fft(z̃A,x), zA,y = fft(z̃A,y), zB,x = fft(z̃B,x)
and zB,y = fft(z̃B,y);

2 for k = 1, · · · ,K do

3 Compute

ĤAE [k] = 1/ϱ[zA[k], zA[k+1]]·[u[k],u[k+1]]−1,

ĤBE [k] = 1/ϱ[zB [k], zB [k+1]]·[u[k],u[k+1]]−1;

4 Reconstruct ĤAB [k] = Ĥ
T
BE [k] · ĤAE [k];

5 Reconstruct Alice’s and Bob’s received signals via

pilot sequence, i.e., r̂A[k] = Ĥ
T
AB [k] · u[k] and

r̂B [k] = ĤAB [k] · u[k];
6 end

7 Regenerate secret key kE by assigning φE enumerating

Re[r̂A,x[1 : K]], Im[r̂A,x[1 : K]], Re[r̂B,x[1 : K]] and

Re[r̂B,y[1 : K]], and taking φE into Eq. (4);

Output: Eve’s regenerated secret key kE .

frequency, i.e., ĤAE [k] and ĤBE [k]. Step 4 is to reconstruct

the channel from Alice to Bob at the kth discrete time via

channel reciprocity and the cascaded property. Step 5 is to

recover the received signals at Alice and Bob (in the discrete

frequency domain), using the estimated channel and the public

pilot sequence. Step 7 is to regenerate the shared secret key

between Alice and Bob using Eq. (4). The output is then Eve’s

regenerated secret keys.

C. Eavesdropping against Two-Way based PL-SKG

1) Operation of Two-way PL-SKG: In the two-way cross

multiplication-based PL-SKG method, Alice and Bob send

random signals to each other in two consecutive time slots,

denoted by vA(ω);vB(ω)∈C
2×1 in terms of the frequency

domain. Then, they multiply their sent and received signals as

the common feature, i.e.,

ψA = ξA(ω)
T · vA(ω)

(a)
= vB(ω)

T ·HAB(ω) · vA(ω) + n
T
A · vA(ω),

ψB = vB(ω)
T · ξB(ω)

= vB(ω)
T ·HAB(ω) · vA(ω) + vB(ω)

T · nB ,

(11)

where ξA(ω)=HBA(ω) · vB(ω) + nA and ξB(ω)=HAB(ω) ·
vA(ω) + nB are the received signals at Alice and Bob,

with nA,nB ∼ CN (0, σ2
nI2) the noise component (I2 is

the 2 × 2 identity matrix). In Eq. (11), step (a) follows

by taking the expression for ξA(ω)
T , and then replacing

HBA(ω)
T with HAB(ω) using (1). As such, ψA and ψB

share random and common feature vB(ω)
T
HAB(ω)vA(ω).

Then, the quantization method can be used to generate the

shared secret key, by assigning φa (a ∈ {A,B}) enumerating
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Algorithm 2: Eve scheme against two-way based PL-

SKG

Input: Eve received signal from Alice and Bob, i.e.,

ζ̃A = [ζ̃
H

A,x, ζ̃
H

A,y]
H and ζ̃B = [ζ̃

H

B,x, ζ̃
H

B,y]
H .

1 Take Fourier transform of ζ̃A and ζ̃B , i.e.,

ζA = [ζH
A,x, ζ

H
A,y]

H and ζB = [ζH
B,x, ζ

H
B,y]

H with

ζA,x = fft(ζ̃A,x), ζA,y = fft(ζ̃A,y), ζB,x = fft(ζ̃B,x)

and ζB,y = fft(ζ̃B,y);
2 for k = 1, · · · ,K do

3 Compute feature ψE [k] = ζB [k]
T · ζA[k];

4 end

5 Regenerate secret key kE by assigning φE

enumerating Re[ψE [1 : K]] and Im[ψE [1 : K]] and

taking φE into the quantization method, i.e., Eq. (4);

Output: Eve’s regenerated secret key kE .

Re[ψA], Im[ψA], Re[ψB ] and Im[ψB ], and taking φa into the

quantization method in Eq. (4).

2) Eavesdropping Design: In this section, we expound our

eavesdropping scheme, which aims to reconstruct the common

feature and the secret key relying on it. Here, we assume a

tapping Eve in the SMF between Alice and Bob that passively

receives the random signals sent from Alice and Bob. As

such, the received signals from Alice and Bob, denoted as

ζA(ω), ζB(ω) ∈ C
2×1, are:

ζA(ω) = ϱ ·HAE(ω) · vA(ω) + ϵA,

ζB(ω) = ϱ ·HBE(ω) · vB(ω) + ϵB .
(12)

In Eq. (12), ϱ represents the tapping gain, determined by the

specific tapping methods (e.g., the bend loss in [32]). ϵA, ϵB ∼
CN (0, 2σ2

nI2) are the received noise signals from Alice and

Bob respectively. Then, Eve is able to reconstruct the common

feature of Alice and Bob, denoted as ψE , by:

ψE =
1

ϱ2
· ζB(ω)

T · ζA(ω)

= vB(ω)
T ·HBE(ω)

T ·HAE(ω) · vA(ω) + ε

= vB(ω)
T ·HEB(ω) ·HAE(ω)

︸ ︷︷ ︸

Alice→Eve→Bob

·vA(ω) + ε

= vB(ω)
T ·HAB(ω) · vA(ω) + ε

(13)

where ε ≜ vB(ω)
T · HBE(ω)

T · ϵA/ϱ2 + ϵTB · HAE(ω) ·
vA(ω)/ϱ

2+ ϵTB · ϵA/ϱ2. It is compared with Eq. (11) that ψE

and ψA (ψB) shares the same feature vB(ω)
T
HAB(ω)vA(ω).

This, therefore, enables Eve to reconstruct the shared secret

key between Alice and Bob by assigning φE enumerating

Re[ψE ] and Im[ψE ] and taking φE into the quantization

method, i.e., Eq. (4).

3) Eavesdropping Algorithm: After the elaboration of the

Eve design, we provide the detailed algorithm for discrete-time

received signals, with details shown in Algo. 2. The inputs are

the discrete-time signals received by Eve from Alice and Bob,

denoted as ζ̃A = [ζ̃
H

A,x, ζ̃
H

A,y]
H and ζ̃B = [ζ̃

H

B,x, ζ̃
H

B,y]
H with

ζ̃A,x, ζ̃A,y, ζ̃B,x, ζ̃B,y ∈ C
1×K . Step 1 is to transform the

discrete-time signals into the frequency domain via the FFT.

Steps 2-4 are performed for each discrete frequency. Step 3

is to construct the feature ψE [k] via the received signals from

Alice and from Bob. Step 5 is to regenerate the shared secret

key between Alice and Bob by taking the constructed feature

ψE [1 : K] into Eq. (4). The output is then Eve’s regenerated

secret keys.

IV. NUMERICAL SIMULATIONS

In this section, we evaluate our proposed two Eve schemes

via simulation. Here, two scenarios are considered: (i) the

linear system provided by Eq. (1), and (ii) the nonlinear system

with the Kerr effect (see Section IV. C for details). The detailed

simulation configurations are provided in Table I. Here our

considered fiber link between Alice and Bob includes 5 sub-

channels, with the central frequency of 1.9355×105GHz and

the channel spacing of 40GHz, and the central sub-channel

(i.e., 1.9355 × 105GHz) is allocated for Alice and Bob to

produce the PL-SKG, and the other four sub-channels are

fully filled with random data. Such an implementation is to

simulate a feasible PL-SKG scheme in wavelength division

multiplexing (WDM) optical fiber networks.

The simulation modules are illustrated via Fig. 1(b)-(c).

In Fig. 1(b), the key generation steps at Alice and Bob are

provided. Alice and Bob first create the 16-Quadrature Am-

plitude Modulation (16-QAM) signals via the input bits (either

the public pilot bits or the random bits). Then, these signals

pass the root-raised cosine (RRC) filter and frequency shift for

modulation. The modulated signals are next transmitted by Tx,

and received by Rx. The received signals at Alice and Bob then

serve as the input of feature construction modules using Eq.

(2) and Eq. (11) for CSI-based and two-way-based secret keys,

respectively. After the feature construction module, secret keys

at Alice and Bob can be generated by the key quantization

module, i.e., Eq. (4), and further the information reconciliation

and the privacy amplification modules. In our simulation, we

only consider the first two steps, i.e., the feature construction

that is the target of our Eve schemes attacking on, and the key

quantization by which features are transformed into binary

keys, to enable the evaluation of our tapping Eve designs.

Fig. 1(c) illustrates the simulation flow of the SMF channel,

whereby the transmitted signals from Alice (Bob) go through

the NAE (NBE) and NAB segment steps for the receiving at

Eve and Bob (Alice).

With the help of the simulation setting and modules men-

tioned above, we evaluate our proposed Eve designs against

CSI-based and two-way based PL-SKG in the following.

A. Performance of proposed Eve against CSI-based PL-SKG

We first evaluate our designed Eve against the CSI-based

PL-SKG. Fig. 2 provides an illustration of the received signals

at Alice and Bob, and Eve’s estimated values. Three results

are revealed here. First, it is observed from Fig. 2 that the

received signals at Alice and at Bob are not the same but

have a high correlation; whilst the normalized root mean

square error (NRMSE) between rA and rB is approximately

0.4, the correlation coefficient of rA and rB , i.e., ρr̂A,r̂B

approaches 0.87, which is similar to the result in [16]. Second,

our designed Eve is able to successfully estimate the received
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TABLE I
SIMULATION PARAMETERS

Parameters Configurations

Fibre length between Alice and Bob LAB = 10 km

Number of segments between Alice and Bob NAB = 20
Number of segments between Alice and Eve NAE = NBE = 10
Simulation step size dz = 0.5 km

Attenuation parameter att = 0.2 dB km−1

Referenced wavelength λ = 1550 nm

Dispersion parameter at λ D = 17 ps nm−1 km−1

Rotation angle at nth segment θn ∼ U [0, 2π)
Phase at nth segment ϕn ∼ U [0, 2π)
Type of pilots: (i) public; (ii) random 32-Gbaud 16-QAM

Length of transmitted pilots K = 220

Transmitted power Pt ∈ [−20, 10] dBm

Tapping gain ϱ = −15 dB [32]

Average DGD parameter
∆τ = 8ps, enhanced
by RSPMF [16]

Fig. 2. Illustration of Eve’s estimated Alice and Bob received signals in the
CSI-based PL-SKG method. The NRMSE results show the accuracy of Eve’s
estimation. Also, the correlation coefficient reveals that (i) there is a high
correlation between Alice’s and Bob’s received signals for the secret key,
and (ii) there are comparable correlations between Eve’s estimated Alice’s
received signal and Bob’s received signals, which suggests that our proposed
Eve has successful key reconstruction potential.

signals at Alice and Bob, respectively. This is also validated

via the NRMSE of Eve’s estimated received signals and the

actual received signals at Alice and Bob in Fig. 2, where

NRMSEs ∥r̂A − rA∥2/∥rA∥2 and ∥r̂B − rB∥2/∥rB∥2 are of

the order of 10−2. Third, the correlation coefficients between

Eve’s estimated Alice’s (Bob’s) received signals and the Bob’s

(Alice’s) received signals are comparable to that between Alice

and Bob, i.e., ρr̂A,rB ≈ ρr̂B ,rA ≈ ρrA,rB . This indicates the

Eve’s the potential to reconstruct the CSI-based secret key

between Alice and Bob and we further analyze this via Fig.

3.

In Fig. 3, we provide the key match rate versus the transmit-

ted power Pt, for a range of different threshold parameters Eq.

4, namely α ∈ {0.5, 0.2, 0.1, 0}. The key match rate is defined

as the ratio of matched keys after the quantization over all

transmitted pilots. It is seen firstly that for each fixed threshold

Fig. 3. Key match rate between our proposed Eve and Alice using CSI-
based PL-SKG method for the range of threshold parameter values α =
0.5, 0.2, 0.1, 0.

parameter α, all the key match rates, i.e., Pr{k(A)
E = kB},

Pr{k(B)
E = kA} and Pr{kA = kB}, increase with the growth

of the transmitted power Pt since this translates directly to a

higher signal to noise ratio (SNR) for Alice’s and Bob’s re-

ceived signals and Eve’s estimations. Then, it is observed that

with the decrease of the quantization threshold parameter α,

the key match rates increase. For instance, when α decreases

from 0.5 to 0.1, Pr{k(A)
E = kB} increases from 0.52 to 0.81.

This is because a larger threshold parameter α provides a

higher upper-threshold γ1 and a smaller lower-threshold γ0,

which leads to the increased number of discarded features

(located within the wider threshold gap). It seems that a

larger threshold gap can decrease the number of matched keys,

however, it can help reduce the complexity of the further key

reconciliation step. Moreover, we observe that the key match

rates between Eve and Alice (Bob) are comparable to that

between Alice and Bob. For example, with a fixed threshold

parameter of α = 0.2, Pr{k(A)
E = kB} ≈ Pr{k(B)

E = kA} ≈
Pr{kA = kB} ≈ 0.73. This is because our designed Eve

is able to estimate the channels between Alice and Bob, and

subsequently reconstruct Alice’s and Bob’s received signals

for key generation, using the known information of the public

pilot sequences.

We further analyze the available key rate of CSI-based PL-

SKG, in the face of our designed Eve, which is defined as

Pr{kA = kB ̸= k
(A)
E ̸= k

(B)
E }, since the available keys

between Alice and Bob should be (i) identical, i.e., kA = kB
and (ii) different to Eve, i.e., kA ̸= k

(A)
E and kA ̸= k

(B)
E .

In Fig. 4, it is seen that our proposed Eve can produce a

reduction of almost four orders of magnitude in the available

key rate between Alice and Bob. That means that the secret key

rate in [16], [22] will reduce from 128bps to 0.01bps, under

our tapping Eve attacks. This is attributed to the potential

of our designed Eve to estimate the channels between Alice

and Bob, and subsequently reconstruct Alice’s and Bob’s
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Reducing 4 orders of 

magnitude of secret 

key rate

Fig. 4. Available key rate with CSI-based PL-SKG between Alice and Bob

under our proposed Eve, i.e., Pr{kA = kB ̸= k
(A)
E

̸= k
(B)
E

}. Almost a
four-order-of-magnitude reduction in available key rate is obtained by our
proposed Eve, with CSI-based PL-SKG.

received signals for key generation, using the known public

pilot sequences. As such, combining the results from Fig. 2-4,

our proposed Eve demonstrates a new eavesdropping threat to

CSI-based PL-SKG in fiber communications.

B. Performance of proposed Eve against two-way PL-SKG

The proposed Eve against the two-way cross multiplication-

based PL-SKG is evaluated in the following. Fig. 5 provides an

illustration of the features constructed at Alice and Bob, and

reconstructed by our proposed Eve, i.e., ψA, ψB , and ψE . It is

first seen that the features constructed by Alice and Bob, and

reconstructed by Eve share a great commonality. This can be

further validated by feature NRMSEs between Alice and Bob

and between Alice and Eve, computed as ∥ψE−ψA∥2/∥ψA∥2
and ∥ψB − ψA∥2/∥ψA∥2, which are similar and all approach

0, matching the theoretical results by comparing Eq. (11) with

Eq. (13). This, therefore, indicates our designed Eve’s ability

to reconstruct the secret key generated by Alice and Bob via

their common features ψA and ψB .

The key match rates between Eve and Alice and between

Alice and Bob are compared in Fig. 6, in which Pr{kE = kA}
and Pr{kA = kB} versus the transmitted power Pt for a range

of threshold parameters α ∈ {0.5, 0.2, 0.1, 0} are provided. To

avoid confusion, the key match rate here is again that after

the quantization step but before further IR and PA, since the

quantization result serves as the seed for further key agreement

and amplification processes. We first observe that given a

fixed threshold parameter, e.g., α = 0.1, both Pr{kE = kA}
and Pr{kA = kB} increase from 0.4625 to 0.4645, as the

transmitted power Pt increases from −20dBm to 0dBm. This

is because a large Pt gives rise to a high SNR (i) of Alice’s

and Bob’s constructed features, and (ii) of Eve’s reconstructed

feature based on its received signals from Alice and Bob. Then,

it is seen that with the decrease of the threshold parameter α,

Pr{kE = kA} and Pr{kA = kB} increase. For example,

Fig. 5. Illustration of common feature reconstruction of our proposed Eve in
two-way PL-SKG method, and the normalized RMSE of Eve’s reconstructed
features.

Fig. 6. Key match rate between our proposed Eve and Alice using two-way
PL-SKG method with threshold parameters α = 0.5, 0.2, 0.1, 0.

when α decreases from 0.2 to 0, Pr{kE = kA} increases

from 0.42 to 0.99. This is because a large threshold parameter

α leads to a large upper-threshold γ1 and a small lower-

threshold γ0, which makes the number of available keys small

and thereby results in a low key match rate after quantization.

Third, we observe that the key match rates between Eve and

Alice (Bob) are comparable to that between Alice and Bob.

For example, using a fixed threshold parameter of α = 0.1,

Pr{kE = kA} ≈ Pr{kA = kB} ≈ 0.46. This is because

our designed Eve is able to reconstruct the common features

of Alice and Bob via the tapped signals from Alice and from

Bob, which can be theoretically validated by comparing Eq.

(11) with Eq. (13).

We further analyze how much our designed Eve reduces

the available key rate of Alice and Bob with two-way cross
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Reducing 3 orders of
magnitude of secret 

key rate

Fig. 7. Available key rate with two-way PL-SKG between Alice and Bob
under our proposed Eve, i.e., Pr{kA = kB ̸= kE}. A three-order-of-
magnitude reduction of the available key rate is obtained by our proposed
Eve

multiplication-based PL-SKG. Here, the available key rate is

defined as Pr{kA = kB ̸= kE}, as the available keys between

Alice and Bob should be (i) identical, i.e., kA = kB and

(ii) different from Eve, i.e., kA ̸= kE . From Fig. 7, we can

observe that our proposed Eve can reduce the available key rate

between Alice and Bob by three orders of magnitude. Since the

secret key rate is log2 10
66 = 220bps for the two-way PL-SKG

in [18], our tapping Eve design can reduce it to 0.22bps. This

is attributed to the ability of our proposed Eve to reconstruct

the common feature of Alice and Bob for key generation. As

such, given the results from Fig. 5-7, our proposed Eve also

provides a new eavesdropping threat on the two-way cross

multiplication-based PL-SKG in fiber communications.

C. When encountering fiber nonlinearity

We next evaluate the performance of PL-SKGs and the

designed Eve with fiber nonlinearity. The nonlinearity is

induced by SPM/XPM with the nonlinear parameter taken as

ι = 1.2 W−1km−1. The channel model in Eq. (1) is modified

to the split-step Fourier model [33]:
[

s
(x)
n|n−1(t)

s
(y)
n|n−1(t)

]

= fft

(

An(ω) · ifft

([

s
(x)
n−1(t)

s
(y)
n−1(t)

]))

[

s
(x)
n (t)

s
(y)
n (t)

]

=

[

s
(x)
n|n−1(t)

s
(y)
n|n−1(t)

]

⊙





e
jη

(

∣

∣

∣
s
(x)

n|n−1
(t)

∣

∣

∣

2
+ 2

3

∣

∣

∣
s
(y)

n|n−1
(t)

∣

∣

∣

2
)

e
jη

(

∣

∣

∣
s
(y)

n|n−1
(t)

∣

∣

∣

2
+ 2

3

∣

∣

∣
s
(x)

n|n−1
(t)

∣

∣

∣

2
)






(14)

In Eq. (14), [s
(x)
n (t), s

(y)
n (t)]T is the output

signal of nth simulated fiber segment, and

[s
(x)
0 (t), s

(y)
0 (t)]T is the fiber input. An(ω) ≜

l(ω)S(−θn)diag([e
− j

2 (∆τω+φn), e
j
2 (∆τω+φn)]S(θn)

represents the PMD and CD effects. η = ι(1 − e−att·dz )/att
represents the nonlinear coefficient.

From Eq. (14), it may be noticed as expected that when

the transmitted power Pt is large, the nonlinear effect will be

nonlinear area

Fig. 8. Available key rate using our proposed Eve with fiber nonlinearity.

enhanced. In the context of PL-SKG, such nonlinearity will de-

stroy the channel reciprocity for both legitimate key generation

and Eve’s key reconstruction. We show this via Fig. 8, which

plots the available key rate as a function of the transmitted

power Pt. It is first observed that when our designed Eve is

not present, Pr{kA = kB} with both CSI-based PL-SKG and

two-way cross multiplication-based PL-SKG decreases with

increasing nonlinearity (increasing Pt). This is because the

fiber nonlinearity destroys the channel reciprocity between

Alice and Bob, which then leads to a decreased secret key rate

between Alice and Bob. Then, it is seen that the nonlinearity

also affects the eavesdropping ability of our proposed Eve

schemes. For our designed Eve against two-way PL-SKG, the

available key rate, i.e., Pr{kA = kB ̸= kE} increases from an

order of 10−4 to 10−2. This is even worse for our proposed

Eve against CSI-based PL-SKG, where the available key rate,

i.e., Pr{kA = kB ̸= k
(A)
E ̸= k

(B)
E } increases to 10−1. This is

because the non-linearity represented by Eq. (14) deteriorates

the channel estimation and the feature reconstruction of Eve,

which will degrade the eavesdropping performance when used

in the secret key reconstruction. This is also the reason why

the Eve against two-way PL-SKG scheme outperforms the Eve

against CSI-based PL-SKG scheme in the non-linear region

(which behaves reversely as the linear regime). The accuracy

of channel estimation, which forms the basis of the CSI-based

scheme, is reduced by the non-linear effects in the optical fiber.

Yet, the two-way scheme does not require channel estimation.

Even so, it is noticed from Fig. 8 that with our designed Eves,

the available key rates are still very low (i.e., an order of 10−1

for CSI-based PL-SKG, and an order of 10−2 for two-way

based PL-SKG). This thereby demonstrates the eavesdropping

ability of our designed Eves, even with the fiber channel

nonlinearity.

V. CONCLUSION

We have revealed the eavesdropping potential for the current

physical layer secret key in fiber communications. Unlike
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wireless communications where the randomness comes from

the spatial multi-paths that cannot be all captured by Eves, in

fiber communications, all the randomness (from transmitted

random pilots or channel randomness) is contained in the sig-

nals transmitted in fibers. This, therefore, enables the tapping

Eve to reconstruct Alice’s and Bob’s common features by its

received signals. To implement this idea, we designed two Eve

schemes against the PMD-based PL-SKG and the two-way

cross multiplication-based PL-SKG. The simulation results

show that our proposed Eves can successfully reconstruct the

legitimate common feature and the secret key relied upon,

which therefore leads to an SKR reduction of between three

and four orders of magnitude in the studied PL-SKG schemes.

As a result, we uncovered the novel eavesdropping potential

that is unique to fiber communications, and further challenged

current physical layer secret key designs. We hope this can

provide a more insightful vision and critical evaluation of the

design of new physical layer secret keys in optical fiber links,

and provide more comprehensively secure, and intelligent

optical networks.
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