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The purpose of this paper isto communicate the technical issuesinvolved in integrating data
fusion technologies in the development of an integrated base defence system. Options are
presented, with possible alternatives, when selecting the sensor systems to support specific
mission goals. The document then provides a proposed candidate system architecture that
integr ates the independent systemsto support the commander’sinfor mation needs.

. Introduction

he following is an except from a recert reportfrom Afghanistanthat clearly highlightsthe changing face of
modernwarfare.

“The tempo of Taliban attacks on the compound and the Fire Support Base Hill may
have become less than that experienced by the Gurkhas but most nights are disturbed by
grenades being thrown from sangars and random incoming 7.62 rounds fired by Taliban
snipers. (Anyone firing single shots is a sniper!) There are in excess of 100 identified
sniper positions all around the compound and hill top and those on duty in the sangars
(4 in each) have to keep watching them, which is especially tiring at night with CWS.”

The Main Operatirg Baseforms a permanat presee within an areaof intere$ and servesasthe primary stagng
areafor tactical operdions conducted by UK forces.The site is traditionaly composd of pernmanent structuresi.e.
airfield, hogital andvehide repair faciliti esandalsotemporay structurestha togethetouseandsupportthousands
of UK persanel andtheir equipment.Recentexperiencéfrom opeaations TELIC andHERRICK havehighlighted
the increasng numbe of attacksaganstUK facilitiesand persomel at thesesites The represerdtive threatsto UK
personnelare attributedto locd militia enploying sniper fire; indirectfires composedof mortarand rocketattack
andimprovisedexposive devices(IEDs).In the presaeceof thesethreatsperonnelmustcontirue to ssaurethebae
perimeterandthe suroundingareafrom continedintrusionand attackby locd militi a.

The traditional meansof maintaining a secure baseperimeter primarily relied uponmountedand dismaunted teams
of personnelassignéd to parol and watchin, and around the base perimeer for any potentialthreats or signs of
distutbance.The primary disadvantageof thesepatrolsis the potenially large numbersof personnelrequied to
cove atypically largearea redudng the resoucesavadlable to the commander. It is also easyfor peoge to switch
off and the use of human patols can becomeboth staic and predicabe. Larger sites may also employ CCTV
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systemsn an attenpt to monitor on-site acivity; however suchsystemsoffer limited coverageandrequire human
operatorsto continuousy monitorthe currentsituaion and raisethealarmin respone to anyidentifiedthred.

A. Problem Definition

Thereis arequrementfor anintegratedsuite of sensorsand counermeasuredo providea completesydem capable
of enhancirg the defenceof an opertional base suppating tadical operatons The integraed sydem mug be
cgpable of acquring sufficiently accurae data concerning the following threatsto supportthe commanderin

sdecting the appr@riate responseo a confirmedthreat. The following diagram, Figure I-1, depictsthe opemational
scenario.

The baselocaton is deemedto be
the worst ca® scenaio in future
Middle Eag operaions. To the west A&

Desert land

of the camparesomehills thatcould
potentially provide coverfor snipes
and mortar atacks To the south of
the camp is a city, one tha has
recently beensecure asa safezone; _
however there are still potentid el

threats from insurgeits. The
likelihood of a thred from the
various regions is indicated by the

colour that shrouds the area. The & D
mountainsandthe front of the town &

aredeeme to be the areaswhere an & Local town
attack is mog likely to be formed. U:Dj

The althouch

& Danger zone

Main operational
base

yellow  zone,
containing the secued town, can
also pose a threat and must be Figurel-1 High-level Operational Scenario
monitored at all times. It is likely
that an entarce will be sited along
the wall facingthe town. A more detailedrepreserstion of the basewill be providedin alatersectia.

The specifc locationof the basehasbeenchosenusinga setof high-level requirementsthe foremos being room
for alandingstrip. In this scenaio the landing strip is adually the local town's airfield. By securiry this UK forces
can contrd thelocal airspae andregubte theflow of airborre traffic into and out of thetown.

B. Issuesin Applying Data Fusion Technologies

Multi-senso dat fusion, or distributed sensing, hasbeen dewelopedprimarily in responseio a needto solve a
diverse set of problemsin the military domain; the common characeristic amongstall applicaions being the
requiremert to improve the estimdion of location and identty of enities, which may not be feasble from an
individual senso alone The benefts of data fusion includeincreasedspaial coverage, extendedemporalcoverage
improved detection, redu@d uncertainty in inferences, improved systen reliakility, improwed Opertional
performance

Implemening sysemsemployingdatafusion techniquesis not a simple processandthe quantitativeimprovements
in systemperformancethat result from emgoying multiple sersorsmustconsieranumberof issue$;

= Whatarethe outputs of the data fusion systam? Are the systemoutputs diredly relatedto input data(e.g
thetargetstatevector)or are more compkx paternsor inferen@ssough?

= What datais potentially obsevable? What are the physical ppenomea available for obsrvation e.g
electromagndt, chemical,acoustt, sdsmic?

=  Whatis thesersing environment?Does interference noiseor ECM degade sensomobservations?

® Mathemattal Techniquesn MultisensorData Fusion
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= Whatsensaos areavalable?Whatarethe types of sersors?Are they active, pas$ve or guidedby the fusion
sydent?

= Whataretheobservel datatypes andther assocated rates?

= What is the timeline for the decision process?That is, does the time an inference is requred span
milliseconds, secomls, minutes hoursor days?

A key commnentof the systemanalysisprocesss to conside how thesefactas impactsensorsboth individudly
andin concert in the pursuitof inferencessouwght by the data fusionsysem. Strictly speakng there is no sud thing
as a datafusion system rather datafusion is a derived requied in the development of a complex system.Our
approachto evalwating the apgdication of daa fusion techriques in this invedigation follows a gereral sydems
engheeringproces’ tha incorpaatescommonguiddines [Hall, coursebooks] with respecto datafusion suchas
sensorselectio, architecturesdectionand algorithm sekection.

1. Initial Analysis

Prior to embarking on the specificdesign aspets of the archtectureand solution some initial analyss needsto be
conpleted. This sedion introducesthe base in more detil and subseqertly identifiesthe threatsthat the baseis
exposedo. Oncethethreas have been charactrised,the courter-threatsto be enployed canbe explored The high-
level functional requiremats for the basedeferce systan are dewelopedand the associatedconstraits impased
uponthemare highlighted.

C. Concept Development

The following diagam, Figure II-1, =

providesa more detaild illustration of the ] r B
geneic  operatonal base and its = commarderspost [T S
surroundingenvronment. The basecoves £ L Sangars ek
an areaof 5 km® and includesa landing Gate it srp Medic & Sores .

strip and a chain of relaed buildings, a m ‘ |

numter of which havebeencommandeereal

by UK forces to seve as their command Figurell-1 Detailed layout of the operational base.

HQ. The site is surounda by a high-leve

fence, with additional high walls built at seleted points arownd the site in order to reducevisibility into the
compound.Entry into and out of baseis controlled via two main checkpoints;primary andsecondarexits fortified
with gate bariers with a number of samars overlooking the check points ard the appoachirg roads. The
commandeihasavailable to him both mouned ard dismounéd teamsof personnethat may be assgnedto patrol
onsite and the surroundingarea The command HQ estallished at the baseserves as the main C2 centrefor a
Brigadelevel force deployedto that area The commaml HQ can be consideredto be the locationfrom which the
commandewill coodinae arespmseto evensin and aroundthe base.

D. Threat Characterisation

Before consdering any counte threat systan the main enamy threatsneed to be idertifi ed. As the location of the
baseis within close attackrangeof the town and also the mourtainousregon the initial threatswill undoubedly
come from theseregions.As suchat this time therewill beno corsiderationpaidto thelongrangethreatssuchasair
assaultor longrangetank attecks; thesewil | be discussedfrom a high-level perspectivdaterin the documentThe
following sub®ctionsdescibe the identified threatsand provide information on the areaswherethe threatsare
vulnerablethe areasvhete the counte threatsystems canexploit them.

1. Sniper \ Gun Fire

Snipes, predoninantly working alone or in pairs (one is the shooterand oneis the spotte) are masters at hiding.
They havethe ability to blendinto the scerery makingthem appearalmostinvisible andassud very hardto find.
The sniper will usually be equippedwith a powerful and highly accuate rifle mainly used for targefs up to
approxinately 2000 metes. Snipes, athoughvery well canouflagedhave one main attribue thatthey cannot hide;
the sniperrifle’s sight. In orderfor the sniperto shoot a targetthey mustbe able to seethat targetrequiring boththe
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rifle muzzk and sight to be visible. The muzzle canbe hidden howe\er the reflectiveness of the sightis the main
weaknessThe other attributeof snipes is the acousics from the weapon beingdischargedThis, althoughmuffled
by sniperscamot be competely muted.Once aroundhasbeendischagedthe snipercanleavethe scene.

2. Mortars & Rockets

Mortars, simple by design and operation, have beenadaptedand enbracel by insurgent groups.The morta is a
commoninfantry sugport weaponman portablewith an effective range up to 2500 metersihis is dependanbn the
angleof launch ard environmental conditions. Thelob style firing meanstha it can be hiddenin premadetrenches
or from behind other obstales. Rockets, holding mud of the atiractivenessof mortarssuch as the mobility and
destructiveress, arefired from the shouller. The range of therocket is geneally in the region of 400— 500 metes
thoughhome madeonesmay not travel sofar. The Rodket Prgpeled Grenale (RPG-7) is a direct-fire weaponused
by insumerts althoughthe range with modera¢ aacuracy,is limited to about 90 meters The RPGmay be usedto
provide a limited bombardmentcapaility from arange of some900 metes. Althoughall of the aboveare effective
methodsfor attack the mortar causes the mog concern. This is mainly dueto the restricted rangeof rockets and
exposureof the opeator whenfiring. Although the mortar doeshave many beneicial attributesit is also easyto
detect and eliminate.This is mainly dueto the lob action of the munitions combired with the acousticdisturbance
causedby the roundbeingdischaged.

3. Vehicles

An enemyvehicle itself posedittle threatto the base;it is whatis beingcariedthatwill causethe damae All of
the above menionedthreas can be easily trangortedin a vehide no larger thana standardnilitary land rover. All
vehiclesthatarelik ely to be employedby insurgns will begererally of civilian ilk.

4. Personnel

Military personel, which we usein this contextto refer to eremy infantry and militia forces, representthe largest
threat to the secuity of base Theycan be indistinguishable from one anotter meaningmilitants canintegratewith

civiliansand becane invisible. The main focus of peoplein this paperis thosethat haveintent ard appioad the
basein sucha mamerthat theycan beidertified asbeing anaggessor.

5. Threat Summary
The following table provides a marix summary of the assodated sersorsthat could be used for eachthreat.

Acoustic Infrared Eledro optic Radar Lase
Sniper 4 4 4
Mortar\ rockets v 4 v
Vehicles 4 4 v
Personnel 4 4 v

Tablell-1 Summary of threats

1. Requirements Analysis

This sectionfocuseson the high-leve requirements of the overal system.Theserequiremerg arethe basisfor the
designof the sydemarchitectureandeventualsystem soluion. Idertified are the main counterthred areasbasedon
the threatsthat wereidentified in previous sed¢ions acaompanéed by a description of their high-level requirenents
Thetablebelow, Tabe 111-1, identifies the high level systemrequrements.

1 Sensorsysemsthat are incorporated into the basedeferce systemand interfacewith the Bowman
C4l systemto utilise its capabilities mug conply with the specfic requirements outlined in the
Suplementary RequirenentskE sedion.

2 The sygemmust deted hostilesniper fire rapidly.

3 The sysgemmustbe capale of locatng sriperfire in azimuth,elevation and rangeout to a distance
of 1.6km.

4 The system mustdisplaythe estimatd rangeard bearng to the sniperfrom the operator’scurrert
location.

5 The sygemmust be cgpalle of beingcalibratedto enhancethe detecion of specfic calibreof bullet
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asmissionobjectivesrequire
6 The systemmustbe capalle of detecting and tracking indirectfire in azimuth, elevaion and range
outto adistanceof 6 km.
7 The sygem must determnethe point of origin for mortarandrocketfire.
8 The systemmustdispay the estimded location andrangeto the point of origin of theindiread fire
to thehumanuser.
10 | The sygem must be cgpale of interceptingconfirmed mortar and rocke fire in advese weather
conditions including rain, fog and hail.
11 | Thesystemmustbe cagpalle of detecting and tracking indirectfire in azimuth, elevaion and range
outto adistanceof 6 km.
12 | Thesydemmust provide effective 360° surveillancebeyondthe suroundingperimeter.
13 | Thesydemmustdete¢ menandvehclesout aneffecive rangeof 5km beyondthe baseperimeter.
14 | Thesydemmustdisplaythe estimaédlocation and rangeto a potenial targetto a humanoperaor.
15 | The systemmustidentify vehicle and personrel surounding the perimeterfrom an effectiverange
of 4km.
16 | Thesydemmustprovide an effective dayand night surveillancecapaility.
17 | The sysem mustprovide an effective surveillance capabiity in varying environmentakonditions
tha includerain, fog andthe contrasting climaiesof Europe and central Asia.
18 | Theintegratel systemmustredue the nunbe of personnelrequired to continlbudy maintan a
secureperimeterin andaroundthe base.

Tablelll-1functional requirementsfor theintegrated base defence system.

Our approacho the developmentof a preiminary designof theintegrated defence sysemis to subdividethe system
into a numbe of indgpend@&t componentor subsystms. The complete system is decompaedby function, where
each subsystenis designedo addessspecifc missiongoak and encage specifc threds andis therefoe capableof
being employedindependently. The key roles and responsillities of ead subsystemare dexribed in the following
subsections.

6. Sniper Detection System

The sniperdetecion systemis responible for estimatingthe location of sniperandsmall armsfire surroundingthe
perimeterof the base The systemmug potentally deal with multiple targetsat varyingratesof fire andmug inform
a humanopeata of thefiring locationof the sniper. The sysem should be capableof beingdeployedat baoth fixed
sitesandon mohile units assignedo patrd theareasurroundirg the base.

7. Indirect Fire Countermeasure System

The indirectfire counterneasuresystemis respondble for detecing and trackingincoming mortarand RPGfire and
must provide an estinate of the firing location of the munitons in the areasurroundingthe base.The subsytem
mustinterceptcorfirmed mortar andRPGfire directedat the site under varying weater conditionsandmustinform
the humanoperato of thefiri ng locationandestimdedimpactpoint of the munitions

8. Perimeter Surveillance System

The perinmeter surveillance systemis envisagedo provide a wide-area, all-weathersurveillancecapaliity thatmay
be leveragedo deed andidentify men & vehicles that are within a corfirmed distancefrom the baseperimete.
This subgstem provides enhanced awarenss of general activity at shot to medium ranges around the base
peimeterandenaltesthe comnmande to deteror interceptconfrmedthreatsusing availableresourcs.

9. Tactical C4l System

A commandand contrd (C2) systemis a conplex integraion of communcationsandcomputinginfragructue and
sdtware services.A C2 systemis a typical red-time system. The C2 systemis coreto the execuion of tadical
operationsand provides timely information to the commandetto allow the right decision to be madeat the right
time.

E. Supplementary Requirements
The British Army employs a tadical communi@tions system that provides seaure voice & data servicesto
dismountedsoldiers, vehicles and command HQs up to Division-level. The sydem is comprigd of HF, VHF and
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UHF radiosds, swportingintegrated GPSreaiversard frequeng/-hoping spreadsped¢rum techiquesto reducethe

effeds of Electranic Counte Measurs (ECM). The underlyingnetwork architectureencompasesopen,standards
based commurications protocolsthatinclude TCP/IPfor relaying data betweenmetworknodes. Thesetechnologies
work in concert to form a Mobile Ad-hoc Network (MANET) that supports a number of sotware services
Vehicular andstatic users.e. thoseat acommandHQ level areprovidedwith compuer terminalsto provide tacical

situgional awarenessEach terminal emgdoys a Geographical Informaion System (GIS) that suppots multiple

mappingformatsandallows the visudisation of georefererteddata,such asa unit's currentlocation andthoseof

surroundingblue-forces. To promote a cohereh view of the evolving dynamic battlefield, the sygem supports the

NATO JC3IEDM speification, a data and informaton exchangestardard that specifies the minimum amaunt of

data to be excharnged betveen NATO alliesin the C2 environnert. The data model describesll objeds of interest
in the sphereof operdions e.g. organisdions, perons, equipnert, geographt features and their attributes The

commandewmill utilise the situationalawaenressservcesand communications capabilitiesprovided to him via this

tactical communicationsnetwork to exeaite commanl and contol. Subordinate units assigned to ba® protection,
including mourtedanddismountedunits, will haveaccesgo this systan. The tacticalC4l systemspecifies anumber
of sysemlevel interfaes that externalsystems must comply with in order utilise the sewicesit provides. These
systemlevel interfaes define eledrical, mechanical and functional behaviours. Whereexternalsensr systeans are
to beintegratedwith the tacticd C4l systemconsideratin mustbe given to theinterfaceandphysicd corstrains.

InterfaceCongraints
- The HF and VHF radios employed by the tadical C4l sysem provide a narrovband, high latency data
channelwith suitablecomrmunicationranges for this project.
- TheUHF rado subsystenemployedby the tadical C4l systemis a line-of-sight, wide-areacommuniations
network providing a medium capaity datachannel
- Thetactical C4l systemsupports IP-basedcommuricationsfor datatransfe.
- The GIS system employsa s& dauum, map format and a limited numbe of projections for visualsing
geosptial data.
- Situatbnal Awarenesglatawill be distributed betwea the UK and its alli esin acmrdanceto the JC3IEDM
spedfication.
Physical Constrants: Where a mourted unit is to be integraed into the sysem, the free-spaceavailable within the
unit is extremely constraned. Considerabn must therefore be given as to the dimensions,weight and cooling
requiremerts of anyhardware thatwill beinstalled onto the unit aspartof theintegratecbas defencesystem.

IV. Counter system analysis& design

The following subsedions detail the countersystemdesignslt is beyond the scopeof this documaent to fully design
the sensorshemselvesindonly attributesof the sensos will be mertioned, whererelevant.

F. Sniper Detection System Analysis

The operding ba is likely to be expasedto sniper attadks bothfor personnebn the baseaswell asfor any mobie

crews thatareto pefform areccetask. Although the availability of high poweredsniperrifles is low for the expected
aggessorthe weaponghey are usingare still capale of causingharmfrom range.In Irag, theinfamousJubd uses
the Tabuksniper rifle with standad Kalashnikovroundsand probablyhasa rangeof 500-600 metres It hasbeen
desaibedasmoreof a maksman'srifle thana sniperrifle, which is designedto be accurae beyond800 metess. The

shipersare able to hide in locd buildings and integrag into the locd populous seamlessly and as suchcan be

difficult to detect The roundsare fired and the assaiant fleesalmostimmediatdy. It is understoodrom various
newsreportsandvideospostedon the internetthatthe sripersaretargding personnelin both staticnary and mobile

positions showng that nobody is impervious to the attacks. The requirements identified in Tablelll-1 provide an

initial temgate for the design of the snipe detection system.As mertioned previoudy this systemwill be required

to edimatethelocationof the snipe autonomouslyvhile providing asmuchinformation to the human operatorThe
final geneal requrementis thatthe sysemmustbe able to be deployedn a staticand mobile configuraton.

10. Detailed Requirements
The tablebelow, TablelV-1, containsthe detaled requiremetrs for the sniperdetectionsystemWhendeciding the
requiremerts thathave beenlaid downbelowthe following aspets hawe to be corsidered:

8 Rouers repat on the 29" October2006
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*  Whereis the threa® Thisis solvedwith the useof arelevant sensorln the case of sniperdetectionthereare
multiple mehods tha can be usel; thesewill bediscissedn alater sub section.

* Whereis it going to? This is not dired isste when corsideing snpersastheytend to be stationay when
firing. Howeveraobtaining theinformation of the sriperslocaionis vital andmustbe donevery quickly.

* Whatis it? This is mainly coneerningthe idertificaion of the objed being sengd howeverit is already
knownthata sniperisthetargetandits charecteristics understood.

* Isit athreat?Thisinformation is obtainal through the andysis of the data providedby the sensor.lt can be
assumedhatall snipers are threats;howeve thelast aspecis vital.

* Whatactionis required? Is it suitableto counte the sniper immediatly with gun fire or canthe threat be
neutralised in anoter way; pethgs by guiding anothersensoron to it to in order to obtain more

information.
Requirement Title Requirement Description
Time Provide all requiredinformaton within onesecond of the shot
Shot miss Must beable to reliably detect a missedshotup to 20 mete's away
Range Must beable to reliably locdise a shooterup to 500 meteraway
Accuracy Must beable to locdise thetarget to within:
+15 degreesccuracyin azimuth
+10 meterspositional localisaion
+10 degreesccuracyin elevation
Environnental Must be ableto withstand both humid and arid conditions,with tempeaturesup
to 50degeesCeldus.
Mobility Must be able to be usedin both a static and mobile configuratian on a vehicle
travellingup to 50 milesper hour.
Alert Must providebothvisualand audiblealertsto the humanuser.
Data Must be able to provide accuate azmuth and elevationdata to enablearother
sersorto be guided ontothetarge.
Replacemats Theunit mustbefield replacedle.

Table V-1 Detailed sniper requirements

11. Designing the System

There are various methodsof detecting a sniper, eat with there asso@ted benefitsand issues.The following
subsectionsdenify the various techniquesthat can be employed (at the sensorlevel) and highlight the final
techniquethatwill be usedin this system.

12. Temporal Pattern Recognition

This techniqué effectively enploys neura networks that have beentrained to identify the specific sound created
whena round is shotfrom a sniperrifle. Oncethe sound hasbeen remgnisedas a gunsot, asoppased to othe
similar noisesthat are creaed in the immedate batlespacetrianguldion of that noise can be performedand the
target subsegantly located. Training neural networks can be a cumbersomerd often error proneproces and as
suchwould not be deemedo beided for this system.

13. Optical Localisation

Optical Localisation'® useselectrooptical (EO) sensos to deect muzzle flash It canalso detectthe heatthe bullet
dissipatesasit travels throughthe air. This system relies on the being a good muzzleflash and the camerabeing
focusedon the snipe at the time of fire; it is likely that this would happen.As well as this muz4e suppresion
equipmentanalsobe usedto hidethe muzzleflash.The useof an EO sensomvould be valuablefor gatheringmore
informationof thetargetonce it hasbeenlocalised.

° http://www.safetydynarits.net/
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14. Seismological Techniques

This techngue'* employssimilar methals usedwhen detecing eathquéesand trenrors. It relieson the gun shot
occurring within an aray of microphone and the trenors being sampledat a high rate. This is fairly accurate
thoughwould require a substantiknumber of arraysto cove thesizeof area beingconsiderd here.

15. Acoustic Localisation

Acousticlocaisation*? involvesthe analyss of the shod wavecreatel by the roundasit flies throughthe air andthe
noise emitted by the wegpon as the round is fired. By looking at thesetwo attributesit is possble to accuately
locde the sniper providing the targetbearirg, elevation and distane to thetarget.Another encouragig factoris that
the array of microphones emgdoyed can be fairly smdl and the round need not fly throughthe arrayin orderfor a
detectionto occur.Thisis the technique that will be employed in the desigh of the snperdetectiornsystem.

16. Secondary Assets & Data Requirements

Once the sysemdetecs a patential target the dataneedsto be used in an effective manney however what will the
data be and how will it impact on the communi@tions sysems beingemployed to dissenmnatethe data.The data
that will be providedby the snipe detecton systemwill includethe targets azmuth, rangeandelevation.Theremay
be same potenial for anextersionto the systemto erable it to ascertain the makeof weaponbeingfired however at
this time this functiondity is not underconsideration. The dataproducedis relatively smallin size and shouldnot

require a high bandwidh link. The systemmoduleswill be conneded via hard wire connectionsasthis is logically

the mostsersible metod for connectig the systentogether;all componerts of the systemare to be co-located.This

data may berequired to be passd to a co-located secordary sensor,suchasan EO sensa. This datacould cuethis

sensor to enalle more data gathering to occu. The data may also be passedto other personnel;the G2 cell

(Intdligence ard Security)to enablea picture to be constructd of the assaul or the Royal Artillery to erable
munttionsto be deployeal on thetargéd. As thedatato betrarsmittedthroughoutthe baseis nomind it is deemedhat
therewill be littleimpact onthecommuncationsnetwork;as such thelocation of the sensorss notanissueasalow

bandwidthwirelesslink would suffice. If a complimentary sersoris enployed anddata from a live video stream is

required thentherewill be animpact on the network. For the mosttherewill belittle requirenentfor live streaming
of datato be pas&dto the C2 tenthowe\er shoutl the commauler reqiesta live feedthen it canbe expecedthata
256x256image at 2 framesper seond would requireapproximaely 15kbpsof bandwidth.If a collocatedsensr is

to be usedthenit will neadto befit for purposeard cannot simply be a gereric sen®r. There are many standard
visual sensorghat can be employal however, should the useof an IR sensor be requiredthenit will needto be
spedfied comrecly. The sensor will be using looking at the 10 wavebandand as such will hawe a pixel size of

approxinately 25u. Corsideing a 128x1282D array sensorand an expeded targetsize of aboutl meter the focal
lengthis appraimatdy 10cm With this in mind the overall field of view of (FOV) the camera will be bout25°. In

order to dekctthe target andin fact to recogisethe target the numberof pixels needsto be greate than100; the
morethe better. As suchthe numberof pixels could beincreasedo 256. This would effectively increag the FOV to

abou 10C. The ultimatetradeoff is costin this situation. The size of the cameracan within reasm, be quite big to

accomnodatethe other, more importantrequirenens. It canalso be a liquid cooled camea asit will be collocated
with theacausic sensorlikely positionedat anoutlook post.

17. Sensor System Architecture

The final solution will employ acoustic localisaton. There is subsequetly a requirement for an array of
microphonesable to deted frequendesin therarge 1 KHz — 10 KHz (standardfrequencyrange of a gunshot). The
signals mustthenbe passedo a processng unit where,through the useof sutable algorthms the locaion, azimuth
andbearingof the snipe mustbe preserted to the use through the useof visualand audiblealerts. This datamug
also be preenkd to a seconday sensor,where avalable, to enable that sensor to analysethe targd further, if
required. The following diagram, Figure 1V -1, is the bast archiedure of the system.As canbe seenthe acousic
aspet of thesysemis relatively simplein designand hasa smal form factor allowing it to belocaedontheroof of
awatch tower or evenoff the back of aHWMMYV, or equivalentvehcle. The complée architectureshown in Figure
IV-1 containsthe links from the acoustic sersor throughto the secondarysensorandthe rapid reactionwegoon. All

of theselogically link to thebases’ commurications systemandassuch will be ableto pass daato the C2 terminals
asrequired. The specified systemneed not be desgnedif there is an equivalent systan Commerdal Off-The-Shef

1 http:/ljclahr.com/science/psn/gunsdof93221/ndex.html
12 hitp://www.Hbn.com/poducts and_sericesbhoomeang/
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systemavailable. Reseach hasidentified the Boomerand?® systemdesignecoy BBN Technologies®. Althoughthe
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above idertified system ha been designed for use on a
moving vehicle thereis no percevable reasonto suggestit

canrot be empbyed in a static configuration. There would

howeverneedto be a smdl amountof work requiredin order
to extractthe information requiredto guide a secandarysenor
to thetargetlocaton.

G. Indirect Fires Counter measure Subsystem Analysis

18. Defence against Mortar and Rocket Attack

The operathg baseis subpd to mortar ard rocket attack
from local militia forces, wher the environment favours
attadk from the neaby town and surmpunding hillside. The
militia prefer to avoid direct corfrontation with secuity
patrolsand, due to their lack of convertional supportin the
form of mecharsed platforms and attillery, rely upon the

manportabk 60mmand81mmmortarastheir primary infantry supportweapm. In additionto the mortar, 107mm
rocketshavebeenknownto be usedagainstUK facilitiesand provide the enemywith a medium range,indirect fire

cgpability.
Effective Rang | Mean Velocity | Estimated Rate of Fire (roundsper minute)
60mmMortar [ 3km 200ms"’ 20
8lmmMortar | 6 km 300ms’ 15
107mmRocket | 5km 330ms’ unknown

Table V-2 threat profilefor mortar and rocket fire

Mortar: high-arc of fire,
slow velocity projectile

Rocket: high-velocity,
low profile trajectory

Weapon Location
Radar

weapon location

FigurelV-2flight characteristics of mortar and rocket fire

Mortar and rocket fire are different in
naure andrequre separmte consideation
in the devebpmen of a defence support
systen. The mortar is distinguishedy its
relatively low velocity and pamabdic arc
of fire, with rocket fire consideed to
follow a high-velocity, low elevation
pah to the target (Figure 1). The useof
eithe weapam can render the operator
highly vulnerabé due to the potential to
locae the firing point from the initial
muzle flash and acaustic signature of
the weapa launch. Note tha the

mortar’slow thermal signatire, in compaisonto the rocket, is a further distinguishing factor betweenthe weapons
systemsGiven knowledgeof thetarget weaponsysemsandtheir defining chascteristics we expandthe functional
requiremerts of the Indired Fire Counterneasue system from the origind high-level requiremens presaitedin 2.3

asfollows:

adistanceof 6 km.

1 | Thesystemmustbe capale of deteding andtracking mortar fire in azimuth, elevationand rangeoutto

distanceof 5 km.

2 | Thesystemmustbecapale of detectingandtracking rocket fire in azimuth,elevaton and rarge outto a

3 | Thesystemmustdeterminethe point of origin for mortar and rocke fire to anaccuray of 100mat 5km.

4 | Thesystemmustdisplay the estimaté point of origin of the indired fire to the humanuser.

5 | Thesysttmmustdisplay the rangeand bearingto the point of origin of the indirectfire from the human

13 http://www.tbn.com/poducts and_sevices/boomesng/
 hitp://www.tbn.com/
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users currert locaton.
6 | Thesysemmug be cambleof interceptingmultiple confirmed mortarandrocketmunitionsin adverse
weahercorditionsincludingrain, fog ard hail, downto a minimumdistarce of 200m.
7 | The sysem must determine the point of impact of incoming morta and rocket fire and display the
estimatecpoint of impad to the humanuser.
8 | Thesystemmuststore the estimaded point of origin ard point of impactfor all confirmedattacls.
9 | Thesysemmustissueanaudble alarmat areasaround the basethat are detemrmined to contain the point
of impactof incoming munitionssoasallow base personnkto time to dispese

Table 1V-3 expanded requirementsfor Indirect Fires Counter measure system

The systemrecquiremerts in Table2 will bealignedagainstthe NATO ‘DefenceAganst Mortar Attack’ (DAMA ')
initiative:

Detect: detectwhenandwhere a mortar or rocket will befired

Warn: estimatethe likely point of wegponimpactand providewarningto persomel

Intercept: engageconfirmedmorar androcke fire and neutralsethe wegonin-flight.

Command and Control: provideinformation to the commandeto enablehim to deterfurther threatfrom
mortarandrocketfire andoptimisethe useof the IndirectFire Counermeasuresysem.

H. Detect
19. Candidate Sensor Technologies
A reviewof exigting or in-sewvice counte-artillery systens revealsthe use of acoustic¥ andradar’ asthe primary
sensortechnobgies for weaponlocation. Acoustc weaponlocaion offers a NLOS, passivedetedion sygem that
hasprovento be capdle of locating artill ery fire beyond 20 km in range and is cgpableof observingthelargeares
nealed for tradtiond counter-artillery operatons. Acoudic sensorsmay also operde over a relatively wide
bandwidth, capable of seaching acoss a wide rarge of frequerciesto classify various weaponsystems.Howeve,
the maximum range and accuracy of acaustic sysems is weaher dependantdue to the effect of winds and
termmperaturevariation. Current acousticweaponlocaion sysems, suchasthe HALO sysemfrom Selex, rely upon
deploying a seriesof netwoked sensor nodes over a wide area,making the sygem time-consuming to effectively
deploy. In contast, radar providesan all-weather,LOS capdility that can be mademobile andis thus quick to
deploy. Radar is an adive systemand provideshigh-dataandtarget acquisition rates relative to acousticsystems,
where the high-data ratecanbe leveragel to provide accuratewegponidenification andtracking. The active nature
of radar can rencer the systemvulnerade to ECM and diredion-finding, however these disadrantagesdo not
outweigh the potertial benefitsof usng radar for weaponlocaion. In consideringthe appicable technologiesor
detecting & tracking incoming mortar and rocké munitions, radaris considerd to be the most suitalle sersor
technologyfor the following reasons:
= The threatfrom mortar and rocke atteck is from relatively close rarge, requiring a highly regponsve
sydemcapableof detecting andtradking incomingfire, with minimal delay, in all weathers.
= Acoustic weapm location, although effecive, is better suitedto missionsrequiring wide area coveaage
whereenemyweagn systens, suchasconvertional artillery, arelocaiedfurther to therear.
= The use of acousic sensos preventstracking of munitions in-flight and thus canrot sypport the
requiremant to interceptindirectfire targeted at thebase.
20. Rocket and Mortar Weapon Location Radar
A review of currentwegon locaion radarsysttmssuchasthe American AN/TPQ-36, 37 (Firefinder family) and
the EuropeanCOBRA and ARTHUR ill ustrak the change in the nature of the envisagd threattoday compared to
the threatsuch sygemswere designedto counter.Traditiond weaponlocation radars provide a medum to long
range (10km — 25km) artillery and rocket fire location capaility. Suc systems typically scan a sector 90° in
azmuth for incoming fire, requiringthe radarbe medanically steeredo observethe required areato providefull
360° coverageThesesystemsare alsolarge ard denmandsigrificant powerto detect artillery and rocket fire at long
range,requring the useof a vehicleto support and transpot the radaracrossthe batlefield. In contrastthe current
threatis consiceredto originae from infantry supportmortarsandrocketfire thatarelikely to originatefrom within
built-up areasor terrain conceding the operator, such asthe valleys, hills and fored close to the opeatingbas. The

15 http://www. nataint/doau/update/200/03-march£0327antml
18 SELEX S&AS HALO
" RaytheoRrTHALES AN/TPQ36/37 FireFinderRADAR, BAE SysemsMAM BA System
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ability to fire from shot rangeandthe ease of useof suchweaponsmply the operatingbase may be subjectedo a
high rate of fire, from arny angle, with
relatively no warning. It is recommended

vesther the traditional weaponlocaion rada be

il replacedby a dedicatedshot rangeradar
//// employing an electronically-stesred,

il - I I phasd array antenna to provide

instantaneons 360° coverage to detect

mortar and rocket fire, similar to the

Lightweight Counter Mortar Radar

(LCMR) emdoyed by US groundforces.

The use of a phasedaray artenna enables an areato be scanneal at a high rate and can easly be developedto

provide cortinuows 360° coverage of the surroundingarea,removing the needto mechanicallysteer the antenna

array as in currert weapa locaion radars.The proximity of the nearby town and hillsides will prove to be
paticularly severesourccesof clutter, Figure IV -3, in which the radarmust detectand track targetswith extremely
low radarcross-sectiond area The degreeof clutter canbe reducedby increasinghe artenna’sangle of elevaion;
the accuray of weapm locaion however is greaty improvedby detectingtheincoming projedile aslow as possble
in its trajectory. There exists therefore a tradeoff betwea clutter reduction and detectionperformane. The low

RCS of mortar and rocket munitions is comparableto that of smal birds, thus the radar must be capableof

processinganddiscriminding againsta large number of entiesin reattime to extracttrue weaponfire, requiring a

large computaional camdty. Given the advancanentsin miniaturisaton it is reasonabléo assime that sufficient

computing resources are availale to processthe large numberof potental targets, andthat the final dimensiors of
the embedde conputerare sud thatthe massand powerreguirement of the radar are significantly reduced. The
missibn compuer emkeddedwithin theradaris designedto performthefollowing functions

- Automatic Height Corredion: an essental function tha must be performed in order to generateacarate

estimatesfor the paint of launch (PoL) for the hostle weapon Theradaris capableof accepting_evel1 DTED
datato determinethe point at which estimated trajecbry of the tracked projectileintersctsthe terrain, thereby
correctingfor variationin altitude of thefiring weapan.

- TargetClassfi caion: the ability to arrangeall targets tracked by the systeminto a saies of known types:

mortar, rocket, light-aircraft, andhdicopter

- Zonal Cortrol: theradar may be configuredby anopeator to restrict the operationof the radarto a discreteset

of geograplt areas.This would allow the commandetto optimise the use of the radarsygem, directing its
attentionto areasfrom which militia are likely or known to launchattacks, or awayfrom areasthat are generdly
consderedto pos no threat e.g toward thediredion of the airstrip locatedon base.

natural
terrain

urban terrain

FigurelV-3 lllustration of sourcesof clutter experienced by radar

21. Recommended Radar Specification
- Electroncally steeed phasedarrray anenna
- High Freqency Wavefam — enables high gain aniennaand narow beam width, the latter providing high
angularresolution.
- Low sidelobes(reduce groundclutter).
- MediumPRFprocessng
- MTI procesig (high sub-clutter visibility)
- Largecomputationd cgpecity
- Useof PulseCompressionfor good rangeresoluton.
- Frequenry Agility (to mitigateECM).

The tracking system enalesthe trgjectory of the target deteded by the wegpon locationrada to be construted to
allow:

11
Ameiricanlnstitute of Aeronauics andAstronatics



- targetdiscriminaton; targetstha do not follow the expectal trajectory of mortar or rocket fire, or the
expectedrelocty profile typical of mortars and rockets,arequickly rejected

- estimaton of thefirespoint of launch(PoL) ard likely point of impad (Pol).

- cueingof mortar androcket fir e countermeasuresygemto engageincoming projectiles

) Given the high data rate and potential
/ high-false alarm rate of the rada, data
/ association is a primary conem in

developingan accurae tracking systemA
0 Probability Data Assogation (PDA)
algorithm has an advantage over other
algorithms in that it makes use of all
avdlable datain asso@ting a predication
with a measiremrent when constucting a
tradk. Simple gate methads, suchas track

score and aucton algorithms, ignore all
measurerent data lying outdde the gate
function, therefae redudng the amountof
Rea=6km  information avalable to form a decision.
If computaional resoures allow, the use
of PDA algorithm is preferred, or else the
useatrackscoreor auctionagorithmisan
Electronically scanned, phased array alternative. FO”OVVing the daa-aSSCI:iation
radar provides all aspect, 360° H H
engagement. Rapid scan rate provides Stq) in the traCklrg process,an eXtended
oy P1e inbound threats i / Kalman filter (EKF) is an acceptabé
* algorithm for use in the tracking sysem
due to the non-linea natue of the targes
and the Kalman filter's modest
Rocket & Mortar Weapon computatioral  efficiency, making it
Location Radar suiteble for use in an embalded
. B computing envronment. The radar
& initiates a new instanceof an EKF for
evay new track, where the filter employs
P probabilistc  models of red-world
’ disturbancesnd kinemaic models of the
mortar & rocket flight dynamics to
Figure V-4 Radar operation estimatethe currert location of mortar or
rocke fire thoughtheair.
OpeatingFrequey IEEEL-Bard
MinimumRange 700m
MaximumRarge 6.0km
Rarge Resdution 15m
Angular Reslution 1.00
TargetLocaion Error 100m@ 5.0km
AntennaDesign eledronically scanredphasedarray
Maximumsimultareoustargettradk cgpacity 20
Automatic Height Cormredion

TargetClassfication

ZonalContrd

IntegratedRado DatalLink

Capmbleof being assemblefdlisasserled by 2 man teamin lessthan 5 minutes

Table 1V-4 Final system specification
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22. Intercept

This sectionaddresesthe engagemendf incoming mortar ard artillery fire to preventtheir impactwithin or nea
the operatonalbas. Theintereepion stage of the indirect firescountermeaste systemseeksto maximise boththe
rangeat which a confirmedtarge maybe enggedand the probability of neutralisingincomingfire via the useof an
appropriateveapors system Candidae weaponsysems for engagingncoming mortar androcke fire include

- GuidedMisdles: their usepotentialy reducesthe requiredaccuacy of the fire-control sydgem since a misdle
can be configuredwith a proximity fuse,removing the needto directy hit incoming munitions. A missle-based
interceptionsygem would howeverrequire a stuitable amouwnt of preparatn beforelaunchandtheir rateof fire
is limited, thus their suitability for engagingnumerousshortrangemunitions is quesgionable.

- Directed Energy Weagns: refers to the deploymentof a laser or focusedmicrowave beamdirected toward
incomng muritions, transfering the energywithin the beam directly to the rourd so asto achievethe desred
destuction of the mortar or rocket. Such systems would erable a rapidly reducethe time to engagethe
incomng fire since radation travels at the speedof light and would also be capableof engaging multiple
munitions in quick suacesgon. Reseach to dak has appearedo focuson the devdopmentof solid-statelasers
for usein closein wegpon defencesystens duetheir safer operaion and minimal logisticsconcernsompared
to chemicallasersystem The problem howe\er of aclieving the requiredlevel of power to destrey munitions
while minimising thermal blooming, a problemtha seesthe bean defocus ard transkr energy into the
suroundingatmosphele, is still unde investigaton and has prevented the fielding of systemsn-theatre.

- Canna: a simple solutionthat relies upan firing thousands of roundsof ammunition to achievethe desired
probability of successCannonbasedsystenswould require carefulmaragenentof fire in orderto ensurethey
do not expeltheir entirelevel of amnunition in a seriesof short burstsard their effectiverangeis limited to <
2km. The velocity of a typical 20 mm rourd howeveris closeto 1000ms?, thus cannonfire canbe expestedto
interceptincomirg munitionswith minimal dday.

It is recommadedthattheindired fires counermeaste sysememploy a cannonbasedveaponsysem to intercept
confirmed fire in mid-flig ht. Missile-basedsysems are considered unsuitable for opeiation given the envisgjed
shortrangefrom which weaponsarelaurnched,ard their ability to intercept fire in time is subjectto doult. Directed
enggy weapms, despte their promise,remain immatue at presem leavng a cannonbasedsoluion as the only
remaining option. The following analysisof a cannonbased closein weaponsystem(CIWS) is modelled on the
Raytheon Phalax-1B and Thdes Goakeepersysemstradionaly fielded by western navies as a last layer of
defenceagang ani-ship missiles (ASMs). Thesesystems have beenadaptedo operatein a land environmentand
have provedeffectivein mitigating the threatfrom mortar androcket fire. Informaion regardingmodificatons to
the Phalanxor Goalkesper systemdor adapation to land operaions wasunavailable,thusthe foll owing discussion
of theirappication to counterrocket and mortar fire is predicaed on their original navalspecificatims Theweapon
engayenent systemis composedof threeindividual sensorsysems, eachdesignedto perform a sepaate function
within theintercepion process:

- A pulseDopger radar responsiblefor search detection, track and target classification.The rada provides a
long range, cortinuows seach capaility and is capabé of maintaining a large numbe of track files
conaurrenty, prioritising targds based on a range of criteria that incorporatethe range rangerate, bearingand
altitude measuremesto the target togethe with prior knowledge of weaponperformanceAlgorithmssuitable
for radartargettracking are discussedn the andysis of the weaponlocation radar presentd in the Detect
section of this sectbn. Angle tradking may be improved throughthe use of a monopule radardesgn, which
alsohasthe additiond benefitof making radarjamming moredifficult.

- Dedicatedpulse-Dopper, MT I-procesang trackingradardesigredto engagehreds determinedby the system’s
saarch radar. The tracking radar takesits cure from the searchradar,engaging a limited numbe of priority
targets,allowing the systemto continueto scanthe surounding areawhile engagingincoming fire. The angle
tracking performanceof the radar needsto be espedcilly goodin order to accuratelydirect cannorfire onto
incomng muritions, maximisingthe probability of a successful kill. The useof a monopulse radar desgn ard
appropriatechoice of a high-frequencywaveformandartenra designwould supportthis goal. The high angula
& rangeresoltion of the tracking radar enales it to tradk outgoing camon fire and calculae the ‘miss
distance’ from the incoming projedile, allowing the weaponsystemto correctits angleof fire and effectively
stee cannan fire onto thetarget.

- A ForwardLooking Infrared (FLIR), 8 -12um thermal imagirg devicetha complimens the seach radarto
enhanceargetdeedion and identification performance or addiionaly may be usedin a standalonemodeto
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autmonously track & engageground basedtargetsor low-flyi ng aircraft, suchas hdicoptersor UAVs. The
FLIR systemis capableof outputting a digital video stream that may be comectal to a standard TV or
computemonitor display to allow anoperatorto manuallyassess& engaye ground basd targetsif required.

The threesensas work in unisonto drive a high-speedhigh-predsion gun-controlmount that housgsa 20mmor 30
mm cannon(the latter offers greater massard hencegreate stoppingpotertial). A fire-control station acconpanies
the gunrmourt andcontans a sefaratecompuer systemthatsenesasa cortrol staton for a humanoperator. From
this station the operaor may define rules of engayjement such as defining the minimum and maximum targe
velocity, whereby any target tradked by the sysem that lies outside of thoseboundsshouldnot be engaged.The
operatormay also emgoy zonal control, as discussedreviouslyin the design of the rocketand mortar detection
radar in the Detect sectionof this section, to restrict the operaion of the systemto a limited area,reduchg the
workload of the seach andtrack radar systemsThe operatorstaton is hard-wired to the gun mountand servesas
the sole mears of integrating extend sysemswith the CIWS platform. Unit mohlity is achiesed by mounting the
gun mountand fire cortrol station on a large articulatedtrailer, allowing the unit to be redeployedquickly with
minimum setyp and teardowntime.

Search Radar

Ku Band,digital MTI

6.0 km Maximum Range

4.3 km TargetAcquisition Range
25mrangeresolution
2°angularresoluton

Track Radar

Ku Band,pulse Dopplermonopulse
4.5 km Maximum Range

10 m range relution

~ 1°anguhr resoltion

FLIR Thermal | mager

8 — 12 micron, CMT CCD detedor

~ 100 microradianangularresdution
AutomaticAcquisition Tracking

IntegratedDigital Processingfor imageenhancenms
Digital VideoOut

Weapon System

30 mmcannm

2000 roundmagazine

Fire Rate:3000 rounds per minute
Muzzle Velocity of 30mm round
SystemReactim Time: 3 seonds
Maximum probable kill @ 500m

Integrated Fire Control Station
Combined M ass 6 metric tonnes,housedon molhile trailer for quick redeploynent
Table V-5 Main features of cannon-based close-in weapon system

The diagrambelow, Figure IV-5Error! No bookmark name given., presentsa functional diagramof the final
weapon sydemfor interception of incoming rocketandmortar fire. The systemoperats asfollows:

- Trackfilesfrom the short-rangerockd and mortar radar are relayed via a wirelessor wired connecton to
thefire contol station of the cannorbasel CIWS. The fire control station is the primary interface between
the cannon sensrs and human opemtor controling the systen, where the tracking data from external
sydensis first correlaed with the currenttracks geneated by the CIWS systen.

- The fire control compute will cue the cannon upon assessinghe projectile as an imminent thred. The
sygemwill confirm the detection of incomingfire to the operabr atthefire control staton and recanmend
the targetbe encaged.The systemwill not operatein automaticfire mode dueto the high potential for
fratricide and collateral damage requiring marual confirmaion from the operator.The operatoris also
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camble of viewing video geneated from the systam’s integrated FLIR, allowing human asgssmentin
situationswhere the systemmay be tracking low-flying UK aircraft flying in and out of the base.Once
authorised, the system will cortinue to intercept all incoming projecties without further operato
instruction.

- Tracking daia from the externalrocket and mortar radarand CIWS trading radaris fusedto redwce the
uncertaity in a projectile’s location and increasethe probability of a successfulengagenent. A separag
Kalman filter instanceis created for eachtargettracked by the system for fusing data from external
sydens.

- TheCIWSsearchandtrack radaris consideredo be adegaatefor tracking corvenionalrocketandartillery
fire but its performance against mortar fire is unreliable sine the radar design lacks the requirel
functionalty to reliably detect& identify the relatively slow-spe@ mortar. Failure of the externalrocket
andmortarradar would therefore reduce the capabilty of thefinal indirect firescountermeasuresystemand
increasdhethreatto the base

- Uponconfirming the threat hasbeenneutralsed,the systemsekcs the next targetposingthe highes threat
andslewsthe camonto the appropriate bearirg in azmuth & elevation.

A ] J—— FigurelV-6 demonstates one
’ possible depbyment scenaio for
— sonorsute the indirect fire counterneasure
system. Given the proximity of
| B won I — Fexonc ik the nearbytown and hillsides the
e pece —— commandenssessstha theseare
il Yespon the most likely locations from
. which militia will attenpt to
launch attacks on the base and
deploys two CIWS systens
- acompaniedyy rocket andmortar
Fot it weapon location radas at opposite
racca G4 comers of the base The seach
area of the CIWS and mortar
radas is resticted using zond
control via the operaor teminds
attheseparatdire controlstations,restricting the searchareaof the radarsto the area externalto the base

Data:
Track Files

Extemal sensor systems i.e. Counter
Rocket & Mortar Radar, COBRA,

FigurelV-5Weapon system functional diagram

The determning factor in the effectivenes of

the systemis the 1.5 km engagemehrangeof

the CIWS canrons, which provide a limited

protective screenconfinad to a small area at

the opposte erds of the 5 km® base Further

St work is requred to identify the optimum

number& posdtioning of indirea fire couner

measuresystemsto provide sufficient coverage

andconfidenceagainstincoming fire. However,

given that the land commander cannot

guamantee that he will always have accessto

suficient reurcesin the course of his misson

then the dedoyment of suc systens will tend

- towards protecting the most valuable locdions

Figure IV-6 Deployment of indirect fires countermeasure throughoutthe baseas opposé to trying to
system sensors guanteecortinuous 360° coverage.

Search & track radars provide sufficient range and
fire at the required range

23.Command & Control

The Point of Launch (PoL) datageneated by the rockeé arnd mortar weaponlocationradarmay be analysedover
time to idenify the mostlikely locaionsaroundthe basefrom which militia havebeenfoundto laurch attacks The
useof statisical techiques,neural networks or traditional methodsfrom operationsesearchmay be appliedin the
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developmert of anautomate systemcapabé of extracting trendsandpaternsin enany behavioufromthe PoL and
Pant of Impact (Pd) data.By usng theinferene@sgeneratd by such a systam, the commarderis capabé of tasking
his ground patrd or tadical UAV units to deter suc threas or quickly repording to an attack. Becausethe
commandHQ is integraed with the tactical C4l network he is able to quickly ordernearbyforcesto an estimated
point of launch,gredly reducing the timeto interceptmilitia forces. The closedloop operationbetweensensorand
ground units is importantin deding with so called ‘shootandsmot attacks that will likely originate from the
neaby town.

24. SJummary

The Indirect Firescountermeasure systemcomnbines a shortrangeradardediatedto trackingincoming rocketand
mortar fire to a maxmum rangeof 6 km. This manportable sysem is integratedinto a trailer-mounted,close-in
weapon sysem (CIWS) incorporaing separatesearch& trackradarsintegrated with a FLIR imaging device where
the sensomata from the two systemsis fused at the CIWS fire-control station to providetargeting datato a 30 mm
cannonwith an effedive range of 1.5 km. Eachfire-control systemis integratedvia the tadical C4l networkto the
commandHQ locatel within the basg relaying estimded Point of Launch (PoL) andPoint of Impact (Pol) datato
the commandHQ where a dedicatel warning sysem alerts on-site peronnel of incoming fire. The fire control
systemacts as the primary interface to which externd sensor systemsare integratedto cue the weaponsystem,
where sysems sich as the SelexHALO or EuropeanCOBRA system can be integated in future to provide a
layered defenceto rocket, mortarandartill ery fire.

I. Perimeter defence

The following subsectiors looks at the overall perimeter defencesystem. It is felt thatthe perimeterdefenceagpect
is the primary defen@ systemfor the base.The system mustbe alle to provide constantsurvellanceof the local
environmert andin all weater conditiors.

25. Perimeter Surveillance Subsystem Analysis

The perimetersurveillane systemis required to provide coninuous observatio of the area suroundirg the
operationalbaseto detect andidentify potenial threats,suchas menandgroundvehicles, improving the ability of
commandeto direct his forcesto intercept or deter sud threats.

The initial systemrequirenentspresengd earlierwere reviewed to deermine those requirementsapplicableto the
peimetersuveillancesubsystmand havebeen expandedafter furtheranalyss. Theserequiraments listedin Table
IV -6 below,sene to stee the evaluation of the perimeter survell ance sysem.

The systemmug provide effective 360° surveillane beyondthe surrouinding perimeer.
The systemmug dete¢ menata maximumrangeof 3km beyond the baseperimeter.
The systemmug recognisemen ata maximumrangeof 1km beyondthe baseperimeter.
The systemmug deted¢ groundvehidesata maximumrangeof 4km beyondthebas perimeter.
The systemmug recogniseggroundvehiclesfrom a maximum rangeof 2km beyondthe base perimeter.
The systemmug obtainmeasurementef targetrangeto aresoluton of 20m
The systemmug obtainmeasurementef targetbearngin bothazmuth andelevation to anaccuracyof 4°.
The systemmug displaythe estimated range & bearng to a detet¢ed eniity to a human operator.
The systemmug supplytarget classifi@tion datato the humanopeator to aid their threatasgssmenprocess.
The systemmug provide an effective day and night surveillarce capabiity.
Table 1V-6 Refined functional requirementsfor the perimeter surveillance system

J. Candidate Sensor Technologies

This sectionprovidesan ovewiew of theindividual threatsto the forward basetogetherwith an initial setof sensors

cgpable of observing specffic attributesof the individuad entities. This sedion reviewsthose sensor technologies
appropriateto the deted¢ion of men ard ground vehides to sele¢ a sersor(s) that complies with the functional

requiremeris presentd in Table IV-6 andare believedto bestsupportthe operatioral conext for this investigation.

26. Radar
Radaris a long-standing systememployedby land forcesto estimate the range, azimuth,elevation ard velocity of
enemyforcessuch asmen, groundvehicles,low flying aircrat and artillery fire. The battlefield survellance radar
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(BSR) is the mast relevantexampleof the application of radarto counteringthreatsfrom land forcesat the close
range(~ 5km) envisaged within this investigaton. The advantagsof rada include:

Wide areasurveillancecapaility

High datarate, providing large volumeof measvementsfor decsion making

All -weaher,day & nightsensor

Basiccambility to deted hidden targetse.g menor vehides attenpting to usenaturd vegetaton such as
trees bushego camauflagetheir presence

Singlesening mechanim capable of providing measurem@s in range, azimuth, elevationandvelocity.
Advancemert in miniatuisation and battay technoloy enable devebpment of a man-portable, quick-
dedoy surveillarce capaility.

The disadvaragesof rada for perimetersurvellanceinclude;

Active sening, rendemg the operabr vulnerableto DF and ECM.

Requiressophisticated processingto reduce the effects of ground clutter to ensuie sufficiert radarrange
andlow probalbl ity of falsealarm.

Targe classification can prove extremely conplex due to natue of radar backgatter, making reliable
classificationof groundvehidesor low-flying aircrafti.e. helicopte's, UAVs difficult.

27. Electro-optic/Infrared Imaging
The advantagesf EO/IR sensoss for perimetersurveillane include

Wide areasurveillancecapaility

Passivesenor

Capabe of producingfrequent, high-resoldion imageryfor targetclassifcation

Large amount of information preset in sensor output for decsion making e.g. intensiy, shape,colour,
contrastfrequencycontent.

Raw sersar output i.e. animage,is capale of being interprete by a human operdor and can potentially
reducetherequirements on senso daa procesing to deliveracarateobjed recognition.

The disadvaragesof EO/IR sensors for perimeter surveil anceinclude:

Sensor performane can degrale consideraby through atmospleric absorptionin advese weaher
conditionse.g.fog, rain.

Dependig upon desiral imageresoluton, communi@tion requirengens can becomesignificant, requiring
high bandwdth communications links or, if low bandwdth beaersarethe only alternative the resulting
datatransferis subjectto high latency.

No rangeinformationavailabk from a single EO or IR sersor.

28. Acoustic & Seismic Sensing
The advantagesf acausticand sasmic sensrsfor perimeter survellance include:

Passivesenor

Capabet of classfying targetshasedupon frequeng armalysisof acousic and seismt signals

Advancedn miniaturisation imply smadl, disposablalevicescould be deployedin largenumbergo provide
adequatesersor covaage Individual sensornodescould easly be hiddenor camouflaged to provide a
concealedensag systemfor baseprotection.

The disadvargesof acoustic& sesmicsensirg include:

High levels of badground noiseand audio‘clutter’ from andthe presene of a nearbyurbancentreprovide
achdlenging sensing environment.

A singe acaudic or sdasmic sensoris not capableof providing sufficient coverageof the areasurrounding
the operatirg base,requiring a network of distributed sersors.Deployment of the sensr networkto provide
adeguatecoverages bothcomplexandtime consaiming.

A distributed network of unattexdedgroundsensorsurroundingthe base may requre continuousrepar if
subjct to regubr attadk from mortar fire, requiring the commander to retain reurcesfor deploying
addtional sens@ nodes to maintan adequate coverage and detection performae.
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- Sensomodedensity,tha is the numberof sensomodeswithin a given areahasa significant impad on the
underlyingcommunicationsand computing infrastricture. A sensometwork with high nodedensity will
require significant computingandconmunicaionsresaircesto proaesshigh-volumesof data.

- Theoperatianalllifetime of the system is limited by the capacty of bateries necessaryo powereachsensor
node.

Having consderedthe potential of each type of sersor for application within a perimeer surveillancesystem it is
recommendd that EO/IR sensos be further analysed to determine ther ability to meet the supplied sygem
requiremerts. None of the additiond sensas highlighted above will be consderedfor apgdication within a final
design asit is believedtha the sole combindion of EO & IR sensortechrology is adequateRadaris capble of
meauringrange, beaing and targe velocity in varying weathercondtions,yetthedatit providesby itself doesnot
makeit easyto deeminewhatis and is not of importanc from the sensorreturnsi.e. a ground vehiclewas detected
2.3km from the baseperimeter, butis it friendly, hostile or civilian?In contrastEO & IR sensrsddiver highvalue
data bettersuited to addresssuchconcerrs dueto the ability to detect track recogniseand identify entities from
sensorreturnsandmay alsobe analysedby humanoperatorgo resol/e ambiguities thatmay arise.

29. EO/IR Ground Target Surveillance

The perimeter surveillance system employsa conventonal CCD colour day cameracowled with a separate
uncoled 8 — 12um, IR imaging device (FLIR) to provide day & night observéion of the areasurroundingthe
forward bas. The EO & FLIR systemsare capableof obtaning a ‘statc’ image or a live video feed cortaining
targetsof interesttha canbe processedto extractthe bearingto the target (whenknowledgeof the unit’s attitudeis
known) or be presentedo a humanoperabr for further andysis. The performanceof the EQ/IR surveillance camera
is looselymodeled on a Tl suweillance sysem avalable from Qioptiq Group® known asDAGIR andseaves as an
indicator of the likely peformanceof current optical sysemns. The table below, Table V-7, lists the technial
spedfications of the EO/IR surveillance canera, including the rangeperformanceof the imaging sysem defined
accordingto the Johnsorrriteria;

DayCamera 2D ‘staring’ CCD
640 x 480line reslution
26x opticalzoom

IR detector type uncookd 8 —12um 2D CCD
IR detecto resoltion 640 x 480

Field of View 4.30narron / 12.80wide
Full pan,tilt & zoom control

CombinedMass 10 kg

Range Performance (Clear Air)

Detection 4.0 km (Man)
9.0 km (Vehicle)

Recognition 1.0km (Man)
3.0km (Vehicle)

Identification 750 m (Man)
1.5km( Vehicle)

Table V-7 technical specifications of the EO/IR observation system

The highresoludion of the IR detectorwasdeliberately chosento maximise the rangepeformanceof the sygem and
to supply television-quality video to a human opeaator for further analyss of entities at suitably close rangefor
idertification. The latter feature of the sersing systemn implies a requrementfor a high-bandwidh conmunications
link to transmitthe potentially large imagesto a designatedhostin the C2 network. The detectoris also of an
uncoled type, reducing the mass, power and maintenarce requrementsof the systemover a cooled, photorrbased
IR detecta. To provide adequae coverage of the surroundingarea in bothrangeandazmuth the canerasygem is
mountedonto a mastor smal tower to elevae the system abo\e the surrourding buildings and walls of the base.
The elevaton of the camea makest suscefible to vibration from highwindsandthusrequiresstabilisationin order
to minimise distortion or blur in the image produed aaossthe detector. The tower upon which the camerais
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mountedwith a GPSreceiver in order to accuratly detemine its geolocation and the EO/IR surveilance unit is

integratedwith a basic Inertial Measuremat Unit (IMU) in order to track the orientation and elevation of the

canera. The locationandorientaion of the camera servesasmetadatathat may be encodednto animageor video
streamthat whenprocessel, canbe usedto esimate the georeferenedlocation of entities within the area observed
by the camerasystem. Since the EQ/IR surveillanceunit is limited to measiring the relative bearingof a target
within its field of view the unit is integraed with a laserrarge finder (LSR) to provide highly accurate estmates of

the relativerarge of the targetfrom the camea’s locaion. Note the LSR is boresightedto the EO/IR unit, ensurihg

accurate range edimates of objeds detkcted within the camera’s field of view, and operdes at an eyesafe
wavelengthwithin theinfrared spectrum, renderingthe laseroperaton invisible to the nakedeye.

laserwavdengh 1.5um (Er:Glass)

minimum range 300m
maximum range 7.0km
rangeresolution +10m

Table 1V-8 Technical specifications of the selected laser range finder

Laser Range Finder EO/IR Camera Unit EO/IR camera The Figure IV '7, i”ustraes the VariOUS
fundional elements that comprise a
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Figure I V-7 Functional architecture of individual surveillance sensor  application of a smple binarythreshold,
node basedon prior knowledge of the likely
intensity distribution of targds of

interest, to separateout the targetfrom the backgroun). Objects detected within thefield of view maybe the resut
of glare or optical ‘clutter’ requiringfurthertemporalard spatal processig of sequentiaimageframes to confirm
the presenceof anentity. If anobject is finally detected within the camerés field of view, therelative bearingto the
targetis computedfrom the current frameandthe LSR fired to estimde the relativerangeto the target.Therelative
locdion of the deteded object may be comblined with the valuesof the canera’sattitudeandthe mast'sgeolocation
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to georeference the target, where the final output of the camera is an enhance image & aaccompanyingset of
georeferenag locationsfor objects deteced within that image. If no objectis dete¢ed within the camea’s current
field of view then the camerasystemmay be configuredto simply drop the currentframe since it contairs no
additionalinformation,thusredudng theloadon the supporing commuricationsinfragructureand any downstream
processing.

30. System Integration

Systemintegraton addessesthe bringing togeter of the EO/TI survall arce unit with communicatios, conputing
and HCI comporerts to ddiver a complae systemcapableof aauiring and exploiting sensor information. The
primary challergesto the succadul integrationof the EO/TI surveillanceunit are:

The transferof high-resoluton imageryhideo capturedby the daylight & Tl camerato a distant nodein the
communicabns networkfor further aralysis.

Devebping a deployment straegy for individual survellance units that meet the rarge and coveage
requirenent for the perimeter surveillance system. The placement of the seners will further influencethe
requirengnt on the communicaions netwok to deliver sensodatato atarget unit or platform.

Theavailability of systens andprocedureshat reducethe workload of anoperatorchargedwith monitoring and
exploitingthe output from multiple EO/TI survell ane units locaed throughoutthe bas. A humanoperatorthas
a limited capaciy to continuouslymonitor the outpus of multiple video streamsand will eventaly tire. The
use of a large numbe of analsts merely increaseshe marpower requirements of operatingthe surveillance
system; the systemis required to reducetheresoucesrequired for maintaining effectivebasesecurity.
Minimising the dday between'sensorto-soldier’ to ddiver 360° surveillance of the surrounding area in real
time.

K. Candidate Perimeter Surveillance System Solution

The diagran below, Figure IV-8, illustratsa proposedarcthitecture for a wide-areaperimetersurveilance system
cgpable of detectng men and ground vehides suroundingthe forward base.The integratedsystem provides the
commandewith the capaility to:

- Detect entties appoaching the
operating bag from any direction
and with sutable waming so asto
direct his forcesto intercept or deter

Tactical C4l Network

Perimeter Surveillance Network Such fOrCeS from appDach'ng any
oS PN further.
0) h Static Command HQ @ﬁ - Reduce the numbe of personnel
Y e —r———— required to operatethe surveillance
location daia s @ @ nm?; Ta"'“'ﬂl b d . h kl ad f
sssss systemby reduchg the workload o

commands

human  operabrs monitoring
T (#, multiple video streans for potentid
threats via the provision of an

%
()
()

© )

D E‘ Somen ermstoniest autorrqt_ed target identification and
Veds S L O Q recognition system. N
- Distribute the estmateal position of
h Communiations nebiok, ncorporaing Common Information Wodel serves entities detectedby the perimeter
e and rlse ks, comnecing acresso o al node wiinho surveillancesystem to mountel and

throughout the base to static command Tactical-C4l network
HQ

dismounted units patrolling the

FigurelV-8 Perimeter surveillance suroundirg area via integrdion

with thetactical C4l network.

Video, imageryandtargding data producedat eachindividual surweillanceunit is relayed backto a dedicated
installationwithin the commandHQ for further processingandarchiving via a pointto-point comrnunicatons
link. Where sensr deploymentrendes a wired conrectionimpracical then a wirelesscommurication beare
will berequredto relay the data stream. The high-resoluton of the IR and daylight camerascoupled with the
high-frame rate (minimum 25 fps) for PAL-equvalent video transmis®n requres a high-capaciy
communicabns link to relay sensoroutputwith sufficiently low lateng for reattime anaysis of imagery and
video. The communiations system empbys encryption, rendering the data strean incomprehasible if
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interceptedby the enemy.An analysisof the requrements on the communicatians network, and optionsfor
reducingtheload on the network is presenédbelow in Network Performance.

2. At the commandHQ the video & image streamsfrom eachsurveillance unit are stored and proces®d by a
dedicatedseriesof imageprocessingworkstaionsto performautonatedrecognition& identificationof objects
within a scere. This video processingsysememploysa combinaion of COTS& dedicaed hardvareoptimised
for procesing multiple video streamscorcurrertly and has access to a datdaseof known tenplatesand
paternsrelaedto targetsof interestthatareappied in the targetidentification and recognitionproces. Suitable
techniques to support this process include the use of Fouier descrptors ard dtatistical momens, both
techniques that aretolerant, to a degree,to variationsin objectaspet & rotaion. Targetng data as®ciated with
eah streamis also savedstored alorgside the video feed and is made availabk for existing situational
awaenessalicationsempgoyed by the commander andhis staff.

3. A targetof interestcorfirmed by the systtm gererates an immediae alarmthatis sentto an appropriateanalyst
together with the currert locaion of the targdé. The locaton of the targetard its clas (man, vehicle) is
presentedas a symbol, representing an uncmnfirmed target, on a digital map display that forms part of the
analyst'ssituatioral awaenessapplication. The analyst is cgpable of requesihng the video/imageryassociated
with thattarget from the video-processng systemwhereit is displayedimmeditely on their terminal, allowing
theanalyst to monitor the feedand confirm the targetis hostile or is of no concern.Objeds of interestwithin the
dispayed sceneare annotatedwith the aubmatd processng systemsestimateof the targettype, drawing the
attentionof the appropriate area of the screen.

4. Theanalystis aways capale of sekctinga reattime feed from any individual sensr at any time and is thus
not depenént upon the automate video processingsygemin orde to be madeawae of activity arourd the
base Furthermare, the control systemfor the camerasis integated with analysts digital mapdisplay, allowing
the analystto mark areas of interest on the maptha arethen convatedto commandsontrollinga suveillance
unit. This allows the andyst to adaptsysembehaviour to mission requirementswherefocusmaybe dirededto
spedfic areasaround thebaseif 360° surveillanceis notrequied.

5. Upon confirming a target deteced by the perimeer surveillancesystemis indeeda valid threat the analyst is
cgpableof publishing the targetlocation daa into a Common Informaion Model accessble to all units within
the tactical C41 network. Providinga radio bearerwith sufficient bandwidth is available,a still imageof the
detecttarget may alsobe transfered to patolling units via the tacical C4l network to aid themin recognsing
thetarget.

31. Network Performance

The communications nework linking the survellane units posiioned throughout the bas arerequiredto relay a
video streamfrom each unit to a central point (the commandHQ). The following calaulation, Equation V-1,
provides an exanple of the daa-rate requiredto transnit a 1-se@nd sampleof unconpresgd PAL-colour digital
video if no conpressiorwere to takeplace:

640x 480x 24 bitsperpixel = 73728Mbits per frame

Totransmitl- secondof PAL video=737280x 25fps =184320000bits
~180MBs"

EquationIV-1 Calculationof uncompressd RGB datatransfer rate for PAL-video

Cleary thisis avery large amountof data and is compoundedby the needto supportadditionalfeedsfrom multiple
sensor nodes.It is unralistic (and uneconomg) to devdop a commurcations systemto handle uncanpressed
digital video thus we requre a meansto reducethe load on the communicationsnetwork. Compressioris the first
stepin reduchg the datatransferrate to ensue the useof digital video is practicd. Video andimagecompression
seeksto exploit spatial andtempoal redindang in imagery whereconpressiontechiquesmay be split into two
classeslossy and lossless. Lossles compressin technguesoffer the advantageof reducingthe size of video data
without any dat loss and retaning maxmum image quaity; howewer suchtechniques cannotachieve the same
conpressim rates aslossycompressionln contrast, lossy compresion can achieve higher compresgn ratesbut
does so by discardng redundat datathat inevitably reducesthe quality of the final compressedmage. Which
conmpressim strategy to adopt will depend uponthe level of quality in the final imagerequiredby the auomated
video processig algorithmsin order ensuie accurae targetrecogntion & identification with suitably low false
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alarmrates.A secondstraegy for lowering the load on the communiations netwak is to exploit the fact that the
human analy$ does not neal to monitor a live video feed from everysingle survellance unit to identify potental
threatssinceto do so canoverloadthe operatorwith information. We can thereforecommandeach surveillanceunit
to only trarsfer a live video feed when requestel by the analyst Furthermore the automagd targe recognition &
idertification systemlocated at the command HQ does not requie a full 25 fps framerate in orderto classfy
potential threatswithin acamen’s field of view; the survéllance unit canbe commandedo transfervideo at a much
lower framerate, say 5 fps, andstill provide the automated target classification systemat a sufficient rate so asto
allow it to atempt identify potential threas with confidence.Upon flagginga potentialthreatfrom the particula
canerafeed,the aralystmay then requestafull 25 fps videofeed to confirm the targetis indeedathreat.

32. Complementary Sensor Technologies for System Evolution

In addition to the above sysem component there are complimertary systemsthat can be addedin the future to
enhance the overall effectivenessof the system. One main system that could be incorpoited is a battlefield
suneillanceradar. This will be able to supply daa on targds appro&hing the basefrom distance, poor weaher
suneillanceand aid in the marud guidarce of munitionsontoatarge providing feedbackonimpactzones

V. Integrated Solution

When integrating many dispaate sydems there are numeous aspets that needto be consdered suchas using
centralisedor decentriised processingandfusion, what datastorage will be employed andwhat sysem redundancy
will therebe The® are just a few of the area thatwill be lookedat in this sectbn. The senr systemghat hawe
been designedn the previoussectionareto be brought together to produce on large coherentsystemto be used to
defend a brigadestyle basefrom the previously namedthreats. It is envisaged at this stagethat the sysemswill be
ableto collaboratewith eachother, whererequred, andalsoto provide sufficient deta so that a suitable situatonal
picturecanbe produced. Theresultinginformationwill be usedto supportthe commander’'slecison to eithe attack
or monitor potential targets and also to help focus the sensorson spedfic taks as required. The following
subsectiongook at the final solutionlogical archiiectue. The C2 logical block is decomposedurther to highlight
the internad interactons the externa systens have with eachother, the daa starage capailities andfinally the data
fusiontechniquesthatare usedto explat the dat collated. The sectons will alsoincludea small introdudion to the
fusion modd enployed along with somedisaussionon the data storagje techiques employed Finally the data
disseminatin requremerts of the system will be highlighted. Thereis no aspirationto sekct a databas, data
structure or specific fusiontechniquewithin this project only to highlight the optionsthatwill be avalable andthe
likely fusion techniquesthatwill beemployed.

L. Solution Architecture

This subsectin looks specifically at the logical architecturecreaed. It bringsall of the disparateand secondary
sensorsystemgogetherin anattemptto createa synegistic systemthatis ableto providereactive informationto the
commander.The diagram bdow, FigureV-1, showsthe logical architecture.All of the subsystemsthat are shavn
havebee descrbedin the precedingsectbns. As can be seenin the abowe diagram FigureV-2, all of the systems
convergeon the main C2 system. This is whereall the informationwill be stared and actedupon. This said there
will be somefusion and whereapplicableimage manipulaion performed locally at the sensr, when required.The
diagambelow, FigureV-2, showsthe high-level logicd archtecture of the C2 node.

Rodket J' C2 Nod
Fire Control Rocket ode
Lt VSTAR detection ] Sensor system in-
T— system fesds
EQIR y C2 node Warning Database User terminal
sensor suite system
1 Image analysis & ¥
manipulation
«‘\coustic.:; Radar | Fusion algorithms.
sensor suite .
Figure V-1 Logical architecture Figure V-2 High-level logical architecture of C2
node
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Thelogical architecturecannow be translaéed
- into the baselay downin order to ensurethe
Os ‘ - required comectins can be achieved In the
)OU %% o[ © diagramabowe, Figure V-3, can be seenthe
chosen corfiguration of the base (the top
S image) and the effective coverage range of
the main bag sensor suite (bottom left
corner).In eachcorner of the basethere is an
EOIR sensr companent. There is also a
, component collocated with the fixed
: \ command post. As there is a mountainos
\\ | =] | region to the weg of the base and a town to
/ / southand south eastof the base the acoustic
‘ 7 — sensorshavebeenstrategicdly placed leaving
.y thenortheasern cornerfree:;it is deemedthat
e there are likely little attacks from sripers
Figure V-3 Sensor system placement and effective primary from an open deset position. Thee is a
mortardetectiom systemplacedto the eastand
west of the base providing protection from
potential attacks from the town and mourtainous zones. The main gateto the baseis to the eastandthe secondary
gateto the wed. These two zonesare well seniced by the primary sensor system,the EO & IR system and the
shiperdetecton system.Consideing theimageshowing the coverageof the main basesensorsystemit canbe seen
that the sygem does provide enough coveragefor the shortrange defensive aid suite. The links to the main C2
systemwill consist of bothwired andwirelesslinks. At the extremities of the bas, wherethevisud andIR systems
reside alorng with the acoudic sersas and morta detedion system it is likely that thesewill be comeckd via
wirelesslinks. It is expectedtha theselinks will be high cgpacity data links capableof transnitting imagery atarate
suiteble emoughto provide the information the commarer requires. The man visual system,which is collocated
with the C2 tent, will be hardwiredinto aterminalin the tentproviding the commandewith a live, red-time feed.
This will beunder the control of thecommandedirectly. Wheresersorshawe secondargysemscollocaed,suc as
the EO\IR sen®rsnearto theacaustic sensors theseconnetions will alsobe hardwvired. Therewill bethe capablity
for the soldier atthe outpostto view only the datasuppied to that outpost.Data from that outpos will be subscribed
to by the commanderand ddivered acordingly. As the locaion of the sensorshasbeenchosenard the relevant
communicatiaslink provide it canbe sea tha thereshouldbelittle isswe in paséng dataacrossthe bas network.
Therewill undowbtedly be the standad voice terminds availeble along with any other required datatermirals to
display situaional awaeness information however this is not part of the systemunderdesgn here. Two major
aspets of the desgn that were consideredthroughoutthe designprocesswere redundang and scalability. If a
sensorsysem should fail thenther needsto be eithera bad or short term coveruntil the main systemreturnsto
full capabilty. The naturd choicein this scanario would be to have multiple backup sygemshoweverfactorssuch
ascostandlogisics meanthatyou cannotsimply throw moretools at the problem The following table TableV-1,
highlightsthe sysem, what providescove shoutl the systemfail andfinally the aspectqissues}hatarenot covered
by the coverirg system.

ololny LI

e

Main System | Covering System | ssues

Acoustic EO\IR Relies on camea staringat the muzzle flashin
order to obtain detedion.

Mortar EO\IR Relieson the camerafocusing on the mortar as
soon asit hasbeenfired.

EO\IR Radar Doesnt provideanyvisud daato the enduser.

Table V-1 Redundancy throughout the system

It mustbe notedthat althoughthe coveing sensorsdentfied canprovide a form of coverageextrafunctionality and
consteration would be required to make them perform as good asthe primary sensorsin theseareas Thereis a
level redundacy built into the systemhowever it is never possble to create full redurdancyof capability unles
endlessverdons of each sysem are available. What this doeshighlight thoughis the ab®lute requiremen for a
systemto be down for the minimum amountof time possiblgif at all. As eachsubsysten wasdesignedscalability
wasalwaysa factorthatwasconsideed. Looking atthe EO\ IR sysem,as anexamplejt canbe seenthatit congsts
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of bothwired and wirelesdinked comporents.The systan canaso be enployed asa secomlary sensoisystemused
to gaher more dataon potentialtargets. The systan cangrow, with further inclusionsof camerasThe subseaent
daa placedon the nework will be small asthe aim of the systemis to performthe majority of the processng and
fusion at the sersor and pass only the requred minimal daa setto allow a commanderto make an informed
decision. As mentonedabove,the varioussystemsemployedcan double up as secondarysensorsto othersystems
This allowsfor reuseof sensorsystems subsequetly reducing the overal costandlogistic pressue.

M. Functional Fusion M odel

Regadless of the size and complexity of the system there shoutl aways be, in some form, a fusion model
enployed.Themodel will allow theenduserto make more informeddecisbn ontheactionsto be taken atall levels
throughoutthe battefield; from company level right through to division level. Therehasbeensone work done in
trying to ascertai the best methodolog to follow
when dealng with data from both disparate and

p;’i‘;ﬁ;?ﬂg p;‘;’:’sﬂng p;ﬁ;ﬁ;ﬁjg cooperative sensr sysEnI;lg. For this project the

— . _ Joint Directors of Laboratoties (JDL) Level 5 fusion
2 Pre-processing i Shulan model was cho®n. The diagram below, Figure V-4,
m shows the high-levd functional model of the data
ew | | 4} ’ ¢ »| 1o | fusion process The work done by Blasch et al
ol # ¢ ¢ & highlights the requirement for some human
niar Tavel 3 Tovel 4 Database interaction; this will mtrod_ucesomeuserrefmement
processing processing to the overall processallowing for greata accuacy of

e pe— Siion targetlocalisaton. It is assumd thatthis proaesswill

refinement refinement description occur as part of the standad C2 standad operatng

Figure V-4 High level fusion process model proceduresas well as to increase the integrity of the

information for usein the strateggic outlook.
In summary,ashighlighted® in the levelsshown in the abovemodé break downto coverthefollowing:

- Level0 - SubObject Data Assessmetn esitmation ard prediction of signal/objecbbservéle staesonthebasis
of pixel/signallevel data assaiation (e.g. information sysemscollections);

- Level 1 - Object Assessmant: estimaton and predidion of entity staes on the bass of observabn-to-track
assiation, continuousstateestimationand discretestateestimaton (e.g.daa procesing);

- Level 2 - Situation Assessmentestimaton and predicton of relaionsamongentities,to include forcestructure
andforcerelatons,communications, etc. (e.g.informationprocessingFDP, FL);

- Level 3 - ImpactAssessrart: estimaton and prediction of effects on situationsof plannedor estimatedctions
by the patticipans; to include interadions between action plars of multiple players(e.g. as®ssingthreatactions
to plannedactions andmissionrequirements DM, PE);

- Level4 - ProcesRefinement(an element of ResourceManagenert): adaptivedataacquisiton and procesing
to sypportmisson objectives (e.g.sensormangementand informaton systemsdissenination, O, C2).

- The datdas plays a fundamatal part in the whole process. Sdecting the right type of daabasecan hawe a
particularinfluenceon the timeliness of the overal processand how inter datarelatiorships,amorgst other
things,aredeweloped. Thistopicis covered morein the dat storaye secton later.

The system beingdesighed here has the cgpability to exploit all levelsof the fusionprocesslesribedabore. Level 0
—2 will bepredominantlyperformedat the sensor, especily whenconsideringhelikely requiremenfor the mortar
systemactwith immediateeffed uponthe incoming munitions.

With the dissemimtion of data throughou the batlefield to either the main C2 nodeor to seconday suppat sensrs
further Level 2 fusion canocaur. Oncethe datahas arrived at the C2 nodetherewill mainly be Level 3 — 4 fusion
performed.

N. Data Fusion Techniques

19 Blasch,E andS. Plano,“JDL Level 5 fusion modet userrefinemen issues and applicatiors in grouptracking,”
SAHE Vol 4729 Aerosense, 2002, pp. 270—279
20 MultisensorFusion By Anthony K. Hyder, Elisa Shahbazian, Edward Waltz
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Datafusion will havedrealy occurred atthe sensorin orde to allow for minimum daa transmssion requirements.
However datais transnitted to the C2 node whereit can be fused to alow for more informatian to be obtained,
potentially. Although single sersar readings are not neessarilyreliable, leadingto more sen®rs being usedto
provide more accuratereadngs, in this systemthere are many sensoremployedin eachsub system.As suchit is
felt thatfusion at the C2 nodewill possiblyimprove theinformaiton, althowghit will primarily be usedto build up a
more strategicand opemtional view of the immediat batle space. The fusiontechniquegequired vary from those
usel on raw dat, techniquessuchas Kalman filt ering, Markov modeling and other suchprobailistic techniques.
The sensors sydens usal can be idenified as complimenary, competitive or cooperative the fusion chosen
dependant upan the systemsunderscrutiny. Thereis much redundahinformation containedin the datacaptured
from like sensorshoweverwhenfusedwith daa capturedfrom different sensorsmore information can be found.
Thefollowing list looksat the varioustechniqueshatwill be available for sekectionin the C2 node:

- Featurebasdinference

- Parametic (Inferene, Bayesian, Denpsker-Shafe)

- Informaton-theordic modds (attifici al neuralnetwoks, figures of meiit, patternrecoqition)

- Cognitve-based(fuzzy se theory)

- Dataalignment

- Dataand objectcorrelation
Thereis nointert to spedfy the exactfusionsalgorithmsthat will be employel asfurther invedigative work would
berequiredto find the mostoptimalmethodsto use.

O. Data Storage and Exploitation

This sectionlooks at the variousaspets of data storageard maragemen along with the exploitation of the datathat
hasbeenharvesed. It is nat the intentionof the following sections to highlight the actual database¢hatwill be used
asthisis deemedo be aimplementatiordecison. However this sad it is worth taking stockof the kind of database
anddatastructue standads that are available for use as it is possiblefor thereto be somehigh level impacton the
systemdesgn.

33. Databases and data
When collating vastamountsof datain differing formas it is vitally important thatthe datais readible,accesible
and easyto use.Prior to sdecting the databasehe type of dai structureneedsto be decided upon. Seleding the
correctdatastructure will hopefully allow for:

- efficient storage;
rapidsearchandretrieval of daa;
regularandsetopeationsto be performedwith ease;

- easdnretrieving contextsensitivedat;

- providemultiple levelsof abstraction.
This projectis not concened with the seletion of data structures and daabasesowever it is importantto show
sone constderation to the doman when desgning a sysem. As well as looking at bespole formats, howeverit is
worth consdering the more geneal and standardformatsthat exist. As swch it is usdul to conside designinga
systemto hardle structuressupported by systens suchasLINK 16 for example.Oncea suitabledaa structure has
been decidedupon, the databae of choice needsto be integated. There are three main typesof databaseso be
constered;relational, file basedandobject oriened. The main aspets of eachsydem to be consideredare storage,
sarch,manipulation and managementthe requiredoperatonal tempoand datato be stared will influencedifferert
aspetsof the databaseAlong with this chace thereis the decsion to havea local databas, distributed databas or
ahybrid of thetwo.

34. Exploitation

When datais to be exploited there are variousaspecs tha need to be corsidered.Fusim is the obvious areatha
neels to be conddered andthe fusion of dat at various stages has alrealy beenmentioned, howeverprior to the
processof fusion there needsto be some manipulaion of the dat to ensureit is correcty aligned.In order to
correctlyfusedatait needs to be alignedin bothtime and spae to ensurethe datasetsarein alike format. As datais
recaved from the various sensorsystemsaroundthe baseit will be placedinto the databae with all its as®ciated
information.Oncecdled uponthe data will needto be geomérically aligned throughthe usea of a coordinateframe
trarslationalgarithm and also machedtempordly. Thereis little usdul resut of datafrom different time periods
being fused, epeciallyif they are for disparag¢ sersors.Once the datahasbeenfusedit needsto be exploited.The
informationwill be required in various forms by various peopk to ensue they areableto makethe best informed
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decision. A suchoncea choicehasbeen madeto actuponatargetthe correctformatted dataneedsto be passedo
the Fire Contrd sedion in order to lay munitions upona given area.Howeverimage andysts may be required to
check the imageryin order to spd targetsthat a normal use may not haveotherwise spot. This may impact further
decisions. As can be seenthere are various destinaions for the data and information dependanton the overall
operationalrequirement.Oneotha majoraspecbof informationanalysisis the patternof life. This mainly concerned
with estabishing trendsin datain order to detect various traffic or personnefoutes that are regularly used It also
helpsto spotpotentid safehousedha the eneny canusebeforeinitialising a strike on thebase This informationis
invaluablehoweverit takes time to gathe in orde to creat a corfidert condusionof activities

V1. Conclusion

In this paperwe have presenteda multi-sensorsurvéll ane system capableof both target detection and target
elimination The systemhas been speifically designed for threat detection within closerange of the ba®; the type
of attackthathasbecomeprominent in asymmetriovarfareseenin the Middle Eag today. Thedistributed natureof

the individud sysems,andfinal system providesa robustand scdable sdution. The employmentof sensorfusion
techniquesat the sensormodes allows for minima data pacletsto be sert aaossthe network,allowing sensrsto be
linked via wirelessradios. The internal architecture of the complete systen allows for high bandwidth links to

supportany commaner requirementsto draw on vastamourts of datawhenrequred, for limited amountsof time.

The mainidentified threats;indirectfire, sniper,vehiclesand personné, areall dete¢able by the systens available

andthe redundancythroughoutthe system meansthatdata albet limited at times,canstill be obtainedfrom these
threats by the systtmsthere. An often lost point that should be madeis with regard to the overal scale of the
systemglesgned It is felt thatthe overall costs training,and usaility of the systemsarereasonable.A main agpect
of the sysem is to be able to reduce the overall number of troops that are requiredto satisfy the defensive
requiremerts of suchabaselt is felt tha this systemwill be ableto reducethe numberof peronrel thatareplaced
in potential life threaening situaions as well as allowing the decisbn makes to better protectthe baseand the
military staff within.

Bibliography
! Powerto the Edge: Command...Control..in the InformationAge — David S. Alberts & Richard E. Hayes

CCRP Pubications

Network Centic Warfare: Devdoping andLeveradng Information Superiority — David S. Alberts, JohnJ.

Garstka& Frecerick P. Stein, CCRPPublications

Principlesof DataFusionAutomation— Richard T. Anthony, Artech House,Inc.

Multi-Sersor Fuson: Fundamentalsand Applicaions with Sdtware— Richard R. Brooks& S. S. lyengar,

Prertice-Hall

Jane’sOnline

26
Ameiricanlnstitute of Aeronauics andAstronatics



SPACE

https://dspace.org/

An Evaluation of Sensor and Data Fusion Technologies
for Application within an Integrated Base Defence System
Tsourdos, Antonios; Silson, P.; White, B.; Spillings, J.; Burke, P.

2009-11-11T17:45:23Z
http://hdl.handle.net/1826/3951

Downloaded from a DSpace repository. https://dspace.org/


https://dspace.org/
http://hdl.handle.net/1826/3951
https://dspace.org

