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Abstract 

Digitalization can be considered as the main driving force towards achieving many different strategies, such as quality control 
and zero-defect manufacturing, green manufacturing and certified production. To this end, digital infrastructure in terms of 
Cyber-Physical Systems must be able to support various functionalities. The current work aims at supporting digitally potential 
micro-factories, in the sense that the minimum upfront investment is promoted. Also, herein, as a result of the EU H2020 
project AVANGARD, where Cloud Manufacturing is tightly aligned with the concept of micro-factories and full production 
decentralization, the Blockchain architecture provides a secure interconnection layer, between all involved technology stacks, 
supporting in a modular fashion trust among disparate parties, traceability across organizational boundaries and a blueprint for 
seamless logging and auditing of activities by actors, software tools, IoT devices, and shopfloors, across supply chains. In 
addition, the concepts of end-to-end integration, MES & ERP involvement, link to the use phase (i.e. maintenance) towards 
through-life engineering services and finally procedures towards dynamic lifecycle assessment as well as a link to digital twins, 
are all discussed. The link to potential clients is also guaranteed. The case study of integrating Additive Manufacturing in such 
a production is used, indicating the added value of having interoperability as a criterion, even in the case where human-in-the-
loop optimization of a factory is involved. 
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1. Introduction 
The manufacturing paradigm has been disrupted 

by globalization since nowadays producers and 
consumers can easily work together even when they 
are geographically apart. Furthermore, the demand 
for highly customized products, of high quality and 
low cost has increased, which has put the 
manufacturing industry to the test. In order to face 
this revolution, companies need to adopt new 
production paradigms and technologies, along with 
new business models. This implies, mainly, going 
from mass production to mass individualization, by 
leveraging production digitization, additive 
manufacturing, and increased exchange of data and 
knowledge [1]. Microfactories can be one solution 
but scaling the large automotive manufacturing 
factories down to small but flexible factories will be 
a challenge.  Factory digitization relies on huge 
amount of collected data from the physical assets 
that are processed by data analytics tools, 

subsequently stored in cloud platforms. These 
interactions are facilitated by technologies such as 
Internet of Things (IoT), Cyber-Physical Production 
Systems (CPPS), machine-to-machine (M2M) 
communication protocols, and powerful data 
analytics algorithms [2]. Technologies such as 
Virtual Enterprise (VE), Virtual Manufacturing 
(VM) and Cloud Manufacturing (CM) which 
constitute the backbone of the microfactory concept 
have been explored and studied by different 
companies and researchers. A study by Helo et al [3], 
presents a methodological approach for VE and 
explains the corresponding interface of components 
such as visualization and configuration, message 
exchange, process designer, forecasting and 
simulation, optimization, cloud-based data storage, 
etc. 

The wide adoption enterprise resource planning 
(ERP) systems has opened the possibility of 
managing industrial processes, business processes 
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and other industrial subdomains like supply chains 
both within and beyond the scope of a company [4]. 
Whereas Manufacturing Execution Systems (MES) 
were developed to support planning and execution of 
operations closer to the machinery/production units.  
With the help of advancement in I4.0 technologies 
mundane industrial activities can finally be 
digitalized. For example, sensors and input panels 
can effortlessly connect and update the production 
information to the MES and ERP. Studies conducted 
by Mikko et al., [5], concluded that for distributed 
manufacturing, a new generation of internet-based, 
lightweight, easy-to-use-and-edit MES systems 
could provide the answer. In this project, a cloud-
based middleware named “CloudAV” is developed, 
which acts as an intermediate system for the data 
exchange between ERP, MES and Blockchain 
“layers”. The cloud hosted ERP system used is an 
open-source software known as Odoo. CloudAV 
demonstrates proof of concepts for different 
applications such as dynamic pricing, online pricing, 
vehicle configuration and pre-order auctioning, 
which requires real time data exchange between 
different services such as ERP, CRM and MES. 
Since the goal is to demonstrate the potential of the 
technology, pricing strategy or other optimal 
business operation strategies were secondary. 

1.1. Data management & Certification 

The goal is to validate and build upon the premise 
of creating value via decentralization, potentially 
reducing shipping costs [6] and addressing the rise of 
mass customization in various sectors [7]. The road 
to achieving these efficiencies is being thoroughly 
studied under the term of Cloud manufacturing [8] 
and subsequent research works [9] aiming at putting 
forth a new paradigm where cloud computing, 
Internet of Things, and virtualization can transform 
traditional manufacturing into manufacturing as a 
service, where manufacturing resources can be 
openly shared under a secure and on-demand 
framework, addressing the complete product life 
cycle. 

In the case of AVANGARD, where Cloud 
Manufacturing is tightly aligned with the concept of 
microfactories and full production decentralization 
[10], Blockchain technologies can provide a secure 
interconnection layer supporting logging and 
auditing, for all involved technology stacks, but also 
across organizational boundaries. This translates to a 
trustful environment supporting not only actor 
interactions, but further promoting autonomy of 
decision making at all levels, from facilitating supply 
chains and localized productions, to securing 
manufacturing shopfloors at the edge or the cyber-
physical layer [11]. 

Life Cycle Assessment (LCA) is a methodology 
to assess the environmental impacts of products and 
services. It is noted that the methodology is 
described in the ISO norms 14040 [12] and 14044 
[13].  

As a microfactory allows for the production of 
products directly responding to customer needs and 
specifications, secure data traffic over the supply 
chain as well as inside the facilities and from the 
company to the customers is important. An 
optimized supply chain and manufacturing process 
requires continuous IT-based oversight which is 
linked to some environmental impacts to the use of 
computers, servers and network equipment. As an 
upside, tailor made manufacturing might lower the 
use of material and transport of finished products as 
a network of microfactories produces the specifically 
ordered bike or car in the region of the customer 

Manufacturing Execution Systems (MES) were 
developed to help in production execution, by 
managing factories’ activities. MES are able to 
monitor, control, and optimize the manufacturing 
processes within the factory. Decision-makers can 
use the provided information to take action and make 
decisions that provide process improvements. With 
new technologies emerging, MES allows the 
introduction and deployment of an Industrial Internet 
of Things (IIoT) environment, where all components 
may be connected and may interact, from the low 
level within the factory to the higher level of 
analytics tools [14]. It will build the bridge between 
the planning system (ERP, LCA, etc.) and the control 
system (PLC, SCADA, etc.), as shown in Fig. 1. 

 

Fig. 1. Interaction between execution system and other systems. 

The digitalization, and more particularly, the 
integration of digital twins, can even be considered 
as a special case of innovation absorption, leading to 
a specific set of induced costs and benefits 
(particularly in the case of a microfactory that deals 
with minimizing upfront investment [15]). It is not, 
in any case, straight-forward to address digital 
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transformation within a company; there are various 
challenges in implementation [16]. There is, i.e. the 
training needed for the personnel to cope with the 
changes [17], the digital networking [18] and their 
interference [19]. As a matter of fact, to facilitate this 
procedure, JRC issued a questionnaire on the digital 
maturity of companies [20], as well as many other 
projects that takes into account the current maturity 
of SMEs; an example would be the connected 
factories project [21]. Circular economy can be also 
an extra paradigm where digitalization can play an 
important role. 

In addition, manufacturing operations in general 
exchange sensitive data with a variety of actors 
Transactions between the aforementioned parties 
should be secure and unhackable by possible digital 
attackers [22]. With manufacturing becoming more 
and more decentralized, ERP/MES and other tools 
migrating to the cloud, and IIoT [23] becoming a 
reality, security as well as logging and auditing are 
becoming prominent concerns. That is why, 
according to Gartner, Blockchain technologies are 
one of the nine technological pillars in the context of 
Industry 4.0 expected to worth $176 billion by 2025 
and $3.1 trillion by 2030 [24]. Technically, a 
plethora of benefits is provided through the use of 
Blockchain architecture on an industrial level [25-
27], such as: 

 Traceability of data  
 Enhanced security through cryptography 
 Transparency between the peers/nodes 
 Accountability of supply chain partners, from 

raw material sourcing to distribution 

1.2. Added Value & Applicability 

Summing up, the goal of the current work is to 
pave the way for a roadmap aiming at facilitating 
simultaneously green industry, innovation 
absorption, certification, as well as society-inclusion 
& profitability enhancing the competitiveness of the 
European manufacturing industry. The concept of 
the microfactory (minimizing the upfront 
investment) is crucial in this. In the current work, the 
microfactory is related to electric vehicles 
production. 
2. Approach 

The AVANGARD platform aims to deliver a 
fully interoperable and holistic platform capable of 
monitoring and optimizing the entire value chain, 
unifying the overall operations in a single 
customizable cloud-based platform, that can be 
leveraged in complex manufacturing environments 
and be instantiated across different cloud providers. 
The platform is divided into two big groups of 
functionalities, those running inside the factory and 
the ones running at the cloud layer (see Figure 2): 

Factory level: Within the factory, an integration 
layer capable of connecting all the hardware will be 
deployed (Sensors, machines, stations, etc.) and 
existing software tools (MES, SCADA, etc.), with 
new tools capable of dealing with new functionalities 
and the integration with the cloud layer. 

Cloud layer: The cloud layer of the AVANGARD 
platform is responsible to collect all the data from the 
different actors of the system (Factories, suppliers, 
transporters, customers, products, etc.) and allowing 
the integration of software tools enabling the macro 
level optimization, such as energy footprint of 
products, resource allocation, etc. The architecture 
relies on several entities. Those entities are 
connected to different interfaces responsible to 
connect the applications to the system. Among those 
entities are, for example, the Enterprise Resource 
Planning (ERP), the Manufacturing Execution 
System (MES), Blockchain or Lifecycle Assessment 
(LCA). 

 

Fig. 2. The overall AVANGARD ICT architecture. 

2.1. Data model & Blockchain architecture 

Since the AVANGARD architecture consists of 
five main elements that communicate between them, 
namely the cloud middleware, the supply chain, the 
smart factory, the customer, and the product, it is 
essential to support efficient and seamless 
communication.  

The middleware hosted on the cloud will be the 
mutual point of interaction. Thus, all the other 
elements need to reach the cloud to share and 
exchange data, information, orders, and so on. In this 
way, each component will expose its functionalities 
to the others in order to be reachable, through a 
service-based approach, which means that all the 
components of the AVANGARD architecture will 
expose their functionalities as services, namely 
REST services. This way managed exposure and 
interactivity can be established. These services will 
be orchestrated by the integration layer and exposed 
through standard interfaces that are the point of 
interconnection between two systems or sub-
systems. The communication in the cloud-based 
middleware was facilitated using JSON format as the 
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data-interchangeable format for the multiple 
communications. 

The new findings lead to an updated blockchain 
data model concept, which can support the generic 
architecture of the AVANGARD. To test the 
integration a new pilot was elaborated involving the 
following key components: 

(1) ERP: The concept was that the ERP was to 
provide a customer interface, allowing a “customer” 
to place an order. This order was to be confirmed and 
subsequently forwarded accordingly to the MES 
component 

(2) MES: The MES component was to provide 
manufacturing control and provide programmatic 
allocation to a 3D printer 

(3) 3D Printer: The 3D printer was to execute a 
manufacturing command to print a customer defined 
component.  

The systems and device communicated via a 
publish/subscribe approach as expected, with 
transactions being recorded directly to the 
blockchain component, providing the underlying 
layer for (a) logging transactional activities, 
including activity FlowIDs permeating from 
customer to printed material, and (b) proving the 
consent-based mechanism required for disparate 
entities (software providers, manufacturers etc.) to 
transact accordingly. Four nodes were implemented 
inclusive of the required services to support the 
AVANGARD architecture integration requirements, 
currently addressing the pilot and in place to support 
subsequent integrations, with real world 
manufacturing environments from other partners, 
with the help a modified Hyperledger Sawtooth 
implementation (Fig. 3).  

A transaction family in Hyperledger Sawtooth 
consists of application-specific business logic that 
defines a set of operations and smart contracts. 
AVANGARD’s transaction family smart contracts 
are responsible for altering the data stored in 
addresses under the AVANAGARD namespace. It is 
worth noting that the respective operations cover 
assets tracking in supply chain, as well as 
manufacturing operations documentation (i.e. 
welding quality monitoring and 3d printing 
execution support), whilst by exposing the 
Blockchain component as a REST based services 
layer the development restrictions in terms of end 
user internal programming capacities are lifted. 

2.2. Connectivity to hardware & link to use phase 

An additional objective is to facilitate the trade 
and flow of information from one system to another 
system that benefits from the data. This process can 
be, for example, a machine sending its data to an 
optimization software that generates new knowledge 
and new inputs that then flow in the opposite 

direction to the machinery, optimizing the overall 
process. To control the flow of information of 
different machinery and software mentioned, a 
message broker approach was chosen, namely 
Apache Kafka, which uses a publish/subscribe 
model and allows to achieve high throughput rate, 
low latency, and scalability. 

A holistic approach was implemented to test the 
integration from ERP to MES, before reaching the 
hardware (Fig. 4). The objective is to send an order 
to ERP that processes it and sends a production order 
to MES through Kafka. The MES will check if it can 
execute the order and if so, sends the order to a 3D 
printer that will start the printing process.  

 

Fig. 3. Blockchain entities. 

 

Fig. 4. Use case sequence diagram. 

This type of connectivity also facilitates the link 
with the use phase of the vehicles, as per (i) the 
circular economy concept and (ii) giving feedback to 
design and manufacturing. 
3. Results & Discussion 
3.1. Visualization and auctioning 

The Covid 19 pandemic has reshaped consumer 
sales and marketing, with several studies indicating 
the increase in Digital sales [28-29] and thus 
increasing the necessity of Digital Retail System 
(DRS) in automobile industry more than ever. 
Recognizing this need, a proof-of-concept DRS 
system is developed and integrated to CloudAV. 
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The objective of this integration is to enhance 
consumer experience by allowing customers to 
select specific vehicle designs more effectively and 
by informing future product development about 
consumer preferences. In addition to this, a pre-order 
trading system is developed to allow users to trade 
their position in the waiting list for car delivery. Pre-
orders and trading are logged to the Blockchain. 
Blockchain is used to log and thus track flow of 
actions longitudinally from the initial pre-order to 
the further steps. Blockchain provides transparency 
between customers and Digital Retail Systems about 
order processing and public trading between 
customers. 

3.2. The paradigm of 3D Printing 

By extracting the energy consumption from the 
3D printer, it is possible to analyze the consumption 
of each process and, consequently, the consumption 
of each product. This is possible to be done by 
sending data extracted from the 3D printer to a Kafka 
topic. These data are stored in a Postgres database 
and then, used by Grafana, an analytics and 
interactive web application connected to Postgres, 
allowing easy analysis of the database's content. 
Consequently, this will allow to analyze the data in 
real-time and take quick action to make 
improvements, or even to process the data with 
analytics tools that will try to optimize the energy 
consumption. Dynamic LCA is rapidly supported 
this way, through the various data aggregation. 

3.3. Facilitation of Blockchain adoption 

Swagger based documentation was utilized to 
allow for ease of adoption by the involved partners. 
The documentation included permissioned access to 
all relevant textual references, along with code 
examples, to expedite partner onboarding as well as 
a source of reference (Fig. 5). 

Supporting formal reporting [30] of 
manufacturing processes’ KPIs in such a line is 
crucial, i.e. through a digital twin (DT). In addition, 
this can facilitate (i) real-time optimization with 
respect to quality and sustainability [31], (ii) 
reporting to any involved agent and (iii) DTs 
communicating with the Blockchain technology. 
The existence of experts, though, will probably be 
mandatory; they will just be network nodes 
considered in the case modelling, design and 
operation.  

 For all this to be able to work seamlessly and 
securely, the proper abstraction of information has to 
be taken into consideration. In Fig. 6, the non-
encrypted records of the digital twin in the 
Blockchain are shown; within a predefined network 
of actors (suppliers, co-producers and clients), the 

acceleration of design for manufacturing is 
accelerated, achieving first time right. Also 
responding pragmatically to what-if scenarios is 
feasible, resulting in smooth processes operation. To 
this end, in any case, the extension of business 
contracts with the help of smart contracts is essential. 

DTs are not alone in this, in any case, either due 
to technical inabilities, or due to human inclusion. 
Thus, in cases such as that of welding certification, 
manual data may be the case (Fig. 7). 

 

Fig. 5. AVANGARD REST API (Swagger online 
documentation). 

 

Fig. 6. Digital Twin sending data to Blockchain. 

 

Fig. 7. Manual insertion of data to Blockchain. 

4. Conclusions & Future Outlook 
To sum up, based on the implementations of 

AVANGARD, it seems that the end-to-end 
integration followed by a carefully designed 
certification-support system, operating in a multi-
level approach, is valuable for both Industry 4.0, 
through supporting digitalization and networking, as 
well as for Industry 5.0, backing up manufacturing 
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and microfactories, in particular, towards human 
inclusion and resilience. 
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