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Abstract
Ground truth data (GTD) is used by those in the field of digital forensics (DF) for a 
variety of purposes including to evaluate the functionality of undocumented, new, 
or emerging technology and services and the digital traces left behind following their 
usage. Most accepted and reliable trace interpretations must be derived from an ex-
amination of relevant GTD, yet despite the importance of it to the DF community, 
there is little formal guidance available for supporting those who create it, to do so in 
a way that ensures any data is of good quality, reliable, and therefore usable. In an at-
tempt to address this issue, this work proposes a minimum standard of documentation 
that must accompany the production of any GTD, particularly when it is intended for 
use in the process of discovering new knowledge, proposing original interpretations 
of a digital trace, or determining the functionality of any technology or service. A 
template structure is discussed and provided in Appendix S1 which sets out a mini-
mum standard for metadata describing any GTD's production process and content. It 
is suggested that such an approach can support the maintenance of trust in any GTD 
and improve the shareability of it.
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Highlights

•	 The role and importance of ground truth data (GTD) in the field of digital forensics are 
discussed.

•	 GTD for the purpose of evaluating undocumented or previously unseen digital traces is fo-
cused upon.

•	 A template structure to support the creation of GTD is offered and explained.
•	 The GTD template defines a minimum standard for describing any GTD's production process 

and content.
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1  |  INTRODUC TION

Ground truth data (GTD) is data that represent the truth for a given 
state or scenario [1]. This type of data is gathered from direct obser-
vations rather than generated from inferences [2] and can help us to 
understand how something works and the impact and characteris-
tics of any given event. In the field of digital forensics (DF), one of the 
pivotal roles that GTD plays is helping practitioners and researchers 
operating within it to evaluate the functionality of undocumented, 
new, or emerging technology and services and the digital traces left 
behind following their usage [3]. When previously unseen instances 
of tech usage are encountered in casework or such occurrences are 
hypothesized by those who are vigilant of the developing “tech” 
landscape, then exploratory work must be conducted in order to as-
certain the presence and meaning of any digital traces generated as 
a result of these actions [4]. This process is particularly important if 
it is considered that establishing an understanding of these acts is 
likely to impact the casework of practitioners in the field.

When those in DF seek to determine how any tech service or 
function works, they often do so by testing it under controlled con-
ditions (effectively “using it”), allowing them to observe and monitor 
how it operates [5]. This is typically achieved using a “black box” ap-
proach where test actions are carefully chosen to elicit appropriate 
responses from any functions or services that a practitioner intends 
to test [6, 7]. The data that is then generated is acquired using foren-
sic methods, and attempts are made to then identify and interpret 
the presence of any digital traces created as a result of these ac-
tions [8]. In essence, these procedures try to establish whether any 
activity on a device or interactions with a service leave traces that 
describe a user's course of digital conduct when using any technol-
ogy or service. For practitioners to begin to reliably understand any 
trace, they must examine their presence and the surrounding activ-
ity that caused its creation, in conditions that have been designed 
to produce data considered to describe the ground truth for that 
particular investigative scenario.

Accessing any technology's source code or underlying algorithms 
in an attempt to determine its functionality may not be possible due 
to legal restrictions or code-protective measures [9]. Even in cases 
where it is, there is a significant challenge involved with the task 
of reverse engineering and understanding the code, requiring both 
specialist knowledge and tools. As a result, in most cases, reliably 
understanding the functionality and impact (digital traces created 
by this use) of any form of technology or service requires using it 
under ground-truthing conditions, and capturing data resulting from 
this usage. Arguably almost all newly acquired knowledge of digital 
traces in DF and any subsequent interpretations of them must be 
derived from properly generated and appropriate GTD that depicts 
the conditions that led to the creation of the trace. Most accepted 
and reliable trace interpretations must be derived from an examina-
tion of relevant GTD (although “good GTD” does not prevent trace 
misinterpretation, the interpretative process is a separate issue and 
beyond the scope of this work) and the field of DF can only further 
its knowledge and understanding of the technological landscape via 

the use of appropriate GTD. However, producing it is difficult. It is 
questionable as to whether any proposal of a trace's meaning or de-
scription of a device/service's functionality arising from an evalua-
tion of GTD that does not appropriately provide the ground truth for 
these tasks can be relied upon. Given this, the importance of GTD 
for DF cannot be understated.

It should be recognized that generating data is easy, but creating 
data that describe the ground truth for a given scenario can be dif-
ficult [10]. GTD must be distinguished from standard “datasets”; its 
creation must be robustly planned, any activities methodically con-
ducted and the whole process be rigorously documented [11, 12]. As 
the OSAC Digital Evidence Subcommittee Task Group on Dataset 
Development states, “a well-documented dataset facilitates more 
rigorous testing and reliable results” [11]. Any ambiguity in regard 
to the production process and content of any GTD should be kept 
to a minimum (or ideally removed, however, in reality, this may not 
be feasible), where emphasis is placed upon the need to describe all 
actions and the surrounding circumstances and scenarios leading to 
data creation accurately [12]. It is stressed above that GTD must be 
“properly generated and appropriate,” and whether data can be con-
sidered ground truth depends upon the quality of its construction 
and the level of detail in any documentation that accompanies it. 
In contrast, standard datasets (non-GTD) may not have accompany-
ing documentation that describes the processes that were used to 
create it, and its content in a level detail that allows a third party to 
evaluate their contents.

Despite the importance of GTD to the DF community, there is lit-
tle formal guidance available for supporting those who need or want 
to create it within the DF field, to do so in a way that ensures any 
data is of good quality, reliable, and therefore usable [11]. The OSAC 
Digital Evidence Subcommittee Task Group on Dataset Development 
[11] provides one of only a few examples of supporting documenta-
tion. In reality, many of the datasets that are publicly available are 
unlikely to be GTD for any scenario they describe; something that 
is not troublesome unless any dataset creator is claiming that their 
data is ground-truthing, but in reality is not. In these instances, any 
subsequent trace interpretations resulting from these data may be 
unsafe, and if incorrect conclusions have been drawn, their impact 
upon all those involved in a case could be significant. For this reason, 
current levels of trust in shared/distributed “GTD” may be low.

While alluded to above, creating GTD is a challenging task in it-
self but not the only one that requires attention; properly created 
GTD can also be beneficial to the whole DF community if it is shared. 
Distributed GTD provides an opportunity for others to discover 
knowledge that may have been missed during any original analysis of 
the data, and perhaps more importantly, it allows others to evaluate 
the data and any trace interpretations that have been proposed as a 
result of it—“peer scrutiny” [13, 14]. Yet, there are practical reasons 
(privacy and legal issues aside) as to why the use of shared GTD is 
somewhat limited and problematic; those receiving it must be able 
to trust it in order to be able to use it, and those sharing it must be 
able to demonstrate that it is trustworthy. These are hurdles that 
have proven difficult to overcome, and currently, with limited GTD 
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production standards and methods, there may be little progress in 
this space.

This work suggests a minimum standard of documentation to ac-
company the production of GTD when used in the process of discov-
ering new knowledge, proposing original interpretations of a digital 
trace, or determining the functionality of any technology or service. 
A template structure (GTD template.xlsx) is provided in Appendix S1 
which sets out a minimum standard for metadata describing any 
GTD's production process and content. It is suggested that such an 
approach can support the maintenance of trust in any GTD and im-
prove its shareability.

2  |  KNOWLEDGE DISCOVERY AND GTD

GTD for DF is described by Göbel et al. [8] as “data whose content 
is well known and understood by the community, i.e., the exact in-
formation or the actual digital traces to be discovered in a data set 
during the investigation are well documented.” While Woodhouse 
[1] suggests the origins of the term GTD are unclear, it is often linked 
with both military and cartography domains, and the field of DF has 
recently sought to adopt this term to describe data that has been 
methodically created and its content known and documented. The 
field of DF concerns itself with the examination of “digital traces” 
and those within it seek to determine the value and meaning of any 
that they consider are potentially relevant during the course of an in-
vestigation [15]. We have already noted that the production of GTD 
is pivotal when attempting to understand the meaning of any digital 
traces, and there are typically two main contexts where GTD for this 
purpose is produced. Practitioners will produce GTD as part of their 
working roles when there is a need to interpret any traces encoun-
tered as part of their casework that they do not understand—re-
ferred to here as “in-practice” GTD. In addition, practitioners and/or 
researchers in DF may create GTD with the intention of disseminat-
ing it to the wider community so that others can engage with it and 
evaluate its content—“community GTD.” Each is discussed in turn.

2.1  |  “In-practice” GTD

While discussions surrounding GTD in DF are typically focused on 
its use for method/tool evaluation [16–18], its role in the context 
of interpreting traces that have not yet been described and docu-
mented is often overlooked. Practitioners may encounter digital 
traces that they do not yet understand and no existing and accepted 
meaning is available, yet they may initially believe that they could be 
of relevance to their current investigation—“an investigative hunch.” 
In these cases, in order to fully understand the impact, meaning, and 
value of any trace, they must interrogate any technology and/or ser-
vices that they believe to be responsible for them. Using such tech-
nology/services under documented conditions and in a controlled 
environment allows practitioners to observe the creation of any 
relevant traces resulting from any test actions, and evaluate their 

meaning. DF practitioners are constantly required to engage in this 
type of exploratory research as the technology landscape changes at 
considerable speed, often impacting the structure of existing traces 
as well as generating new trace types which must be inspected.

When practitioners need to establish the meaning of any trace 
that is currently undescribed (or no agreed or reliable understand-
ing exists), this is what this work considers a “new knowledge situa-
tion” (NKS). NKSs occur when there is a requirement to establish the 
meaning of a trace for the first time or where there are questions 
over the reliability of any existing trace interpretation. For a practi-
tioner to begin to understand any digital trace, they must be able to 
observe all of the factors that are involved in its creation and modi-
fication under controlled conditions.

While some practitioners may not formally recognize this fact, 
they should be creating GTD every time they encounter an NKS in 
their casework. Good GTD does not prevent a practitioner from mis-
interpreting traces, yet reliable inferences in regards to any given 
trace cannot be drawn without it, and GTD production should be a 
formalized part of the investigative process in these circumstances. 
This is particularly important for the purposes of quality control and 
assurance, as practitioners should be able to demonstrate the validity 
of any methods used, the reasons why they have reached such con-
clusions and the details of any tests/experimentations and data used 
to form any interpretation [19]. Any GTD used should be kept and 
made available for scrutiny and act as evidence of how any trace's 
proposed meaning was formed. If a practitioner cannot provide the 
GTD upon which their testing was performed, then their practices 
may be called into question. In addition, poorly produced GTD may 
also undermine any findings offered by a practitioner when the data 
are scrutinized by any authorized third party. It is within the best in-
terests of all practitioners when interpreting new traces to produce 
GTD that is to the highest standard as this data should be considered 
evidence of good and safe interpretive practice.

2.2  |  Community GTD

While in-practice GTD is an important aspect of casework con-
ducted by operational practitioners, community GTD is often pro-
duced by researchers and “good Samaritans” who seek to make a 
contribution to the field. The DF community has long since recog-
nized value in the provision of datasets for learning and develop-
ment purposes [20, 21]; however, it is suggested that there is a need 
to scrutinize the quality of their production, if their “value” is to ex-
tend beyond merely providing an opportunity for others to curiously 
and informally observe data structures. It is generally accepted that 
while many of those in the fieldwork for different organizations and 
in different roles (some as competitors), there is a shared consensus 
that we can generally learn from one another [15]. As different levels 
and types of expertise exist, and there are those who have access to 
technologies that others may not, advances in knowledge are fre-
quently made from a diverse range of sources and occasionally in 
isolation. In some cases, we see submissions in the form of datasets 
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derived from research that has been conducted, often in return for 
kudos and to be considered valued members of the community.

The sharing of knowledge should be encouraged as all practi-
tioners and organizations in this space maintain a common goal 
of supporting all those involved in the investigation of crime [22]. 
Community GTD is often intended to be available for all those in 
the field of DF. It may give access to data types and structures that 
some practitioners may never have a chance to see, or in some 
cases, never have the chance to produce their own GTD as they do 
not have access to any original technology from which to create it. 
Fundamentally, good community GTD may simply provide an addi-
tional source of data that can be used to validate information and 
support organizational practices. Yet conversely, shared datasets 
that fall short of ground truthing any scenario that it claims to de-
scribe offer little to no value to others, or cause harm if they are 
wrongly claiming to be GTD.

This work does not intend to deter those who seek to contribute 
datasets for the benefit of others; however, the value of any data-
set that does not describe the ground truth for whatever scenario it 
intends to provide coverage of is of questionable worth to others. 
While this may seem a controversial statement to make, if a dataset 
has not been properly created and described, then those seeking to 
use it are unable to determine the reliability of any interpretation of 
traces they gain from it. This does not preclude any casual use of it, 
but practitioners cannot use it to bolster or validate any informa-
tion or practices that are going to be relied upon by criminal justice 
systems.

2.3  |  Sharing GTD

Motivations behind sharing GTD may differ depending on the con-
text of any GTD's production. In-practice GTD may typically remain 
internal to a practitioner's organization, however, there are benefits 
to sharing it. One of the most powerful techniques for quality assur-
ance in the DF field is peer review, and where GTD has been used to 
form an opinion of a trace, releasing that GTD to others so that they 
can evaluate any proposed interpretation can be beneficial.

In contrast, the purpose of community GTD is to provide others 
with access to data. Those creating community GTD may do so in 
one of two ways:

1.	 “Seed & leave”: “Seed & leave” refers to the scenario where a 
GTD creator generates a scenario regarding a piece of technol-
ogy and the functions they intend to test, invokes them using 
appropriate test actions, and leaves the task of identifying and 
interpreting any subsequently generated traces to someone 
else. In essence, they invoke any software/function in a way 
that is designed to seed appropriate data of this activity and 
leave it to others to identify and determine the meaning of 
any resulting traces. When a seed-and-leave approach is taken, 
accompanying documentation describing any test actions must 
be thorough.

2.	 “Seed & interpret”: Unlike a seed-and-leave activity, an individual 
may seed data, then go on to identify the presence of, and pro-
pose an interpretation of the meaning of any generated traces—
analogous to in-practice GTD. In these cases, GTD can be shared 
in order to allow others to evaluate any proposed interpretation 
of a trace

2.4  |  Problem summary

When producing GTD for the purposes of discovering new knowl-
edge, this work considers two distinct problem areas.

1.	 Quality issues: When we interpret traces, there may not be a 
formal acknowledgment of the need to ensure that any data 
we are basing our observations on needs to be ground truthing. 
In addition, practitioners may not recognize when data are in-
sufficient in quality and therefore not “ground truthing.” There 
is a risk that when testing, any data generated are created 
using ad hoc approaches and standards, and lacks rigor in the 
methodological approaches and documentation of it. Simply 
put, there is a worry that any generated data does not reach 
the standard of ground truth.

It is important to recognize that any trace's interpretation 
must originate from data that have had its production controlled 
to reflect the conditions in which any trace exists. Currently, 
there are no standards or benchmarks that must be reached 
during the production of GTD, and to guide the creator of 
it. GTD is therefore likely created on a case-by-case basis 
and without guidance could differ in quality between creators.

2.	 Trust: One of the main problems with sharing GTD is trust (where 
legality and data protection issues are not considered in the remit 
of this work). Those who are given GTD or want to use GTD that 
have been produced by another, must have confidence in its qual-
ity, that it has been robustly and accurately produced, and that 
any interpretations derived from it can be relied upon. This in-
volves being able to trust that the data generation process has 
been done correctly, data seeding has been done correctly, and 
any accompanying documentation is accurate and in enough de-
tail to allow it to be used. Any recipients of GTD cannot assume 
that it is of an acceptable standard, GTD creators must be able to 
provide evidence of the quality of their data

Platforms such as the Computer Forensic Reference DataSet 
Portal [23] (CFReDS) and the Digital Corpora [24] house datasets 
that are available for use by those in the DF field. Such initiatives 
should be welcomed and encouraged, but caution should be ex-
ercised by those seeking to rely on some of the datasets these 
platforms contain when trying to reliably establish the use of 
technologies and services and the digital traces they subsequently 
generate and to test forensic software. While some datasets may 
maintain sufficient documentation that describes both their pro-
duction processes and the contents of the dataset, allowing them 
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to potentially be considered GTD, others may not. CFReDS states 
that their “datasets can assist in a variety of tasks including tool 
testing, developing familiarity with tool behaviour for given tasks, 
general practitioner training and other unforeseen uses that the 
user of the datasets can devise.” Emphasis should be placed on 
“can assist” where the platform does not claim to be a source of 
GTD and it is up to contributors to decide whether they intend to 
produce and submit GTD, and it is their responsibility to make sure 
their data reaches this standard—both CFReDS and the Digital 
Corpora do not guarantee the quality of the data. CFReDS also 
acknowledges that “most datasets have a description of the type 
and locations of significant artifacts present in the dataset,” sug-
gesting in some cases such documentation may be missing. Even 
where datasets maintain accompanying documentation, the stan-
dard of this documentation should be scrutinized as in some cases, 
accompanying documentation does not describe the processes 
involved with seeding data, or describe the seeded data itself in 
enough detail (e.g., relevant metadata describing the quantity of 
seeded data types, the data itself, and the location of it (path or 
physical offset) may be lacking detail).

The OSAC Digital Evidence Subcommittee Task Group on 
Dataset Development [11] provides one of the only guidance docu-
ments for the construction of robust and shareable datasets. While 
they acknowledge that they do not cover all scenarios, they encour-
age use of their guidance “to improve consistency and quality among 
datasets used in digital forensics” and it should be applauded for 
taking on the task of supporting dataset creators. The author of this 
work intends this piece to be complementary to that of OSAC and 
support the goal of increasing the quality of dataset generation in 
DF by also offering a structure to harmonize the dataset generation 
process. OSAC provides detailed information discussing the creation 
of datasets and the intricacies involved in data seeding, and in ad-
dition, provides a template document to record such actions which 
this work considers a base from which to build. OSAC rightly rec-
ognizes the importance of recording the metadata of any systems 
used within their datasets and details of any acquisition methods 
and verification processes used. There is also provision to describe 
any data seeding activities.

In an attempt to support this work, we emphasize the need to 
attribute datasets to their creators and to understand their devel-
opmental process, therefore dataset authorship information is im-
portant so that future dataset users can contact creators and liaise 
with them should questions arise. While this work also notes the 
importance of describing any apparent limitations of a given dataset, 
we believe it is necessary to define the scope of use of any given 
dataset along with its specific purpose to ensure it is not misused. 
In addition, as noted in Section 3.3, it is important to provide docu-
mentation that describes the interactions of future users of the data, 
particularly if they have conducted tests that have yielded important 
results that should be shared with the community who may seek to 
interact with the data. It is also important that any actions relating 
to the seeding process are described in detail, and this work opts 
to break down the description of data seeding actions to include 

details of activity, seeded data, trace location, and trace considered. 
While this may all be considered under what OSAC terms “Action” 
and “Content/Details/Location” for a given data seeding event, it is 
suggested that it is important to distinguish each information type 
to avoid their omission during the documentation of tests. Finally, 
we also believe there is value in allowing the structure of any seeded 
traces within the dataset to be described, if necessary, to support 
future users when conducting and evaluating their tests.

It is suggested that to improve practices in regard to GTD pro-
duction and to facilitate the sharing of it, guidance is required to 
support those producing it. This work offers the following template.

3  |  A TEMPL ATE FOR GTD

Motivations underpinning the proposed use of a GTD template lie 
with the opportunity it provides to define a benchmark in regard 
to the information that any GTD must maintain that describes its 
contents and production processes and to standardize accompany-
ing documentation. Currently, GTD is produced and disseminated in 
a variety of ways, and any of the accompanying information that is 
disseminated with it is produced in a range of formats and is gener-
ated to a standard that the creator considers acceptable. This means 
that some datasets will fall short of requirements needed for GTD, 
and, some will meet this standard in terms of the data generated, but 
be unable to evidence that it is in fact GTD via their documentation.

It is suggested that a template provides a formalized threshold 
for GTD creators to ensure that they can provide the necessary 
metadata required to describe their data in a way that makes it us-
able by others. In addition, it can guide wannabe GTD creators by 
ensuring they work in accordance with the template during the de-
velopmental process and informing them of the need to ensure that 
such metadata are available and required.

The proposed template is split into two main sections; “Dataset 
metadata” and “GTD schedule of activities”—each described below. 
The complete template is provided in Appendix S1 as file “GTD tem-
plate.xlsx.”

3.1  |  Dataset metadata

It is suggested that every GTD dataset should be accompanied by a 
set of information that describes the construction and purpose of it. 
This is considered the dataset's “metadata” and helps users to under-
stand more about the creators of it, how it was produced (and any 
limitations of it), and the purpose and scope of the GTD. The follow-
ing information fields are suggested as a minimum requirement for 
accompanying GTD.

	 1.	 Name: The name of the producer of the dataset should be 
recorded—it is arguably difficult to trust data that is provided 
anonymously, particularly if it is to be used in circumstances 
where any resulting information may need to be relied upon 
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by a court of law. A producer may be an individual, group, 
or organization. All those actively involved in the production 
of the data should be listed unless a principal producer has 
had oversight and responsibility for all data-generating actions 
and can vouch for the accuracy of these processes.

	 2.	 Organization: The dataset producer's organization should be 
listed. Alternatively, if the producer is an independent researcher 
(or acting in this capacity), this should be stated. GTD should be 
attributable to an owner.

	 3.	 Contact Email: It must be possible to contact those who have 
responsibility for the production of the dataset in order to raise 
queries and engage in narratives specific to the dataset content. 
This is particularly important if concerns are identified with the 
data and this needs to be communicated to prevent the further 
dissemination of it (or at least to place caveats on it).

	 4.	 Details of hardware used to create GTD: Information regarding the 
hardware used as part of the GTD production should be stated. 
This includes device makes, models, and relevant identification 
information.

	 5.	 Operating system details: The name of any operating system and 
version installed on any hardware used should be listed.

	 6.	 Date and time GTD creation process started: As per.
	 7.	 Date and time GTD creation process ended: Listing both the start 

and end dates and times of the GTD creation process allows 
others to understand the extent of any documented activities. 
It also provides a reference point in regards to what versions 
of any software and hardware were available at the time of the 
dataset being produced.

	 8.	 Name of dataset: The dataset should have a uniquely identifiable 
name that is embedded within any image files (to prevent tam-
pering) and attributable to it for its lifespan, allowing it to be 
referenced in any future work where results have been derived 
from it.

	 9.	 Format of dataset: Any dataset may be captured in a number of 
ways (e.g., DD, Expert Witness Format (.E01)) and this work seeks 
not to define a specific capture format requirement. However, 
whatever the format of the dataset, it should be stated. This al-
lows any user of the dataset to understand any limitations that 
might be present due to the capture method deployed, and what 
tools they need to access the dataset.

	10.	 Dataset hash type: Any dataset should be hashed and the type of 
hash used be recorded.

	11.	 Dataset hash value: The hash value of the dataset should be re-
corded, and users can utilize this value on receipt of the dataset 
to ensure its integrity.

	12.	 Dataset protection details: A dataset creator may seek to protect 
the contents of their dataset via encryption. Information that 
describes how to gain access to the dataset should be included 
if it is required, which may include contact being made with the 
dataset creator for further instruction.

	13.	 Method of dataset acquisition: Any specific hardware used to 
acquire the dataset (including bespoke methods) must be de-
scribed and documented.

	14.	 Tool used for dataset acquisition: The name of any tool(s) used for 
data acquisition should be stated.

	15.	 Tool version used for dataset acquisition: The version number of 
any tool(s) used for data acquisition should be stated.

	16.	 Name of acquisition method: The acquisition method name 
should be stated. Some acquisition method names are bespoke 
to specific vendors and establishing the remit of the acquisition 
method may require consulting vendor documentation.

	17.	 Date and time of acquisition: The date and time that any dataset 
was acquired should be stated.

	18.	 Purpose of dataset: All GTD is produced for a specific purpose 
(it can never be all encompassing), which could include testing 
a specific function or application, or understanding how a spe-
cific artifact behaves under certain conditions. It is important 
to outline what the purpose of a dataset is, as its construction 
should have focused on meeting the conditions needed for it. 
As a result, the GTD may not be fit for any uses that sit outside 
of its defined purpose, and when deployed for reasons beyond 
this, any information or results derived may not be reliable. Any 
recipient of the GTD must understand how it is intended to be 
safely used.

	19.	 Scope of dataset: While a dataset should have a defined pur-
pose, the scope of this purpose should also be described. For 
example, a dataset may have a single purpose of testing the 
function of Chrome's Internet history service. However, the 
scope of the dataset may be limited to specific versions of 
Chrome and specific actions attributed to Internet history 
creation (e.g., only when URLs are typed into the address bar 
and a visit is initiated).

	20.	 Any known limitations/anomalies: Dataset creators should state any 
known limitations or anomalies that they are aware of in regard to 
the dataset that may impact any user of it. As the dataset is dis-
seminated, any subsequent reports of issues should be recorded 
here and accompany any further distribution of the data.

See Table 1 for the “Dataset Metadata” table with example data.

3.2  |  GTD schedule of activities

Most GTD in DF will contain the results originating from a series of 
test actions conducted in a controlled environment. While the 20 
dataset metadata fields described in Section  4.1 define the setup 
and constraints of the dataset, any GTD should also maintain de-
tailed records of the schedule of activities conducted. A “schedule 
of activities” is defined as records that describe how data have been 
seeded within the dataset (those activities conducted by the crea-
tor), and information about any subsequently generated traces. The 
following information fields are suggested as a minimum require-
ment for describing a schedule of activities.

1.	 Trace ID: When seeding data in a dataset, creators should 
consider segregation activities into manageable and defined 
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test cases. This helps to prevent test contamination and also 
makes it easier to attribute any identified traces to their test 
actions, arguably reducing the risk of their misinterpretation.

2.	 Filesystem Info: The file system present on any storage media 
should be recorded.

3.	 Service/Software: The name of any software or service being 
tested (and therefore the subject of dataset) should be recorded.

4.	 Version Info: The version of any software or service being tested 
(and therefore the subject of dataset) should be recorded.

5.	 Interaction Type: Details of any activity conducted should be 
recorded. This may include actions such as “file ‘X’ executed,” 
“message ‘M’ sent,” or “link ‘L’ clicked.” It should be emphasized 
that any interaction should be specifically described. For ex-
ample, the exact number or order of any button presses should 
be quantified, the exact series of any engagement with menus 
should be described, and the names of any service “labels” en-
gaged with should be listed. Any third party should be able to 
take the details describing any interaction type and recreate 
the interaction type.

6.	 Input Data: Where an action requires the use of specific criteria 
or data (e.g., the sending of test messages on a chat platform), any 
test data used should be described in full. Any seed data must be 
unique and attributable to each test case.

7.	 Real Time of Activity: The real-world time and date of any activi-
ties conducted should be recorded. If any activity occurs for a 
prolonged period of time, consideration should be given as to 
whether it is necessary to record both the start and end date of 
any given activity.

At this point, the aforementioned seven information fields de-
scribing a schedule of activities are considered a minimum require-
ment for community GTD where a seed-and-leave approach is 
adopted. This information describes to any users of the dataset what 
services/functions have been used and how to provide information 
for them to search for the presence of any potential traces created 
by these actions.

For in-practice datasets or community GTD adopting a seed-
and-interpret approach, additional information regarding the impact 
of test actions and any traces created is required. These types of 
GTD go beyond simply describing test actions and provide additional 
details that outline any resulting traces.

The following additional information fields are suggested.

8.	 Primary Trace Considered: Any single action conducted on a 
device may result in the creation of multiple digital traces. 
Where a GTD creator has gone on to describe the results of 
any actions they have conducted, they should be clear as to 
the primary trace they have focused upon, and which traces 
may be beyond their documented considerations. For example, 
if a test case involves establishing what happens when a spe-
cific website has been visited, they may define that their test 
has only considered the impact on “Internet history records” 
traces, rather than also considering cached behaviors (which 
they may consider secondary traces generated as a result of 
any test interactions conducted).

9.	 Logical Location of Trace: The file path to any traces created as a 
result of any test actions should be recorded.

TA B L E  1  Dataset metadata.

Name Mary smith

Contact Email m.s@gmail.com

Organization Forensic Inc.

Details of hardware used to create GTD Dell Inspiron 242

Operating system details Windows 11 Home

Date and time of GTD creation process started 15-07-2023 15:00

Date and time of GTD creation process ended 16-07-2023 15:00

Name of dataset GTD2023.E01

Dataset hash type SHA256

Dataset hash value c09fe13f50efa40e595962cadc609f5f12a9f31b10297c9a5b1b964caabb09e3

Dataset protection details Email author for password

Format of dataset Expert Witness Format (.E01)

Method of dataset acquisition Standard Disk Image using Tableau v 1234

Name of acquisition method N/A (consider bespoke tool vendor names)

Tool used for dataset acquisition FTKi

Tool version used for dataset acquisition 23.123

Date and time of acquisition 23.123416/07/2023 15:10:00

Purpose of dataset GTD for Chrome Internet history

Scope of dataset To establish how Internet history is generated and stored by the Chrome (v70.1.2.3) browser 
application when URLs are typed into the address bar and a visit is initiated

Any known limitations/anomalies None

mailto:m.s@gmail.com
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NaN.	 Embedded Location of Trace (Optional): Any generated trace 
may be embedded within a specific file structure—for example, a 
specific table within a database. Where this is the case, relevant 
details should be stated.

NaN.	 Physical Location of Trace (Optional): Where it may not be 
feasible to reference a trace using file path references, the physi-
cal location of a trace should be stated (e.g., if a trace for a test 
case exists in unallocated space).

NaN.	 Trace Structural Information: Where a trace is stored within 
a format that requires additional interpretative considerations, 
any relevant instructions should be provided (e.g., if a trace is 
stored within an encoded format, decode instructions should be 
provided).

The schedule of activity information fields 9–13 describes the 
presence of any traces within the dataset that are a result of any 
actions undertaken.

See Table 2 for the “GTD schedule of activities” table with ex-
ample data.

3.3  |  Additional—Validation tests

The aforementioned “dataset metadata” and “GTD schedule of activi-
ties” sections of the proposed GTD template concern information ar-
gued as being required in the production of any GTD. It is suggested 
that a separate third element to any GTD documentation may also 
be considered; a “validation tests” section. When any GTD is used 
by someone other than its creator, particularly if they are conducting 
tests upon it or evaluating its contents, it is argued that the mainte-
nance of a log showing how they have engaged with the data, how 
this engagement has been conducted, and any subsequent results of 
any tests conducted would be of benefit to all future users of the GTD.

Particular reference is drawn to any engagement with the data 
that validate whether any seeded data described by the creator have 
generated traces and these have been confirmed as being present 
and accurate. For example, any creator of GTD can describe a spe-
cific “interaction type” deployed in their GTD but fail to identify 
correctly whether any trace is generated. Subsequent users of the 
data may then explore such an interaction and find a relevant trace. 
Alternatively, any GTD creator may erroneously describe a trace 
within their GTD that subsequently cannot be found by others. 
Users of any GTD should consider documenting any relevant tests 
they have conducted and the outcomes, and ensure these findings 
accompany the dataset in any future dissemination of it.

The following “validation test” fields are suggested.

	 1.	 Test ID: Reference should be made to the “schedule of ac-
tivities” and which specific seeded activity is being tested.

	 2.	 Result ID: A results ID should be given so that any outcomes of 
the test can be referenced.

	 3.	 Test Conductor Name: The name of those conducting the valida-
tion test. TA
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	 4.	 Test Conductor Contact Details: The contact details of those con-
ducting the validation test.

	 5.	 Date and Time Test Conducted: As per
	 6.	 Was Trace Identified in full?: In essence, any user of the GTD is at-

tempting to establish whether any trace generated as a result of 
data seeding actions is present within the data. A dataset creator 
may claim the presence of a trace (a trace confirmation exercise), 
or in the case of “seed & leave” GTD, any resulting traces were 
never explored (a trace discovery exercise). Any subsequent 
users of the GTD may conduct a series of tests and provide an 
independent record that confirms the status of any seeded data 
and subsequently generated trace. If no trace can be identified 
in relation to any data-seeding actions following testing, this po-
sition should be flagged here. A user may then provide additional 
information (see field 11 below) which outlines the methods 
they have deployed as part of their trace discovery processes.

	 7.	 Was Trace Manually Identified?: A GTD user may manually trav-
erse a file system or data structure and find a relevant trace. 
This is considered the manual identification of a trace and is 
one potentially appropriate technique for trace identification. 
Alternatively, a GTD user may deploy a specific tool to identify 
a trace (automated identification), where the following three 
fields are required.

	 8.	 Name of Tool Used: Where a tool has been used to identify a 
trace, the name of it should be stated.

	 9.	 Tool Version: As per.
	10.	 Tool Configuration Details: Information describing the name and 

confirmation settings of any tool function used to discover a 
trace should be described in detail.

	11.	 Other observations: Additional information deemed relevant to 
the test conducted should be included. As noted above, where 
methods for trace discovery are deployed and no trace is found, 
details of these methods should be included. This allows others 
to evaluate the work conducted. Any interpretation of a trace 
may be included.

See Table 3 for the “Validation Tests” table with example data.
The role of the “validation tests” feature of the proposed GTD tem-

plate is to provide a living record of the interactions that have occurred 
with the dataset and serve as a continuous and dynamic record of its 
evaluation as more users interact with it. By doing this, potential users 
of the GTD are able to evaluate the experiences of others with the data 
and seek to determine whether they can reliably use it.

It is recognized that once any GTD is in circulation, it may be 
difficult to ensure any of the above-noted validation test informa-
tion that is generated by third parties is subsequently reflected in all 
future distributions of the GTD. Therefore, it is suggested that when 
a future user conducts tests and seeks to provide any validation test 
information to accompany a dataset, they do so by contacting the 
dataset provider and providing them with this information so that 
their GTD can have its GTD template updated. As a result, it be-
comes important that the date and time regarding when any vali-
dation tests were conducted is accurate and maintained, so future TA
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users can establish a chronological timeline of testing and when/if 
any issues have occurred—akin to version control.

4  |  CONCLUSIONS AND DISCUSSIONS

This work has proposed the use of a GTD template for standardiz-
ing the documentation accompanying any GTD, while also acting as 
a guide for defining a minimum benchmark of documentation quality. 
The fields noted within the GTD template collectively are considered 
to be the minimum amount of metadata that should be made available 
regarding the production and makeup of any GTD. It is suggested that 
this information helps to allow future users of any GTD to evaluate its 
value and use cases, while also allowing them to risk assess the data 
and identify any potential reliability concerns that may exist with it. It 
has been noted that the quality of GTD is dependent upon its accom-
panying documentation which must allow third parties to understand 
the processes involved in its creation and to be able to rely upon the 
data that are generated as a result. GTD documentation must not just 
be sufficiently detailed but also contain the right type of information, 
where it is important that those creating GTD are provided guidance 
on the type of information that must be present for their data to be of 
maximum value to all those who may use it.

It is recognized that this work suggests that additional meta-
data regarding a dataset is required in order for it to be considered 
reliable and shareable GTD, and this places an additional burden 
upon the data creator. This extra workload may put off wannabe 
GTD producers, however, it is suggested that without the inclu-
sion of the GTD metadata suggested in Section 4, any dataset is 
fundamentally limited in value in any instance. If we are to increase 
the presence of good quality and reliable GTD in the DF field, it 
is argued that we need to set a minimum set of requirements and 
we should seek to focus on producing quality datasets, rather than 
lots of datasets.

It is necessary to state that the use of a GTD template like that 
proposed here does not guarantee that any GTD using it is perfect; 
procedural issues surrounding data seeding and recording may still 
occur and this is unavoidable. Such a template can never be a silver 
bullet solution for producing reliable GTD in all instances, however, 
it is argued that it does provide support to those producing such 
data, where without it, limited guidance may exist.
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