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Recently, the emergence of Internet of Things (IoT) devices has posed a challenge for securing information and avoiding
attacks. Most of the cryptography solutions are based on physical layer security (PLS), whose idea is to fully exploit the
properties of wireless channel state information (CSI) for generating symmetric keys between two communication nodes.
However, accurate channel estimation is vulnerable for attackers and relies on powerful signal processing capability, which is
not suitable for low-power IoT devices. In this paper, we expect to apply graph layer security (GLS) to exploit the common
features of physical dynamics detected by IoT sensors placed in networked systems to generate keys for data encryption
and decryption, which we believe is a new frontier to security for both industry and academic research. We propose a
distributed key generation algorithm based on multi-agent deep reinforcement learning (MADRL) approach, which enables
communication nodes to cooperatively generate symmetric keys based on their locally detected physical dynamics (e.g.,
water/gas/oil/electrical pressure/flow/voltage) with low computational complexity and without information exchange. In
order to demonstrate the feasibility, we conduct and evaluate our key generation algorithm in both a simulated and real water
distribution network. The experimental results show that the proposed algorithm has considerable performance in terms of
randomness, bit agreement rate (BAR), etc.

CCS Concepts: » Security and privacy — Key management.

Additional Key Words and Phrases: Multi-agent deep reinforcement learning, Physical layer security, Graph layer security,
IoT devices, and Physical dynamics.

1 INTRODUCTION

With recent advances in embedded systems and wireless sensor networks, Internet of Things (IoT) devices are
becoming vital in most of the networked infrastructures, which serve our cities, agriculture, industries, and
homes [46]. Specifically, through deploying wireless IoT devices that are buried underground or embedded in
infrastructures, the monitored physical information (e.g., oil/water pressure) can be collected to maintain the
infrastructures and ensure the safety. However, encrypting these kinds of data is important and challenging for
national security, commerce, etc. Current wireless transmissions are based on Long Range Wide-Area Network
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(LoRaWAN) [3], Bluetooth and ZigBee, which are vulnerable to eavesdroppers/adversaries. Thus, the challenge lies
in the encryption mechanism in order to protect the data confidentiality [27]. The fundamental of the traditional
solutions, such as the advanced symmetric standard (AES), is to generate a pair of secret keys shared between
two communication nodes in advance. It is worth noting that public key cryptography (PKC) is needed, which
employs public keys for encryption and secret keys for decryption. The traditional PKC-based solutions have
considerable performance in protecting modern communication networks. However, applying PKC in IoT still
has challenges. On one hand, traditional PKC-based solutions and protocols are normally complicated and require
powerful computational capabilities, which are not suitable for lightweight IoT devices, due to the constraints
of their computational resources for noise generator, public key distribution, and nonlinear optimization-based
problem solver for decryption [30]. On the other hand, as most PKC-based solutions are based on Internet Protocol
(IP) and Media Access Control (MAC) addresses for authentications, attackers can easily tamper the addresses by
employing malware [44].

1.1 Physical Layer Security

Physical layer security (PLS) has been proposed in recent years as a way to overcome many of the aforementioned
challenges, which can be categorized as key-less PLS [9, 10] and physical layer secret key generation (PL-
SKG) [13-15, 24, 42]. Key-less PLS leverages the superiority of legitimate channels over wiretap ones and tries
to maximize the secrecy rate or signal to interference plus noise ratio (SINR), by steering the variables, e.g.,
beamforming vectors, trajectory of autonomous system, and even the phases of a reconfigurable intelligent
surface (RIS). Additionally, Artificial Noise (AN)-based transmission is viewed as a promising technology to realize
secure communication, which is independent of the eavesdropper’s channel status. In [39], a secure precoding
optimization problem is studied for the AN scheme in Multiple-Input Single-Output (MISO) communication
system, which is solved by a novel Deep Neural Network (DNN)-based secure precoding scheme. In [6], Gao et al.
propose a DNN based self-interference cancellation (SIC)-free receiver AN assisted mechanism in Terahertz (THz)
communication to address the in-beam security challenge. However, one challenge lies in that the superiority of
the legitimate channel may not be always satisfied. For example, an Eve can make the channel being adversary to
legitimate nodes by introducing an Eve-controlled RIS. In such cases, key-less PLS cannot guarantee the existence
of feasible solutions for secrecy rate and SINR maximization.

Another family in PLS is PL-SKG, which exploits the common channel randomness to generate the shared
secret key between legitimate nodes, without the need for a PKC distribution protocol [27, 33]. PL-SKG negates
the risk of key intercept and high computational requirement of PKC schemes, which makes it very suitable for
IoT devices. PL-SKG does however require that the wireless channel between nodes to be reciprocal (true for most
propagation environments), random (small-scale fading), and unique [5, 40]. This is to ensure robust symmetric
key generation and avoid brute-force attempts. Although PL-SKG has been applied to a variety of embedded
wireless and wired communication systems [2, 8, 12, 29, 47], the shortfalls are always overlooked. First, the
common features for data encryption are not detached from the communications, e.g., using channel phases or
received signal strength (RSS), which may provide the chances of sophisticated eavesdroppers to decode the secret
key [34, 35]. Second, for both key-less and PL-SKG, they require the IoT devices to make accurate estimations of
the wireless channel statistics [44]. Accurate estimation requires reasonably powerful signal processing units and
also requires a reasonably high communication signal to noise ratio (SNR). Many embedded or underground IoT
devices operate in low communication SNR regimes, and therefore PLS is not suitable.

1.2 Graph Layer Security

In order to tackle the challenges that PKC requires extensive computational resources for noise generator, public
key distribution and PLS requires high SINR for wireless channel estimation, we expect to apply graph layer



security (GLS) [36]. Motivated by the fundamentals that applying common heartbeat in different IoT devices
across a body for key generation [45], the novel idea of GLS is to fully exploit the common features of physical
dynamics detected by IoT sensors embedded in networked infrastructures, such as oil/gas/water networks.
Precisely, it is widely acknowledged that most of physical dynamics in networked infrastructures can be described
by common equations (e.g., a Navier-stokes equation for fluid mechanics, nonlinear schrédinger equation for
optical fibres, drag equation for aerodynamics), which further motivate us to employ local physical signals
detected by IoT devices to encrypt the data of communication nodes. Thus, compared with the PKC-based and
PLS-based solutions, the GLS-based solution has the following advantages:

e Most IoT devices are cost-friendly but accurate enough to measure physical signals.

o The communication nodes do not require wireless channel estimation or information exchange for encryp-
tion/decryption.

o The generated keys are based on the physical signals monitored by the dedicated IoT devices, which enable
the prevention of attacks from adversaries.

1.3 Multi-Agent Deep Reinforcement Learning based Systems

Recently, deep reinforcement learning (DRL), the combination of DNNs and reinforcement learning (RL) has
become a popular topic. In [23], Mnih et al. succeed to implement the DNNs in RL and their proposed deep Q
network (DQN) algorithm has remarkable performance in playing Atari 2600 games. Then, based on the work
that has done in DQN, Lillicrap et al. [17] proposed a deep deterministic policy gradient (DDPG) algorithm for
handling continuous control problems, which involves actor-critic approach.

However, the traditional DRL approaches are normally implemented in single-agent systems. As each of
agents’ policy keeps changing for exploration and exploitation during the training process, the environment is
non-stationary from any of agents’ view. Hence, the research of applying DRL in multi-agent systems is still
challenging. Fortunately, multi-agent deep reinforcement learning (MADRL) is viewed as a promising direction
and many contributions of MADRL have been widely acknowledged in wireless communication networks. In [26],
Peng et al. investigated the resource management problem in mobile edge computing (MEC)- and unmanned
aerial vehicle (UAV)-assisted vehicular networks, where they proposed a multi-agent deep deterministic policy
gradient (MADDPG)-based algorithm to tackle the vehicle association and resource allocation decision problem.
In [16], Liang et al. studied the spectrum sharing problem in vehicular networks, where a spectrum reuse
mechanism was proposed among vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) links. In [25], the
authors investigated the potential of applying MADRL in solving the transmit power control problem in wireless
networks and they proposed a distributed MADRL-based power allocation scheme.

1.4 Contribution

We summarize the main contributions of this paper as follows:

o Different from the traditional PLS-based key generation approaches that rely on CSIL, GLS is applied to
utilize the randomness of physical dynamics across the networked infrastructure for key generation.

e We propose a key generation algorithm based on MADRL approach, which enables communication nodes
to learn cooperatively to exploit common features of their detected sensor readings between each other.
When the training process is completed, the communication nodes are controlled by their dedicated agents
and can directly generate keys in a distributed manner without relying on frequent information exchange.

o We evaluate the performance of our proposed approach in both a simulated and real water distribution
network. The experimental results prove that our proposed scheme performs well in terms of performance
metrics of key generation, such as randomness, and bit agreement rate (BAR) after adequate training.



Table 1. Comparison between our work and the existing literature

No channel Physical Types of

Reference PLS/GLS  Secret key estimation dynamics information exchange

frequency selectivity of

(371 PLS 4 multipath fading channel channel state
[19] PLS v channel response CSI
[20] PLS v RSS RSS
. syndrome,
[45] PLS v v heartbeat signal CRC chechsum
[41] PLS v randomness of RTS/CTS
wireless channel
[43] PLS v RSSI RSSI
[38] PLS v v acceleration in BAN —
[34] PLS v random Gaussian matrices —
speed deviation in .
[36] GLS 4 IEEE 39-Bus system
Our work GLS v v water pressure —

We further summarize the difference between our work and the existing literature in Table 1. Notably, the work
in [45] is based on wireless body area network (WBAN), which utilizes the interpulse intervals (IPIs) between
two adjacent peaks of heartbeat signals to provide randomness. However, the IPIs of heartbeat signals always
remain the same in any places of body, which means the digital attacks could easily be conducted from any
places of WBAN. In addition, the key generation scheme proposed in [45] still requires information exchanges
for IPI extraction and key establishment. In [38], the authors utilize accelerometers of movement in WBAN as
the physical dynamics and propose an artificial intelligence (AI)-based key generation scheme, which eliminates
the information exchange. Essentially, their work is still a ‘manual’ key generation approach, which deploys a
well-trained neural network at one communication node to predict the physical dynamics at the opposite node.
As a result, only randomness of physical dynamics from one node is applied. Then, we introduce the system
model in Section II. The rest of this paper is organized as follows. we demonstrate the proposed algorithm in
Section III. The experimental results and analyses are given in Section IV. Finally, we give the conclusion and
future work in Section V.

2 SYSTEM MODEL

In this section, we briefly introduce the system model. The networked system (infrastructure) could be gas/oil/water
networks. In this paper, we consider a water distribution network as the networked system, whose overall struc-
ture can be seen in Fig. 1. Specifically, there are a variety of pipes and node junctions deployed, each of which
equips an IoT sensor for monitoring the physical signals (e.g., flow rate, pressure) with a fixed time interval t'.
The node junctions are viewed as communication nodes, which expect to communicate with others over the
wireless channels by applying encryption and decryption techniques for securing data. For simplicity, we choose
N communication nodes and each of nodes will send/receive data to/from the rest of nodes in T time steps.
Precisely, in time step ¢, node n generates N — 1 pairs of keys for the rest nodes simultaneously according to the

detected physical signals X, (t) € RM, which is described as
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Fig. 1. System structure.

X, (t) = [x™(t),Vm e M]T,Vt e T,Vn e N, (1)

where x]''(t) is the m-th signal value detected by node n, M = {1,2,.. .M}, 7 = {1,2,..,T},and N = {1,2,..,N}.
In this paper, we assume the key generation rate (KGR) is 1, which means the generated keys between each pair
of nodes have the same length as X,,(¢). Thus, the keys generated by node n between itself and node n’ in time
step t is expressed as

K (£) = [kpy (), oo K () et (D], (2)

where k7", (t) € {0, 1} is the m-th key bit. Then, the overall generated keys K, (1) € RN-DXM of node n can
be defined as

Kn(t) = [kn,l (t)’ ---kn,n’ (t): ~-~kn,N(t)] . (3)

In order to secure the data for avoiding digital attacks, the generated keys must be robust. The traditional
PLS-based approaches rely on the common randomness of CSI among itself and others to generate keys, but they
may suffer from extremely high complexity for accurate channel estimation and frequent information exchange,
which is easily exposed to eavesdroppers. Considering the fact that most of IoT sensors detached in networked
system are normally buried underground, which is hard to be attacked and the physical signals across the overall
network normally have common features, the idea of this paper is to utilize the common features of physical
signals for key generation. Therefore, the process of information exchange for key generation can be eliminated
and the overall system can be fully distributed. In the next section, we will give the overall key generation scheme.



3 PROPOSED ALGORITHM
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Fig. 2. Structure of agent n (training).

In this section, we describe the system model within the framework of deep reinforcement learning, which
is based on the multi-agent version of Partially Observable Markov Decision Processes (POMDP) [18]. More
specifically, we denote the overall key generation system as an environment, where N agents are deployed to
interact with the environment at a sequence of discrete T time steps. In order to describe the configurations of all
agents, the state space S, the action space A, and the sets of observations O,, Vn € N are further defined. Each
agent n equips a policy function 7, (0,(t), a(t)) to map the relations between its local action a, () and local
observation o, (t) in time step ¢. The target of each agent is to choose the optimal policies that can maximize the
accumulated reward R = Ztho y'r(¢t), where y € [0, 1] denotes a discount factor, r(t) is the reward function in
time step £.

Our proposed algorithm is motivated by the popular multi-agent deep deterministic policy gradient (MAD-
DPG) [21], which involves the concept of centralized training with decentralized execution. The structure of agent
n in the training process is shown in Fig. 2. Specifically, we assume that the node n is controlled by its dedicated
agent n, which equips a DNN named actor network [17] with parameter 8} . The usage of actor network is to
approximately estimate the policy function 7, (0, (), a,(£)|6F ), where 0, (¢) is the local observation obtained by
the IoT device, and a,(t) is the local action generated by the actor network. Note that a, () is utilized to extract
common features of physical signals for key generation, which will be introduced later in Algorithm 2. During
the training process, each of agents interacts with the environment by sending its local observation o0, (t) and
local action a, (). Then, the combinations of local observations and local actions of all agents will be denoted
as state s(t) and a(t) respectively. The environment will obtain the reward r(#) and transfer to the next state
s(t + 1). In addition, each of agents also equips a DNN named critic network for evaluating the Q-value function
On(s(t), a(t) |9f;)) where 9,? is the parameter. Besides, both actor and critic networks have their target networks
with the same structures and they will be updated with a fixed rate. We give the definition of local observation,
local action, state and action as follows.



3.1 Definition of local observation, state space

For each agent n, the local observation in time step ¢ is defined as the physical signals X, (), e.g., on(t) = X, ().
s(t) is the combination of observations of all agents, which is s(¢) = {o,(t), Vn € N'}. The set of local observations
of agent nis O, = {0,(¢),Vt € T }. The state space S is composed of the states from the initial time step up to
the final time step, e.g., S = {s(t),Vt € T }.

3.2 Definition of local action, action space

For each agent n in time step ¢, the local action a,(t) generated by its actor network is defined as a,(t) =
{ay, (1),Vm € M,Vn" € N,n’ # n} with size (N — 1) X M, where a7, () € {0,1}. Specifically, if a; , (t) = 1,
it indicates the m-th signal values of node n and node n’ have common features and can be applied for key
generation. Otherwise, a7 , (t) = 0. Therefore, the action space is defined as A = {a,(t),Vn € N,Vt € T}.

nn’

3.3 Definition of reward function

As the reward function is related to the performance metrics of generated keys, we define the reward function as
follows:

s(1), if s(t) < 1,

r(t) = { 4)

s(t) + a(t), otherwise,
PPN

=1,n’#n Z%:1 |k::,ln’ (t)_krrl'},n(t)l
(N-1)NM

where s(t) = 1 — € [0, 1] is the bit agreement rate (BAR) and it is one of the
Zl,:]=1 er:l':l,n’in 2%:1 anm,n’ (t)

(N-1)NM
features applied for key generation. Overall, the reward design is to guarantee that agents can obtain the same
key with each other and maximally utilizing the common features among physical signals.

Furthermore, in our proposed algorithm, we apply the experience replay scheme [22] to stabilize the training
process. Precisely, the transition, which consists of [s(t), a(t), r(¢),s(t + 1)] is stored in a memory with size K.
When the training process starts, k transitions will be randomly sampled from the buffer. This scheme breaks the
correlation between different transitions and therefore avoids the divergence.

The policy gradient approach [31] is applied to update the parameter of actor network of agent n according to

the following equation:

performance metrics of generated keys. a(t) = € [0,1] is the average ratio of common

VrJ(07) ~ E[V07.7(0n (1), n(D107)V 0, (6) O (5(1): @(DIOD) (1120 (on 1116 | ()
The critic network is updated by minimizing the loss function, which is defined as
L(O7) = E[(5 ~ Qu(s(0). a()16)’]. (6)

where g is calculated by
g=r(t)+ YQ;[ (s(t +1),a(t+ 1)|9r? )lan(t+1):ﬂ;(0n(t+1)|9ﬁ’/)’ (7)

where JT,’l(-|0,’f/), Q;l(-|0,9 ,) denote the corresponding policy and Q-value functions of the target networks.

We also provide the overall algorithm design in Algorithm 1. From Line 1 to 4, the actor ,, (-|67), critic Qn (¢ 9,? )
and two target networks 7/ (-|07), Q,’l(~|9,?’) of each of agents are initialized. Then, in Line 5, the experience
replay memory with size K is initialized as well. The training process lasts E™** episodes, each of which has
T time steps. In the initial time step, each of agents n initializes its local observation o0,(¢) and state s(t) is the
combination of observations obtained by all agents. From Line 12, each of agents n selects the local action a,(t)
generated by its actor network. Note that N, denotes the action noise for a better exploration and it decays with a



Algorithm 1 Proposed algorithm

1: for agentn =1,..., N do
2: Initialize actor 7, (-0} ), critic Q(le,?) networks with parameter 67, and 9,? respectively. ;
3: Initialize two target networks s;, (~|9;,’/ ), Q(l@,?) with parameters 9,’11/ and 9,? respectively.;
4: end for
5: Initialize experience replay memory with size K;
6: for episode = 1,2,...E™%* do
7: for agentn =1,...,N do
8: Initialize observation o, (¢);
9: end for
10: for time step ¢ in 7 do
11: Obtain s(¢) = {01(¢),...on () };
12: for agentn =1,...,N do
13: Select action ay, () = 7p (0n (£)|67) + Ne;
14: Execute action ap, (#);
15: Obtain generated keys Kj, (¢) according to Algorithm 2;
16: end for
17: Obtain action a(t) = {a;(¢),...,an(t)};
18: Calculate reward r(¢) according to Eq. (4);
19: Obtain next state s(¢ + 1);
20: Store transition [s(t), a(t),r(t),s(t + 1)] into experience replay;
21: if the training process starts then
22: Randomly sample k transitions from experience replay memory;
23: for agentn =1,..,N do
24: Update actor network 7, (|67 ) according to Eq. 5;
25: Update critic network Qn(|0,?) according to Eq. 6;
26: Update two target networks 7;, (- |9;f/ ), O, (|9,? ) with rate 7:
27: 07 — 70T+ (1-1)67;
28: 09 — 702+ (1-1)6Y ;
29: end for
30: end if
31: end for
32: end for

fixed rate. After that, the generated keys K, (t) are obtained by Algorithm 2. Starting from Line 17, we obtain the
action a(t) = {a1(t), ..., an(t)} and calculate the reward r(t) using Eq. (4). The environment will transfer to the
next state s(¢ + 1). In Line 20, the transition, which consists of [s(¢), a(t), r(t),s(t + 1)] is stored into experience
replay memory. From Line 21, when the experience replay has enough transitions, the training process starts.
Precisely, we randomly sample k transitions to train each of actor and critic networks according to Eq. (5) and
Eq. (6). Finally, two target networks of each of agents are also updated with the rate of 7.

We further introduce the proposed feature extraction scheme for key generation in Algorithm 2. Specifically,
after obtaining action an(t), if a)',, (t) = 1 and in the meantime the current m-th signal value is larger than the
previous (m — 1)-th value, i.e., x™(¢) > x™(t), we have k' (t) = 1. Otherwise, we have k)" ,(t) = 0. Finally,
we return K, (). ) ’

After the training process, the network models of each agent are saved for validation. Note that our proposed
algorithm is based on the framework of centralized training with decentralized execution, which means only
actor networks of each agent are utilized for implementation. Thus, the overall system is fully distributed and its
structure is shown in Fig. 3. Furthermore, we analyze the computational complexity of the saved actor network as
follows. As the fully connected layers are applied in this work, the complexity for actor network can be calculated
as O( Zil n,- nz_l), where Z is the number of network layers, n, denotes the number of neurons of z-th layer [7].
Therefore, it is clear to see that embedded IoT devices in the networked system will benefit from deploying the
light-weighted actor networks.



Algorithm 2 Proposed feature extraction scheme

1: Obtain action a, (t) = {a; o (B ant (t)... aﬁdn, (t),¥n' € N,n’ # n} withsize (N — 1) X M;
2: Obtain X, (t) = [x]]*(¢),Vm € MIT;

3: Initialize K, (t) = [Kkn,1(2), ...k (), ... knn (2)] with size (N — 1) X M;
4: forn’ =1,..,N,n’ # ndo

5: form=1,..,Mdo

6: if @ ,(t) = land x* (¢) > x;*"'(¢) then

7: k"l"n, (¢) =1, e.g., m-th element of k,, ,» (¢) is 1;

8: else

9: k"l"n, (¢) =0, e.g., m-th element of k,, ,,» (¢) is 0;
10: end if
11: end for

12: end for

13: Return K, (t);
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Fig. 3. Structure of agent n (validation).

4 EXPERIMENTAL RESULTS
4.1 Experimental Platform

In order to demonstrate the reliability and performance of our proposed algorithm, we implement a testbed based
on a simulation environment. Specifically, we utilize a tiny water distribution network built by EPANET, which
is a public domain software [28]. As shown in Fig. 4, the water distribution network is based on the North Marin
Water District in Novato, CA, which has 1 reservoir, 3 tanks, 2 pumps, and 6.8 miles of pipes. For simplicity, we
choose 3 node junctions (node 121, 141, 189) as the communication nodes in the experiment. The water pressures
of the communication nodes are defined as the physical signals. We denote the previous water pressures for
160 minutes as the training date, whose snapshot and correlations between different communication nodes are
shown in Fig. 5a and Fig. 5b respectively.

The training process of our proposed algorithm is performed with Python 3.7 [32], Tensorflow 2.0 [1]. The
actor network of each agent has 1 input layer (100 neurons), 3 hidden layers (100 neurons), and 1 output layer
(M(N — 1) neurons). elu(-) is used as the activation function for both input and hidden layers while tanh(-) is
used for the output layer. The critic network also has 1 input layer, 3 hidden layers, and 1 output layer. The
architecture of actor and critic networks can be seen in Fig. 6a and 6b. In our experiment, each communication
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Fig. 5. (a) Snapshots of physical signals. (b) Correlations between different communication nodes.

node detects the physical signal with a particular time interval (¢ = 1 minute). We define the previously detected
20 physical signal values of each communication node as 0,(t), which means M = 20. The training process has
overall E™®* = 25000 episodes, each of which has T = 20 time steps. The size of the experience replay is K = 10°.
AdamOptimizer [11] is applied to update actor and critic networks with the rate of 0.0001 and 0.001 respectively,
while two target networks are updated with the rate of 7 = 0.01. More parameters about system model and
experiment can be found in Table 2.

4.2 Performance metrics of key generation

In this subsection, we introduce the performance metrics of key generation.
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Table 2. simulation parameters

Parameters | Setting
t! 1 minute
N 3
T 20
M 20
Y 0.99
K 10°
k 256

Emax 25000
N 1
T 0.01

¢ Bit agreement rate (BAR): BAR represents the percentage of the same key bits between different
communication nodes, which is described in Eq. (4).

e Randomness: In order to avoid brute force from attackers, the generated keys should be random. One
widely used method is to apply a statistical randomness test suite designed by National Institute of Standards
and Technology (NIST) [4], which evaluates the randomness of generated keys by returning a p-value
within [0, 1]. If the returned p-value is larger than a threshold, i.e., 0.01, we can conclude the generated
keys pass the randomness test.

e Uniqueness: It means whether the physical signals can represent different patterns and keys. In this
paper, as the IoT devices are detached within the same water distribution network, we can conclude that
uniqueness is always guaranteed.
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4.3 Experimental analysis

In this subsection, we give the experimental analysis of our proposed algorithm. First of all, we analyze the
convergence performance through depicting the accumulated reward obtained in each training episode in Fig. 7.
Specifically, the training curve of the proposed algorithm remains below 0.7 in the beginning. One plausible
explanation is that the training process is not started and the agents are taking random exploration. When the
experience replay memory has enough transitions, the learning process starts. The agents keep learning from the
interactions with environment through exploration and exploitation, which results in the increase of accumulated
reward. After that, it is observed that the training curve remains close to 1.1 eventually and we conclude the
convergence is achieved.

After the training process, we further analyze the performance of the proposed algorithm in terms of BAR.
To be more specific, as the number of communication nodes is 3, there are 3 pairs of generated keys between
different nodes, which are node pair 121 - 141, node pair 121 - 189, and node pair 141 - 189. We analyze the average
BAR of generated keys with different numbers of time steps in Table 3. It is easy to see that the average BARs of
generated keys of node pair 121 - 141, node pair 121 - 189, and node pair 121 - 189 always remain above 0.90,
which is acceptable and the mismatched key bits can be easily corrected by a standard information conciliation
process, such as utilizing error correction code (ECC) or Bose-Chaudhuri-Hocquenghem (BCH) code.

Then, we analyze the performance of the proposed algorithm in terms of randomness in Table 4. It is obvious
to see from the test results that all p-values of generated keys of node pair 121 - 141, node pair 121 - 189, and node
pair 141 - 189 are larger than 0.01. Therefore, we can conclude our proposed algorithm can meet the requirement
in terms of randomness.

Furthermore, we evaluate the performance of our proposed algorithm in a real water distribution network,
whose topology is seen in Fig. 8. More precisely, the network has 1 water tank, plastic pipes, interconnectors, a
manual valve, a pump, and water pressure sensors (node 1 and node 2). In order to realize the continuous changes
in water pressure, we adjust the rotational speed of the pump and the manual valve. The water pressures of node
1 and node 2 can be seen in Fig. 9.



In Table. 5, we analyze the average BARs and p-values of generated keys of node 1 and node 2. It is observed
that the proposed algorithm still has the outstanding performance of key generation in the real environment.

Finally, we consider the existence of eavesdroppers (Eve) and conduct the potential attacks for benchmark
comparisons. The attacking schemes are described as follows.

e Scheme 1: Eve only knows the structure of neural network of node 1 or node 2 and passively generates
keys using the water pressures captured from another water distribution network.

o Scheme 2: The structure of neural network is unknown but Eve can obtain the raw water pressures of
node 1 or node 2. Then, Eve applies a random feature extraction scheme for key generation.

o Scheme 3: Eve knows the structure of neural network of node 1 or node 2 and also obtains the water
pressures of nearby communication nodes.

e Scheme 4: In order to avoid the information exchange, which is vulnerable by Eve, node 1 and node 2 only
apply a simple threshold for quantization and key generation, according to their dedicated water pressures.

Table 3. Average BARs of generated keys of different nodes (simulation)

Time steps Node pair | Node pair | Node pair
121 - 141 121 - 189 141 - 189

2 1 1 1

4 0.98 0.96 1.0
6 1.0 1.0 1.0
8 0.96 0.96 1.0
10 0.96 0.96 1.0
12 1.0 0.92 1.0
14 0.96 1.0 1.0
16 1.0 0.96 0.96
18 0.92 0.96 1.0
20 1.0 0.96 0.96

w . < \ —

Interconnector
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k
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Fig. 8. Network topology (real environment).



Table 4. Average p-values of generated keys of different nodes (simulation)

. Node pair | Node pair | Node pair
Timesteps | o1 141 | 121-189 | 141- 189
2 0.339 0.339 0.225
4 0.261 0.242 0.256
6 0.260 0.245 0.270
8 0.255 0.255 0.276
10 0.256 0.252 0.271
12 0.261 0.248 0.272
14 0.258 0.255 0.266
16 0.264 0.258 0.267
18 0.257 0.259 0.266
20 0.257 0.264 0.266
—— Node 1
—— Node 2
20
T 151
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Fig. 9. A snapshot of water pressures (real environment).

Then, we compare the BARs of generated keys obtained by our proposed algorithm and the above attacking
schemes in Fig. 10, where we observe that our proposed algorithm consistently achieves the reliable performance
against different kinds of digital attacks. Overall, the BARs of all attacking schemes remain between 0.35 and
0.8. One plausible explanation is that for achieving the perfect attacking performance, Eve has to know the raw
water pressures and structure of neural network of the attacked communication node simultaneously. However,
neither inserting illegal IoT sensors in networked system or obtaining the legitimate embedded neural network is
extremely difficult, which could be easily exposed.

5 CONCLUSION AND FUTURE WORK

In this paper, we investigate the key generation problem in networked systems. Motivated by the fundamentals of
GLS, we propose a distributed key generation algorithm based on MADRL approach, in which the communication
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Fig. 10. BAR comparisons of the proposed algorithm and attacking schemes.

nodes of the networked system are enabled to generate keys based on their locally detected physical signals
without information exchange and wireless channel estimation. We evaluate the performance metrics of key
generation both in the simulated and real networked systems. The experimental results prove that the proposed
algorithm achieves considerable performance in terms of randomness, and BAR after training.

As future work, we plan to extend our proposed algorithm into an entire key generation protocol, which
contains information reconciliation and privacy amplification. In addition, we further expect to deploy our work
into a real hardware testbed to verify the robustness performance and seek for potential prevention from digital
attacks.

Table 5. Average BARs and p-values of generated keys between node 1 and node 2

Time steps | BARs | p-values
2 1 0.15
4 0.95 0.18
6 1 0.14
8 1 0.25
10 0.95 0.16
12 0.95 0.16
14 0.95 0.11
16 1 0.12
18 1 0.11
20 1 0.12
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